NAVAL LIPOSTGRADUATELISCHOOL L
Mont er ey, LCal i forni ao

THESI S[]

VHATOPRACTI CESO NCAI RPORTOSECURI TYOSHOULDO
THEOUNI TEDOSTATESO MPLEVENTOATOCOMVERCI AL
Al RPORTSO NOLI GHTOOFOTHECEVENT SOOFOSEPTEMBERL
11, (2001?20
O
Char | esCE. OChur chwar dOJ
O
June[20020
O
OThesi sOAdvi sor: OO Davi dCOR. ((Hender sond
OSecond[Reader : [ W lianyd. OHagald

Appr ovedlf or Opubl i clr el ease; [di stri butionl sCunlimtedd

OooOoonOo



N N N I O

THI SOPAGELI NTENTI ONALLYULEFTUBLANKD
N



0 REPORTLDOCUMENTATI ONCPAGED For vEROR! ueLOVED. 1

Publ i cOreporti ngOburdendf or Ot hi sOcol | ecti onOof Oi nf ormati onOi sOesti mat ed0t oOaver aged10hour Oper [
response, 0 includingd thed timed forO review ngd i nstruction, O searchi ngd exi stingd datal sources, [}
gat heri ngd andO nai nt ai ni ngO t heO dat al needed, O andO conpl eti ngd andd revi ewi ngd t hed col | ecti onO of [}
i nformati on. OSendOconment sOr egar di ngCt hi sObur denCest i mat eor Dany ot her Daspect Oof Ot hi sOcol | ecti ond
of Oinformation, Oincludi ngd suggesti onsO forOreduci ngd t hi sO burden, O0tol Wshi ngt onO headquart er s[j
Servi ces, ODi rect orat edf or Ol nf or mat i onOOper at i onsOandOReport s, 012150Jef f er sonODavi sOHi ghway, OSui t e[}
1204, DAr | i ngt on, OVAO22202- 4302, DandOt o0t heOO f i celof OManagenent OandOBudget , OPaper wor k(OReduct i on(]
Pr oj ect [J(0704- 0188) (MAshi ngt on[IDC[20503. O

1. DDAGENCYLUSECONLY( Leave | 2. OOOREPORTODATEO 3. OOREPORTOTYPECANDCDATES[ICOVERED]
bl ank) 000000000000 June[1200200 Mast er’ sOThesi sO

4. OO0l TLECANDOSUBTI TLEOWhat OPr act i cesO nUAi r port OSecuri t yOShoul dOJ 5. OOFUNDI NGONUMBERSO
t heOUni t edOSt at esOl nmpl emrent Oat OConmer ci al OAi r por t sOi nOLi ght Oof O O
t he[Event sUof OSept enber (011, (2001?70

6. OOAUTHOR)( S) CChar | esCE. (OChur chwar dOJ ]

7. OOPERFORM NGLORGANI ZATI ONONAME( S) DANDOADDRESS( ES) O 8. OPERFORM NGLORGANI ZATI ONCO
Naval (Post gr aduat e(lSchool O REPORT ONUVBEROOOOO

Mont er ey, OCAL193943- 500000

9. ISPONSORI NGV [MONI TORI NGLAGENCYNAME( S) ANDUADDRESS( ES) O 10. OSPONSORI NG MONI TORI NGO

OOCOAGENCYREPORT ENUVBERL

11. OOSUPPLEMENTARYONOTESOOTheOvi ews Oexpr essedUi n(t hi sOt hesi sOar e[t hoselof Ot heJaut hor OandOdonot [
refl ect Ot heOof fi ci al Opol i cylor Oposi ti onCof Ot he[U. S. ODepart ment Cof ODef enselor [t heU. S. OGover nient . O

12a. OODI STRI BUTI ONOJ CAVAI LABI LI TYOSTATEMENTOOO 12b. ODI STRI BUTI ONCICODED
Appr ovedf or Cpubl i cCr el ease; Odi stri buti onl sCunl i nitedd ]

13. OABSTRACT( maxi muni2000wor ds)

TheOterroristOattacksOof OSept enber 011, 020010changeddf orever Ot heOwaydAmeri call
vi ews[i t sOever ydayOsaf et y, OasOwel | OasOt heOsaf et yOof DhowOwe[t r avel . OOTheOUni t eddSt at es(
gover nnent Ot ookOswi ft ODandddr amat i cOact i onOt oOchangelci vi | Oavi ati onOsecuri tyOw t hOt hel]
passi ngUof [t heOAvi at i onOTransport ati onCdandOSecuri t yOAct O( ATSA) Dof 02001. OO nOt heOnont hs
foll owi ngt heOattacks, Opolitici ansdOandOt heOnedi aOnmadedt hei r Ovi ewpoi nt sOknownOwhi | el
civil Cavi ati onOsecurityOpr of essi onal sChavebeenOunhear d. O

TheO objectived of 0 thisO thesisO isO tod ascertaind thed bestd practicesO and[
reconmendat i onsUof Ot heselst akehol der sOt oOpr ovi de[t heUhi ghest Ol evel Jof Osecuri t yOat Dour O
nati onsOai rports. O0OToOgat her Ot heseOdat a, (Ot hedr esear cher Oconduct ed0on- si t e(i nt er vi ews ]
of [t heselpr of essi onal s. 0

TheOst udyOr eveal sOci vi | Javi at i onOwasOnot Oadequat el yOpr epar edOf or Ot heOt errori st O
at t acksUof OSept enber J11. O0Congr essi onal Omandat esUOof Ot heJATSAOhaveOdr i venOgover nnent ’ s[
behavi or. 0 TheO | ackO of O avi ati onO experi encel of O seni or J1 eader shi pd andd i tsOt op- down[
approachO hasO al i enat edO st akehol ders. 0 O her O keyd gover nnent O i ssuesd i ncl uded f undi ngQ
constraints, Opotential Oconpl acencyCandOconf | i ct sCof [ nt erest. [0

0

14. OSUBJECTOTERMSLIO 15. ONUVMBERCIOFO
AirportOSecurity, OAvi ati onOSecuritySystens, OTerrorism OHijacking, 0 PAGESOO
Transportati onOSecuritydAdnm nistration, OAvi ati onOTransportati ondand 970
Securi t y[OAct Oof (2002, OATSA, OTheOGor e[0Conmi ssi on[]
O 16. OPRI CELJCODED
17. OSECURI TYO 18. OSECURI TYO 19. OSECURI TYO 20. CLI M TATI ONO
CLASSI FI CATI ONO CLASSI FI CATI ONOOFOTHI SO | CLASSI FI CATI ONCOFO OFOABSTRACTO
OFOREPORTO PAGED ABSTRACTO ad

Uncl assi fi edO Uncl assi fi edO Uncl assi fi edO uLtd

NSNLJ7540- 01- 280- 5500 JJJ000000000000000000000000000000000000000St andar dOFor m298Y Rev. [(2- 89) OO0
OOO0000000000000000000000 00000000000 000000000000000000000000Pr escr i bedChy DANSI OSt d. (239- 180

N [



N N N N N N N I

THI SOPAGELI NTENTI ONALLYULEFTUBLANKD

N N N N N N A I I

N



Appr ovedf or Opubl i cCr el ease; Odi stri butionl sCOunlimtedd
O
[

WHATOPRACTI CESLI NOAI RPORTLSECURI TYHSHOUL DOTHECUNI TEDOSTATESO
| MPLEMENTCDATOCOMVERC! AL DAl RPORT SO NOL I GHTOOFOTHECEVENT SCOF
SEPTEMBER11, (1200170
O
Char | esCE. OChur chwar dJ
Li eut enant OCommander , OUni t edJSt at esCNavy [

B. S., OCal i f orni alJSt at e[dUni ver si ty, OLongBeach, 119830
O
[

Subm ttedl nOpartial Cful fill ment Dof [t hedd
requi rement stf or [t helddegr eellof [

[

O
MASTERCOFSCI ENCEL NCIVANAGEMENT [

[
fronidt hell
O
NAVAL [IPOSTGRADUATELSCHOOL [

June[2002[]

O
O
O

Author: O O Char | esE. OChur chwar dO
]

[

O

Approvedlby: 0 Davi dCR [Hender sonl]
Thesi sUOAdvi sor [

a
a
a
W lianild. (Hagal
SecondOReader [
O
a
a

Dougl as[A. [Br ooks, [Ph. D. O

Dean, 0G aduat e(0School Oof (Busi nessUand™OPubl i cO
Pol i cyO

OoooOoO

N i



N N N I N N A I I

THI SOPAGELI NTENTI ONALLYULEFTOBLANKDO

N N N N N I

N



ABSTRACTU
N
[
[

TheOterroristOattacksOof OSeptenber 011, 020010 changedd
f orever Ot heOwayOAner i callvi ewsli t sOever ydaylsaf ety, OasOwel | [
asl] thel saf ety of O howll wel travel .0 O Thel Uni tedd St at esl
gover nrent Ot ookOswi ft Oanddr amat i cact i ondt odchangelci vi |l O
aviation securityl withl thed passingd of 0 thel AviationO
Transportati ondJandOSecuritydAct O(ATSA) Dof 02001. OOInOt hed
nont hsOfol | owi ngld t hed attacks, Opoliticiansdandldthel nmedi all
madelt hei r Ovi ewpoi nt sOknownOwhi | elJci vi | Davi ati onOsecurityd
pr of essi onal sChavellbeenunheard. [

Thelobj ect i velOof Ot hi st hesi sUi sOt odascer t ai nOt heObest [
practi cesl] andd recomrendati ons of O t hesell st akehol ders(d t o[l
provi del t hell hi ghest | evel O of O securityl at our nationsl]
ai rports. 00Tolgat her Ot heselldat a, Ot heldr esear cher conduct ed

on-si tell nt ervi ewslof [t heselJpr of essi onal s. [IJ

TheOstudyOreveal sCcivil Oavi ati on(Odwasnot [Dadequat el y[I
preparedld ford thel terroristld attacksl of 0 Septenberd 11. [
Congr essi onal Omandat esof Ot he[JATSAUOhaveldr i venldgover nnent ’ sl
behavi or. 0 TheO lackO of O avi ati onl] experiencell of O senior[
| eader shi p0 andO itsO top-downl approachl hasl alienatedl
st akehol ders. OOt her Okeylgover nrent i ssuesOi ncl udedf undi ngd
constraints,d potentiald conplacencyld andd conflictsO of0O
i nterest. D
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| . 0 1 NTRODUCTI ONU

TheOterroristOattacksOof OSeptenber 011, 020010 changedd
f orever Ot heOwayOAner i callvi ewsli t sOever ydaylsaf ety, OasOwel | [
asl] thel saf ety of O howll wel travel .0 O Thel Uni tedd St at esl
gover nrent Ot ookOswi ft Oanddramat i cacti ondt odchangelci vi |l O
avi ationd securityd withd thed passingd of 0 thel AviationO
Transportationld andd Securityld Act of O 2001. 00 0O Wil el thel
politiciansOandOnmedi allqui ckl yOmadelt hei r Ovi ewpoi nt sOOknown, [
civil OaviationOsecurityld systensO prof essi onal s havell gonell
| ar gel yOunhear d. 000

Thellobj ect i velof Ot hi st hesi sUi st odascer t ai nOt heObest [
practi cesJandOr ecomendati onsUof Ot heseJunhear dldexpert st ol
provi ded theld highest | evel O of 0 passengerd andl] enpl oyeel
securi tyOat Dour Onation' sfai rports. OOTollgat her Ot heseldat a, [
t hellresearcher Jconductedlon-sitedinterviewsOw t hOJavi ati on[]
securi tylst akehol ders, Oal | Oof Owhonilar ellr ecogni zed[l| eader s[]
i n[t hei r f i el dslUof Cexperti se. [0
A 0 THEOPROBLEM]

Howd canlJ Americall prevent futured terrorist attacks[
agai nst Ot hedUni t edJSt at es?0TheJAvi ati onTransport ati onJAndO
Securityld ActO inposesl stringentd securityld neasuresl andd
cr eat edUJalOnewlf eder al Or egul at or yagency, Ut heOTransportati onld
SecuritydAdm nistrationd(TSA). OO Thel TSAO hasi nposedi tsO
regul ationsd without regardd tol theird effectsl ond thel
econom csor Ot hedai | yOoper ati onsOof i t sdconsti t uencyJandO
t heOf | yi ngOpubl i c. OOThi sOagencylstart eddw t hOnoOenpl oyees(
andl i sO schedul edd t o hi reld anlJ esti mat edJ 60, 0000 or U nor el
personnel . 0 O Seni or O | eader shi p0 of O the TSAO i sl wei ght ed
heavi | yOw t h{Jl awJenf or cenent Oper sonnel OwhoOhaveOlittl edor O

0 10



nolavi ati onOexperi ence. OOTheOTSAOhasi gnor eddt hevi ewsOof [
avi ationld experts, Oresultingdind altop-down, [0 heavy- handedO
appr oacht hat ChasOdr awnheavylcriti ci sm OO
B. O THEOSOLUTI ONO

Teamwr kO between federal O governnmentd andd aviationO
st akehol dersi sOparanmount . OOFi rst, Ot heyOnust JaddressUt hel
humanOf act or: Oproper| yOconpensat ed, Oqual i fi eddandOtrai nedd
securi tyUOpersonnel Owi | | Obest Opr event Of ut ur efat t acks. O0ONext , O
identifyd potential 0 threatsd beforell check-in byl usingl
t echnol ogyl] suchld asl passenger [0 profilingd andd all "trustedl
travel er"Oprogram OOFi nal |y, Oalll ayer edlsecurityOapproach, [
whi chOdoesnot Ot oldrel yOOt ooldnuchOonOanyJonelsystem COwi | | O
yi el dt hebest [resul ts. 00000
C. 0O CONSEQUENCES[

| fOthelf ederal Ogover nnent Ocannot Owor kOw t hOavi ati onld
st akehol dersOJ tolJ fi nd0 t helJ best 0 waysUO t ol i nprovel ai rport
securityld proceduresld andl] protocols, d thend thel resultO isO
i kel y(Ot oObelhast i | yOi npl enent edJandlcost | y—yet Opot enti al | y[I
ineffective—solutions. O O InO thed rushd toO nmeetd federal O
mandat es, [0 hi gh-qual ity resul t s arel bei ngld set [0 asi deld and[l
bi | I i onsCof [t axpayer [dol | ar sCwast ed. [
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1. OMETHODOLOGY

A. OO | NTRODUCTI ONO

ThelOmet hodol ogyOusedOi nt hi sOr esear chlconsi st edOof Oan
extensivel literatureld searchld andlO revi ewl] of 0 newspapers, O
magazi nes, Opr of essi onal Oj our nal sOandll nt ernet Oarticl es. Ol nO
addi tion, 0 all sem -structuredld surveyll cont ai ni ngl] open- endedd
guestions (Appendi x[O A) O was devel opedd andlJ usedl] t oJ seek[
opi nions froni] aviationd securityl professionals.d Thesel
i nt ervi ewsCOwer elJconduct edUei t her Ui nOper sonUor Oby Ophone. OO [
theOei ght Oconfidential Oi nterviews, Osi xOwereldconducteddi n[J
person, O twol byl phone. 0 0O Twol additional O surveysl werell
conduct edd by phonedt odgai nOaddi ti onal Oi nsi ght sdandOr oundd
outd thel varietyd of O interviewd participants. d TheO t hesi s
di scussesl thel sevend mai nO thenmesd distilledd fronmd theseld

interviews. O

MuchUOof (Ot helr esear chOf ocusedOon[t helddevel oprrent Oof Ot hed
new ylcr eat edTransportati ondSecurityOAdm ni strati ond(TSA), O
all federal O agencyl under O t held auspi cesl of [0 Departnment 0 of O
Transportationld (DOT). OO Theld st udy exam nes i nci dent s[J and[
political OcircunstancesUt hat Ol eddt o0t heOTSA sUr epl acenent [
of Jitsl predecessor, [ thell Federal O Avi ati onJ Adm ni strati onl
(FAA), Oi nlt helIf i el dOof Oavi ati onOsecurity. OO ncl udeddi nt hi sO
di scussi onUar elJevent sUi nUavi at i onOsecuri t yOsi ncedSept enber [J
11, 020010andt hei r i npact JonlJgover nrent Oact i onOandOpubl i cO
per cepti on. [

Thel research al sol includesO all recentd historyld of [
avi ationOsecurityldsystensi nEuropeldandd]l srael OandOt hei r O
potenti al [ nfl uencelonOAneri ca' slavi ati onldsecurityllsystens. [
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Thel maj orityd of O thed researchld forO thi s paper d was[
conpl etedby0310May[12002. OAnymaj or Oregul at ory[ddeci si onsd
madell by thed Departnentl] of[0 Transportation, 0 thel
Transportationld Securityd Adm nistration, dAmericanldairportsl
andUai r | i nelpl ayer sOandlst akehol der sOaf t er 0310May 20020ar ed
not [0 ncl udedOandt hei r Cef f ect sOnot [consi dered. [

B. 0 LI TERATURELREVI EW]

Literaturel dealingd withl aviationd securityl systensl
bef or ellandCaf t er OSept enber O110event st sCabundant . OO nt er net [
webOpageslandarti cl es, OasOwel | OasOar ti cl esi nCnewspapers, O
magazi nes, OandOpr of essi onal [Jj our nal s, Cwer eldcr oss- checkedt ol
ensur eJaccur acyof Oquot esandf act s. O[0Becausellt hellchangesl]
i n0 avi ationd securityld sincel Septenberd 11, 0 20010 areld sol
recent, OnodbooksOaddr essi ngt hedf ocusOof Ot hi st hesi sOwer e
avai | abl e. I
C. 0O QUESTI ONNAI RED

Alsem -struct uredlquestionnai red( Appendi xJA) OwasOused[
t ot apUst akehol der s’ know edgeandOopi ni onsOconcer ni nglt hel
pat hOAmeri calshoul dOt akeOt owar dsUi nprovi ngUci vi | Davi ati onO
securi tyf or Cenpl oyeeslandpassenger s. 11

Thel questi onnai reld addressedl st akehol ders' O vi ewsd onl]
sever al f ront s: Owhat Oenphasi sCdi dOAner i callpl acelonavi at i on[d
securityld befored 9/11?0 Whatl didO theyd thinkO about[
federal i zi nglt helpassenger OandObaggagellscr eeni nglf uncti ons?[]
What Owast hei r O opi ni ondof Ot hedwaydavi ati onldsecurityldisO
performedd in0 Europel andO Israel?0 Shoul dO0 securityld bell
| ocal i zedOor Ocentral i zed?0OWhat Oi sOt heli npact Oof Ot hedTSA s
gui del i nes?0OWhat i sOt helef f ect Oof Oprofi |i ng?0And, Of i nal |y, O
what Oki ndOof Oavi ati onOsecuri tydsyst enCdwoul dOwor kObest Of or O
Aneri ca?l]
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1.0 InterviewQuestionnairelDevel opnent [

Theld questionnairel wasl devel oped, O i n0 part,d asO al
responsel]t ot helr econmendat i onsOf or Ui nprovedUsecuri tydt hat O
politicians andd nedi all personalitiesd startedd told nakelO
i mredi atel yOl afterd theld tragicl eventsld of O Septenberd 11. [
CongressU rushed tol nationalizel baggagel andl passenger U
screeni nglof Jai rport Osecurity. O0OTheOnmedi alDandOpol itici ansO
rushedl t o] j udgell t hel systenil asld faul tyd andd i nO0 needd of O
i mredi at e, Oradi cal Ocorrection. O0OHowever, Ot hereOwasOallr eal [
| ackO of O directionld com ngld fronil theld maj or O st akehol dersf]
thensel ves: Dairportdoperators, Jairlines, Jdanddthel Federal [
Avi at i onOAdm ni strati on. OOTheOappr oachOof [t hi sOt hesi sOi st o[
get Ot hedt hought sCandCopi ni onsOof (st akehol der sOwhoOar elcl osel
todtheldindustryOdand/ orOworkOinOtheOdail ydoperationsof O
avi ationOsecuritydanddt oOdaskOt henilhowdtoOi npl ement O best O
practi cesUandlCpr ocedures. [

D. 0 | NTERVI EW5LI

Thelresear cher Odraft edJt helJori gi nal Oset Jof Oquesti ons[
f romilhi sOper specti vellof DanCout si der [t o0t heli ndust ry. OOAf t er [
thedfirstOinterview Oi t OwasOappar ent Ot hat Ot hell i st Owoul d[J
haveltol beldtailoreddtolelicitdresponseslthat 0 woul dOJ bell
appl i cabl et o0t hellgoal sCof Ot hellresearch. OAfter Oatt endi ngll
t hed Secondl Annual [0 Avi ati onld Securityld Summ t [0 (26- 270 Mar chd
2002) Ui nOSanOFr anci sco, [t helr esear cher Of ur t her Onodi f i1 eddt hel

guestionnai rellt olget [t helldesi r edd nf or mati on. [

I ntervi ewsdwereld conduct edd i n(d personddunl essOtinmel ord
di st ancewoul dOnot Operm t. OOAI | Obut Ot wollof Ot heli nt er vi ews
wer eldconduct ed0i nOper son, Owi t h(Ot heOot her [t wollbei ngldonelvi all
t el ephone. O

0]
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E. 0 STAKEHOLDERIANALYSI S

Thellr esear cher i nt er vi ewedOf our Ot ypesof Or espondent s: [
ai rportOsecurityloperators, i ndustrydtradelrepresentati vesl
ford airportsld andd aird carriers,d airportl] securityl
consul tants, DandOenpl oyeesUof Of eder al Ogover nment Jagenci esU
t hat Cei t her Odi rect | yOsupport Oor i nspect Cai rport/airOcarrier
securitylprocedures. OOTheOpur poseldwast oddevel opObot hDan
oper at i ng- Dandalpol i cy-1 evel Oper specti ve. [
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11 . BACKGROUNDUANDUHI STORYL

Ond Sept enber 011, 02001, Ot heOterrori st Ogroupdal OQaedall
hi j ackedOf our OU. S. Oai rli ners. OOWat Omadedt hesellhi j acki ngsO
uni queOwas [t hei r Opur pose: [t oOuseOaldf ul | yOf uel edOai r pl anelas[
aldm ssi |l et oddi rect DanOat t ackOonOt heOUni t edOSt at es. 00OTheO
terrori st Opl anOwasOwel | Ot hought Cout , Owel | Opl anned, OandOwel | O
execut edd( Teebay, 02002). 001t Opl ayeddonOt heOweaknesses[Jof [
our Cavi ati onlIsecuri tylsystens. (1]

Thellhi j acker sOst udi eddour Osecuri t ydsyst em Ol ooki ngf or [
weaknessesUOandvul nerabi liti es, Dandlt hey[Jt ookDadvant agelJof [J
Aneri cans' Otradi tional Ovi ewsOof Dallhi j acki ng. DOWeOhadObeen
traineddtoOstaylOcal m Otakedalpassiveldrol e, DJandO|l et Ot hed
aut horiti esUt akelcharge. OOORar el yOhavelOweOseenOf atal i ti esO
i n00 theseld previousl scenarios.] O Priord told thed actual
hi jacking, 0 thell terrorists didd not break anyl Federal [
Avi ati onJAdm ni strati ond( FAA) Or egul ati onsr egar di ngll uggagell
or Ocarry-onl t ensJ Teebay, [(2002) . [

Thel Septenber 0 110t erroristdagai nstOtheld Wrl dO Tradel
Cent er DandOt held Pent agonl changedJ Aneri ca’ stattitudellabout [
itsOinvul nerabilitydtoOforeignOthreats. OOOIt OchangedOour [
ent i reOwayCof [t hi nki ngQabout Cour DownOsecurity. OOA r Ot ravel , O
until OthisOtinme, O seenedd easy, 0 convenient O (i nOterns of O
securitydandbaggagelldel ays) OandOcarefree. OOTerrori snilwas
somet hi ngt hat OhappenedOsonmewher ellel se. OOCur Osynpat hy Owent [
out Ot odal | Ot hoseOvi cti msdandOgover nnment sOwhoOhadOt ofbat t | eld

i t doverseas. O

G vil Oaviationldsecurityld expertsl believel what O br okel
downOwasOour Ointel li genceld(Lewandowski O anddAr ena, [12002) .
At 0Ol east Otwold of Ot hel hijackers hadl beendi nOJAreri caldfor [
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nont hsO (Reut ers, O 2002), O | ear ni ngd our O systenil t olJ used it
agai nst [us[J( Teebay, [(2002) . O

I nONovenber (12001, 0O Congresspassedddt hed Transportati onld
andd Securityl Act O (ATSA) (PL-107-71) O nati onal i zi ngld baggagel
andd passenger O screeni ngd functionsd of 00 ai rport security. O
Thi sOact Ocr eat eddt heOTr ansportati ondSecuri tyOAdm ni strationld
(TSA), O whi chld hasld beend gi vend t hed t askd of O assum ngd t he
federal 0 securityl functionsd of0 thell Federal O Aviationl
Adm ni strationdd (FAA). O O Oiginal 0 manpower O esti mat esd of [
18, 0000 per sonnel 0 havel cl i mbedd t hreef ol d t o0 anlJ est i mat ed
60, 0000per sonnel . OOThelgover nnent * stgoal Ui st oUhi r e(0t hentby O
t heendOof (J2002. DAOnewdf eder al DagencyUof Ut hi sOsi zeOhasOnot [
beenlist art edIsi nce[Mor | dCWar O | O TSA, [2002) . O

Thelt errori st sOexposedUour Or el i ancelonai r COcarri er st o
provi del] adequatell passengerd andld baggageld screeningl
prot ecti on. ONow, Ot helJquest i onli snot Donl yOhow(df ast OcanOwe[
provi deJadequat ellsecuri ty, Obut Ohow?J0At COwhat [cost : Owhollcan(l
provi dedt heObest OsecurityOw t h(t hel east Ocost ?00Cant hi s
comelf r ondt heOpri vat e(sect or, Cor Ui st hi sCanCi ssuellt hat Conl yO
t hellf eder al Cgover nnment OcanCOhandl e?00HowdcanOwedi npl enent O
changest oJour [syst eniwi t hout Ochasi ngdawayOpassenger sCOwi t h[J
i nconveni ent 0 andO intrusiveld nethods?0 AndO howld canl we[
i mpl ement OchangesOwi t hout Odr i vi ngOai r Ocarri er sdandOai r port s
t oI i nanci al Or ui n?0
A [0 H STORYUOFLTHELFAAL

Previousld told Septenberd 11,0 thel Federal O AviationQ
Adm ni strationld (FAA) O hadl pur vi ewd over Oavi ati onldsecurity. [
Congresslini ti at edJt heOFAACW t hOt heJAI r OCommrer ceJAct Oof Ovay O
20, 01926. OOl t sOpur poselwas [t opr onot elai r Ocomrer ce, i ssuell

andd enforced airO trafficl rul es, 0 establishO ai rways, 00 and
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oper at elJandOmai nt ai nOai dst olnavi gat i ond( FAAO2002a) . O0OWenO
t he[OFAAOwas [cr eat eddunder Ot heOauspi ceslOof [t heODepar t ment Oof [
Commer ce, [securi t yfwasnot Chent i onedasCalf ocus. [

As avi ationld grewd andd sawll thel introductiond andl
evol utionOof Oj et dairliners, Dalseri esof Om dai r Ocol I'i si onsO
spurredldt heldpassagelof Ot he(dFeder al JAvi ati onJAct of 11958. [
W t hJi t sOpassage, Ut heJOFeder al JAvi at i onJAgencyOwasUcr eat ed. [
ItsO newl] dutiesO i ncludedd all consolidati ond of O previouslyl
sharedld dutiesl relatingd tol aird navigation andO trafficO
cont r ol [ FAACR2002b) . O

In0 1966, O avi ati onl transportati ond waslJ conbi nedd wi t h(
ot her met hodsO of O transportati onl] underd all cabi net-I|evel O
Depart ment 00 of 0 Transportati on. 0 0O Thell FAAL changed f r oni] an[d
Agencylt odanAdm ni strati on. [

1.0 ThelDevel oprent Dof DAnt i - Hi j acki ngCRegul at i ons

Sever al Onot abl ellhi j acki ngsUi nt hed1960s0causedllt heOFAAL
todfocusOonOthedsecuritylaspectdof Ocivil Oaviati onld(FAAO
2002b) . OOTheOAnt i - Hi j acki ngldAct Oof [019740addr essedllact i onsd
t olIst opllhi j acki nglat t enpt s. OOAong Ot helpr ovi si onsOaddr essedU
were: [0 international 0 supportld ford terrorism [ sanctionsl
agai nst f or ei gnUcount ri esnot Oprovi di ngadm ni nunidl evel Oof O
securityUdforOai rOcarrierOcont ent s; Opassenger Osear ches; DandO
passenger DandObaggagellscreeni nglpr ocedur es. OThi sOOAct Ol ai dO
outd thed protocold ford dealingd wthOd hijackings—antil O
Sept enber (111, [(R001. [

Di scussi onswer el hel dd0OwhenOt hed197400 Act O was[ passed(]
regardi ngdl i m tati onsOof Oper sonal Ocarry-onli t ens; Oper sonal [
kni vesOwi t hObl aded | engt hsOuplt oJf our - and- one- hal f i nches[
wer e(al | oneddonboar dd0conmer ci al Dai rl i nes. OOTheOt hi nki ngQat O
t hat Ot i mreOwas Ot hat OnoOonelcoul dhi j ackOaOpl anew t h(t hesel
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kni ves, Oand, Otherefore, Othatdtheyddi dlnotOconstituteldal
t hreat . OTheOweaponsOusedOby [0t he[OSept enber 01100hi j acker sOwer el
conpl et el yOw t hi nOOFAAOgui del i nes( Teebay, [(12002) . [0

B. 0 THEUROLEOOFUAI ROCARRI ERSUI NUAVI ATI ONOSECURI TYUPRI OROTO
SEPTEMBER[110]

Wt hOt heOcurrent Oscruti nyOof Qai rport Osecurity, Oit Oi sO
i nportant Otolcl ari fyOthelresponsi bilitiesOof OairOcarriers(]
ver susllt hosellof [t helai rport [ t sel f. OO

Ai rOcarriersiddodnot Oper f or nidt hei r DJownlscr eeni ng, Obut [
i nst eaddcont ract Oout Ot oOpri vat eldsecuri tydf i rims. O0OTher edar e
al nost 0 10000 securi tyl screeni ngld conpani es enpl oyi ng al nost [
18, 0000screenersat OU. S. Ocomrer ci al Oai rportsd( GAOI2000b) . O
Sonelof Ot hell ar ger Oai r por t sdact ual | yOduselsever al Oconpani es]

at Ovari ousCcheckpoi nts. O

Alcomon0m sconcept i onUper pet uat edby [t helnedi alli n[Jt he
aft er mat hUof OSept enber J110i sOt hat Cai r port sUenpl oyO*“ai rport I
screeners”; 0 theird correct titleld isO airlineld screener.O
AirportOsecurityUentail sOsecurityOfunctionsdinvol vingOal |l O
ot herJ aspectsl of[ protectingd theld airport:Od enployee,

contract or andvendor [Jaccess[poi nt s. [

Becauseld of Othelrel ati veldsafetyld frontl hijacki ngldthat [
Arer i callhasOenj oyed, OasOwel | OasOai r Ocarri ers’ Oever - present O
enphasi s ond m ni m zi ngd custoner O i nconveni ence, [ thed ai r
carriersivi eweddt heldscreeni nglfuncti onlJasalcost Ocenter
i nst eadUof Caldmaj or Osecuri tylOconcern. W t h(t hi sCi nOm nd, Oany [
savi ngsl] achi evedl i nO0 screeni ngd woul d0 add t oJ t hel profit[
mar gi nsOof Ovi rtual | yOal | OU. S. Oai r Ocarri ers. OOOAccor di ngOt o
t hed Al r 0 Transport [1 Associ at i onl] ( Swi er engall 2002), [0 Tabl eJ 101
bel owlldenonst r at es[t hi s(of act : [J

O
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Year [ Net OPr of i t HasUall O
per cent Uof [
Revenuel
O Airlineld ndustryl U S. O ndustry(]
19900 - 50 4. 5[0
19910 -2.50 3. 70
19920 -60 4. 10
19930 -2.41 7.20
199401 -0. 30 5. 40
19950 2. 70 6. 00
19960 2.90 6. 10
19970 4. 70 6. 10
19980 4. 30 6. 10
19990 4. 50 6. 60
20000 2.00 6. 50
20010 -5.70 6. 00
20020 -2.5[Estimatel] | 6. 00esti matel
D
Tabl e(11. OO Aver age[Net (Pr of i t sUof DA r OCarri er [vs. [

O

Al causeld of Ol ow qualitydscreenerstisthedindustry’ s
thi nO profitdmargi ns andO t hel resul ti ngd m ni munid wagel f or O
screeners. O0AsOonedanonynousai r por t Oadvocat elst at ed: [I* Thi s
was[] fundanment al 0 t o0 t hed econom clJ phi | osophy of O t held ai r
carrierOwhi chi sOyoulOwant Ot odpaydt hedm ni nrum " OOAI rl i nesOd

N

110

U. S O ndustry. OFrom [
www. ai rlines. org/ public/industry/bin/outlook. pdf.O


http://www.airlines.org/public/industry/bin/outlook.pdf

ared “for profit”O organi zati ons andd nust 00 answer 0 t o t he[

shar ehol der [f or [t hei r [Of i nanci al Oper f or mance. [0

I nO02001, Ot hedi ndust ryOl ost Oover OsevenObi | | i onddol | ar s
(Hal I ett 02002) . OOAI rl i nesOwer elexperi enci nglalldownt ur n, Oand
t heOevent sUof 0 Sept enber 0 110 accel erated0t helJl osses. O That
figured includesO thel fourd billionO dollarsO theld i ndustryO
recei vedasOpar t Cof Ot heOener gencyf eder al OcashOconpensat i ond
frontt heOAI r OTr ansport ati onlSaf et ydandOSyst entISt abi | i zat i on[]
Act. OOl nOot her Owords, Ow t hout Ot heldsubsi dy, Ot hedi ndustry[
woul dOJ havel | ost 0 $110 bi |l i onO dol I ars. 00 Thi sO i ndustry i s
traditional |l yOOdebt - heavy, DandOt heOai rl i nesOnust Ohavelcash(
t olJ oper at el] becausel t heyl arel] constant| y payi nglJ onJ debt [
servi ceCandChavelhnuner ousf i xedOcost s. 0

C. [0 THED RECENTU HI STORYU OFU Al RPORTU SECURI TYL PRI ORO TOU
SEPTEMBERI11, (20010

Pr obl ensOhaveUbeenUi denti fi eddi nUr ecent Oyear sObyOsuch
entitiesUasUt hellCongress, [t heGener al OAccount i ngOr fi ceJandO
t heOGor eJConm ssi onJtoal ert Ot heOpubl i cOt ot hedconti nual O
probl ens[Ow t hOour Davi ati onUsecuri tylsyst ens. JOThi sOsect i onO
| ooksOat OvariousOm | estones, Oresponsibilities,dchall engesl]
anddprobl ensOprior Ot ot helevent sOof OSept enber O011. O00Whi | el
therel areld additional O findings, thoseld presentedl herell
exenpl i f y(t heCknown([r epor t edldconcer ns. [

Ai rportdscreeni ngldbeganOOw t hidt hell FAAO anti - hi j acki ng[d
ener gencyllrul el of ODecenber 011972, Owhi chrequi reddU. S. Oai r O
carriersit olUscanlal | Opassenger slandllt olli nspect Oal | Ccarry-on(l
baggagel f or O weapons andlJ danger ous[] obj ect s ( FAAO 2002b) . (11
Thi sOwasi nOresponseldtoldseveral OU. S. OhijackingsOinOthel
1960s. O
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I nOi nvest i gati ngdt heCcausesUof [t heCevent sCof OSept enber O
11, Ot heOGor edConmi ssi onOmadedmanyOr ecommendat i ons. OTwoOGAO]
reportsidentifiedldseriousdconcernsdregardi ngldl screeners’ [
per f ormancelandsecuri t y[breechesat [ai rports. O

1.0 ThelFeder al CAvi ati on[fReaut hori zat i onUAct Uof (119960

Congr esslrecogni zedOt helcont i nui ngt hr eat Oof Ot errori st [
attacksl agai nst 0 AmericansUO vi all bonbi ng, O ki dnappi ngd andO
destructiondof OcivilianOairliners. [ Thel Federal O Avi ati onld
Reaut hori zat i onAct Oof 019960r equi r edJFAAOr epor t stor Hact i ond
i nOmanyOavi at i onOsecur i tyOar eas, Ui ncl udi ng: Ot helpossi bi ity
of OtransferringdsecurityldresponsibilitiesOf rontairlinesdtoll
airportsd ord told thel government; [ thed certificationd ofO
screeni ngld conpani es; 0 weaponsd andl expl osivel detectiondd
syst ens; O passenger Oprofiling; Oenpl oyeelbackgrounddchecks; [
f eder al OOf undi nglusage; Candbaggagelmat chi ng. [

2.0 TheOGor eConmi ssi onl]

Thel Presi dent 0 est abl i shedd all Conm ssi onlJ on Avi ati onl
Saf et yandOSecuri tyd(t heJGor edConm ssi on) Ui nJAugust [11996.
It stai mwas(t o: O

studyl mattersO involvingd aviation safetyld andl

security,dincludingairOtrafficOcontrol OandOtol

devel opUalist r at egyt oli npr ovelavi at i onOsaf et yOand[

security, O bothddonesticallyldandinternationallyO
( Gor edComi ssi on, [11997) . (O

Thel Gor ed Comm ssi ond f ocusedd onJ howJ t hel gover nnent [
coul dl0behaveUOnor el i ket heOpri vat edsect or, Owhi | edbri ngi ngd
downlJ gover nnent [ spendi ng. O Thr eeld mandat esCOwer eJassi gned: J
(1)0O identifyd changi ngd securityl threats; 0 (2)0 identifyl
avi ationld i ndustryll changes; [0 andl (3) 0 takel advantagel of
t echnol ogi cal (changesUi nCai r Ot raf fi clcontrol . 000

ThelPr esi dent Owant edOsecuri t yOdexam nedOi nl i ght Oof [t hed

crashOof OTWAOFI i ght 0800. OTheOkeyOsecuritydreconmendati onsd
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wer edt hat Ot helOf eder al Ogover nrent Orrust @ O( 1) O eadOt hedf i ght O
against civilO aviationd threats;d (2)0 commt greater(
resour cest oldi nmpr ovi ngOavi at i onOsecuri ty; OandO( 3) Owor kOnmor e
cooperativel yOwi t h(Ot helpri vat eldsect or Oandl ocal Caut horiti esd

i nOcarryi ngDout [securitylresponsibilities. O

However , [t heOJComm ssi onUexpressedli tsOf rustrati onOwi t h(J
t heself i ndi ngs: U
Sadl y[welr emai n, Oasnot edUei ght Oyear sCJago, UbyUour O
pr edecessor [ comm ssi on, [ Presi dent O Bush' s
Commi ssi ond onO Avi ati onld Securityd andd Terrori sni]
whi chO concl udedOt hat, 0" TheOU. S. Ocivil Javi ati on
securityl systenil i sl0 seriouslyl flawedld andld hasO
fai |l eddt oOpr ovi dedt heOpr oper Ol evel Oof Oprot ecti on
for Ot helt ravel i ngOpubl i c. OThi sOsyst enilneedsmaj or [

reform O RhetoriclisOnol substituteld forO strong, O
effectivelacti on" [ Gor edConmm ssi on, 01997) . O

3.0 Governnent JAccounti nglX fi ce[Report s

a. [0 Breecheslat OFeder al [Agenci esCandAi r port s

InO thel “Breechesl] atl Federal 0 Agenciesl andd
Airports”Oreportd (DI 1inghanil 2000a), 00 Congressl] askedl t held
Gover nment JAccount i ngOr i celd( GAO) Ut olli nvesti gat elpotenti al O
br eeches, Obycri m nal sOor Dot her s, Ot oJ190f ederal Ofaci liti esO
andJt woldconmer ci al Oai rports. OO t sOpur poselwas [t olldet er m nell
whet her O badgesandldcredenti al sCdavai |l abl el f or O pur chasel ond
t hell nt er net Cor ot her Opubl i cOsour cesOwoul dal | owdt errori st s
todenterOsecureldfacilitiesdandlgai nJaccessltol protectedl
publ i cCbui | di ngsOand[ai rports. [

GAOJagent sOmadeld210at t enpt st oldgai nCJaccessOw t h{J
fal sel]ll DsOandOwer eldsuccessful OonOal | O210att enpt s—800t i nes
on[lt hellf i r st Oat t enpt Oandt hr eel0t | mesConlit helsecond. OO nlit he
twolli nci dent sCat Ocomer ci al Oai rports, Dagent sCusedti cket s[
i ssuedd i nJ under cover O nanmesd andlJ i denti fi edOJ t hensel vesU as

armedd | awd enforcenent dofficers. 00O TheyOwerelfreel ydOwavedd
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aroundOdcheckpoi nt sC0wi t hout Of urt her Oscreeni ng. OThelresul t s
of [t hi sCr eport Ower eOwel | Cpubl i ci zedO nt heOedi a. 000

b.O0 Long-Standingld Problensd Inpaird AirportQ
Screeners' OPer f or manced

Thelr eport 0 Long- St andi ngOPr obl ens Ol npai r DA rport O
Screeners' OPer f or mance”, Haddr esseddCongr ess’ slconcer nJabout [
thed effecti venessl of [0 screeni ngld checkpoi nt s andd of O t held
effortsOtoldi nprovellt hem Ot heyOasked GAOt oldexam ne: Ot hel
causesl of 0 screeners’ [ problens in detectingld dangerous
obj ect sl and t he effortsd of O theld FAAO t o] addressl] t hesell
probl ens; DandOt helscr eeni nglpracti cesldof Osel ect eddf or ei gnd
countriesOanddt helOpotential Of or Dusi nglt heselpracti ceslt ol

hel p nprovellscreeners’ [performancell n(t heduni t edSt at es. [

TheO reportd (D | I'i ngham 0 2002b) O det er m ned t hat
screener Uef f ecti venesshas[beenOalll ong- st andi ngOpr obl entlduel
t o rapi dO t ur nover 0 andd human( f act or sCJ suchJ asO repetiti vel
tasks, 0 job-rel atedd stress, 0 screeners' [0 aptitudel forO thel
wor k, DandOl ackOof Ot hr eat Oobj ect Ut r ai ni ngOt. OOOneOr easonf or O
rapi diturnover OwasUOt helll owdwagell conpensati onlJat Oor Onear [
m ni munilwage?2. 01 nOnumner ouslcases, Ot hel ocal Jai rport Of ast 0
f oodl restaurant O pai dOJ ald hi gher O wagel t hanO t hell screenersQ
recei ved. 00O

TheOFAAOhadUObeenUOpur sui nglseveral Dinitiati vesOt o0
remedyt heseJongoi nglpr obl ens, Obut Ot heOGAOIconcl udedt hat O
nost Oof Ot heselef fort sCar eldbehi ndl0schedul e. OOFor Oexanpl e, O
theld FAAO isO twold years behi ndd schedul e i nO i ssui ngd all
regul ationd requiringd thel certificationd of[ screeningl

conpani esll asll mandatedld by theld Federald Aviationl

R

107Tr ai ni ngOf or Oscr eener sOt oOdet er mi nedwhet her Dandi mageOonOanOx-ray[
screendor Ot ri ggeri ngdof Oalmet al Odet ect or’ sOal ar nili ndi cat esOalsecurityl
concer nfandt heOpr oper Cacti onst o[t ake. O

2000Di | | i nghani2000b, Cpage25. O
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Reaut hori zat i onUAct Oof [(01996. 00l t Ohadnot : O( 1) Oconpl et eddand
integrated[its] Opl anOt oldti el t sOvari ouslOef fort st ol nmpr ovel
screener s’ Operformancelt ot he(achi evenent Oof Oi t sCgoal s; DandO
(2) Dadequat el yOneasur edli t sCpr ogr essUi nCachi evi ngli t sCgoal s
f or O nprovi nglscr eeners’ [perf or mance. [

AsOpart Jof Ui t sOr econmendat i ons, Ot heJGAOJobser vedU
screeni ngli nOfi velcountri es: OBel gi um OCanada, OOFrance, Ot hel
Net herl andsd andd thel Unitedd Kingdom[O [ Significant[
di f ferencesOwer el not ed, OsuchOasOhi gher Owages3dandObet t er O
benefits, d andl nored extensivel trainingld andd screeni ngd
responsi bilityd assumedd by thel governnentd or[ airport[
aut horitylversuslk helai r Ccarri er J except [ nOCanada) . [1J

GAQO wasl critical O of 0 thel FAA s | ackd of O an[

i ntegratedd plan detailingd howld itsO efforts tol inprovel
screeners' Operformancelwasr el at edJt o0t helgoal sUr equi r edOby [
t held Gover nnent [J Per f or mancel andl] Resul t s[J Act 0 of [11993. 0 GAO]
recomrendedt hat Ot heFAA’ sli nt egr at edlcheckpoi nt [scr eeni ngll
managenent 0 plan bel pronptlyd conpleted, d inplenented, O
conti nuousl yO nonitoredld andl updated, d andd periodicallyl
eval uat ed[f or Cef f ecti veness. (I

4.0 FAACritici smbyAvi ati onUAut horitiesl

Avi ati onUexpertsOhaveOsai dOt hat Ui f Ot heOFAADhadObeenOd
t ougher Ui nOexer ci si ngUf eder al Dover si ght, Ot heOTSAOm ght Onot O
havelbeenlest abl i shed. OOTheOFAA sUf ai | urest oli npl enent [t he
recomendat i onsi nt heOpr evi ousl yOci t edUr eport stl eddJt odi t s
ownldem seld n(t he(Odsecuri t ylCenf or cenent [f uncti on. [0

]
SOAl | Opai dOnor erel ati veOt o0t hoseOcount ri esOwages, Ot hanOt hedU. S. : O
Fr anceOpai d0about 0$5. 15, OCanadaOpai d0$5. 34, Ot heONet her | andsOabout 0$7. 500
(consi deredOalnm ddl edcl assOi ncone), OU. K. Oabout 0%$8, OandBel gi unidpai dO
about 0$140t 00$150U. S. Odol | ar sOper Dhour . OSour ce: ODi | 1 i nghani]l2000b, Opaged
370
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AlOfornmer Of ederal Oregul at or Opl acesOt helbl amedf or Ot he
event s[of [0Sept enber (01100 nCht hi sOst at enent : [0
| Ot akeli t Oout OonOt heldgover nnent . O nOt heCend, Ot hed
ai rlinestdodwhat Ot heyOar el supposeddto. [JBecausel]
t heyar ellpri vat elJbusi ness| es], Ot heyOar eldsupposedd]
t o0t ryUandOget Dawaywi t hJever yt hi nglt heyOcanOt o0
savellt helObot t ontdl i ne, Ot oOmakedt hei r Ji nvest or sdonO
Wl | OSt reet Ohappy. OThat Oi sCOhowdt hi sCO0gameOwor ks. [0
Thelf | i pOsi deli sOweJexpect Dour Cavi at i onOcops, Ot he
FAA, [t ollkeepUusUsaf e. OThat Ui st heCOweakOl i nk. OThat O
i st heOonedt hi ngQyoulcan' t Cget Oar oundCnolnat t er [
howdyoulldoUt heldscenari o. OTheOpeopl e, OwhoOby Ol aw]
arel] supposedd told protectJus, 0 didn"t. O (Schiavo, [
2002) O

AnJ avi ati onlJ securityldexpertJcomrent eddthat Ot held FAAD
seenmedt obelunwi | | i ngdt oOmake Ot het oughldeci si ons. O0TolOget O
ar oundOmaki ngOdeci si ons, Ui t Owaseasy[Jt olJst udyOany i ssuelt oJ
deat hUor Oassi gnli t Ot odaldComm ssi on. OThat , OsaysOt helexpert, O
"expl ai ns whyO t hell FAAO fai | edd t oJ doJ anyt hi ngd about O t he[d
pr of essi onal i snilof Oscr eener stf r oniJSept enber J19960(t helt i me
of Ot hedGoreldComm ssionlreport)duntil Oafter 0Sept enber 011, [
2001. " [ Kauvar [2002) O

D. 0 EVENTSUOOFOSEPTEMBERU11, 02001 0ANDOTHEOEVOLUTI ONOOFUOTHED
TRANSPORTATI ONCISECURI TYUADM NI STRATI ONLI

| nOt heOaf t er mat hof Ot heJt err ori st Oat t acksOof OSept enber [
11, 02001, OCongresslpassedllt heAvi ati onandOTransportati ond
Securityld Act OO (ATSA) O of 0 2001( ATSAL 2001) . O It O createddt hel
Transportationd Securityld Admnistrationd (TSA),O which[
succeededt helDFAACas [t heJagency[wi t hpri mar yr esponsi bi | i ty[
forOcivilOaviationdsecurity. O Thed TSAO fal |l sOJunder Ot held
Depar t ment Cof OTransport ati onOanddi t sOdi rect or, OJohnOM Gaw, [
whollhol ds[t helJposi t i onCasOUnder OSecr et ar yOof OOTr ansport at i on[]
forOSecurity. OO

O
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1.0 HighlightsO of 0 theld Avi ati ond andl] Transportati onld
Securi t yOAct Oof (20010

TheJAvi at i onandOTr ansport ati onlSecuri t yOAct O( ATSA) Cof O
20010al soldi ncl udesOot her Ovi tal Otransportati onldneans, Osuchll
asOrail,Omaritimeld(includingdPortJAuthorities)dandlother[
surfacel links. O Aviationld securityld wi |l O beconell all direct [
f ederal Oresponsi bi lity. OOThi sOrar ksOallsi gni fi cant Ochangeli n[d
attitude, Omaki ngQavi ati onlsecurity, DasOt hedJGor edComm ssi onld
recommended, 0 all national O securityld issuel insteadld of O an[d

avi ati ond ssue. [

Ther e(Jar et enmaj or [cal endar Om | est onest olneet ConCor [
bef or el Decenber 031, 02002. OO Theld perti nent O maj or O mandat ed

provi si onsCare: [

o OnelJhundr edper cent [baggagelscr eeni nglby[ODecenber [
31, [(2002. O

. Depl oyi ngOsuffici ent Oexpl osi velddet ecti ondsystensl]
( EDS) Osolt hat [011000per cent Oof Ocheckedbaggagellcan(]
belscr eenedf or Cexpl osi ves[by[Decenber (31, [2002. [1J

o Assunpt i onlof Ot heldpassenger Dandbaggagellscr eeni ngld
functionOfronidthelairOcarriers, 0w thdtoughlnewd
enploynmentd hiringd andd firingd criteria.d
SignificantlyD i mpr oved[ baggagell screeners(]
training, 0 wageld conpensati onld andl t held generous
benefi t sCof [f eder al Cenpl oynent . 0

o Appoi nt ment Cof OFeder al OSecuri tydDi rect or sfat Heachl
maj or O ai rport. 0 0O Dependi ngld ond t hel si ze of O t hel
ai rport, Otheyd coul dD belJ responsi bl el for O several [
ai rport st ndt heldi mredi at elJar ea. OTheyOwi | | Cover seel
federal O securityld operationsd atd theld nation' sl
ai rportsandObeldr esponsi bl eldf or Daldf ul | Orangelof [
ai rport Osecurity, Cenfor cenent Oandlover si ght . [0

o New] | evel 0 of O cooperation withl otherd federal O
agenci esd tol fight agai nstd potential O terroristQ
t hreats. 00O

o Tougherd guidelinesd ford airportd perineter(
security.
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E. U

I ncreaseddf undi nglf or Or esear chJandOdevel opnent [t od
enhancellt ransportati onlIsecurity. [

1000per cent Oscr eeni ngUof Denpl oyeesUandOvehi cl es—
i . e. Osanellst andar dslas[passengers. [

Feder al Of undi ngdt o0 hel pOai r port sCicover Jcost sCof O
federal | yOmandat eddi nprovenents, Oi f Onot Oal readyl]
provi ded. O

Securityl Screeni ng Pil ot 0 Program O OO0 Under O t hi s
program Ceffectiveli nmedi atel y, Of i velai rports(of O
di fferent Ocat egori es), Ocanlrequest Operm ssi ondt o[]
keepl privatel securityOatOtheirdairportdfordal
t hr ee- year Ueval uat i onUperi od. OTheOTSAOnust Ochoosel
fiveldfrontal | [t hellai r portsCt hat Osolr equest . [

Securityl Screeni ngld Opt 0 Qut O program OOEffectivel
Novenber [0 19, [0 2004, 0 and ai r port [0 can opt O out [0 of [
usi nglf eder al Oscreener sandUOr et ur nOt hedscr eeni ngd
functionOtoOprivatelcontractorsasldl onglasOt hel
privat elcontract or Ocanlpr ovi deldscr eeni nglser vi ces[]
andOprotecti onOequal Ot oOor gr eat er Ot hanOFeder al [
Governnment 0 personnel 0 andl it0 isO ownedd andd
controlledd by all U.S. O citizen.O O -0 Conput er -
Assi stedl] Passengerd Pre-screening: wusedld tol
eval uat ed passengersdfor Ot hreat Opotential Oduri ng
check-in. O

Regar di ngllt hepr oposedlchanges, [Kauvar [ 2002) st at ed: [

Many Oof Ot hedConm ssi on’ sr econmendat i ons[Jar e[Ilnow]
part Oof Ot heJAvi ati onCanddTr ansportati ondSecurityl
Act, O not O becausel t hey woul dOJ havell avertedl t hel
Sept enber 0 11'"0 at t acks, O but O becauseO t heyO makeO
sensel i nOJrespondi ngtoOthedexi stingOthreatdtoD
civil O aviation, O whichO thel Conm ssionld rightly0O
i dentifieddasOalnati onal Osecurityl ssue. ]

TSA" SUSCOPELANDUCHAL LENGESL

ThelO Avi ationl andl Transportationld Securityd Actl wasU

dr af t ed, Osi gnedOandUi npl enent edj ust Dover Ot wolnont hsOaf t er O
theOterroristOattacksOof OSept enber 011. OAl t houghUOf orcef ul , [
sweepi ng, DandOdramat i ¢, Ot heOnewlst at ut or yll awsOar ellvague, [
withdittleOorOnhoOcl arificati onf ronidTSAL( Denari [12002) . OO0

N
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TSAO i sO all brand- newd stand-upld agencyd with al |l O t he
chal | engesOof O aldnewdor gani zati on—anlJaccel erat eddranpOup, O
hi ri ng, Ot rai ni ng, Ot echnol ogyOacqui si ti ons, Oandldeadl i nest o]
neet. 0 Therel areld twelveld provisionsd told bel enactedd
i medi at el y. [ Appendi x[B) . [

Ther eldi sOmuchOevi dencelt o0denonst r at et hat Ot hedgoal s
aredt oodanbi ti ousOt oi npl enent Dbyt heClendOof (120020 ( Davi s
2002) . OTSAOhasOt oOnodi fyOsever al Omaj or Opr ovi si onsOt oOneet O
thel letterd of O thed Act O versusl thel spirit0d i ntendedd byO
Congr ess. OSonelexanpl esOof Ot hi sOar e: OTSA" sOnmaki ngt heOai r O
carriersld match passengersd tol bagsl versusl physicallyOd
i nspectingl all O bags; O thell conti nuedd usel of O t he hi ghl y[
criticizedd securityd vendor(d Argenbright;d andd thed
i npl erent at i onlof Cexpl osi velt racelldevi ceslver suslal | EDS. O]

Thi s sectionl |ooksO atl challengesd involvedd in[
i npl ementingld thell majord provisionsd ofd theld ATSAO act, [
i ncl udi ngor gani zati onal , Of undi ng, DandJExpl osi veldDet ecti onl]
Syst enid ssues, as[wel | Oasst akehol der s’ [vi ews. [

1.0 Start-UplAgencyl

Maj or chal |l engesO included hiring,d trainingd andd
depl oyi ngallr api dl yOexpandi ngf or cellof Oappr oxi mat el y[160, 0000
per sonnel Jat JAmeri ca’ s4530comerci al Dairports. OO i gi nal O
estimatesl werel] 40, 0000 i nO thel earl yddaysOof Othedbill’sO
passi ng. O0OThat Onunber Ohasi ncr easedd500per cent Osi ncelt hend
andJ3330per cent Obeyondt heJ18, 0000cur rent | yOusedUObyOpri vat ed
contractors. L

2.0 Federal ORepresentati onliat [t he(Local UAi r port [

Headi ngOTSALr epr esent at i onlat [0t helai r port Ol evel Oi sOt hel
new y[lcr eat edposi ti onOof [OFeder al OSecurityODi rect or O(FSD) . OO
Thel FSDO i s responsi bl el] f or [0 over seei ngld f ederal O securityl
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oper ati ons, i ncl udi nglscr eeni ng, Oenf or cenent DandOover si ght O
at [0t heselai rports. O0Sonmewi | | Ohavelnor et hanOoneai r port Oi n
t hei r Opurvi ew. OOSoOf ar, 0210of Ot hed810posi ti onsOhavellbeen
announced. OO Ot hed21, Donl yOtwoOhavedsi gni fi cant Oavi ati ond
backgr ound; Oei ght Oar eldf ronidf eder al Ol awdenf or cenent ; Oseven[
ared retiredd mlitary; 0 andd threed arel fronil | ocal O | an]
enf or cement O TSA, [2002) . J

3. 0 Fundi ngd

TheOstart-upOcostsOtoli nmpl enent Ot helact Oarelrapi dl yO
i ncreasi ngd(Johnson, 02002) . OO nOApri | 02002, OTheOPr esi dent [
askedJCongr essf or DanJaddi ti onal 0%4. 40bi | I i onOtoOconti nueld
oper at i ons. OOCongr essOr ecent | ydr ebukeddt heOTSAOwhenOi t Owas
unabl edtodjustifydtheld suppl enent 0w th detail sO(Johnson, O
2002) . 000

KeyO noney[ drivers arell screeners, 0 | awd enforcenent O
of fi cers, OFSMs, OandOai r Omar shal s, OasOwel | OasOt helpaceOandO
t ypelof OEDSO nst al | ati on( Mead, (02002) . OOKenOMead, Ol nspect or [
General O of O t held Departnment O of O Transportation, 0 statedd i n(d
Febr uar yOof 0120020t hat O0“t heOpacelof Oevent sOsi nce19/ 110has
causedUsubstantial Of lui di tyOi nOt heObudget Onunbers. 0. 0. 0. [
G early, Dalsuppl enent al Oappropri ati onOwi | | Obelneeded. ” OMeadO
esti mat est heOnewdenpl oyeelll evel Of or OTSAOW | | Obebet weend
60, 0000t o072, 000. O OAO Congressmanl] not eddt hat O allforcell of O
72, 0000woul dO0beOl ar ger Ot hanOt hedJU. S. OCoast OGuar dJ( Johnson, O
2002) . OTabl e[220pr esent s[budget [pr oj ecti ons. [

O

N
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O Fyo20 Fyo3O
EDSO 1.9-2.5B0 | N ad
EDSO 2. 3Best. [ N all
| nfrastructurel]
TSAOwor kf orced| 1. 6-1.8B*[ 2. 7- 3. 30
cost [
Pr oj ect ed $2.0-2.40 | 2. 40
Revenuel]
Wor st (casell 4. 6B0O .90
Proj ect ed]
Shortfal | O
Best [ICasell 3. 8Bl .30
Proj ect ed]
Shortfal | O

*[Basedlon[40, 000Cenpl oyeesby[Novenber [2002deadl i ne. [INew]

esti mat eld sCbet ween(160, 000- 70, 000Cenpl oyees. [

O
Tabl e(2. OO DOT G Budget OFor ecast [Of or FYO2and
FYO3( I n(bi | I'i onsCof OU. S. (Dol | ar s) . OFr ontMead, O

2002. O

O

4.0 Expl osi velDet ect i on0Syst eniJ EDS) [IMachi nes 1]

Thi sOequi prent Or epresent st heOfront | i nelJt echnol ogi cal O
defensell againstl terroristd bonbd threats.d Thed costd isO
approxi mat el ydO $1, 000, 00000 perd nmachi ne. 0 EDSO requirenent s
rangel] froni] 1, 8500 tolO 2,2000 unitsl neededd at 0 America’ sO
airports. O OAsOof OApri | 02002, 001780 EDSH machi nesdwer eldi nll
pl ace. 00 O Duel toll productionld limtations,d thel esti natedl
shortfal |l O sCbet weend700Cand[11, 400Cmachi nes Mead, [12002) . [

EDSOnmachi nesOwei ghOabout (02, 5000poundsOeachOandOt akedall
| arged anmount O of [0 space, [ regardl essl] of 0 wherell theyd arell
install ed. Ol f Ot heyOar eldi nstal | edddi nOt helai r port Oconcour sell
ar ea, Uspacelf or Oqueui ngpassenger smaybeldl ost . O0Thelot her O
approachd i sOtoldi ncorporatelthendintoldonel | argel baggagel
systent] ford theld entirel airportd (Martin, 0 2002).0 Thesel
machi nes, i n(t ot al , Onust Obelabl et odpr ocessOappr oxi mat el y[
1. 4[bi | li onOpi eceslof (1 uggageleachlyear [ Marti n, (2002) . O
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Most Oai r port sCOhaveOnor et hanOoneOai rl i ne, DeachOusi ngd
di f f er ent Obaggagelsyst ens. [OOAt Ot hi sOt i me, Ot heyOar eldnei t her O
gear edd up nor 00 haved t hed i nfrastructureldtoldi ncor poratel all
si ngl el uggagelsyst em OSanOFr anci scoll nt er nat i onal A r port
i sOonelof Ot hedf ewl]t o0i ncor por at e(JallEur opeanlst yl elIJsystem [
havi ngO i nstal | edd theirsO i n0J 1998. 0 O ToO doU soll requiresd
m | | i onsUof Odol | ar sJandOnont hsOof Owor kO( Denar i, 02002) . OEachO
machi neJaccount sCIf or Dappr oxi mat el y[J200per cent Oof Ot het ot al [
cost Jof OEDSOwheni nstal | ati onOandOi nfrastructuredsupport
ar elf act or edld nt o[t helt ot al b nvest nent [ Davi s[(2002) . 0

TracelDet ecti ondequi prent Ui sOOnowdgoi ngldt oOsuppl enent [
EDSO until O enoughO EDSO machi nesd areld available.d O ThisO
equi pnent i sOreadi | yOavai | abl e, Obut, Oal t houghOl ower - cost, [
i sl essOcapabl et hanOJEDS. OOncellt heJEDSOmachi nesOar ri velat [
t hei r Dassi gnedOai rports, Ot heyOmayOsti | | Osi t Ui nOst or agef or O
| ongld periodsl duel] tol theld expensivell andd ti nme-consum ngl]
i nfrastructurelkchanges( Davi s, [(2002) . 11

Secretarylof Ot hedDepart ment Oof OTransport ati ondNor man(]
Manet t allt wi ceDhasOadmi tt edt hat Ot heJ100- per cent JEDSCmandat e[
i sCunr eachabl e[J( Davi s, [12000) . 00

5.0 Managenent Cof OPer sonnel , OGoal sCandOChj ecti ves

ToOupgr adeOpr of essi onal i snidf or Obaggagellscr eener s, Onewd
criterialfordhiring,Otraining, Odtestingdandd conpensati ngdd
wer elJ i npl ement ed. [0 Condi ti onsl] of O conti nuedd enpl oynent O ar e

basedon[at t ai ni nglsat i sf act or yCannual Oper f or mancelr evi ews. 4000

Thell TSAO Secr et aryd “may enpl oy, O appoi nt, Odi sci pline, O
term nat e, Dand0Of i xOt hellconpensat i on, Ot er ns, JandJcondi ti ons(
of O enpl oynent [0 of [0 Feder al O servi celd f or O suchO all nunber O of [

]
40Sect i on111, 0 5) DAnnual OPr of i ci encyRevi ew. O
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i ndi vi dual s0 asl0 theld Under O Secretaryll determ nesd tol bel

necessarylt olcar r y[out [t helscr eeni nglf uncti ons..” >0

Longd standingld concernsl aboutd thed abilityd of0O
supervi sorsdtodterm nate(lwel | - prot ect ed]f eder al Oenpl oyeesO
was[]voi cedd but Onoldaddi tional OO powersof Oterm nati ondwerell
specificallydnoted. 0O Thel researchercl osel yl st udi ed t held
wordi ngld of O thel ATSAO andO determ nedd nol additional O
term nati onlpower sCwer edi ncl udeddbeyondOwhat Ot hell FAAO hadO
previ ously. OOnelai r port Oadvocat e, OwhoOwas[i nt er vi ewedf or [
thi s0 research, O notedd thisO i ssuel wasl not 0 specificallyO
addr essedli nOt heOATSA. O0HeOsai d, 0“I't’ sOsubt| e. ONot e(Jt hat
t heOper sonnel OdoOnot Oget Ui ncl udedOi n(f eder al Or et i r ement Hand
thed [ TSA] O Secretaryl i sld gi venl di scretionl] over [0 personnel [
rul es, Detc.”0OHowever, Ot held TSAO Secr et aryd doesl havelt held
rightOtolOreview, OandOrevi seldaslnecessary, anyllstandard, [
rul e, Dor Or egul at i onlgover ni ngt heOenpl oynent Dof Ui ndi vi dual s
aslsecuritylscreeni nglper sonnel . SCMhet her [ t Cwi | | Obelhar dOor O
easyl tol term nat el] enpl oyees, O therefore, 0w |10 dependd onl]
regul ati onslyet [t olbelwitten. [I

ThelDl ASTAO delineatesl all “resul ts-based” 70 managenent [
phi | osophyd usi ngld neasurabl el goal s andd m | estones toll
determ nell | evel sO0 of O performance, 0 andld provi di ngld annual O
progressl] reportsl] tol Congress, [ asl mandated, O forQO all
gover nnent 00 agenci es, [0 by t held Gover nnent [0 Perfor mancel andll
Resul t sOAct [ GPRA) Cof [11993. 80J

O

]
S[Sect i on111, [( d) OScr eener OPer sonnel . [

60Sect i on(111, [ 3) OExani nat i on; ORevi ewdof CExi sti ngCRul es. [0
’OSect i on[1130, CResul t sCBasedCManagenent . [
8Sect i on130, OResul t sCBasedVanagenent . [
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0

6. 0 Stakehol der OComment sUJ

Ai rport OSecuritylDirectorsUsaylt hat OTSALI sCnot Oseeki ngd
t hei r Dadvi ceandOknow edgelJof Oai r port Osecuri t yoperati ons. [
TheyOseelt hedTSAOashavi ngldall“ Secret OServi ce” Onental ity, O
resultingd in0 frustrationld andd communi cati ons breakdownO
(Johnson, O 2002; O Power, 0 2002) . O O Denari O [ 2002] O says TSAO
provi desOlittl elorOnolcl ari ficati onlregardi ngldgui dancelJand[
fail stk olrecogni zelt hellexperti sellof (al | (st akehol ders.

F. O Al RPORTS' [OCHALLENGESO

Amer i caldhast hell ar gest Oavi ati ondsyst enili nOt heOwor | d[
ternmsof Of | i ghts, Opassenger sCland0baggagellhandl edd( Martin, O
2002) . OAsOour Ocomrer ci al Oavi ati onldsyst enilevol ved, Onodt wol
airportstwereld designeddalike.OA | Oaredrund byl alstate, O
county, O muni ci palityd ord port authority. d EachO airport’ sl
circunstances] arel] differentd andd wunique,d andd theirQd
chal | engesUarelmany. Ol nUaddi ti ondtoli npl ement i ngld EDSO and
securi ngdf undi ngdt odsupport Jongoi ngloper at i onsOand0f eder al [
mandat edJ securi tyl changes, Ot heylOnust, Jat Ot heOsanmedti ne, O
est abl i sh(d ald goodl wor ki ngld rel ati onshi p0w t hdthel TSAO and[l
conti nuelt opr ovi de[t hellbest [lcust oner Oser vi cellpossi bl eOwi t h{I
m ni mal Odi sruption. O

1.0 | nplenmentinglEDSO nt oA r port [BaggagedSyst ens ]

Wil eCal |l DairportsOarelddi fferentdi nOternmsdof Odesi gnd
andd | ocation, O thered areld soneld simlaritiesld inl0 baggagel
syst enslJdesi gnsUt hat Opr esent Ochal | engesUt oUi npl enent i ngUEDSO
i ndaccordancelw t hOt heOmandate. ODr. OGerryOKauvar J(2002), O
FormerOStaff ODirectorOdfordthel Wi tellHousel Comm ssi ondon[]
Avi at i onlJand[ISaf et y, [poi nt sCout : [

VWhat 0| argeOai rportshavedi nOcomonli s cranped, U
noi sy areasO i nt od whi chO conpl exO conveyer O bel t O
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systensl] arel i ncor porat ed, 0 of t endd hungd fronid t he

cei l i nghOwhi chOl'i m t sOt heOanount DJof Ol oadUt hat OcanO

beld pl acedd ondt hem [aswel | 0 as] exposureldtollthel

weat her, Ot heldneeddt o0 accommodat e[lallwi delvari ety

of Obaggagelhandl i ngldgr oundOequi prent DandOl ot sOof [

peopl e. O O Thel wor kl oadJ i sl uneven, [0 andd baggage-

t aggi nglsystensdar ellnot st andard. OMany[Jai r port s

havelldi f f er ent 0l uggagellsyst enswher eldeachUai r | i ned

has[t hei r DownldbaggagellcheckOat (Ot heOsaneai r port . [
Youllcoul dfhavelseveral Odi ff erent Osyst ens. 0

2.0 Fundi ngl ssuesl]

Thel fundi ngld for O ai rport s hasl been chal | engi ng. O | n
general ,Jairportsareldnon-profitorgani zati onsdrunl by all
| ocal Ogover nnent Oor Oport Caut hority. OOAnyOprofitsOreal i zedO
aredJ usedd t old provi deld fundsO f or O cont i nuedd mai nt enancell or O
i mprovenent st o0t heOai rport Oi tsel f. OOTheOonl yOexcepti oni s
t axesOr ecei vedOf rontdconcessi onsal es, Owhi chCOcanlOgoUt oJt he
| ocal Ogover nnent . 00

Al fewd airports] generatell profitsd ford theirQd
muni ci palities, OsuchOasl SanFranci sco, OSeatt!| e, [0New Yor k[
andUJalOf ewdot hers. OThi sOi sduellt oOsonelgr andf at her edd] aws
t hat Dar eJno0l onger Dont hebooks. Ol nOt heseOcases, Ot helci tyd
reliesl] ond thel revenuel generatedd byl thel airport and, [
t her ef or e, Oalll ossUof Opr of i t sOaf f ect Cnot Conl y[Ot helJai rports’ [
fi nances, [but [al solt helkcities’ . O

TableO30illustratesOthed vari ousd sourcesd frond whi chO
ai rport [revenueslar e[lgener at ed. [
O

O
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Ai rport [revenuel Per cent agel
sour ces[]
Rent sCand andi nglJ 350
feesl
Par ki ng, [Retai | , 0 | 310
Concessi ons(]
Ai rport [ 220
| mprovenent [
Pr ogr anij Al P) [
Passenger [ 100
Faci | i t y[iChar ges[
St at eClandLocal O |20
Fundi ng
Tot al [ 1000

O
Tabl e13. 1 Typi cal TAI r por t OFundi ng. CIOFr oniOFAAL
For ni5100- 125, 0OCYJ11999. O
O

ThelOt errori st Oatt acksOhavelf or cedOai r port st o0l ook[f or [
ot her O options for O funding. 0 O Manyd hadO t o0 makeO hurri ed
deci sions] tod quicklyd neetd newd federald requirenmentsd
i nvol vi ngd restructuredl parkingdfacilitiesOtoldincorporatel
barriers,d whichO resultsO inO fewerd parkingld spaces,[
i nconveni ence, Dandlr evenuell oss. OTheOATSAOal | ows Uf or Ouseof [
sonmelJf eder al | y[Of undedOnoni esUOnor mal | yOpr ovi ded( suchOas [t he
f ederal | yOsuppl enment edJAI r por t Ol npr ovenent sOPr ogr antor LAl P) O
told bell divertedOtoldsecurity-relateddi nprovenents. JAt Ot hel
SecondUAnnual OAvi at i onOSecuri t yOSunmm t i nOSanFr anci scoli nO
Mar ch[J2002, Oalsanpl i ngOof Ot hr eedAI r port OSecuri t yOOOper at or s
t ol dOt helr esear cher Ot hat Ot heylOcondemUt hi sOpracti celsi ncel
t hel fundsO arel neededl t olJ makeld ongoi ng] i nprovenent s t olJ
ai rport Ot axi waysOandOi nfrastructure. OOl f Oi nprovenent sOar eld
not OmadeOor Oar elJpost poned, [t her edar eInolJi mredi at elpl anst o]
recouplt hoself unds. 11

Local | yOi ssuedAi r port OBonds[ar e(Jaldcomonway [t or ai seld

capi tal Oi nvest ment O funds. O However, Ouncertai nt ydabout Ot hel
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anmount O of O fundi ngd needed, O thel abil ity of O theld federal O
gover nrent Ot odr ei mbur sedt hedf undsOspent, OsecurityOchangesO
fronmdd TSA O andd airport revenuel |ossesl causell deepl
reservati onsOabout i ssui ngdbonds. OAt Ot hedSecurityOSunm t, O
threeld airportd operatorsl informallyl interviewedd byO thel
resear cher st at edJt hat Of ear Uof OchangesUby Ut heOOTSAOhas Uhel d
t henidbackOf r onidmaki ngOsecuri t ydi nprovenent sJont hei r Down. O
TheyUexpl ai nedOt hat Oai r por t Duser sOwoul dObedf or cedf undOt hed
i mpr ovenent st nCt hel¥ or nidof Chi gher Cpri ces. U

3.0 WorkingOw t h(k hedTSAO

Thed civilO aviationd conmmunityld andl itsO securityl
pr of essi onal sOar elstri vi ngldt oldcopelw t h(t heOr api dd0pacedof O
change, O i npl enent O daunt i ngd mandat es and deadl i nes, O wor kI
wi t hOanOevol vi nglnewdf eder al Oagency, DandOdeal Owi t hOser i ous
f undi nglconstrai nts. OOTheyOar elddeal i ngOwi t h(al | Oof Ot hi sOi nO
[ightd of 0 thed ongoi ngld battl el agai nstd futured terroristQ
threats. OOAi rport OSecuritylDirectorsldtol ddaldCongressi onal [
panel Ot hat [0t heyOar elddi spl easedwi t hOTSA' sUOappr oachandt hat [
t heyl bel i evelJ t hei r O advi ceJ andl concer ns ar el] not U wel coneld
(Johnson, [2002) . O

TheOai r 1 i neli ndust ryOhasOappr oxi mat el y[1600, 0000di r ect [
enpl oyees. 0 O Thel TSAO i sO bri ngi ngO i nO bet weenJ 60, 0000 andO
70, 00000 addi ti onal OO enpl oyeesl] (dependi ngld on t hed sour ce) .
That [r epr esent st enper cent Uof [t helent i reli ndustry. [

Alpot enti al Oconf | i ct Uof Ui nt er est Ccoul dUar i se. O0OWher easU
t heOFAAOwas [t heCover seer andr egul at or Oof [t heli ndust ry, OTSAL
i sOnowdi nvol vedOi nJdai | yOoper ati onOasOwel | OasOr egul at ory[
function. OThi sOcoul dOchangeli tsOw | | i ngnesst olr eport Or eal [
probl ens. O O Previously, Oreportingdondaviationdissuesdwas

veryld open, O and t hel resul t s wereld wi del yO avai | abl e and
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di sseni nat ed. OOnedanonynousUai r | i neli ndust ry[r epresent ati vell
sai dJ told thel researcher,d “10 sayd thisO clinically, O notO
cynically,Od you red not goingld tol hear about securityd
failures.”
G OO0 THEOEUROPEANIIMODELL[]

Ind thed aftermat h(J of O Sept enber 0 11, O manyl presst and
publ i cOf i gureslpoi nt eddt ot helsuccessJof OEur ope’ sUai r port [
structurelandf el t [k hat [t hi sChodel DhadOnuchOt olof f er . L0

Si nceJEur opellconpri sessomanylcount ri es, Ot her eOdwoul dOJ
belJt oodmany[lst ruct ur esdt ol ook[Dat (Oher e. O0OThus, Ot helnodel [
chosenlIf or (di scussi onli st hat Oof Ot heUni t edIKi ngdom [Owhi chl
has beend acknow edged as[ onel of 0 thel bestd andd nost [
successf ul Oof Ot heOEur opeanOnodel s. OOThi sOsecti onOexpl ai ns
how, Oi nOt hedU. K., Oai r port Downer shi p, Ol awJenf or cenment , Dand
baggagelscr eeni nglar eCar r anged. 00

1.0 What O st heEur opeanvbdel ?[1J

Many O West er nJEur opeandcountri estdeal t OwithOterrori st
t hreatsl byl federalizingOtheirOairports.dAsO recentlyl asl
twentyOyearsago, OmanyOweredstill OrunOthat Oway. 00O Si ncel
then, Oalldi fferent OapproachlOhasObeenOused: Oprivati zati on. [
Many[ of [0 t hesel countri esl creat edl sel f-supportingl ai rportd
cor por at i onslf or Onost Onmaj or Hai r por t sO( Pool e, 02001) . OOWhi | el
sonellconti nueldt odbellgover nnent - ownedlpri vati zedOconpani es, [
manyOhavelconpl et el yOpri vati zed. OTabl eCJ40showsOaldsanpl elof O
sonellof [t hosellai rports.

t

O
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Bel f ast O
Copenhagen(]
Frankfort [
LondonO
Rome]
Vi ennal]
Privati zedO | Manchester
Quasi - Pari sl
Gover nnent O
conpanyl]

PrivatizedO

O
Tabl e(4. 11 Eur opeanPri vati zed[AI r ports. [Fr oni]
Pool e[J(2001) O
O

Theselci ti esOf oundt hat ObyOpri vati zi ng, Ot helbenefitsO
of 0 costl control sl andl] managenentd fronid “for profit”[
corporationsdnmadellt hendbot hOeffectiveOandOefficient.dTheld
gover nrent Owasabl et oCr et ai nOt heOr egul at or yJagencyOandOl ay [
out Ot oughlstandardsOandOi nposeltoughlsanctionsdif Ot hosel
st andar dsCwer ednot Onet . O t OwasOupCit o0t heli ndi vi dual Oai r port O
t olldet er m ne[how(t olheet [t hellst andar ds.

TheOuUni t edOKi ngdomiwas [t hef i r st Ocount ry[it oOpri vati ze. [0
TheO airportd authority,d thel Britishl Airports AuthorityO
(BAA), O wasU createdd i n 19650 asJ all pri vati zedd gover nnent [
agency, Ui ncor por ati ngli n0J1987. OOTheOBAALI sOalpubl i cl yOhel dOJ
conpanyt radeddont heOLondonUSt ockExchange. OORecogni zi ngd
t he BAA' s success, Omanydot her Ogover nnment sCf ol | oweddsui t. OO
BAAL sOprivate, Uit Ui sOnot i vat edObyOprof i t Ot oJf i ndt heObest [
waysldtolhire, Otrain, Oi npl enent Ot echnol ogy, Dcontrol Ocost, O
nmeet O regul ati onsJ andd provideld highd | evel s of O custoner [

servi ce. J

I nt eresti nglt oldnot eldi st helIf act [t hat Omany Oof Ot hesane(
conpani esllhi reddi nOvari ousOEur opeanlai r por t sUar el(Jal soldusedl]
inOthedUniteddOStates. OO0TheOmaj or Odi fferenceli sOt hat, Oi nO
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Eur ope, Ot heyOdeal Odi rect | yOw t h(Ot heai r port Oor C0gover nirent [
i nst eadUof [t he[ai r Ocarri er [ Pool e, [12002) . (00
2.0 LawlEnforcenent [
Suom [ 2002) Osays[t hat [IBAALt akesaldi f f er ent Cappr oach: [
TheyO | ookd at 0 ai rportd securityld asd all critical
el emrent Dof Ot heltotal Oairport Omanagenent. OO They[
takeOallittl elbit Odi fferent DapproachUtolit. 0. 0. 0. OO0
[T]heyD lookO atl itd asO nored of 0 all system [
Ther ef or e, Ot helpri vat eldsect or Oenpl oyees(t hat Oar e
manni ngd theld screeni ngd checkpointJ arel higher

cal i ber, Ohi gher Opai dOai r port Osecuri t yonOnor edof [
allcar eer Opat h. O

The U. K.'sO airports’ O arnmedld pol i cel arel provi dedld] by
| ocal OO governnent. 0 O Theyl arel basedld at O t held ai r port [ and[
responddbyal arnilfronidt helsecuritylcheckpoints, Oal t hough
theyOdoOnot OrunOthem OO TheOai rport Onust O paydthedl ocal O
aut horiti eslf or Cprovi di ngt heOpol i ceJ( Suom , [2002) . O

3.0 BaggagelScreeni nglOper ati ons(]

Many [l ai r port [ oper at or s vi ewl] BAA' s[] baggagell scr eeni ngld
systentdast heldnost Odesi rabl eldnodel O(Martin, 02002). O00OItsO
creati onOwasOalldi rect Oreacti onOt o0t heOt errori st Obonbi nglof O
PanmJAMIFI i ght 0103, Ui nODecenber Dof 01988, whi chlexpl odedUover [
Lockerbie, 0 Scotland,d killingd 2590 passengersd andd 110
bystanders. 00 0O AU | uggageld bonb, 00 whi chl was i ntentional | yOI
checkedOaboar dOallf | i ght Oi nOGer manyObyUOaULi byanOterrori st, O
changedUpl anest w celbef or elendi ngQupUont heOPanUAnf | i ght . OO
Ther eOwasOnoOdoubt 0t heJt ar get OwasUOAmer i callvi aldanJAmer i canl]
airCcarrier. J

I nOt heOU. K., Ot hi st errori st Jact OcausedUalr evol uti oni nd
baggagelUhandl i ng( Marti n, 02002) . OOThelr esponselwas [t o[bui | dI
allsyst entilpr eventi nglbaggagelf ronidt ravel i ngdunmat chedt oJall
passenger 0 andd unscreenedl forOd explosives. O O 1t tookd an

i nvestment 0 of 0 140 yearsO andO $3000 m|lionO dollarsd toO
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i mpl ement Ot hi sOsystentlat [0London’ sCd Heat hrowd | nt ernati onal [
ai rport, Ot hef our t hCIbusi est Hai r port 0( passenger Onovenent ) i n
t heCwor | A ACI , [12002) . CBAACadmi ni st er sCt hellsystem [

Thel systenilconsistsOof OtiersOw thOal | Obagsl passi ngd
t hr oughOt hell owest Ot i er. OOl f DalbagldoesUnot Ocl ear Dadl ower O
tier,0itOisO shuntedd intod theld nextO | evel O forO furtherd
scrutiny. O0OHeat hrow slUi sOallf i ve-ti er Jsyst em Owhi chOusesX-
rayd machi nes, Ot hreat O anal ysi s sof t war e, O human scr eeners, [
andO sophi sti cat edd scanni ngd machi nes ( Conput edd Tonogr aphy
(CT) DandOSt andar dOProj ecti ond(SP)). OOTheOsyst entdm ni m zes[
humanUi nt er act i onOandOmaxi m zesOmachi nelpr ocessi ng. OOHumans[
i ntervenell on anld as- neededl basi s only. 0O O Al O bagsO arell
i nspect ed, Ui ncl udi ngt hosedt hat Oar elJonl yOchangi nglpl anes. [
Thel relativel absenced of 0 humanO interventiond m nim zes[
cust onmer i nconveni enceld andl] del ayed[ fli ght sO0 andl baggage. [
Appendi x[OClcont ai nsCalldi agr anilf [t hellsystem [

Al t hought heOEur opeanlbaggagellhandl i nglsyst enilhasbeen(]
hi ghl ysuccessf ul , OPool el( 2001) Osays: [

Ironically, Othelthreedbi ggestOsecuritydfirnsdind

Eur ope—Securitas, 00 Securicor, 0 andd | CTS—arel thel

par ent conpani esUof Ot heOU. S. Of i rnmst hat Opr ovi deld

6000 per cent Oof Oal | Opassenger [screeni nglhere. OYet [

whi | e(Jt ur nover Cof OEur opeanlipassenger Oscr eener st s

| esst han500per cent Oper Cyear, Ui t’ sCof t enbet ween(

100- 2000per cent Oi n[Jt hi sOcount ry. OWhy?[0Becausellyoull

get what Oyoulpayf or . O

4.0 Fl awsDof [t heJEur opeanSyst ent]

I t Oshoul dbelnot edt hat , Oal t houghOt heEur opeanldsyst entl
has many[] exenpl aryld features, it doesl] havel sonel f| aws. [
Several 00 of 0 theld subjectsU interviewed for thislO thesisO

expr essedliconcer nslt hat Car elddi scussedll nlk hi sCOsecti on. [
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An{ai r port Osecuri t yOanal yst Onot eddt hat [t helr ej ect Or at e
on[lt hellscanner -t ypelnachi nesOsuchOas [t heOCTOandOSPOi shi gh. OO
Alldi f f erent Ost andar dJi sCOneededt oDkeeplt helr ej ect Or at elat [
anlJaccept abl e(df ai | ur elr at elor Oel seldi t Owi | | Ocauselt hr oughput O
probl ens. OThelanal yst [not edJt hat Ut hei r 0l uggagelr ej ect Or at e[
i sOmuchOl ower OOt hanlt heOU. S. Ost andar d. [ONoUoneDhasUsol ved[it he[d
probl ent] yet, 00 andd t he concernd i st thatd theyd will O m ss
sonet hi ng. OThelkey[l sCt helf ront Dend( profiling). O

Anli ndust ryOanal yst Ost at edJt hat OEur opeanlai r Ocarri er [
oper ati ons, [gener al | yOspeaki ng, Oar en’ t aslext ensi velJast hel
Uni tedOdSt at es’ O(i nOt er rsJof Onunber sOof Oannual Of | i ght sOand
airports).d Wiilel theyl m ght O havell goodUO techni quesl] andl
systens[lt o[l ear nJf rom [t her e’ sCnoOsyst eniwher ellyoulicoul dddo
exactlylthat.”O

Oneld airportl securityld operatord notedl all potential O
probl emdwi t hOusi ngEDSOonl yOi nOl at er Ost agesUof Oscr eeni ng. [
Hell sai d, O “TheyO [ Eur opeans] [0 areld counti ngd on t hed x-rayl
machi nelf or Onost Dof Ot helscr eeni ng. OOTheldi f f er encelbet ween
anl] x-rayd machi ned andd anlJ expl osi veld det ecti ond machi neld i s
fairlyOsignificant.” OO

I nOf act, Ot her ecent OadvancesUi nOpl asti cOexpl osi vesOi n
Eur opelandt hedf or mer OSovi et Obl ockOcount ri esCcoul dOt est [t he
capabilityd of O thell frontO |ined x-rayld machi nes. O A two-
di mensi onal O backO scanner O x-rayUd machi ned coupl ed0 wi t h(J CTO
t echnol ogyli sCOnecessar yt olldi scer nOanOexpl osi velmat eri al s
profil e. OFor Ot hat Or eason, Ut hellgover nnent Odi dOnot Cappr ovex-
rayt echnol ogyUasUalsyst entlf or Of i ndi nglexpl osives. Ol tOwi | | O
identifyld onlyd fivell of 0 thell six[ explosivel categories
currentl ylt est edd nlt heTFAAX echnol ogylkcent ers. (1]

D
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H O THEO SRAELI OMODEL [

After O Sept enber 0 11, 00 many pressd and publ i cO fi guresd
poi nteddt ot helsuccessUof Ol srael* sOairportOstructuredandd
fel t Ot hat Ot hi sOnmodel DhadOnmuchOt oOof fer. OOl srael ' sOai rport s
havel beenl acknow edgedd asl anongl thel safest andd nost O
successful OinOthedworl d. Olsrael'sOisOviewedOasOt heldnost O
i nvasi vellof al | Cavi ati onUsecuri tylsyst enslnodel s. [

1.0 Ownershipld

| srael OhasOoneli nt er nati onal , Ost at e- ownedUai rl i ne, JEl O
Al , 0 whichO operatesd outll Israel’s onlyd international [
term nal , OBenOGuri onA rport. Ol srael Oadopt eddt hedEur opean(]
styl edJof Opubl i c- pri vat edai r port Oowner shi pfJabout Of i velyear s[J
agold (Pool e, 0 2001). 0 O Thed gover nment O regul at ory[ agency, O
Shabak, Oact sOasOt hedr egul at or Of or Ot heBenOGuri onJAi rport
Aut hori ty, Dwhi chOnhust Oneet [t helOgover nnent ' s(st andar ds. [0

2.0 Securityl

| srael ' slOsuccessOl i esli nli t sUi nvasi ve, Ui nterrogati onal [
approach. O0OThelgoal Ui sOt olli denti fy[terroristsObef oreldt heyl
enbar kOonOoneOof i t sOpl anes. OSkyOmar shal sOar elpresent OonO
al | Of l'i ghts, DandOaldt eantJof Oagent sOi nt err ogat esCdpassenger s
uponlcheck-i n. OOTheyOdon’ t OaskOyesOor OnolOquest i ons. ORat her, [
t heyOt ypi cal | yOJaskOwher et hepassenger i sgoi ng, Owhy, Owhontl
t heyOknowdat [0t helldest i nat i on, DandOwhy [t heyOnayOhaveOused[
cashlt oOpay[f or [t hei r [0t i cket . ONot hi ngll st akenf or Cgr ant ed. [

WthO approxi matel yO 300 aircraftd providi ngd service, [
Israeli O officialsl havel thell tinmeld tol inplenmentd suchl al
ri gorouslsyst enmtJandUmai nt ai nJt hei r Oschedul efJeasi | y. 00TheyO
hirel privatell contractorsl] tol] providel profilingl softwarel
(I1CTS) 0 tol thed governnment ] andO pre-boardi ngd screeni ngd
(Am shav) ( Pool e, [2001) . O
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3.0 FlawsOof (OThell srael i Ovbdel O

Whi | ednost Ol srael i Dai rportJof fici al sUagreelt hat Ot hi sO
nodel Owor ksOf or Ot hem [t heylUdon’ t Uhavellt helCoper at i onal [t enpol
of 0 passenger s, [0 baggage, Oflights, OorOcargodvol umedof Ot hed
AmericanUairOcarriers. J0Israel OhasO350ai r pl anesanddonel
ai rport, Owhereast hedUni ted St at esJoper at es14530ai rportsd
andJ6, 0000 pl anes. OTheOdai | yOt hr oughput Oof O passenger sdandUO
baggagei nOtheOd Unitedd StatesOw | | Onot OpermtOsuchOtinmeld
i ntensi vell procedures. ] Custonersd willO sinplyO | ook for(

al ternati velreansof [t ransportation. [
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| V. ODATAUANALYSI SU

A. 0 | NTRODUCTI ONOJ

Thi sO studyd provides i nsightsO fronil civil O aviati ond
securityld systensl expertsl onld pre-[ andl] post-9/ 110 ai rport [
security. OOTheselof fi ci al sCwer elJaskedi nOper sonUor Ui nOphoneO
i nterviewsf or [t hei r Ovi ewsUon[210avi ati onOsecuri tyl ssues. OO

Thi sOchapt er Osunmar i zest hei r Or esponses. OOManyDof Ot hed
experts’ DanswersOweredsimlardinOthene; Othoselt hat Obest O
expressedl theird sentinmentd ord hadl sonet hi ngld uni qued tol
expr esslar elpresent ed. 11

Wi |l et heOexpertsintervi ewedd dod not OspeakOfor Ot held
entiredindustry, Otheydneverthel esslprovidedinsightsOintod
current i ssuest hat Oar eldchangi ngOt hei r Oi ndust r yOandOmay Obed
representativeld of0 thed viewsO of 0 theirOd professional
contenporaries. 0 A | Orespondent s werell assuredd t hat Ot hei rd
responseswoul dCr emai nCanonynous. O
B. 0 THEO NTERVI EWIRESPONSES[

1.0 What MasUOAneri ca’ s(Post urelPre-9/ 11?0

ThelOmaj ori t yof Or espondent sCbel i evedOAner i callpl acedlall
hi ghOpriorityOonai rport Osecurity. O0OReasonsIf or [t hi sObel i ef O
i nclude all previouslyld successful 0 recordd of securityl
i nci dent s, Oenphasi sOonOm ni nunicust omer Oi nconveni ence, OandO
stressinglairlinedsaf et ylover Osecurity. OHowever, Ot her edwas [

allr angellof Dopi ni ons: [

Avi at i onOSecuri t y[dConsul t ant : [

Amer i callhasal ways[pl acedOalpr et t yOOhi ghOpriorityQd
onJairportOsecurity..JOnedanswer Om ght Obelt herel
wasld sufficientd priorityd againstl thel known[
threats..0 It wasO and i ssuel of O whet herd or 0 not [
ai rport Oavi ati onUsecurityOwaslOseenJasOalnat i onal [
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securitydissue. O00ItOwasn’ t; OitOwasOseenOdasan
avi ati onOsecuri tyl ssue. [1J

Ai rport [O0SecuritydOper at or: [

G venOt hell evel Oof Ot hr eat Odur i ngt hat Operi odOof [
ti meOpri or Ot oOSept enber 011", Di t Owas Dalt oughOsel | . OO
Thed flyingd publicd didn'tO [Iiked beingQ
i nconveni encedd byl thend existingd securityl
measur es. [

Ai rOCarri er DAdvocat e: O

Priord tol Septenberd 11'", O t hered wasO al | ot 0 of O
enphasi sonlavi ati onOsecurity. OOThedi ndust ryQandO
the FAA Othelintel |l i genceldcomunitydhadOfairlyO
goodUsecuri t yOprogranm ng. OWelwer en’ t Opr epar edJas (]
all countryd told deal Owithd suicidedterroristsin
civil Oaviation. O

2.0 Areld thedl Airportl Authoritiesl that Currentlyl
Per f or mJ Non- Baggagell Screeni ngl Operati onsO (Li ke
ThoseORunObyOCi t y/ Count yOAut hori ti es) Oi nOaOBet t er [
Posi tionlt olJAssunellSecuri t y[OResponsi bi | i ti esOt hanO
t hell Federal 00 Governnent ?00 0O 1 f 0O so, O Coul dd They?[
Shoul dOThey?0

Opi ni onOwasdi vi dedUdevenl yOonOwhet her Oai r port sCar eli n[d
all better positionl tol assunel] securityl responsibilities.
Most OfeltOthat, 0w thout Oi mredi at el] gover nnent [J acti on, [J nold
si gni fi cant Ochangeli nOqual i t yOof Oper sonnel Dor Oconpensati ond
woul dOJ havel occurred. 0 WthoutO i medi at e i nprovenent s i nJ
fundi ng, 0 personnel,d andl conpensationd forO screeners,
ai rportstwoul dOO not O havel beenO betterJof f Ot hanOt heyd wer ed
beforell thell federalld governnentd assunmedd securityQd
responsibilities. O

Avi ati on0Securi t y[0Consul t ant : [

Wll,O theyd [J[airports]d don'tldd wantlO thed
responsi bility; 0 theyd don’td want anl unfundedl
mandat e. OO f Oyoulgi vet henilt heOnoney Ot olOdoli t Cand
hol dJ t heni] account abl e, 0 1 0 t hi nkO t hey woul dOJ bel
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happy Ot oOdoi t . OOBut Owhat Ot heyddi ddOnot Owant Owas [
t o0beOput Ui nt oJaOposi ti onUJandOsayd’ you’ relJgoi ngQ
toldoli t, Oyou’ reldgoi ngt olpaydf or Ui t Dandher e* s
howlyou* r e[Jgoi ngt oCldolli t .’ OO0 COdon’ t bl anelt hem [0

Ai rport [JAdvocat e: I

Many [ of Oour Jai rportsOthi nkdt heydwoul dO bed nor ed
responsi vell becausellthe airport i slindal better[
posi tiond told knowd itsl servicell patterns, itsl
facilities, Ui tsOgeneral Omake-upOt hanOt hellf ederal O
gover nment . 0 TheyOwoul dd0ObeOprepareddtoddodit Oi f O
t heyOwer e(pr ovi dedUl i abi | i t yOpr ot ecti on, Owhi chli sU
all maj ord problent rightd nowl i nO thel i nsurancel
i ndust ryOand[ i f] Ot heyCwer elpr ovi dedOsonef or nidof [
resourcestor i f Ot heyOwer eJabl elJt ol put Ot helJcost [
i nt ot hei r f ee[basel t h(k heldai rli nes. [

Al rOCarri er JAdvocat e: O

Wel hadO never O been i n(J support O of Ot held avi ati on
comuni ty[[ ai r Ocarri ersOor Oai r ports] Ot aki ngover [
thell screeningd functiond orO security.d Thel
difficultyOw thOthat Oi sOyoulcan’ t Dhavedaldl ocal O
opti on, 0l ocal OapproachOwhenOyou’ reldt ryi ngt olr und
anli nt egr at edCavi at i onOsyst enilf r onidanOoper at i onal [
st andpoi nt. [

Ai rport [O0Securityl[dOperator: [

I, Oqui tedfrankly, Ot hi nkOi t Oi sObetter Ohandl edObyO
t he governnent Orat her Ot hanO byO i ndi vi dual O1 ocal O
communities. O O 10 thinkO thed onlyd wayld t old get [
st andar di zat i oni n(t heOsecuri tydfi el ddi sOt o0Ohavel
onellentitylresponsibleforlt. O

3.0 WerelOManyOof Ot heldFederal i zedOEnpl oyeesOForner | y[
withd Privatell Contractors?0 O IfO Yes,O WatO

D fferencelW I | OFeder al i zi ngiVake?[

Most [0 agreedd that O it wasld tood earlyOOtoO tell O si nceld

federal i zedlscreenersldhaveldassuneddoperationldinlj ust Ooneld
ai rport 0t husOf ar J( Bal ti nor e- Washi ngt onlJl nt er nati onal ). OThey[
di dd0agr eeldt hat Of eder al i zi ngdOwas Ot helOnost Oexpedi ent Oway [t od
allowd ford better-qualifiedd personnel 0 w th( higherd payQd
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benefitsOandOalcareerOpath. OOt Oi sOtoodsoonOtoOtel | Oi f O
better-qualityOscreeni ngiwi | | ObeCachi eved.

Feder al [Avi ati on[JRegul at or : [

. 0. 0. Ot heOhopeli st heyOar egoi ngOt oOget Ot helbest O
of [t heldscr eener stwhoDOwer elal r eady [t here. [

Avi ati on0Securi ty[OConsul tant : [

. 0. 0. OYouOat t r act Opr obabl yOnor eJhi ghl yOqual i fi ed
people. 001t sOal waysl beenld oneld of O t hell | owest -
payi nglj obsUat [t hel[dai rport. [

Ai r port JAdvocat e: [

Feder al i zat i onOhas[t akenCcar elof [t wolJof Ot heOmaj or O
poi nt s andO t hat’ sO trai ni ng, O whi chJ t he f ederal O
gover nrent Owi | | Obelaccount abl edf or, DandOt ur nover . [0
Coul dO0youOhavelldonet hat Owi t hOJaddi f f er ent Onodel 200
Yes, but OnobodyOdi d. OOSo, Owhen(Jt helf ai | ur edcane, [
peopl e(lsawf eder al i zati onCast heCanswer . O

Ai rport [OSecuritylOperator: [

| OwasOi nOf avor Oof Of ederal i zati onObecauselll Oknewdl
i f Ot heldgover nnent Ot ookdi t Dover Owe’ d0beldabl eldt o]
rai sel] theld bar i nd ternsl] of 0 conpensation. O O IO
t hought O conpensati ondm ght | eadd t o hi gh-cal i ber
i ndi vi dual s. I

Ai rport [OSecuritylOperator: [

I, Oqui teOfrankly, Ot hi nkdi t Oi sObett er Dhandl ed0by0O
t held governnent Orat her Ot hanObyO i ndi vi dual O 1 ocal O
comuni ties. O O O O Ot hi nkO[ what Oi sCi nmportant ] Oi sO
noOmat t er OwhoUt heyUhi red. 0. 0. Ot her eOwi | | ObeOoneO
trai ni ngst andar d, Oonelqual i t y[dassur ancellst andar dlJ
t hat [t hoselenpl oyeeswi | | [t o[belhel dt 0. [

4.0 Dol Youll ThinkO Airportd Securityl Shouldld Bel
Federal i zed[DAt CAl | 2?00

Thel respondent sl wereld evenl yO di vided. 0 O Thosed whoO
favoredfederalizing, Ow thOtheldexceptiondof Done, OfeltOit0O
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hel pedOset Ost andar dsCOor Owas Ot helr i ght Ot hi ngdt oO0doOi nOl i eul
of Oalbet t er Oret hod. (O

Avi at i on[OSecuri t y[OConsul t ant : [

No.O 0O FirstO ofd all,d it’sdO ad fragnmentedd
responsibility.0 O Airportd securityd isO not[
federalized, Oonl yOpart Oof i t Oi sOf eder al i zed. [ONo, [
| Odon’ t [0t hi nki t DwasOalgood(i dea. O

Feder al DAvi at i on[Regul at or : [IJ

My biggestd concern] aboutl federalizingd thel
screeni ngldf uncti oni sO[ that] Ot heOsanmedagencylli s
over seei nglt hensel vesi nOternsUof Dover si ght DandO
per f or mancellof [t hei r Coper ati on.

Al rOCarri er JAdvocat e;: (1

WefeltOthat Ot helscreeni ngdprocesslneedsOt olbel
federal i zedd. 0. 0. DasOpar t Oof DanOover al | Of eder al O
appr oacht onat i onal Osecurity. OOWOdi dn’ t Osupport O
keepi ngUsecurityOprivati zed. U

5.0 WatO Do Youl ThinkO About[] Keepingd Securityl
Privati zedw t h(OFeder al Over si ght ?[

Ther eDJwasUOnoUcl ear Oconsensus, Ow t hOhal f Jagr eei ngOt hat O

ai rportOsecurityUshoul dibeOpri vati zed. OOThelot her Or esponses

rangedlf r onilst r ongUsuppor t [f or Okeepi ngli t Uf eder al i zedt onoO

st rongUopi ni onCasU ongUasbet t er-qual i t yOwor kO sOpr oduced. [

N

Feder al (JAvi at i on[JRegul at or : [J

So, 0 al strongd federald oversightO isO reallyl
i mportant. OOThat O sCwhy Ol Odon’ t Ot hi nkOt heOai r port O
shoul dO beld doi ngd it 0 becauseld | O t hi nk(J weld need
sonet hi ngluni fi ed. [

Avi at i on0Securi t y[0Consul t ant : [

I Ot hi nkOt helj obOof Ot hedf eder al OOgover nrent Ui sOt o
set Ot heOstandards, Otodensurelt heldstandardsOar el
nmet DandOt oOkeepOt hedst andar dsOupt oCJdat e. OO HadO
t hell FAAO been tougher, O 1 0t hinkd it O woul dOJ havel
wor kedlj ust DasOwel | DasOi f Ot helOf eder al Ogover nnment 0

410



had(t akenCover . 00

Ai r port [JAdvocat e: [

| Otraditional |l yOt hi nkOoper ati onsUar elbet t er Odonel
by thel privatel sectord wthd toughl federal O
accountability. O

AirOCarri er DAdvocat e: O

I Ot hi nkdi t Ocoul dd0haveOwor kedOei t her Oway Ui f Ot heyd
hadll t hed appropri at el enforcenent O andl] over si ght [
mechani snid nOpl ace. U

6.0 Asidel fronl Baggagell Screeners,d Watd O herQd
Posi tionsOArelli kel y[t olbelFeder al i zed?

Most [0 agreedld thatO thereld woul dd not O bel nuchO nored
expansi onl] outsidel] of O passengerd andl] baggagell screeni ngdd
functi ons, Obut OmanyOf el t Ouncert ai nt yOJabout Of ut ur elJchanges. [
TheOAvi ati onOandOTr ansport ati onJandSecuri t yOAct Ocal | sOf or O
assunpt i ondof Ol awdenf or cenent , Ui nOsuppor t DJof Ot hedscr eeni ngd
functi ons, Obut OhasObeenOst al | edlldueJt oJagencyf undi ngdand[

resour cellconstrai nts. 00

Feder al (JAvi at i on[JReqgul at or : [J

| Odon’ t Ot hi nkOt hat OhasObeendf i gur edCOout Oyet . O001 O
havellnot [Dhear ddanyt hi ngfabout OTSAOassum ngldaccess(]
poi nt [ secureddent rancesf or Ovendor OandOai rport O
staf f] Oscr eeni ng. (IThi ngsOar elichangi nglever yday. [

Avi at i on[OSecuri t y[0Consul t ant : [

. O. 0. 01 Odon’ t Oknowdwhat (Ot heOpol i ti cal Opressuresdd
ar eldgoi nglt obef r onidt helai r | i nesOandt helJai r por t [
authorityl told retai nd sonmeld portionl of 0 airportQ
security.00So, Oit’sOalreal Oquestionlabout Ot hel
r ol elof Of eder al Ogover nnent . OBut Ul Ot hi nkOt helj ury
isOstill Dout. O

Ai rport [JAdvocat e: [J

There’ s beendsonellt al kO about Owhet her Oyoul m ght [
havelperi net er Osecuri t yOJandUOot her Ol awlJenf or cenent [
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t wolr easons. OOFi r st Ui sCt hef ear Dof HaUs| ow novi ngOgover nient O
agency, OsuchOasOt hedl NSOor Ot hedPost OO fi ce, Owhi chi sOwhy O
nost feltd thatd thed TSAO
conpetition,dall ow nglprivatelscreeni ngldconpani eslJi n(Jthel
future. OSecond, [t helscr eeni nglf uncti onli t sel f Ui sOnonot onous(

of ficers federalized. O O But, O yourd questionld i s
whet her [0t heyOwoul dO i kel yObeOandt heOanswer Oi sCno
si npl y[becauselof [ esour celdlconstrai nts. [

7.0 1f0 Federalized, O Enploynmentd Conpetitionl

Essenti al | yOEl i m nat ed. O0ODoOYouOThi nkOConpl acencyll

Coul dBeconean ssue?

Most [f el t [t hat Oconpl acencyli sCdefi ni t el yOalOconcer nJf or [J

andOnat ural | y[1 eads [ o[lbor edoniandconpl acency. O

N

Feder al [JAvi ati on[lRegul at or : [

Feder al Jagenci esUar eldsl ow novi ng, OJandt heyOdon’ t O
havelconpeti t ors. OOYes, O t Ocoul dObeconelani ssue. [
Ther eCwasUalr eal Oconcer nUf or Oconpet i ti onUandUt hi sO
[ provi si onJt oOal | owldpri vat elJcont ract or sti nOallf ewd]
year s] Ui sOallconpr om sellt ol eavellt helldoor Copentf or O
it. O

Avi ati onl0Securi ty[Consul tant: [

Conpl acencylcoul dd0al waysObedanOi ssue. OO Odon’ t [
thinkO it0O mattersd whet herd youldl work[d for thel
governnment Oor Jalcontractor. O f Ot heyOgodbackt ol
privatedsecurityOw t h(Of ederal Ooversi ght Danddt hel
contract or sUar elJdoi nglaObet t er [Jj ob, Ot henOl Ot hi nk[
you' | | OseelnoredandOdnorelai rportstryi ngldtolddol
t hat. [

Ai r port [JAdvocat e: [

Conpl acencyld canld energe,d evenld if0O thered isO
enpl oynent Oconpetiti on, Obecauselalll ot Oof [t hellj obs[
t hey’ relJt al ki ngOabout Oar eOver yOr out i ne. OYes, Oyoul
havell reducedl] sonel] enpl oynent O conpetition. J And
yes, O potential ly, 0 conpl acencyl coul dI becone anQd
i ssue. [
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8.0

Al DO

Consi deringld thel Difficultyld of 0 Term nati ngll an[d
Enpl oyeeldNow, O0DoOYouThi nkOl t OW I | OBellHar der Oor O
Easi er 0 t o0 Makeld Enpl oyeel ChangesO i f 0 They[ Arell
Federal i zed?U

respondentsd acknow edgedd thel traditional

di fficul tyOof Ot er m nati ngUalf eder al Oenpl oyeeOandOr ecogni zedO

t hat 0 t hedd TSAO madel strongl provi sionsl told overconell t hesell
difficulties. OO MstOagreedthat O Congressl]addressedthi sl
i ssuel] withd wordi ngd thatd waslO strongld enoughl tol make[

term nati onOnoOnor elddi ffi cul t Ot hanl n(k heOpri vat ellsect or. [

Avi ati onl0Securi ty[0Consul t ant : [

I Ot hi nkOCongr essOwasJawar e[t hat], Otraditional Iy, O
[1n] Ocivil Oservicel[it] Ui sbalver yOl ongOpr ocesst ol
get [r i dUof Oallbadlenpl oyee. [

Feder al CAvi ati on[JRegul at or : [

[tOwi Il OdefinitelyObeOharderOtoldget OridOof Oand
enpl oyee. OO0Howddi fficultOw | | Odependdont heddnew]
way [t heyOwer e(Jal | owedJt oJor gani zelJasOalresul t s-

basedor gani zation. OOSo, ditOw | | Odependdondhow]

t heOcontract 0 s ai dlout . O

Ai r port [JAdvocat e: [

TheyOareOstil | Of ederal i zed; Ot hat Owi | | OnakeOt hent]
har der [t olget Cri dof . [

9.0

What ODoOYoulLi keOabout Ot heOEur opeanCandl srael i O
Ai rport OSecuritylvodel s?0

a. 0 EuropeanUnodel O
ThelOrangelof Orespondent s’ [Dknow edgellof [JEur ope’ sl

approachlrangeddfronidlittl ellt odveryldknow edgeabl e. 00 Most [
recogni zedOt hat [t her edi sCnot Or eal | yOonelst yl e(Jt olcl ai nidas(

t hed“ Eur opeannodel . " OTheyOvaryOfronidcount rydtolcountry. [

Most Ol i ke[t helf act [t hat CJEur opeanlscr eener s ecei vellnor e[Jpay

t han Aner i canld screeners. [ They[ bel i eveldt hat Ot held Eur opean(]

systen] attractsl better-qualityld enployees, 0 offersd norell

N
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flexibilitydi nOdeci si on-maki ng, DandOusesOalbet t er Dappr oach
t ol uggagelscr eeni ng. OOMany [t hought [t hat CweOcoul dadopt Ct hel
goodaspect sCof Ot heOEur opeanlisyst em [but 0Ot hat CweOshoul dOnot O
conpl et el yOm m cCk hei r Cappr oach. 0

Avi at i on0Securi t y[0Consul t ant : [

TheyOhaveOnoredf |l exi bilityOtoOchangeOandOnodi fyQ
t hi ngs. O0Cur s sCgoi nglt oCbelcooki e[lcutter. O

Ai rport [OSecuritylOperator: [

. 0. 0. OMaybelOnor eJt hant heldscr eeni nglpr ocessesof 0
passengers, [0 well havel tol | ook at [0 t held screeni nglJ
processesll] f or 0 checkedll baggage; Ot hey havel been(]
qui t efalwaysaheadlof Cus. O

Avi ati on0Securi t y[0Consul t ant : [

I f O youl | ookO at O Eur opeanl] operati onsld general |y, [
t heyj ust Jar en’ t DasOext ensi vedasOus. O00So, Owhi | e[
t heyd m ght havel gottenl] goodl techni quesl andO
systensl] thatd youl couldld learnd from[O there' sO
not hi ngt hat Oyoulcoul dd0say" ok, Ol et ’ sOddolexact | y[O
t hat . " OOl Odon’ t Ot hi nkOt her elJi sOalJEur opeanCnodel . OO
| Ot hi nkOt hereli sOaldcount ry- by-count rylOnodel Oand
al nost Canlai r port - by-ai r port Unrodel . O

b. 0 [Israeli Ovbdel O

Thi sO nodel O drewd t he st rongest O opi ni ons. 0 [0 Even
t hoseld whoO knewd | i ttl el of O Eur opel seened t o] havell strongl]
opi ni onsOof Ot hi sOnodel . OOMost Oadmi redOl srael ' sOsuccessandd
abi | i t yOt oOscr eenlonelhundr edCper cent Oof Opassenger [baggage.
ItOworksOwel |l Ofordthem O0OSeveral Oadm reddt helOway[dt hei r [
screeni ngldprocesslbegi nsObef orellt hellpassengersOarrivelat
t heUai rport, DasOwel | DasOt hei r Dprofi | i ngOprogram OTheseOar eld
appr oachesDwelshoul d ookOat Onor e(icl osel y. [

O

O
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Ai rport OSecurityOperator: [

.0.0.0thed hard, O tough profilingdtheyd do of O
passenger s i sl certainl yJ sonmet hi ngll weld ought 00 t olJ
gi vellsonelist r onger [lconsi derati onl[t 0. [I

Avi at i onOSecuri t y(0Consul t ant : [

0.0 .0it0 takesO nothingd ford granted. 0 O QurQ
protocol s i n(J t hed past 0 havell rel i edd ond yes/ noll
answer st oldquestions. 0. 0. O. OThedl srael i sCnever [
askallquest i onlt hat Ccoul dbelanswer edUyesor Uno. [

10. 0 What 0 Dol Youl Dislikel about I theld Europeanl and[

| srael i Ovbdel s?0

a. 0 EuropeanlU

Ther e[wer e(dnolnegat i velopi ni ons.
b.0 Israelid

It OwasOtooldi ntrusivedof Oprivacy, DanddAneri cansd

probabl yOO woul d0 not O | i ke anO i nterrogation-1i kel screeni ng

process. [JAddi tional |y, Oi t Owoul dlIgr eat | yOi ncr easelpassenger -

andbaggage- processi nglti ne. [

N

AirOCarri er JAdvocat e: [

LookOat Ot helsi zeDandscopelof Owhat OgoesOonli nO
| srael Oconpar eddt o0us; [ODavi d0BenOGur i onlai r port, [
i nOany[J24- hour Oper i od, OhasUabout 460 nt er nati onal O
departures. O0OWendl OwasOat Donedof Ot heOai rl i nes, O
welf | ewInor eli nt er nat i onal Doper ati onsi nOoneOday
t hanOEl Al Of | ewdi nOonelnont h. O0OThelOpassenger[s] O
[ have] Ot oOsubj ect Ot hensel vest oaldt wo- Cor [t hr ee-
hour Opr ocess. OTheyOhavelnoOr eal Odonest i cavi at i on[d
system O Primarily, 0 theyld haved international[
flights.OOIt’ sOOjustOnot Ogoi ngldtoOworkO[indOt hel
U S ].00

Al rport [OSecurityOperator: [

WeOcannever Osurvi veOw t hOOt heOEl OAl Onodel . OOt O
woul dn’ t 0 work. O Wel woul dd collapsell theld airl
transportationlsystem Oi nOalOnonent, Oi f OweOtri edd
t oddolt hat . 0. 0. 0. OThey[J[ gi ve] Oever yonelJalphysi cal [
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search, 0 al strip-search.Od It’sO certainlyd an
i ncredi bl yOdetai | ed0ki ndOof Osecurityldanddal nost [
| ow(t ech. OO

Ai r port [Oper at or [JAdvocat e: [

Youllcan’ t [0t r eat Oever yonelt heOway [t hell srael i sOdo. [
WeOcanOnoveOtod. 0. 0. Onorelof Danli ntel i gence-
based, [dat a- basedlnodel , Owhi chi st heOway Cwelwi | | [
ul timat el yCgoland[t he[best Cway. [

11. 0 Al rportsUarelQui telDi fferent Of rondOnelJAnot her Ui n[d
Ternms[ of O Si ze, O Desi gn andJ Oawer shi p. O 0 Dol Youl
Thi nkO t hed Gover nnent [0 Shoul dO Pr ovi deld Per f or mancel
St andar ds[] andd Let 0 t held Local O Ai rport O Aut hori ty[
Det er mi neJt heOBest OAppr oachJas [t oOHowt oJAchi evel
Those[ISt andar ds?[]

Thel maj orityd of O respondent s strongl yOO favoredO t hi sO
appr oach. OSever al Ower edJadanant Oabout Oensuri ngdt hat Ost rongd
per f or mancelst andar dsCOwer edi nOpl acedasOalm ni num OOThosel
whollf el t Ot hat Ot helOf eder al Ogover nment Oshoul dO0det er m nedt hel
best Oappr oachChadlist r onglopi ni ons. [

Feder al [Avi ati on[JRegul at or : [

No, Ol Odon’ t . OOI Ot hi nkOt hat Owoul dObe0t oolcl oselt o0
what [0 t heyd hadl beforel wthO justO theld airlinesOd
[ handl i ngOscr eeni ng] . OOAI r port sCOwoul dd0haveOot her [
pressur eslbesi deslIsecuriti es. OTheyOar e(Jallbusi ness[]
t hat O needsOt ol makel noney. [0 They haveld alll ot [0 of O
conpet i nglpr essur es. Ol Odon’ t Ot hi nk[Ot heyOshoul dOObe
det er m ni ngt hebest Cappr oach. O

Avi ati on0Securi ty[0Consul t ant : [

0. 0. 0] S] et Of eder al Ost andar dsCandl et Ot hell ocal O
peopl el] sayl]l how] t oJ appl yOO t hem O What 0 t he Gor e[l
comm ssiond recommendedd wasO ald rmandatory[
vul nerabil ity assessnent. [0 | 00 nean, O youll want [0 all
feder al Ost andar dlJi nObaggagelscr eeni ng. JOAOI ocal O
securityd pland oughtd toll beld basedd on0 al
vul nerabi | i t ydJassessnent Oandlt henOat t enpt [t olseal O
of f [t hoselpl aces. [1J
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Ai rport [OSecurityOperator: [

YoullcanOcertai nly, OasOanOai r port, Ogodabovellt hat [
and est abl i sh ot her O ki ndsU of O I ocal O procedures, O
for Ol et’ sOsay, Oaccesslcontrol , Dor Ot heldepl oynent [
of 00 speci al O systensdforsonmethingdlikedthat Otol
enhancellyour Opr ogr am O0OBut , Ot hedf undanent al Ost uf f [
[ M ni nunid f eder al 00 st andar ds] O cannot O bell t anper ed[d
with. O

Ai rport [OSecuritylOperator: [

LO0.0.07([1]in0O ternmsd of O perineterd andd accessU
cont rol, O Owoul ddsayOyes. OO nOt er ms Jof Oscr eeni ngd
passengers, [0 baggagell andl cargo,d no. O That’s[
becauselof [t hel i abi |'i ty[l ssue. ]

12. 00 Woul d0youllLi ket o0SeedSomeJFl exi bi |'i tyt oOAl | ow(]
Ai rports t o Experi nent O withQd Different
Technol ogi es, O Techni quesO or O Tacti csd t o] Devel op

Best OSecuri tyPracti ces?0

Most O r espondent sOwoul dJ 1 i ket oldseelai rportsUal | owedd
soneldflexibility,OinOadditiondtol federal O standards, i n[J

devel opi nglfandt esti nglbettersecuritylpractices.

N

Feder al (JAvi at i on[JRegul at or : ]

I Ot hi nkOt hat * sOaldgoodOi dea. Ol Owoul dOI i keJt odseell
t hat Oki ndOof Of I exi bi lity. OORi ght Onow, Oi t Oi sOal | O
bei ngl control | edd by TSA. O Theyld arel tryi ngld t o
i mpl ement Onewt echnol ogyOat Oalf ewai rportsOli kel
Bal ti more-Washi ngton. O0O1 0Ot hi nkdot her Oi ndi vi dual [
ai rportsil ooki ngat Onewdt echnol ogi esOOwoul d0belJall
good[i dea. [

Avi ati on0Securi t y[0Consul t ant : [

Absol ut el y. O Owoul dOI i keOai r port st oOexperi nent, U
soll onglast hem ni munilst andar dsar e[bei nglfnet . O

Ai r port [JAdvocat e: [

Yes, Ol Ot hi nkOt hedf eder al Ogover nment DcanOaddOt o]
i t.OOA rportslarelgoi nglt odolt hi sOanywaybecausel]
t hey’ r eClunder [ heOenpl oyof (1 ocal Cgover nnment s. [
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Avi at i onOSecuri t y[OConsul t ant : [

Set [0t hest andar dJandl et Ot hell ocal OguyOdoOwhat [he
needst oJdo. OOTheOnor elIf | exi bi li tyOt heObett er Das
| ongUas [t heyOneet [t hellst andar d. OOThi s sn’ t Ogoi ngd
t oChappenlCanyti meldsoon. O

13. 0 Shoul dOO Thered bell Establishedd StandardsO for(Q
Passenger 0 and Baggagel | nspections, d or [ Shoul dO
Ther e[belJRandomess[at [t hedLocal UAi r port OLevel ?00

Ther eOwasUOalw delr angeUof Danswer s. OTheOonl yOconsensusU

wasU that O thed maj orityd wi shed t olJ seel] sonel est abl i shed
st andar dsCandOsonef or niJof Caddi ti onal O ocal Or andonmess. [

N

Feder al [JAvi at i on[JRegul at or : [J

Yes, Ot her edshoul dObeObot h. OO Ot hi nkOest abl i shedO
st andar dslbri ngsOyoulupt oCaOuni f or il evel . O0. 0. 0. O
[ T] heOr andommessi st helonl y[OhopeUof Ocat chi ngt he
unexpect ed, OveryOrareOdevent. 001 f OyouldstayOonl yO
wi t hOproceduresOanddkeepdw t hi nOst andar ds, Ot hend
onelonl yOhasOt odl ear nOwhat Ot hoseOpr ocedur esOar el
andOget Oar ounddt hem [0OSo, OI Ot hi nkdi t’ sOi nper ati vel
t oUhavellt hat Or andommessaswel | Das[ a] Uhi ghl evel O
of [Ist andar ds. [

Ai rport [OSecuritylOperator: [

Well, O10thi nkO what O well needd i sO profilingd andd
scr eeni nglof Opassenger s. JOI f OweOknowdsonmebody Ui sU
allgoodguy, OweOought Onot Owast eCJour Ot i medondt he
goodlguy. OOTheyOneedJt obelIf ocusi ngonCOwher et he
badlguys(are.

Ai rport [OSecurityOperator: [

| Ot hi nkOweOnmust OhavedrandomessOi ndt hedsyst em [
I fOnot, Ot helOterroristsOw | I O ear nOt heOpr ocessUand
devel opd nmeansO t ol conprom seld thel system O Thell
gr eat est [f ear Dever yoneOhas[i st hat CwelOwi | | OhaveOall
9- 110si tuati ont hat Osays[Jt hellai r por t sOor Ot heOFAAL
di dO0sonet hi ngldw ong. OOHowever, i t Ui sOmydopi ni on(d
t hat Dweldi dOnot OdoOanyt hi ngCwr ong. O0I t ' st hat [0t heO
terrori st sOknewwhat [t helpr ocedur esOwer eJandJhow(]
t oCavoi d0or Cconpr om selt hoselpr ocedur es. [
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Ai rport JAdvocat e: 0

I Ot hi nkOI Owoul dOnot Owant Oi t Ot oObedr andom Obut O O
woul dd0 want O di fferencesOat Otheld |l ocal Ol evel O andO
t hat OdependedUonwhat [t hellper cei vedlri sk s. O0The

i nt ernati onal C0gat ewayslareldgoi ngldt ol belri skier; O
M am , 0 SanlFr anci sco, O Chi cago, DLosUAngel es, O San0
Franci sco, 0 Newll York[ arel placesld wherel | argell
amount sOof Oi nternati onal Otraf fi cOconmeli n, OsoOyou
m ght Owant Ot o0t akedalldi fferent OapproachOt here. [
But , Oyoulwoul dn’ t Owant Ot hat Ot odbelrandom Oyoul
woul dj ust Cwant (di f f er ences. O

14. 0 What Oar e(dt heIBi ggest [I1Chal | engesOof Ol npl enent i ngd
t heOTSA sOONewllGui del i nesOunder Ot hedAvi ati onand
Transport OSecuri tyOAct 2?00

Ther el wasld all wi del] rangel of O strongl] opi ni ons. 0 [ The[
respondentsl] identifiedd threeld nmmjord challenges: O thel
Congr essi onal [0 mandat es] of Ot he TSAO act O creat el all harri edd
envi ronnent Of or Oi t sOconsti t uency, Ot ryi ngdt ocr eat eOdalbr andO
newdf eder al Oagency; Ot hereldi sdaldl ackOof Oadequat eddf undi ng; O
andd thel Congressionalld mandated ford  100-percent
i mpl enentationdd of 0 Explosivel Detectiond Systensd (EDS)[O
machi nes] at [0 everyd U.S. 0O airportd will O bed difficultO tol
achi eve. O O Secondaryl chal | engeswerelthelrequirenent for
100- per cent Oscreeni ngldf or O passenger sdandOenpl oyeesOandO all
| ackDof Oconpr ehensi veOpubl i cOpol i cy. OO

Feder al DAvi ati on[Regul at or: [J

I’d0 sayO thed firstd chal l engel i sO t heyd havel t o
createlJallf ederal Oagencylfronilscratch. OOThey’ reld
sayi ng t heyl ar el goi ng t o] hi reld 60, 00000 peopl e.
They havell toll createll thel framework, O thel
bur eaucracy; Ot heylOhaveldt ol hireldt helpeopl e, Oand[
all DunderOextrenel ydtightdeadlines.O0OIt’sOan
unhear dUof [t ask. O

Ai rport [OSecurityOperat or: [

Thelchal | engelli sOhowdareldwellgoi ngldt ol nmeet Ot hel
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statutoryl | awd creat eddd by Congress. O Theld second[
t hi ngi sOwe’ r elnever [goi nglt o, Ui nOt helnear Ot erm O
belabl et oldscreenllai r port Oenpl oyeeslandlvehi cl es(]
tod thel sameld degreel asl passengersl] andd their[O
property. 0.0 .0 .0O[T]heyOd aredd goi ngd t o havel all
tremendouslcl i nbOtodfi ndOal | Ot heOenpl oyeest heyl
need. OOTheyOar elgoi ngt o0haveOallst ruggl elJf i ndi ngd
70, 000Cenpl oyees. [

Al rOCarri er DAdvocat e: O

Thel biggestd chall enge i s com ngd upd withO al
conpr ehensi vell publ i cO pol i cyd about [0 wher el wel ar e[
goi ng. 0ONot [ ust Odeal i ngCwi t h(Ot heOact si t sel f Oand[
thell deadlines,d butl all publicO policyd that(
i dentifies: DWhat Dwelar et ryi nglt odo. DWhat Ui sUt held
t hr eat ?0HowJar ewelddeal i ngldwi t h(Jt het hr eat ?0What O
doOwelbel i evelli st helbest Oappr oachf or Ot ryi ngt o
deal 0 wth thatO threat? Let’ s getd thel best[
avai |l abl e] technol ogy. O O Let’ s gold backO toO t hel
dr aw nglboar d0andll ookat Dever yt hi nglagai nObef or e
wellgolf or war d. O]

Avi at i onOSecuri t y(OConsul t ant : [

Thell biggestd challenged isO thatld thed |aw s
requi rement 0 for O purchasi ngld andd depl oyi ngdd EDS[
machi nesi sli npossi bl e. OOThelOsecondOchal | engeli s
t hi sObusi nessOof Oprovi di ngl1100- per cent Oscr eeni ngQ
ford workersd andl 100-percentd screeningd forQ
passengers. [0 [0 Securityld peopl el sayldyouldcan’t 0 doll
that Ow t hout Obri ngi nglt helsystenidtolitsOknees. [
You’ vellgot Ot ot rust Osone. OOEvendi f Ui t Ocoul ddObeld

i mpl enented, OJit’ sdalbadOl aw. O OTheyOw ot eddst uf f [
i ntolk hel awtt hat Ccan’ t belldone. [

15. 0 DoesOTSALI ncor por at eIt hedSt akehol der s’ OVi ewsOand
Concer ns?0

Al'l Ost rongl yOst at edJt hat OTSAI sOnot Ui ncor por ati ngt held
vi ewpoi ntsdof OthelentitiesOthat Dhaveldt helnost Jat st ake: [
ai rport Ooper at orsandOai r Ocarri ers. OOAOf ewdnent i onedt hat [
sonmel] TSAO representativesl recentlyld nmadel overturesd tol
i ncorporatinglairportdoperators' DanddairOcarriers' Oviews[
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i nt olJ deci si ond nmaki ngd andd pol i cy, O but Ot hosel respondent s[]
assur ed[t hellr esear cher [t hat [t hi sOwasnot [t heChor m [

Ai rport OSecurityOOperat or: [

At Ot hi sOpoi nt, Oi t OhasObeenOalhol i sti ¢, Ot op- down
approachOw t hOadl awd enf or cenent 0 bent , 0 whol know]
[ittlelor Onot hi ng. OOAsOsoneonelsai dJt olne, 0"t hey[
(TSA) Odon’ t Oknowwhat [0t heyOdon’ t Oknow' Oabout Ot hel
avi ati ond busi ness, 0 bot hO thel airlinesd andO t he[
ai rports. 0 AndO t heyd areld | ear ni ngd t held har dOJ way. [
TheyUOar eldget t i nglknockedOi nOt heOsi dedof Ot heOhead
by Congressldanddt heJai rportslfordtheirdfai | ures
i nOternsof Ocomuni cati ons, Oabout O under st andi ngll
t hed way[ busi ness hasJt old beld doneJ at Otheldl ocal [
| evel , Candour Oconcer nlf or Ccust omer ser vi ce. U

Ai rport [JSecuritylOperator: [

I Ot hi nkOt her edi sOaldconbi nat i onCof [ t opd0down’ OandO
solicitinglcoments.

Ai rport OSecurityOOperat or: [0

Weld don’ t O t hi nkO t hed TSAL probabl yO enbraced t held
airportl] operator’sl perspectivell andl reallyd
I'i st eneddt oOsonelof Ot hedJt hi ngsgoi ngOonOwi t h(Jus. [
I [t hi nk(t heyCar e[t oolbusy[t ryi nglt olget [ t Odone. O

Ai rport [JSecuritylOperator: [

Ther e’ s al t op- down] approachU by andd | arge, O but O
it’slgettingObetter. d. d. 0. OThusOf ar, Ol Ohavelnot O
seenlanydevel opnent Ot hat OmakesOnelt hi nkOi t Owi | | O
belanyt hi ngObut Ot op- down. OOBut , Ol Ot hi nkOt op- down[d
woul dd0Obedalm st ake, Obecauseli t Owoul d0al soO0belJal
“oneld sizel fitsO all O approach” insteadd of O al
per f or mance- basedlor (i r port Oappr oach. [

Feder al [Avi ati on[JRegul at or: [

Fronil] what O | 00 havel beenld hearingO fronil airport0
operators(] .0 .0 .0 it0 isO all top-downld approach
definitely, ObutOit’ sOanOout si der Oapproach. OOThel
t eans [t hat Dar elbei ngOput [t oget her [ ar e] Ccor por at e[
t eans, wi t h(Jallcor por at eCnent al i ty. O0OBut , Ut heyar e
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not Obri ngi ngOai r port Oper specti ve. OOTheyOhavelnot O
beenl all voi celJ i nO t hed process. O [0 Deci si onsd andlJ
structural Ochangesar eldbei ngdmadelanddt heyOf eel O
t heyar e(not Opar t Oof [t heOpr ocess. [

16. 0 ArelJAr easllof [Responsi bi liti esd ear| y[Def i ned?

Thi sCOquest i onOhadt heldnost Ounani nousr esponsellof O
al | Ot heOquesti onsUasked. Al nost Dal | Orespondent sU
statedd that O responsibilitiesd werel notd clearlyO
def i ned. OOMuchOof Ot heluncer t ai nt yOwasOduet o0sonel]
of Ot helr egul at i onsi nt heJAct Unot Obei nglexecut ed
byOthedOTSA. O OMichOof Othat i sOduedtoll ack of O
f undi ngOor Omanpower Oor Owor di ngi nOt heOJAct Oi t sel f O
that 0 mayd preventd cleard responsibilitiesd frond
bei nglest abl i shed. O]

Ai r OCar ri er OOper at or [

Absol ut el yOnot . OTher eOar et onsOof Ui ssues. OOl t i sO
i keOTSALI st aki nglover Osonelscr eeni ng, Obut Ot hey [
ar ednot Ot aki ngCOover Oal | Oscr eeni ng. OOFor Oexanpl e: 0O
cateringUscreeningl. 0. 0. Ol t O t heOTSAUAct | Ccl ear | yO
saysOTSAOneedsOt olddodt hescreeni ng. 0O TSAOsays[
we’ r eJnot goi ngdt oldscreenlcat eri nglobj ects; Oit’ s
basedUonUOt hellfi nanci al Dabi lityOtoOdoOit. 0. 0. 0. O
So, OO thereld areld nol clearlyld definedd rol esl] and[]
responsi bilities. O0OTheyOar elpi cki ngandOchoosi ngll
what Ot heyOwant Ot o bel responsi bl el] f or 0 andd what U
t heyCareOw | | i nglt oOpayf or. [

Avi at i on0Securi t y[0Consul t ant : [

| 0 don’ t 0 knowd about [ “cl ear | y[O defi ned”; Ot hell TSAO
t hi nksli t’ sOal | OOt hei rs, OandOever ybody el seJhadt old
fol | owdt hei r Cor der s. (0O

Ai r port [JAdvocat e: [

It sOgettinglt here. OWeknowdpassenger andbaggagel
screeni ngi sOTSA sresponsi bilitydandlobvi ousl yQd
theJot herOtwol | egsOonlt held st ool OsupportOthat. 00
Screeni ngll of 0 enpl oyees, ] perineterd security, O
accessl] tol thell aeronautical [ area, 0 intelligencel
pi ecell] [profilingd andl Federal interagencyl
dat abase] , O thesed aredall O functionsOthatOstill [
requi redsonelr ol elddel i neat i onJanongt hesellt hree. [
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.O0.0.00w0fearOisOthatd[funding] Oi sdgoi ngdtod
driveOtheOrolesOratherJthanlOrol esOddrivingdthel
noney. [

Avi at i onOSecuri t y[OConsul t ant : [

TheyOar e(not Ocl ear | yOdef i ned, OandCwhat ' sOwor selli s
t heredi sOnolsi ngl eloverseer. OOYou velgot Ot hreeld
entitiesOt hat Oar elr esponsi bl ef or Odi f f er ent Opart s
of Osecuri t yandOnobodyUi sOi nOchar gellof Oal | Ot hr ee
of Uthem O. O. 0. OThed[ ATSA] Ul aw sOallfactor; Ot hel
start Oupli sCalf act or, Oyeah, Cabsol utel y. O

17. 0 What O isO thed Inpactd of 0 thel TSA sO Securityl
Requi rement s on Federal 0 andd Locald Airport0
Fundi ng?0

Thel majorityd of O thell respondentsl] agreedd thatO thel
addi tional O fundi ngd i npact 0 ond both federal O andO | ocal [
agenci es has beenld enor nous. O [0 Thel ai r port s havel dr ai ned(
t hei r Or esour cesandOnowwai t Of or Of ur t her Of eder al Of undi ngt olJ
carryUout Of ut uresecuri t yli nprovenent s. O0Sonef el t Ot helneed[
todtapldintoot herOnon-securitydfundi ng, Odecreasi ngldfundsl
avai | abl edf or i nfrastructureli nprovenents. OTheOuncertai ntyll
about Of ederal Of undi ngldhasOforceddt hei ndustrydtoltakelall
"wai t DandOsee" Oappr oachOabout Of ut ur efsecuri t yOpl ans. OOMany O
agr eedt hat Ot helcost sOwoul dCul ti mat el yObeOpassedOon[Ot o0t he
publ i c0 nOonelf or mior Canot her . [0

Al r OCarri er JAdvocat e: O

We’ r eCupt ot heOpoi nt Onowwher el. 0. 0. 0400per cent O
of Oyour Ot i cket Opri celi sOt axO[ onOal$1000donest i cO
ticket]. 90 O So, O what O you’ reld doi ng [wi th] O t hat O
incremental Opricing, i nOalway, Oi sOdrivi ngdaway[l
t hell ei sureltravel er [t ok hei r cars. [

O

EEEEEEEEEEEEEEEEEEEEN

90OUponCF ur t her Or esear ch, [t helt ax[ s[(#44per cent ConCaC$1000domest i ¢
ticket, (2600per cent DonCa3$200donesti c(lt i cket Cand1900per cent Cona3$3000
donesti clki cket. OSour ce: OA r O0Transpor t DAssoci ati on: O
http://wwv. ai rlines. org/public/industry/bin/ TaxOverview. pdf. O
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Ai rport [OSecurityOperator: [

WeOhavelbeenlseeki ngladdi t i onal [gr ant st ol npr ovel
ai rportOsecurity. OJAl so, OweOhavelspent Oalll ot Oof [
nmoneylsi ncel19/ 11. OOThi sl sCci t yOnoney [t oli npl enent [
all lotO of0 thed securityd proceduresl] andd
requirenments. 001t OhasObeendaddr ai nOonObot h(Ot hel
f eder al Candll ocal [syst ens. [

Ai rport [OSecuritylOperator: [

0.0 .0 [QurD coffersd ared conpletelyd enpty; O
therefore, Uit Of al | sUonUt heldf eds. OOThelli ssuellconmes
downl] t o: [0 do youl expect 1 ai rportsltoll god after
Ai rport 01 mprovenent O Prograni] noney [ Al P], O whi chO
theyldl wusell <clearlyld told supportld airportd
infrastructuredd atl thel airport,d runwaysl and[
t axi waysUOandUki ndOof Osuf f ocat e[t hoselpr oj ect s, Uor [
ar e(lyouldgoi ngt oOmakeOTSALSF undsCavai | abl e?0

Ai r port JAdvocat e: [

What OweOhopeOt hat Ui sOt hat Ot hef eder al Ogover nment U
wi |l O fundd mandat esO put 0 on theld airports andd
ai rlines, Obut Ot hat Oi sCOnot Ogoi ngdt oOhappen. OOTheyO
arelJgoi ngt oOparti al | yOOf undOt hem Owhi chOneans Ut hed
ai rportsiw | | Ohavelt odabsor bt helcost s. OOFor Ot hed
nost Opart, Owhat Owi | | Ot henOhappendi sOt heOai rport O
willOputOthendinOtheirOratelbase. OO WatOthat O
nmeanslis, Osinply, OtheOairportdusersdfundedt hell
activity. O

Avi ati onl0Securi t y[0Consul t ant : [

At Ot hi sOpoint, Oit’ sOaldguess. OTher eldi sOnodnoneyl]
nowt oldi nst al | Ot heOnmachi nes. OTSAOpr esunabl yOwi || O
havelenoughUOnoney [t oObuyt hem OOTheOr esear chl ’ nil
awar el of 0 saysl buyi ngld t hed machi ned i st onl y 21[1
per cent Jof Ot helcost Oof Oget ti ngi t Oi nstal | eddandO
gettingOitOoperational.d0OWerellisOitOgoingdtoO
conmelIf r on?0l [t hi nkOt heOanswer Ui sCi t ' sOgoi nglit obe(
enor nous. [J

N
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18. 0 Howll Canl] TSAO Best [1 Assi st O i nJ I nprovi ngd Avi ati onld
Securi ty?00

Many[st rongopi ni onsCwer eldst at eddi nOr esponsellt ot hi s
guest i on. OOMst Or espondent sOsai dJt hat OTSACOneedsOt o: Ol i st enl]
t olli ndust rylexperts; Odevel oplbet t er Ocomruni cati onsCOw t hii t s
constituency; Ospenddnor ellnoneylonOr esear chJandIdevel opnent [
vi celd] operations; 0 andl devel opl] all threat-basedl strategyl
focuseddonOprofilingObeforeltheldpassenger OarrivesOat Ot hel
ai rport. O

Al rOCarri erdConsul tant : O

Nunber Oone, Oallt hr eat - basedappr oach; Onunber Ot wo, O
anlJ integratedd (profiling)d process.d Thel thirdO
poi nt: Oal | owd novenent Ot hr oughO syst enil processi ngll
[toObe] Ol essOi nvasi vet hanOwelcurrent | yfdohaveli n
pl ace. O

Ai rport OSecurityOOperat or: [

.0 .0 .0 [Continued told eval uateld equi prent 0 andOd
provi del sel ecti on basi sl onl t he best [0 t ypesO of [
equi pnent [t hat Ocanldgold nt o(di r ports. O

Ai rport [OSecuritylOperat or: [

TSAOneedsUt oldstart Ol i st eni ng. OOStart Ol i st eni nglt o
Congress. OOStartOlisteningdtolairports. OO0Start O
listeningdtodtheOairlines. OO0AndOnakeOusOactivel
partnersli nt hi sOprocess. OOTheyOar et reati nghusO
I'i ket heCJeneny, Ounf or t unat el y, Oandt hat * sCnot Ot he[d
way i t Oshoul dObe. OOWe’ redt helcust orer, DandOt heyO
needlt olstart [kt reati nglus i keCalkcust oner. O

Ai r port [JAdvocat e: [

Wor ki ngldwi t h(Jt held ot her O agenci esof Ot hellf ederal O
governnmentJ tolJ putd togetherd all coordi nated, [
cohesi ve, [ dat abaselJ onlJ passenger s wholOtravel i n
t hed systenil anddwi t hJt hat [J dat a, [0 est abl i shi ngd all
ri sk managenentd pland thatd wouldO relyd on[
profiling.O
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Avi at i onOSecuri t y[OConsul t ant : [

By I'i steni ngd t olJ t held peopl eI whol havell hadl t hel
responsi bility. O They' vell got tol I'istend tol t held
ai rports. [Li st en[t o[t helJpr os. [

19. 0 Wul dO 1t O Maked Sensel t o0 dod An I nt ensed Randont]

Sear chld of , 0 Say, O Onel of O TenO Peopl e, O Sod That [
Not hi ngdGet sObyOThi sOTenOPercent, Ow t h(Ot hedl deal
That Ol t OW | | OD ssuadeUanUAct ual OHi j acker Of or DWhont]
thedOneli nOTenOOddsOof OGetti ngdCaught ar el Tooll
H gh?0

Most [0 r espondent sl st at ed] t hat O randont] sear ches[] al onel]

woul dJ0 not 0 bel enoughldt o0 deter O determ neddt hreatsOtolOt hel
syst em OUOTheOoddsUof Oget t i nglcaught Oar elnot Uhi ghCenough; Jal

decoyUor Oi nnocent [byst ander Ocoul dlbeOused. OORandomess, i nl

addi tiond tol all soundd profilingd systeni]tol hel pOidentifyQd
possi bl el hr eat s, [(was[w del y[dsupport ed. [0

N

Avi ati on0Securi t y[0Consul t ant : [

Not Oreal | y. OOTheOpr obl entdher edi sOsheer Onunber s. ]
I nOot her Owor ds, 0Ot hey’ dOdput 010000peopl eli nOvar i ousO
ai rports. 0OI f Donl y£020Oget Ut hr ough, Ot hey’ velddone[
thei r 0j ob. OYoulneedOt olIf i ndout Owhot heldpeopl eld
arelJi nadvance. OOTheOkeydi sOi sol ati nglt heOnost [
i kel i esCandsear chi nglk hem O

Ai rport [OSecurityOperator: [

Somret hi ngOmaydget Dont heOai r pl anelcarri eddbyOan
i nnocent Oper sont hat Ocoul ddOcauseUhar niJt oot hers, [
suchOasOalOweapon. 0. 0. 0. 0So, O minot Of or 0100-
percent 0 checkingd ofd bags,d butd 100-percent[
screeni nglof Upersonstandlt hei rdcarry-onll uggaged
i sChecessary.

Avi at i on0Securi t y[0Consul t ant : [

I O woul dOJ I'i ke tolJ seeld twol ki ndsO of O profilingd
systenms. J Thel firstO isO bringingld togetherd thel
f eder al Odat abase. OO nOt heOsecondlgr oup, Oyoulwoul d
havelalr andonmilsyst em [Randommessli slcritical . O
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Al r OCarri er JAdvocat e: [

| Ot hi nkOwe’ rewi | | i ngdtoObeOnoredi nvasi velt hanO
t hat . OOWet hi nkOt heOpr oper Oconst ruct i onUof HaOCAPSH
I'1 O] profiling] Oprogranmiw || Operm t, Obasi cal |y, Oall
prettyl heal thy assessnment J of Oindividuals.O.0.0
. [ T] heOCAPSLpr ocesswi | | Uhel pOdel i neat eOwhat Ot hat O
is.O

Ai rport [OSecurity[Oper at or [

| Odon’ t Oknow(Jabout Oper cent ages. 0. 0. 0. O Ot hi nkOweO
need[t ocr eat elJt woll evel sUof Opassenger s. OOFi gur el
out Owholt hellgoodOguysUar edanddi ssuellt hendanIl D, [
i f Ot heyOareOw | | i ng. OOThoselt hat Dar eldnot Owi | | i ngOd
toldget Jan |l DO andOdon’ t Owant Ot odwor kOwi t h(t hel
syst em [t hent heyOshoul d0be[J100- per cent [scr eened. [
ThenOmaybeldoOall10- per cent Osanpl i ngOof Ot heldgoodO
guys. [ 0O 0. O

20. O Doesli t OvakeOSenset oG veldan[80- Year - O dOWi te, [
Bl ack, Oor OHi spani cOWnManOt heOSaneSecuri t ydOCheckd
As[ Youll Woul dOJ all 22- Year - O d0 Mal ed Ar abi c- Looki ngO
Per son?[]

ThelOmaj ori t yOof Or espondent slagr eed, Owhi | eldi t OmayOnot [
makelsensellt oOdot helsanelcheckIf or Oal | Opassenger s, [t hat Oan(]
80- year - ol dlcoul diDbeOdupedlor OevenObepar t Oof Oallhi j acki ngl
under Ocertai nfci rcunst ances. O0O1 f Oyoulj ust Ochoselet hni ci tyO
withoutd furtherd justification,O thatd woul dd bel
discrimnation. O O Al 0O agreedd thatd profilingd isO keyd tol

avoi di nglenbar r assi nglpassenger [sear ches. [

Al r OCarri er JAdvocat e;: [

.O0.0.0[E] verybodylcanOhonestl yOreflect JdonOt hel
fact Ot hat Ot heredcoul dObeli nst anceslOwher e, Ol et’ s
say, [ [ 0 Oan[80- year - ol dfwasOduped. [

Ai rport [OSecuritylOperator: [

Yes. OKeepUi nOm ndt heselguysar eUprettyOcreati ve.
I fO you' vel studi ed] hijacki ngsd andJ bonbi ngs of O
aircraft, 0 especiallyd [in]O Europe, 0 you Il O know]
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t hat Opeopl eldget Oused. OOTheyOdon’ t Oknowdt heyOar e
bei nglused. O

Ai rport O0SecurityldOperator: [

Yes. 0. O. 0. Oi f Oyoular edf am | i ar Ow t hOanyOnmake- up
artist. OOAO20- year - ol dld0canObeOnadel0t ol ookO[ | i ke] O
anl] 80-year-oldd withO thel rightOd make-upld andO
di sgui se. [

Ai rport [JSecuritylOperator: [

WeOshoul d0uselalway [t oOdef i newhoUOought Ot olget Jall
randonil searchld and whoO shoul dO just getO thel
st andar dd0package, OandOf i gur e(Jout Ohowdwe’ r e[dgoi ng
told doU that,d ifO it’sO anld enrol | nent O program O
trustedOtravel er. (0. 0. 0. [ B] ut Ot her edought [t o[dbeOall
way[l forOd usO tol | ookO at, 00 maybel not 00 sod nuchO
profiling, Obut Danli dentifi cati onOpr ogranilf or Owho(l
ought Ot odr ecei veOaldhi gher Ol evel Oof Oscruti nydandO
whoOshoul dn’ t. [

Ai r port [JAdvocat e: [

Most Uof Ot heldt i meldno, Obut Osonet i neslyes. OTheOkeyO
tod profilingd isO notd ethnicity. O Thel keyO tol
profilingd isO tol | ookOd atll travel O patternsd of O
sonebody: i st hat Oper sonr oot edUi nit hat Oconmuni t yO
andlJ per haps what O t hei r O enpl oynent U hi storyO i s. [J
Thoselt hi ngsOput Ot oget her DmayOneandt he122- year -
ol dOAr abi c- | ooki ngOper sonli sl essOof Oadr i skt han
t he(180-year - ol ddperson. OO Youonl yOconet ot hat [
concl usi onCby ooki nglat Calnunber Cof Ceri teri a. O

Avi at i on(OSecuri t y(0Consul t ant : [

Yes, i tOdoes. OW’' veldhadOel derl yOpeopl edtrydt ol
carrylout Osui ci dedbonbi ngs. 0O TheyUOusellanybody. [
TheyOuselchil dren. OYoulcan'tOtel | . OOUnl essOyoull
havell reasonl tol bell suspiciousd of 0 22-year-ol dJ
Arabi c-1 ooki ngld people, 0 thend vyou'reld justO
di scrim nati nglfagai nst [ hem [

Feder al [Avi ati on[IRegul at or: [J

" veld goneld backO andO forth, Opersonal ly, DonOthisO
i ssue. 0Ol Oguesst helOanswer i sOyes, [becausell f Oyoul
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don’t O gi vedthelOsanedcheckOtoOall,dthenOyou’ reld
i nduci ngld all known weaknessUintodtheldsystem OO [
t hi nk(t hat [ t Odoeslmakelsense. [

21. 0 I f OYouOGot Ot oISt art Owi t hDallCl eandSheet Oof OPaper , O
What CKi ndOof OSyst eniWbul dOBest Ol npr ovellSaf et yf or [
Travel er sCandEnpl oyees?

Thi sOquest i onCwas[t henost Oopen- ended, Oandli t Or ecei ved
t heOnost Ovar i edUr esponses. [JHowever, [sever al [t hemesUener ged. [0
Thelsyst enilt hat Owoul dOprovi dellbest Opracti cesOf or Ui nproved
travel er JandOenpl oyeelsaf et yUi ncl udedUOpr of i | i ng, DalOt rust edd
travel er 0 program [0 andd st rongll baggagel det ecti onld syst ens. [
TheOnext Ogr oupOof Ot henesi ncl udedOani nt egr at eddscr eeni ngd
processandall r ust edCenpl oyeellpr ogram L]

AirOCarri er DAdvocat e: O

.O0.0.0[WelreallyOseellthisOasOanOi ntegrated, [
overal | OprocessOrat her Ot hanOtruncati ngditOpi ecel
by pi ece andO bui | d[ i ng] Ot hentd separ at el y, Owhi chlJ
includesl] profiling,d trustedd travelerd andld
enpl oyee, Osmar t Cdepl oynent Cof [baggagelldet ecti on. [

Ai r port [JAdvocat e: [

Onel approachO 10 |i keO sincel Septenberd 11'"0 isO
bui | di nglallsyst entlof Or edundancy. O0What OwelOneed [t o[
doOon0t helf r ont Dendd[ of Opassenger Ot hr oughput ] i sU
todaddOt hat Owhol edsecuritydintel ligencel pi ece.
That 0 woul dOJ addO theld nostO i nportant O | evel O of O
redundancyt oli t . OOThat OsaysUyoulldon’ t Oonl yOhavel
oneldl i nelJof Odef ense—allsyst enilbasedondr i skOwher el
youll providell all basel | evel O of O screeni ngll andOd
securityOforUOtravelers. OOIfOitOfail s, OyouOstill O
havel sonel] ki ndJ of [0 backup, O whi chO i sO all cl assi c[l
securityOrodel . O

Avi ati on0Securi t y[0Consul t ant : [

StartOat Ot hell ocal Ol evel . 001" dOstartOfrondt held
bot t onilup. OHer eOar eJt helf eder al (st andar ds; Oher el
i sOwhat OweOwant Oyoullt oddo. OOYoult el | OnmeOhowJt oJ
nmeet [0 thosell standardsl basedd on[ vul nerability[
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anal ysi s conduct edd by al | O t hed st akehol der s at [
your Jai rport. O0OThenOshowlmeldhowit’ sddgoi ngllt old
nmeet [t hef eder al Ost andar ds. 001 Owoul dal so0haveOall
bi - pol arOprofilingdsystem O Therelarell peopl el well
shoul dObelconcer ned[ about ] ; Ol et’ sUi denti f y(Ot hent]
anddgetOthatdinformationdoutOtodthedairlines. [
Then, OyouOwant Ot heOel ement Jof Or andommessUandOyou
want [J cont i nuous i nprovenent ; [l youll don’ t Owant Ot o
sayd‘let’sOneetdthisdstandard.’ OO Youll want Otol
encourageldthell ocal sOtoOcontinual |l yOrat chet O upO
security. [

Ai rport [OSecurityOOperat or: [

I Ot hi nkdOwhat 00 needsOt ol happendisOthat Otheldthel
bri ght est Oi n(Jt heOai r port Obusi nessOandOt heOai r | i neld
busi ness, 1 thell securityld business, andl thel
gover nient O busi ness get [0 t oget her 0 andd det er m neld
theld appropriateld leveld ofd threat,Od riskd andOd
cost/ benefitdanal ysi s. OOThenOdeci dedwhat Oi sOt he
appropri at edm xOof Ot echnol ogy, Ui nfrastruct ur elJand
resourcesldt olappl ydt osecur eldour Oci vi | Oavi ati ond
system [J
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V. UOFI NDI NGSLANDURECOMMVENDATI ONSU

A. OO | NTRODUCTI ONO

Thi sO0 studyl exam nedd issuesl inl aviationO securityl
br ought [0t ol i ght Oby [t helevent sUof OSept enber 011, (012001. OThesel
i ssueslwer eJappr oacheddbot hJi nCJhi storical OternsOanddf r ont]
t helper specti vellof Oei ght Dof fi ci al sOw t h(Jallbr oadOspect r unidof O
avi ationd experience.] EachO interviewd participantl wasU
qual i fiedOtodcomrent DonOtheltopic, Oand, Oconsi deri nglt hel
prom selof Oconpl et elJanonym ty, 0t hei r Ovi ewsOwer edpr esumabl y [
candi d. [0

TheOoveral | Oconcl usi onsOof Ot heOst udyOar edbaseddonOan(
anal ysi sOof Orel evant Ol i terature, OasOwel | DasOonOt hedt hemesO
t hat Cener gedf r ont heOper sonal O ntervi ews. [

B. O FI NDI NGSO

1.0 Aviationd wasl Not[ Adequatelyld Preparedd for0Q
Terroristd AttacksO of 0 thed Magnitudel of O thel
Sept enber (110At t acks

Alf al seldsensellof Osecuri tylprevai | eddbecauselt her eJhad
beennoOseriousOthreatsOondAnmeri candsoi |l . OOTheOwar ni ngsO
presenteddi nstudi esdsuchUasOt hel Gor e Comm ssi onJ Report [
werel] i gnored. O O The FAAO di dO not O havel t hel resol vell t od
i npl ement 0 recommendations ordto0tell OthedtruthOtoOitsO
superi or sCandt hepubl i c. O

2.0 Congressional 00 Mandat esl] of [0t hed ATSAO Havel Dri ven[
TSA' s[Behavi or [

Whenld thed DOTO Secretaryld toldd Congresstd of 0 thel
di fficultiesli nvol vedOw t hUi npl ement i nglt heOATSAOmandat es, U
t heylr ebukedlhi niJandUOset Ot hellt onellof OTSA’ sCJact i on. O0TheJATSAL
mandat esl] becane t he endU i nst ead of Ot he neansdt old better
security. OTheJ100- per cent UEDSOequi prent Omandat elJi sOt ypi cal O

of Ot hi sOnental i ty. OCongr essrushedOmandat esUandchoi cesof O
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TSAL seni or 0 | eadershi p. 0 Thus, 0 TSAO wasO leftOwithOlittl el
choi celbut [0t o1 ook[f or short cuts. O

3.0 Thel TSAO HasU all] Top- DownO Appr oach, 00 andO t hed Law]
Enf or cenent [0 Backgroundd of (i t s Seni or O Leader shi pCl
has[Al i enat edl ndust ryOExpert s

TheOTSA sadver sari al Oapproachi sOi neffective. OOLackO
of 0 aviation operational 0 experiencel islO hinderingd thel
devel opment Dof Dalsol i ddOwor ki nglrel ati onshi pOanongUf ederal O
gover nnent , [l ocal Ogover nment , Oai r Ocarri er sdandOt heOpubl i ¢. OO
TheOTSAUI sOcr eat i nglnmor edpr obl ens 0t hani t Ui sOsol vi ng. OTheO
i nconveni encesli nposeddandOt heri si nglsecuritydcostsOarel
forcingd custonersd told considerd otherd neansd of[
transportation, Owhil elforcinglfinancial Ohardshi psdonOair
carriersandai rports. [0

4.0 Fundi ngdi sOForcingdDi fficultODecisionsOover [How
MuchOSecuri t yd sCEnoughOO

Congr essUandt heOAmer i canUpubl i cOar edf aci ngdi npor t ant [
deci si onsld over O whoU wi | | O payd for U i nprovenents, [0 causi ngd
frustrati onUanonglal | [t helkey[pl ayers. [1J

5.0 Thel ATSA[ i s Causi ngld Conf usi onl] over [J
Responsi bi I i ti esCanonglt he(OKey [Pl ayer sUJ

TheO | ackO of O f undi ng andJ manpower , O as wel | O asO t hell
wor di ngUof [t heUAct , Oar eOmaki ngUai r por t sOr ef r ai nOf r ont aki ngd
action. JAtOtheOsamedtinme, OTSAOI sOtryi ngldtol endurelt hel
di fficul ti eslof [hiring60, 000Cper sonnel . [

6.0 Thel Potential OforO Conpl acencyd andl Conflict of O
I nt erest (Per si st s

Thel addi ti ond of O sol manyl f ederal [0 enpl oyees[] rai ses[]
concernsl about O governnment U sl ot hOO andd thel difficultyld of O
t erm nati ngldgover nnent Cenpl oyees. O0OWi | edmanyfact i onsOwer el
t akenOwi t h{Ot heli nt ent [t oi npr ovellt heOpr of essi onal i sniJof [t he
baggagelscr eeni ngdf uncti on, Onolpr ovi si onsOwer emadei nOt he
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ATSAO act O tod easeltheddifficultydOof Oterm nati ngdfederal O
enpl oyeeswhenlnecessary. O

7.0 Randomess[ isO all Crucial O Aspectd of 00 Effectivel
Security, Ui nJAddi ti ondt oSt r ongIM ni nuntISt andar ds[
t hat OAppl y[t oAl | DA r port s

RandommessUOwi | | Ogi velJeachUOai r port Daluni quenessOandOall
chal | engelt ofany[k hr eat Opot ent i al . (0

8.0 Tool MuchO Enphasi s onl* Si ngl eld Poi nt” O Sol utions, 0
Suchlas [t helEDS[Vandat e[]

Thell EDS[O mandat e[l andd 100- per cent 0 baggage- screeni ngd
requi renent Oar eldi ndi cat i velof Of ocusi ngonOsi ngl eldsol uti ons
versus ald nul ti -1 ayeredl securityld approach. O 00 Thel TSAO i s[I
essential | yOputti ngOal | Oi t sdeggsUi nConelbasket . OOl t Owon’ t O
havelenoughOf undi ngOor Of ocusOoni npl enent i ngOot her, Ol ower -
cost, [effecti velreasures. J
C. 0 RECOVMENDATI ONSLI

1.0 TSAOMust OLi st ent oCandMéor KCwi t hi t sCOConst i t uency

Gover nent Onust Duselallt eamnwor k, O part ner shi pOapproachl
wi t hOavi at i onexperts. OGver nnent Onust Cbelt helcat al yst Oi n[
i nvol vi ngd regul at orsd andl] experts told fornd al | i ancesO and
sharel i deasU andlJ know edge. [0 [0 Thel synergyU cr eat eddd woul dOJ
produceli nnovati onlandUO practi cal OapplicationsOtold conpl ex[
situations. ] Governmentd nustll denonstratell all greaterO
under st andi nglof Ot heldeconom clr eper cussi onsof [Ji t sact i ons
onlbot h(k hel ndust ryOand[t axpayers. U

2.0 Incorporatelalvulti-LayereddSecurityOApproach(

Thi sOwi I | Oprovi deld conpr ehensi ve, Ol ong-ternilsol uti onsl
that Ow | | Oi nvol veOal | Ot heOkeyOpl ayersti ni denti fyi ngband[
t hwar t i ngasOmanypossi bl e[t hr eat sCaspossi bl e. OOAOt eanilof [
securityl professional sOusingdnulti-Ilevel Ol awl enforcenent [
agenci esl] andld theld | atestO technol ogyd wi Il O providel thel
stiffestdefense.
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3.0 Usell Technologyll tol Identifyd Threatsd and[
D fferentiatelFri enddIf r onidFoe

Profilingd isO thed firstd stepd towardl identifyingl
pot enti al [t hr eat slbef or eldcheck-i n. Ol nt er - f eder al Ogover nnent [
agenci esd must 0 sharel i nformati ond andd provideO it toO air
carriers. [OSi gni fi cant Of ear sCof Opri vacyli ssuesUar elJj usti fi ed
andOnust Obelladdressed. OO0 TheOTrust eddTravel er DandOTr ust edd
Enpl oyeellprogransareldi nportant Oconmponent sOi nOi denti fyi ngQ
friendd frond foe.d AslJ onel aird carrierd advocat el] stated: O
“TerrorisnithrivesUOonOnamnel ess, [f acel esspeopl e. "

4.0 Thed Mul ti-Ti eredd Europeanl Approachl] t ol Baggagel
Screeni nglicoul dbell npl enent edEf fecti vel y[I

However, O itO will O required ald |l ong-term O systemati cl
approach. O O I npl enentati ond shoul ddO bel donel inO stages, O
begi nni ngdwi t hOour Ohi ghest -vol unedi nternational Oairports. O
Al t houghOt hi sOapproachi sOonl yOoneOof OmanyOst epsdi ndt hel
total 0 solution, O it wllO mnimzed humanO interaction, O
provi di ngnor e(dbaggaget hr oughput OandOl essOchancelf or Dhunan
error. [

5.0 Continuellt ol0Devel opOt helPri vati zati onOof JBaggagell
Screenersl]

Conti nued privatizationd of 0 thel screeningd processl]
shoul dO beOpur sued. OOW t h(d pr oper O per sonnel , O conpensati on, O
andOt r ai ni ng, Opri vat eldconpani esi nOJEur opeldenonst r at e[Jt hat O
airport] authorities,d whetherd quasi-privatizedd or0Q
privatized, OknowJhowlt olJget Ot heObest Oper formancelf or Ot he[
rightJinvestnent. OTheseOarelJl essonsUal readyd| ear neddf r ont]
our [Eur opeancount er parts. OO

6. 0 Areas(forOFurt her OResear chld

The foll ow ngld arel] recommendedl] topicsO ford further

research: O
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Determineld thel inpactd thel elimnationd of0O
conpeti tiondm ght OhaveOont heldper f or mancellof 0t he[d
TSA' s[baggagellscr eeners. [

Takell all surveyld tol determ neld what differencel
federal i zi nglbaggagelscr eenersiwi | | Orake. O

Studyd theld inpactl of theld urgentl mandates(]
del i neat edd by t hell ATSAO onlJ t hel industryld andO
consumer [behavi or. O

Determnedd ifO0 TSAO will O incorporatel aviationOd
securitydexperts’ Oknow edgeldandlexperienceli ntol
futurelsecurityOpl anni ng. (0O

Determnedl thed fiscall inpactd ofd TSAO not[l
i ncor poratinglavi ati onlOsecuritylexperts’ Hadvice. [
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9.0

O

APPENDI XUA. U NTERVI EWJQUESTI ONSLI

| NTERVI EWJIQUESTI ONSLI

Pri or [t o0Sept enber O11'", Owhat Cpri ori t yOdi dOAner i cal
pl acelon(ai r port Osecurity?0

Federal i zed[A r port [Securi tyl

Ar el he(ai rport Haut horiti eslCt hat Ccurrent | yCper f or il
non- baggageliscr eeni ngloper ati onsJ( | i ket hoselr unCbyO
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APPENDI XLUC. LIHEATHROWNAI RPORTL

London's Heathrow Airport baggage check system.

Every one of the 97 million checked bags departing from London's
Heathrow Airport annually, including all luggage from connecting

flights, is screened for explosives while being transported to the Hand Search

planes. The mulitilevel threat-detection system uses a combination If rejected by the CT operator, the

of conventional X-ray and CT scanners along the conveyor matrix, bag is taken off the belt and

and can arrest o facilitate each bag's progress toward the loading abjm“ 0 a detailed hand search.

chutes. ssenger is brought in for questioning. i

Source: Conde Nast Magazine May 2002 —  Level5
Level 4 —_—
| Full alert. If Level 3 or 4 screeners
find a bomb, or enough real
Fomenid o e b s
emanded to ispasal unit
CT scannars can tmnde nd the terminal is evacuated.

500 bags per hour.

R Yes
:
|
Cleared for boardin
Using a computerized catalog of potentil threats, ' [ S T g
X-ray machines scan bags|and sutomatically select y ’
those of suspicious content for the next level of inspection. g
g i Cleared for board|
| S oaded aboard
Conventional X-ray §canners can aircaft
handle 1,500 bags per hour Level 2; Software further analyzes data on
suspicious contents as bags continue along
belts. Human screeners make the decision
to send the bag for further analysis or clear It.
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