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Honorable Jacques S. Gansler
Under Secretary of Defense Acquisition and Technology

3010 Defense Pentagon
Washington, DC 20301-3010

Dear Mr. Secretary:

In response to joint tasking from the Under Secretary of Defense for Acquisition and
Technology and the Chairman, Joint Chiefs of Staff, the 1997 DSB Summer Study Task
Force addressed the Department’s Responses to Transnational Threats. In the study,
the Task Force concludes that the Department should treat transnational threats as a
major Department of Defense mission.

Transnational actors have three advantages: 1) they can have ready access to
weapons of mass destruction; 2) we cannot easily deter them because they have no
homeland; and 3) they respect no boundaries, whether political, organizational, legal or
moral. Further, warning may be short and attribution may be slow or ambiguous. Since
the United States is now the dominant military force in the world, potential adversaries
will be driven to asymmetric strategies to meet their objectives. As such, transnational
threats represent an important national security problem.

Notably, the Department of Defense has the capacity to mitigate these threats with
its extensive capabilities, training and experience. In the attached report, the Task
Force suggests a multi-faceted strategy for the DOD to address this increasingly
important class of threats. This strategy involves the development of an end-to-end
systems concept, investment in critical technology areas, and the leveraging of
similarities between civil protection and force protection. The Task Force concludes
that the Department also needs to increase its emphasis on responding to this threat by
more clearly assigning responsibilities and by providing mechanisms for measuring its
readiness to respond.

We hope this Summer Study provides insights on how to mitigate transnational
threats to the Nation. It stops short, however, of providing a plan. We strongly
encourage the Department to take on the task of developing an implementation plan
that identifies the appropriate allocation of resources and areas for emphasis.
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Memorandum for the Chairman, Defense Science Board

Subject: Final Report of the 1997 Defense Science Board Summer Study Task
Force on DOD Responses to Transnational Threats

The final report of the 1997 Defense Science Board Summer Study Task Force
on DOD Responses to Transnational Threats is attached. This report consists of
three volumes: Volume | which presents the major findings and recommendations of
the Task Force, Volume Il which focuses on force protection and is written expressly
for the Chairman, Joint Chiefs of Staff, and Volume Il which includes eight
supporting reports.

After focusing on this study topic for a period of six months, we concluded that
threats posed by transnational forces are an important and under-appreciated
element of DoD’s core mission. We found a new and ominous trend -- a
transnational threat with a proclivity towards much greater levels of violence.
Transnational groups now have the means, through access to weapons of mass
destruction and other instruments of terror and disruption, and the motives to cause
great harm to our society. Since the United States remains the dominant military

force in the world now, potential adversaries will be driven to asymmetric strategies in
order to meet their objectives.

The Department of Defense has the capacity to mitigate these threats with its
extensive capabilities, training and experience. We suggest that the DoD address
this increasingly important class of threats through a response strategy that includes
six elements:

1. Treat transnational threats as a major DOD mission

2. Use the existing national security structure and processes

3. Define an end-to-end operational concept and system-of-systems structure
4. Provide an interactive global information system on transnational threats
5. Address needs that have long been viewed as “too hard”

6. Leverage worldwide force protection and civil protection

Together these principles will help the Department deal with transnational
threats today and in the future. Notably, the task force holds that DOD can respond
without a change to national roles and missions, and without change in its own
organization. However, the DOD does need to increase its emphasis on this threat,
clearly assign responsibilities and measure its readiness to respond. in addition, the



Department should focus more attention on strategies, architectures and plans that
address the end-to-end set of capabilities needed.

We thank the Task Force members and the talented group of government

advisors for their hard work and valuable insights. Their dedication reflects their
belief in the importance of this challenge to the Department.

YA —2Z. #2044

Robert-Hermann, Chairman Larry Welch, Vice Chairman
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EXECUTIVE SUMMARY

The Threats and Scenarios Pand of the Defense Science Board's Summer Study of Transnationd
Threats reviewed the transnationd threat in the context of changes in the motivations, gods,
capabilities, and trends of sates, groups, and individuds. We concluded that the transnationa
threat is more difficult and dangerous today and in the future than it has been in the past based on
a variey of new ingredients. These new ingredients, or “endblers” indude the easy availability
of information and technology, the proliferation of wegpons of mass dedtruction and deivery
sysems, the presence of more technicaly proficient actors, and the increasng linkages of
convenience and cooperation between rouge dates, organized crime and narcotics groups,
extremists, and terrorists.

Some transnationd threat actors today are undaunted by the specter of mass casudties. Indeed, a
high kill rate is a god for some extremiss who are motivated by hate and revenge. Today, a
smal number of people can threaten the mass populaion with consequences only a large nation
date in the past could muster. If these same actors profess no tie to nationa identity, then
national boundaries are no deterrence, and attribution, deterrence, and retribution are most
difficult to achieve. Severd. of the most recent terrorist incidents, such as the World Trade
Center bombing, the Aum Shinrikyo subway sarin release, and attacks by Libya, were part of a
longer term" terror campaign” which went unrecognized a the time.

In examining these groups and individuds, we built upon a forecast of the future globa mode

developed by the inteligence community. In this modd, population growth in the third world,

trangmigretion, the diminishing authority of some nations ethnic rivdries, and globdization of
financid dructures and economies will help creste the motivations and means of some
transnationd threat actors. For the U.S,, as we stay engaged in peace keeping and humanitarian
missons, our military dominance will deny most nation daes the ability to overtly atack, a the
same time that our military operations become most vulnerable to covert drategies. Asymmetric
options againg us will become more attractive. And terrorism on a large scae has dready struck
our heartland, ensuring that America will no longer remain a sanctuary from the form of violence
prevaent esewhere.

The Pand dso identified severd shortfdls in cgpabilities to identify the threet. Mot critical
was the requirement for a focused collection drategy as well as the need for a more
comprehensive andytical gpproach, complete with an interactive information system that crosses
the government’s stovepiped structures.

The pand developed a series of chats and scenarios for use by consumers. One chart
demondrates the damage implications of the B'Na B'rith incident if 150 grams of anthrax were
used. Another moded, chart 2, represents a thermometer and measures actud events and
casudties againg the attack if wegpons of mass destruction were used.

llugrative scenario 1 illudrates a series of subway chemicd atacks and information systems
disruptions in New York City and Washington D.C. in which a middle eastern group seeks
revenge through the use of sarin dispersds and ingders a Bl Atlantic Phone Company.

Illugrative scenario 2 focuses on the release of a highly contagious biologicad agent, stolen from
Russa, and dispersed in Los Angdes. As the contagion spreads, emergency services are rapidly



overtaxed; panic spreads, and the governor declares a dtate of emergency, appeding to the
Presdent for military assstance.

While the scenarios are fictiona, none are impossble to achieve. We tried to use scenarios that
demondrate the redity of the transnationa threst. Transnationd thresis interfere with the
Department of Defense's ability to perform its mission, to protect its forces, and to carry out its
responghilities to protect the civilian populaion. However, the Department dso has the capacity
to help resolve these threats, with its unique capabilities, expertise, and assets.



TRANSNATIONAL THREATS:
The Face of the Future

SCOPE

The Secretary of Defense charged the Defense Science Board with studying transnationd threats,
defining transnationd threets as terrorism  (incduding wegpons of mass dedtruction  use),
information warfare, organized crime, proliferation and narcotics The Threats and Scenarios
Pand was chared by Nina Stewat and Oliver Revel, with membership consgting of Thomas
Brooks, James Clapper, William Garrison, Dennis Imbro, and Gordon Negus. Its members and
advisors represented a wide range of expetise from the inteligence community, the military
sarvices, science laboratories, and American industry. The Pand focused on transnationa
threats in the context of how they impact directly on U.S. national security and defense policies,
and Department of Defense personnd and facilities, both a home and abroad, and; how they
generate requirements for Depatment of Defense support. The Pend aso studied the threets
from the perspective of the oppostion's motivations, activities, and capabilities rather than just
by the severity of the incident.

STUDY METHODOLOGY

To begin, the Panel took a look at transnaiond threats from a historica perspective in order to
gauge the 21st century outlook. We attempted to identify the constants and changes in practices
in terms of motives, targets, and wegpons of choice, as wel as on sdf condraints or the lack of
them.

To understand current trends, the Pand reviewed the intdligence community’s latest edtimates,
studied open literature, and interviewed knowledgeable persons in and outsde government. We
ads tasked the inteligence community organizations to provide data on group motivations,
capabilities, and trends.

This research led to recognition of the new transnationd thrests — including the “new terrorigt”
— who may have access to wegpons of mass destruction, could be capable of information
warfare, or might be linked to crime groups and narcotics trafficking on a massve scde.
Transnationd threats are not limited to terrorism, but include other destabilizing factors brought
about, for example, by organized globd crimind groups.

The dgnificance and implications of the emerging 21 century transnationd threets is a mgor
policy issue of such consequence that the chalenge they represent must be reflected in force
gructure and military operations. Severd illudrative scenarios demonstrate the consequence of
these thrests to the nation and uniquely to our armed forces, as well as highlight increasing U.S.
vulnerabilities.

Findly, the Pand looked ahead in an attempt to understand whether the future consequences of
transnationd threats become more dramatic or less. It drew heavily from government studies,



such as “Future Vison 2010” and “Globa Threat Assessment: Looking to 2016, for much of the
environmental factors affecting terrorism and other transnationa  threets.

THE PERSISTANCE OF TRANSNATIONAL THREATS...

Traditiondly, terrorist organizations and individuas have employed violence to achieve a variety
of objectives. Some groups, like the Pdedtine Liberation Organization (PLO) and the Irish
Republican Army (IRA), struggle to gain politica recognition; others, like Hizbollah or Hameas,
terrorize in the belief that ther acts add to the glory of ther reigious convictions. Some, like
Timothy McVegh, murder smply because they are motivated by hate, and seek to punish their
victims. Others, like the Somai war lords, use violence as an asymmetric response agangt an
unwanted intervention in their country. Still more may not have paticular motivations of their
own, but commit violence on behdf of a date sponsor for purposes of political or drategic
advantage.

The use of transnaiond violence perssts because it is effective, chegp, and sponsorship often
can be disguised or denied. For example, when the U.S. commitment to its forces or policies
abroad have been uncertain, as in Somdia or Lebanon, the use of violence to achieve American
casudties has been a paticulaly useful tool in undermining U.S. resolve and forcing a U.S.
retregt. Terrorism can often pit public opinion againg government policy, and in some indances,
has toppled unpopular governments.

. ..AND THREATENING SEEDS OF CHANGE

While the motivations for transnationd threat groups many not change dramaticaly, operationd
behavior, and the methods and means these groups use — the “enablers’ — do evolve and adapt
to contemporary issues, technica capabilities, Srategic dliances, and vulnerabilities. The trend
of contemporary changes today — the passng of the bipolar world and the wider availability of
knowledge and technology — is reaulting in the emergence of new dimensons to the
transnationd threat. For example, the diminishment of communism resulted in the reemergence
of a wide variety of formerly repressed ethnic or religious tensons and the loosening of control
over nuclear, radiologicd, biologicd, chemicd, and other related technologies, explosve
materid, and finished wegponry such as missle ddivery sysems. Combine these trends with
eadly avalable information on wegpons of mass dedtruction and the mix has resulted in a new
breed of transnationd threats very much different — and more dangerous — from the old. The
redity is that transnationd threat groups are increasingly tied to one another in new and more
cooperdive ways that thresten the dability of governments, the financid and information
infrastructure, internationd trade and peace agreements. The fact of increasing cooperation
among crime, narcotics, and terrorist groups will provide terrorists with new, more cregtive ways
to rase money, and with a marketplace to shop for weapons and high-tech equipment. The
redity is tha a smdl number of people can now thresten others with casudties and
consequences heretofore achievable only by nation dates.



COPING WITH TRANSNATIONAL THREATS

One component of what makes these transnationd threets different and difficult is the fact that
they are difficult to deter, detect, and control. National boundaries are not effective bariers, and
are often used to an adversary’s advantage. With little or no tie to nationd identity, attribution
can be difficult in the event of an attack, and retribution may not be possible.

Another component of our vulnerability is that Americans tend to view transnaiona threats
sngularly. Thet is, we tend to look upon terrorism incidents, even those on a grand scde like the
New York City Trade Center bombing, or the Oklahoma federd building exploson, as
individud events that do not evidence a sustained campaign againg the U.S. This is not the
redity. The redlity is, a number of terrorist groups have a long-term program of unconventiona
warfare againg the United States.

The Qahdaffi Campaign

When evidence pointed to Libya as the culprit behind the LaBelle Disco bombing in Berlin,
which killed two and injured many, the U.S. retdiated with a military drike in April, 1986
agang specific Libyan targets in Tripoli. The popular beief for years was that the U.S. attack
suppressed Libyan activity in support of terrorism.  However, an examingtion of events in
subsequent years paints a far different picture. Ingtead, Libya continued, through transnationa
actors, to wage a revenge campaign through the remainder of the decade.

The retdiation began three days after the U.S. strike when Libya purchased from Lebanon and
executed hostage Peter Kilboume. In September, 1987, Abu Nida (on behaf of the Libyans) hi-
jacked Pan Am 73, causing the death of severd more Americans. The following April, 1988, the
Japanese Red Army Faction, under contract to Nida, bombed the USO in Naples, killing a U.S.
soldier. In a smultaneous effort, one member of the group was arrested in New Jersey with pipe
bombs to be detonated at recruiting sations in New York City. The attacks continued. In
December, 1988, Libya sponsored the bombing of Pan Am 103 over Scotland, which killed 270
people (including 200 Americans). A year later, in September, 1989, the UTA French arliner
was destroyed over Chad by the same group. During this same period, the group was linked to
various assassnations of dissdent Libyans in the U.S. It aso recruited a Chicago street gang to
attack U.S. airliners with shoulder fired wegpons — a move that was interdicted.

All in dl, Qahdaffi sponsored six more attacks, usng surrogates for plausble denid, after the
LaBdle disco bombing. The facts illudrate the ability and willingness of rouge states or other
transnational actors to wage a long and continuous campaign against the U.S. using
unconventiond warfare and reaivey smdl investments.

Ramzi Yousef Campaign: A Case of Rdigious Extremism

In May, 1990, a smal band of religious extremists headed by Ramzi Youssf assassnated Rabbi
Mer Kahane. At the time, the rabbi’s death was treated as a homicide, unrelated to nationa
security. It was only later that this assassination was discovered to be part of a larger revenge
campagn agang U.S. foreign policy that manifested itsdf in the World Trade Center bombing,
in February, 1993. Six people were killed and five thousand were injured, but the terrorists
plans were to kill 50, 000 through the collapse of the towers. They aso consdered augmenting



the exploson with radiologicd or chemicd agents, which would have pushed the casudty rate
far higher.

Ramz Yousef, the mastermind of the bombing, gave other indructions to his group. He planned
a massive infragtructure attack on New York City on the Fourth of July that would have included
atacks on the George Washington Bridge, the Lincoln and Holland Oliver Tunnds, the United
Nations Headquarters, and the Federal Building. Part of this plan adso involved the assassnation
of Presdent Mubarak of Egypt and U.S. Senator D’Amato, but the acts were interdicted through
intelligence and  survelllance.

Yousef continued his campaign. In November, 1994, he planned the assassination of the Pope
during his vist to the Philippines. His group dso planned to blow up thirteen U.S. arliners
usng explosves snuggled aboard. This paticular activity was tested on a Philippine arliner
where a bomb was successfully smuggled aboard and detonated, killing one passenger. Had the
broader plan been successful, four thousand people would have died.

Aum Shinrikyo: A Chemical / Biological capability

In June, 1994, sarin sprayed from a truck killed seven and injured 200 people in Matsumoto,
Japan. The motive and organization of the attackers was not redized until nearly a year later
when in March, 1995, the Aum Shinrikyo group released sarin in seven locations in the Tokyo
subway system. This attack, directed againgt nationd police, killed twelve and injured 5,500.
Within the same month, the group attempted the assassnation of Japan's Nationd Police Chief.
Pans for atacks in Disneyland and againg petrochemicd facilities in Los Angees exised as
well. It was later learned that the group released anthrax in Tokyo on two separate occasons
with no resulting casudties.

The motivation of the group was to create large casudties and chaos designed for politica
purposes. They claimed they intended to creste a conflict between Japan and the U.S,, and that

they would rise to power as a result of the conflict. The size and organization of the group was
enormous. Thirty thousand members, ten thousand of whom were in Russa, with operaions in
Japan, Russia, Korea, Augtralia, Sri Lanka, and the United States. They had an asset base of $1.2
billion dollars. The group was testing capabilities to creste sarin, VX, anthrax, botulism, and

radiologica agents. This organization exised without the full gppreciation of U.S. or Japanese
intelligence.  Indeed, the group took advantage of Jgpan's laws by registering themsdves as a
religious group, thereby limiting the coverage of the group by law enforcement.

These three more recent cases of transnationd threats are different from the way we thought of
them in the padt. In the past, andydsts believed one of the key “tenets of terrorism” was that dl

terrorists calculated thresholds of pain and tolerance, so that their cause was not irrevocably
compromised by their actions. In Brian Jenkins terms, terrorists used violence “like a volume
control knob” in order to gain dtention. While U.S. government agency officids worried some
about terrorists “graduating” to the use of wegpons of mass destruction (and the wegpon most
officids worried dmost exclusvely about was nuclear), they believed — based on reports from
terrorists themselves — that most terrorist groups thought mass casualties were
counterproductive.  This was because mass casudties seemed to deegitimize the teroriss
cause, would certainly generate strong governmenta responses, and erode terrorist group
cohesion. In essence, terrorists were ascribed a certain logic and mordity or line beyond which



they dared not tread.l Likewise, narcotics trafficking, the proliferation of ams, and scourge of
organized crime dso have been trested independently of one another, and we have organized our
governmenta efforts to combat the transnationa chdlenges separately.

The Status of “Classic” Terrorism Today: The Extreme L eft

The driving motives for violence by the extreme left were sgnificantly diminished by the recent
discrediting and resulting disenchantment with socidism on a globd scde. The groups find that
their message is out-of-fashion, and they can no longer mobilize the public to their causes. This
“democtivation” is a mgor reason for the recent downward trend in internationd terrorist
incidents, as documented in the State Department’s “Patterns in Globa Terrorism.“2

The threat levd of dl leftis groups globaly, once rated high, is now categorized as moderate.
Of the twenty-two known groups, three have denounced violence atogether. Indeed, high
collaterd casudties are incondgtent with the fundamentd message of Ieftig terrorits who
profess their god to be the better welfare of the masses. The Inteligence  Community now
provides only moderate to low coverage of these groups.

State Sponsorship

State-sponsored terror has seen a notable decline in the last severd years for largely three
reasons. Fird, the Middle East peace process has given previous violent groups and dtates a
motive to refran from terrorism in order to gain leverage and bargaining power a the table.
Second, post Cold-War geopalitica redlities have brought about many new agreements and
growing cooperation among nations in countering terrorism. One of the largest sponsors of
terrorism in the pat — the old communist East European countries — ae now aggressvey
Supporting counter terrorism initiatives.

However, severd dae sponsors remain who continue to fund, motivate, support, and train
terrorists.  Iran is by far the mogt active of these state sponsors, with the grestest long-term
commitment and worldwide reach. Irag remains of concern, but is judged to have a more limited
transnaiona  capability. However, attacks within Irag’'s own backyard, such as the attempted
assassnation of Presdent Bush in 1993 during his Kuwaiti trip, and the assassnations of
dissdents in Jordan, are more likely to thresten the peace and stability of the region. Syria is
judged to be a more pragmatic sponsor, by providing supplies in trangt, but has refrained more
recently from terrorism in order to enhance its negotiating postion in the peace taks. Its loss of
USSR patronage has meant a decline in finahcid and logigicd support, but it neverthdess
dlows some rgectionigs to maintain headquarters in Syria. The Intelligence Community has
adso noted that Hizbdlah can ill recelve supplies through the Damascus airport. The newest
sponsor, Sudan, was added in 1993 because of its provison of safe haven and training for a
vaiety of terorist groups. Sudan hosts Usama bin Ladin's fecilities Libya, a notorious State
sponsor, has dso refrained latdy from terrorism in order to obtan some sanctions rdlief. It
continues, however, to target dissdents, fund Pdegtinians, and provide safe haven for Abu Nidd,
al while atempting to avoid accountability for the Pan Am 103 downing.

| see Brad Roberts’ presentation to DSB on June 30, 1997.

2" Patternsin Global Terrorism” does not address indigenous terrorism, arapidly escal ating phenomenon.



Radical 1damics

Radicad Idamic groups are now the mogt active in terms of the rate of incidents. Many of these
groups are consdered separatists, and desire a seat at the recognition and negotiation table.

Others, conddered extreme Idamic zedots, operate as loosdy-affiliated groups (eg. World
Trade Center bombing) and for whom deterrence has less cache. In any event, some of the
extremists may operate on the notion that the volume of casudties is an issue of practicdity, not
mordlity.

Ethnic Separatists

Ethnic separatist terrorism, as old as mankind, can be temporaily Sdetracked by a few
contemporary geopolitical developments, but generdly, it is impervious to such developments
because its root-cause is invarigbly long-lived. Mogt of these groups seek world recognition and
endorsement; to date, they have not resorted to violence usng weapons of mass destruction.

The “New” Terrorist

The argument has been made, and it is one we accept, that while traditiona terrorism — in teems

of motivations — is Hill a large segment of the terrorist population, there is a new breed of
terrorigt for which the old paradigms ether do not goply a dl or have limited gpplication. These
groups — cults, religious extremigts, anarchids, or serid kille's — must be regarded as serious
threats, and the most serious of the terrorist groups today. These “new” terrorists are driven by a
different set of motivations they seek an immediate reward for their act, and their motivations

may range from rage, revenge, hatred, mass murder, extortion, or embarassment, or any
combination of these. They may desre mass casudties, or a least not care about how many

people are killed in ther attacks. As such, they do not make traditiond calculations of thresholds
of pan or tolerance within a society. These groups tend to be loosdy affilisted both
internationdly and domedticdly, and may have no ties a dl to date soonsorship. They change
affiliations and identities as needed, and are extremey difficult to detect. Where traditiond
groups want publicity to further their cause, many “new” terrorists do not desre attribution; this

is paticularly true of the rdigious extremids (e.g. God knows, and will reward). Religious
extremism is growing in numbes, and is not limited to the Idamic faith. While the “new”

terroris may have a variety of motivatiions, some single issue groups (extremids in the animd
rights, environmental, and anti-abortion movements, for example) may adso pose a sgnificant
threet, and should not be overlooked. Additiondly, the fact of the millennium is an important
apocayptic milestone for many religious or extremist cults. Many teroris groups, both
traditional and “new,” have privatized their practices through a few standard business techniques
(such as fund-raising, use of technology, etc.)

One of the more difficult groups to track today are the domestic militiatype extremids. While
much is not known about these groups, some commondties prevail. Many of these groups have
subgtantid expertise. They conduct chats on the Internet talk rooms about various dosage leves
of vaious biologicds needed to cause the greastest lethdity. They have dso exhibited a
fascingtion with poisons and high explosves, dong with more standard military personnd and
weaponry. Contrary to some popular opinion, these types of groups are growing even dfter the
devagating atack in Oklahoma City, and they ae building skills, developing internationd
connections, and ae exhibiting growing political sophidtication.  Their targets are diverse: they
may atack federd buildings, military personnd, specific racid groups, corporate icons, or



multinational companies. They capitdize on (and heighten paranoid of the growing fear among
some Ameicans of big, intrusve government.

Terrorigts have shown a propendty to mimicry, so it is with darm that andydsts today view the
chemical atack precedent st by the Aum Shinrikiyo in Jgpan because it shattered the paradigm
that “terrorists don’'t do weapond of mass destruction (WMD).” In fact, the B'Na Brith incident
in Washington D.C., dong with severad others, have shown that terrorists are watching, reading,
and leaning. They ae grestly motivated by government actions (or, in some ingtances,
inaction). The Oregon Cult poisoning severd years ago (lacing the sdads in severd fast food
resaurants with sdmonella and poisoning the town's water supply) in the atempt to sScken
voters was a recent example of terrorists usng a biologica toxin. Additiondly, the World Trade
Center attempt & mass casudties, and the actud meass killing within the federa building in
Oklahoma City are precedents, in that terrorists demonstrated a desire to inflict mass murder on
our homeland.

Also new today is the proliferation of knowledge and technology among many crimind, terrorigt,
and narcotics groups.  Many of these groups are building skills in state-of-the-art
communications,  and  wesgponry. The Internet, for example, provides world-wide
communications capability and new tools for operationd C3I, targeting, fundrasng, and
propaganda dissemination. They are achieving new globa links and support from one another in
cooperative ways.

The Globalization of Proliferants, Organized Crime Groups, and Drug Lords

Twenty years ago, intdligence specidids viewed proliferents primarily through the lens of
nation sates seeking the ultimate wegpon and from the scope of east-west conflict. Chemica
and biological wegponry was only a minuscule aftethought of the whole nuclear problem.
Organized crime and narcotics, while scourges twenty years ago, were not among primary
intelligence targets, they fel within the doman of law enforcement problems by and large
Crime groups jedoudy guarded their turf, and tended to view one another as competitors rather
than alies. Today, each of these categories are priority intdligence targets, with a wide array of
government participants working the problems.

The traditiond characteridtics of organized crime groups reman relevant today. Generdly, they
are dfiliated by familid, ideologicd or ethnic ties that indill loydty and reduce the likelihood of
lav  enforcement or intdligence infiltration. The purpose of their activities has remaned
unchanged: they seek money (read large sums of cash) and Status or power. They will often seek
to provide government-like services so that the loca populace will learn to rely upon them.
Findly, crimind organizations will dmost dways seek to establish respectability and legitimecy,
often through philanthropic acts, the controlling of loca busnesses, and provison of locd
employment  opportunities.

One of the outcomes of the globdization of economies and technologies is the reatively new
linking and intermingling of disparate crime and narcotics organizations with terrorigs. Andyds
have been dismayed to find that even the most notorious crime groups with globd reach — such
as the Itdian Mafias, the Russan crime groups, the Nigerian enterprises, the Japanese Y akaso,
and the Chinese triads — are developing new working relationships, cooperative arrangements,
and networking with one another, with drug catds, and with insurgent and terrorist
organizations to take advantage of one another’s strengths and to make inroads into previoudy
denied regions. This has dlowed terrorists a new means to raise money as well as provide them



with a marketplace to purchase sophigticated wegponry and other high tech equipment. This
cooperation, for example, has long been seen among Colombian drug lords and Itdian crime
groups in exploiting the West European market, but now is seen in New York City and in
Eagtern Europe with drug and financid crime networks between Russan and Itdian groups.

As organized crime groups become increasingly internationd in the scope of ther activities, they
ae aso less condrained by nationd boundaries. The new lowering of politicdl and economic
bariers dlows them to establish new operaiond bases in commercid and banking centers
around the globe. The willingness and capability of these groups to move into new areas and
cooperate with locd groups is unprecedented, magnifying the threasts to dability and even
governability, especidly in week or faled dates.

Organized crime groups also pose a direct threst to DOD security and integrity. For example,
organized crimes cooperdive arangements with other transnationd threat groups can
compromise DoD’s efforts againgt drug traffickers and terrorists.  They can target DOD
personnel for access to technology, information, goods and materids for resde on the black
market and for acquisition or high-vaue wegpons.

The narcotrafficking industry today remains as reslient. It effectively adapts to interdiction and
counternarcotics efforts by rerouting, changing the way it operates, and increasing production.

This resliency is due in large part by an unabated appetite of consumption. Indeed, more recent
evidence portrays the rise of “narco-democracies’, such as Mexico and Belize, characterized by
politicd assassndions, intimidation of the judiciad sysem, and the corruption of governments.

All of these transationd groups ae becoming more professond criminds, both in their
busness and financid practices and in the gpplication of technology. Many of them use state-of-
the-at communications security (COMSEC) that is better than what some nation's security
forces can crack. This includes sophisticated but easy to use encryption and steganography tools.

The proliferation of knowledge through the Internet goes well beyond COMSEC; there are a
plethora of dtes with sSgnificant information concerning high explosve, nuclear, radiologicd,
chemicd, and biological wesgponry. Transnationd groups and others can gain indghts into
technical issues regarding the congruction and use of these weapons. Also, there are literdly
hundreds of computer network attack tools on the net that can be downloaded and used, in many
ingances, with “point and dick” gmplicty. There are dso numerous sites which address
vulnerabilities of government and private sector networks and suggest effect attack Srategies and
techniques.

A case in point has recently surfaced based on a report on the internationa threat posed by
Russan organized crime issued by Washington's Center for Strategic and International Studies
(CIS) and in testimony by FBI Director Louis J Freeh before the House Committee on
Internationd  Relations

Director Freeh said that Russian organized crime networks pose a menace to U.S. nationa
security and asserted that there is now greater danger of a nuclear attack by some outlaw group
than there was by the Soviet Union during the Cold War. He said tha U.S. law enforcement
agencies take “very serioudy” the posshility that nucler weapons could fdl into the hands of
Russian crimina gangs and added, “We have to take drastic steps to prevent and detect that.”

Freeh sad that about 30 Russian crime syndicates operate in the United States, trafficking in
drugs, progtitution, fraud schemes and other illicit activities. While Freeh and others have warned



previoudy of the power of such crime networks in Rusda, this was one of the firg public
acknowledgments that the groups have taken root in the United States.

Freeh sad the Russan syndicates conduct the most sophisticated crimina operations ever seen
in the United States, based on their access to expertise in computer technology, encryption
techniques and money-laundering facilities that process hundreds of millions of dollars.

The CSIS report dtates that “Russan organized crime condtitutes a direct threet to the nationa
security interests of the United States by fodtering ingability in a nuclear power,” and that,
“Russan organized crime groups hold the uniquely dangerous opportunity to procure and traffic
in nuclear materids”

The Challenge of Information Security and Infowar (IW)

While a number of excdlent sudies — both classfied and unclassfied — have been produced
on the information warfare threat, the pand has found much pulp journdism and hyperbole
atendant to this subject. That the Nationa Information Infrastructure (NIl) and its Defense
Information Infrastiructure (DII) subset is vulnerable to IW atack is unarguable. Last year's
Defense Science Board Summer Study on Defensive Infowar points this out well, as does a
newly-produced Nationd Intelligence Estimate. The chalenge comes in providing context and a
proper gppreciation of the nature of the vulnerabilities and the extent of the threst.

Vulnerabilities within Infrastructures

Traditiondly, the information warfare threat has been associated with the telecommunications
infragtructure and the ability to communicate. This remains a primary area of concern. But the
government (especidly the Depatment of Defense) is aso growing more and more dependent
upon the commercid power, trangportation, energy, and finance communities, and these
communities are aso vulnerable to atack. All of these mgor nationd infrastructures share a
common dependency on computer driven management and control systems. With the passage of
time, technicd and economic imperatives have driven these infragtructures to more and more
dependence on networked computer driven systems. Indeed, the complexity of the software
involved in the “sysem-of-sysems’ that drive some of the mgor infrastructures has become a
mgor concern in itsdf.

By virtue of this increesng dependence on networked computer driven systems, dl of these
infragtructures possess some degree of vulnerability to infowar atack. The chalenge is to define
what ae critica vulnerabilities versus day-to-day vulnerabilities with which the infrastructures
are accusomed to dedling and which they manage quite well. The job of definition has not been
accomplished.

Some of the critica infragtructures (e.g., the Public Switched Telephone Network (PSTN)) have
been the subject of hacker attacks for years. A number of the mgor companies operating
networks which comprise the PSTN have very robust programs to defeat toll fraud and ensure
network continuity. Others have placed less emphasis on this problem and, while a structure
exigds to facilitate cooperation among the various companies, the levd and qudity of the
cooperation is mixed. There are other infrastructures where not a great deal of attention appears
to have been dedicated to this issue & dl.

No meaningful, comprehensve andyss of the vulnerability of the various critica infrastructures
has been accomplished and, until such an assessment takes place, it will not be possble to



portray accurately the potentid transnaiond infowar threat. For purposes of this Summer Study,
it can only be observed that vulnerabilities exist, they are imperfectly understood and are being
addressed in an uneven fashion by industry and the government, and tha this presents
transnational groups with an opportunity to conduct infowar atacks. These attacks would clearly
be disruptive, but it is not yet possible to assess the degree of disruption they are able to cause or
its impact upon the Depatment of Defense.  The Presdent's Commisson on Critica
Infrastructure Protection, which is due to report in October, should provide the first piece of
andyds in this regard.

Vulnerability — Foreign Made Components

Economic condderations have driven more manufacturing of information technology (IT)
components  off-shore. Many computers are manufactured and assembled entirely off-shore.

Others may be assembled in the United States, but include components originating off-shore. An
increesing amount of software code design and writing is being accomplished abroad and a
sgnificant number of pre-programmed chips are designed and programmed in foreign countries
with no U.S. personnel having total access to the design architecture or the code.

Modem electronic telephone switches and other telecommunications devices have computers at
their heart and thus have the same dependency on foreign manufactured and/or programmed
components.

Firewdls are computer-driven devices designed to protect networks from unauthorized intrusion.
Not only do these devices share the same vulnerability to foreign manufactured components, but
the largest sling firewdl in the United States is foreign made and the software which drives it is
completely proprietary.

This dependency on components and pre-programmed chips — devices which may originate in
foreign nations whose identity is not even known to the purcheser — creates a vulnerability to
hidden software “trap doors,” software programs that are susceptible to externa manipulation, or
hidden information “time bombs’ in the form of code designed to cause a certain event to happen
a a cetan pre-programmed time. It would appear that, while this Stuation is understood in a
very generd sense, there has been very little red focus on the vulnerability it presents.

FACTORS INFLUENCING THE FUTURE

Global Stresses

A number of globa dresses in the 21st Century will impact directly on the range and scope of
transnational  threats. Population growmth — over 1 billion worldwide, 95% in developing
countries — increase demands on infrastructures, water, energy and sdect teritories. Globa
economic growth of 80% will continue to spur disparity between the “haves’ and the “have-
nots' because the growth is predicted to be uneven on a regiond, nationa, ethnic and socid
datus basis. Occasond “failed sates’ will fued domedtic disorder, mass cross-border migration,
and mass humanitarian needs. Some nations will face diminishing authority and influence as a
result of globa information trends.

21st Century Threat Environment

Our description of the transnationd threast is based on severd important assumptions —
assumptions that the intdligence community, through its publication, “Future Visons 2010,
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dso made. Fird, we bdieve the continued globdization of the economy, information, and
technology will provide sgnificant new opportunities for those seeking to terrorize or intimidate.
This is because the interdependencies created by such networking provide a broader base for
greater dedtruction, especidly in the areas of infowar. Concurrently, these very trends may dso
provide new and better means of tracking, cepturing, preventing or deterring these same bad
actors. We also assume our own growing dependency on computer-driven systems in
government, within industry, and throughout the Nation's infrastructures of oil and gas, finance,
communications, power, and trangportation.

Second, there will be no consequentia direct military threet to the U.S. or her dlies, and U.S.
nonmilitary objectives increasingly will shape militay operations. Many nation states and
groups will seek to find an asymmetric response to perceived U.S. military dominance since they
will have no match to U.S. conventional forces. The most plausble areas for exploraion for
them would seem to be subverson, insurgency, terrorism, and the production or acquisition of
wegpons of mass destruction, coupled tightly with deniable covert action.

21t Century Global Role of the U.S.

We dso assume that U.S. presence, policies and leadership will remain a mgor stabilizing force
in the world, which will require a range of credible offensve military capabilities, forward
military presence and surge capabilities, and independent and codition operaions. In short, the
U.S, as the sole remaining superpower, will continue to maintain its role as world policeman,
and be involved in Stuations that do not directly thresten U.S. interests, such as Bosnia

Moreover, we can assume that the U.S. support of certain nations such as Isragd whose very
exigence some Pdedinian or other Arab groups oppose will continue to fued export of
extremism to other regions of the globe,

Magor theaster warfare differs both in character and consequences, but do not differ subgtantialv
in the seriousness of the problem, as the chart below depicts.

Major Theater War | Maior Transnational Terror Action
Imminence of action normally detected =  TNT actions have potentially low
and degree of response underway, if sgnaures, often a totd surprise to
not prior, at least by commencement of leadership and casualties
hostilities = Significant US casualtieslost and/or vital
Vital USinterest at stake which results US capability destroyed
in direct US intervention = Naion may not have a tage to attack;
= Nation committed to war with another possibly seen as impotent
State = Purpose of attack may be unclear and
*  Purpose of commitment clear in difficult to explain
public’s eyes and usually widely s Risk of TNT attack on US soil both likely
supported and easily carried out
= Unlikely that US soil attacked; troop = Unanswered TNT actions may lead to
casualties normally explainable and additional “copycat” actions by other
tolerated TNT groups
= Military campaigns usually contained = Reluctance for other nations to become
and lead to a decisive conclusion directly involved; seen asinternal matter
=  Coalition partners often join due to or cod of involvement seen as too risky
coincidence of interests (becoming TNT target also)
= Success of persistent or pervasive TNT
ations likdy to necesstate resfrictions to
democratic freedom and individual
liberties.




A credible future global modd depicts an environment thet will require an activist foreign policy
in order to sustan world dahility, continuing foreign presence, and occasond military
interventions in areas of conflict. This sane model exacerbates dresses that  traditiondly
motivate transnationd threats. Thus, the transnationa threat to the United States and her
ctizenry will become more dgnificant over time, and soon may be consdered as important a
mobilization issue as conventiond warfighting. As some governments druggle with unchecked
population, transmigrations across borders, domestic disorder, and falled state services, they may
lose their cagpacity to govern effectively, alowing crimind groups and radicd extremists to gain
influence and control.

At the same time, U.S. military operations will be subject to a growing ligt of vulnerabilities. All
phases of combat operaions, mobilization, logistics, command and control, engagement, and
cleenup will be more and more dependent on digitl communication and information systems,
and thus susceptible to information operations. There will be fewer logidic sea and ar points of
departures and delivery in support of mgor military operations, which make the departure points
more ditractive targets for WMD attacks. Most future operations will be urban operations and
require contact with host populations — conditions a odds with preferred force protection
practices.

CONCLUSIONS ABOUT TRANSNATIONAL THREAT TRENDS

A review of the survey of motivations and trends of the mgor internationd terrorist groups and
various other sudies lead us to draw a number of conclusions.

The transnationd threet problem is a product of our times. It is different and more dangerous
than ever before, due to:

+ The proliferation of technologies and knowledge — the enablers

+ The proliferation of world actors, which include nation States as well as terrorigts, anti-
government militia, narco-traffickers, and globa crime groups

e U.S military asymmetry denies other nation-states an overt atack againg the U.S.

+ The drong corrdation between U.S. involvement in international conflicts and an increase
in terrorist atacks againgt the U.S.

e The U.S. is no longer a sanctuary from massive violence

« Transnationd actors have more dangerous motives — mass casuaties and destruction are
gods.

Moreover, the United States will remain a dgnificant target for terorists amost hdf of al
known internationa terrorist groups condgder the enemy worthy of attack. Department of
Defense personnd and propety are likdy to be a sgnificant pat of the tota U.S. target,
especidly in aress of peacekegping and humanitarian missions. Traditiond modes of terrorism
will remain, and the use of high explosves is dill the overwheming choice of tools for terrorigts,
because it does the job effectively, it can be rdaively low cost, and can avoid the gavanizing
issue of mass destruction for those groups who care about such things. This being said, however,
the trend towards less numbers of incidents, but bigger bombs and higher lethdity, appears here
to Stay.
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The leading question of concern to many, cetanly before the DSB Summer Study on
Transnationd Threats, is the probability of the adoption of wegpons of mass destruction by
terrorists.  To intuitively forecast the eventud use is reasonable. The essence of terroriam is
“unignorable’ degtruction. And wegpons of mass destruction are unignorable when used.

It is dgnificant that the precedent for the use of a WMD dready has been established by the Aum
sarin gas attack in the Tokyo subway on March 20, 1995. However, the digtinction that the Aum
group were not traditiond terrorists but a spike cult group is not a “splitting hars’  digtinction.
The scope of the WMD threat, and the structure of effective response drategies, are much
different if WMD become the preferred wegpons of internationaly supported and financed
terrorist groups than just for isolated cult groups. The digtinction involves motives (and thus,
likdihood) and capabilities. It is not clear that the rulethe-world motive of the Aum group,
aong with ther other irrationdities, transfers to the body of terrorist groups now on the scene.
However, internationdly financed and supported terrorist groups are capable of mounting a
WMD attack of amost any kind.

In contragt to the fact of the Aum Shinrikiyo sarin atack, there is no condusive intelligence3 that
indicates an interest in the procurement, development, and eventua use of a WMD of any known
international  terrorist group.4  We note, however, thet the same does not hold true for certain
domestic militiatype groups, who have indicated such an interest. A “ reasonable person” would
conclude, therefore, that the likelihood of “ classic” terrorist organizations (extreme leftists, most
radical Idamics, and ethnic separatists) resorting to WMD use is unlikely because such an act
would delegitimize their continued existence.

Such deterrence factors do not inhibit the “ new” terrorist. Because their motivations differ from
that of the traditional, the most likely perpetrators of a WMD attack against the U.S. will be
loosdly affiliated, transitory groups (the “ new" terrorists), many of whom may attempt to punish
or to seek revenge for a perceived injustice. Neither strategic nor tactical intelligence warning
islikely if the perpetrators of a WMD attack fall into this category. Moreover, the U.S. will face
increased difficulty in tracking and analyzing these groups due to the groups decreased
desirability for attribution or publicity. Likewise, influencing these groups in any meaningful
way will also be difficult.

If terrorigs determine to inflict mass casudties, will organized crime organizations provide
terrorists with the weaponry of mass destruction (if the terrorists do not demonstrate a nascent
cgpability to do it on ther own)? Some organized crime groups (the Russian groups come to
mind) have dready demondrated a capability in the proliferation of wegponry short of mass
destruction (such as bdligic missles, launchers, etc). Some groups clearly possess the
knowledge, infrastructure, and funding necessary to acquire such weaponry, but whether any
such groups would risk exposure and illegitimacy in this manner is not known. For the purposes
of detection and prevention, we must assume that the threshold is not inviolable due to the huge
financial benefit that might be derived from such procurement, and the ruthless nature of some
crime lords, especially if they believed the procurement could not be traced back to them.

3 Asnotedel sewhereinthisreport. weshoul dnot betoosanguineabout thislack of evidence. Theinformationgapswithinthel ntelligenceCommunityinthisareaare wide and

deep.

4 Aresurgence, forexample, inleftistterrorism, withthescenariothat agroupalterstheirmotivestowheremassivecasud tieshasarationderdlativetotheirgoas.ispossible.
but not very likely

13



Despite whatever tool terrorists select, the fact of increesng cooperation between crime,
narcotics and terrorist groups will provide terrorists with a new, more cregtive ways to raise
money and a marketplace to shop for weaponry and high tech equipment.

Wegpons of mass destruction are not the only highly destructive tool terrorists may use. As the
government becomes more and more dependent upon commercid-off-the-shef information
technologies, products, and networksinfragtructure, it will become more vulnerable to the
infowar threet. This vulnerabdility includes denid of service or data corruption that could result
form mdicious code inserted in software written abroad.

We have broken down the threat into that which is presented by professond foreign inteligence
and military organizations and that which comes from what is loosdy described as the “hacker
community." In the first indance, there are several nations which are assessed to have a
potentid to do sgnificant damage to the NII/DII, but the likdihood of these nations exercisng
this “war reserve’ capability in peacetime is dight. However, in peacetime, these same nations
are likedy engaged in probing our systems, collecting intelligence, and testing our safeguards.

Ove time, additiond countries, to include countries like Iran which have a tradition of
supporting terrorism, will dso acquire the cgpability. Thus, the threst from foreign goverrment-
supported organizations will increase from dight to moderate within five years.

In addition to foreign nations placing more emphasis on developing infowar cgpabilities, there is
growing evidence that drug cartels and other transnationd groups — to include some terrorist
groups — have recognized the potentid for infowar and are developing capabilities. In fact,
some groups dready target information infrestructures today for the purposes of collecting
intelligence and have used physicd attacks to disrupt service. Within the next five years, if they
don't dready possess them, it is highly likdy tha with the increesing avalability of attack tools
and informaion on the Internet and in other public media, some transnationd groups will
edablish infowar attack capabilities.

The threat today from the “hacker community” is, in itsdf, little more than a nuisance threat in
teems of doing Sgnificant long-term damage to the DII. But in tems of acting as a force
multiplier for a terorigt atack (eg. interruption or denid of ealy warning communications
before an event or emergency response communications after an event), their impact could be
dgnificat.  We bedieve that while it is possble tha transnationa groups will use infowar
techniques to penetrate systems and collect data — to include targeting data — the mogt likely
use of actud infowar attacks (eg., interruption or denia of service) would be in conjunction with
some other, more dramatic form of attack.

In any attack, the ability to recruit or pre-podtion an ingder in pat of the DIl increases
dramaticdly the ability of the attacker to gain access and cause mischief by being able to bypass
firewdls, access passwords, and other safeguards. The recruitment of a systems administrator
could have a potentidly devastating impact. If transnationd groups are able to place or recruit
ingders, the potential for damaging attack — abeit of possible limited scope and duraion —
increases  Subdtantialy.

Findly, we note that while we have no direct evidence of any of these organizations usng attack
techniques to disrupt or deny, neither can we conclusvely sate that they have not made such
attempts. The number of detected attempts to penetrate networks is sgnificant, and the ability to
identify the perpetrator has been historicaly poor. Beyond this, Defense Depatment andysis
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indicates that the number of penetration attempts which are detected and reported are only a very
small percentage of the attempts undertaken.

Which Transnational Threat is More Likely? (Where do we put the money?)

All can agree that the naure of transnationd threats travels largely in uncharted waters.
However, the agreement ends there. Some believe that the mogt likdly future scenario entalls the
use of a radiologicd wespon solen or purchased from East European stockpiles. Others
postulate that the “red” threat (the most likely high damage one) is the improvised use of
chemicd wegponry. Still others firmly defend the notion that the biologica threet is the greates,
due to its high lethdity, high casudty rate, reldive ease of procurement or manufacture, and
difficult detectability. Even within our own group, we would caegorize the transnationd threst
differently.  Some of us would argue that the threat of a large scde WMD threet is low, based
upon the higtoricd persstence of classc terrorism as effective, the notion tha terrorism is not
monolithic or datic, and that group motives are widdly diffused and dways changing, and that
one must cross the Rubicon in usng WMD because it remans the ultimate terrorist wespon.
Stll others of us argue that the threet is a least moderate for much the same reasons.

It is dl speculative. For that reason, while we would like to be hepful in determining where
scarce dollars should be invested, the truth is the proclamation or mahematica formulation of
one favored method of terrorism over another is probably a disservice. |If history teaches
nothing, it is tha we ae forever wrong about our assumptions. For example, the threat
prediction of chemica weaponry use before Tokyo was conddered low. The threat calculation
of the likeihood of a massve high explosive atack in one of our maor cties was low. The
threet andyds of a domedic terorist group inflicting mass casudties through the use of high

explosives in Americd's heatland was consdered remote. What is true, is that given any given
st of crcumstances, actors, and political environment, one form of attack is as likely as the next.

We have tried to draw trend lines in terms of motivations and capabilities and therefore
illuminate the fidd. But not one of us can tdl you the find score.

As a ndion, it is prudent to seed adequately dl aress of the transnationa threst by teking the
“reasonable’ person gpproach, and view the threats in totaity. Like so many other facets of life,
taking a risk management approach to the problem by weighing the specific threat againg the
likey consequences, and caculating the acceptable level of vulnerability and cost, will better
enable us to face the changing landscape.

THE GAPS

Threat information about the transnational problem can best be characterized by “we don't know
what we don’'t know.” To begin with, the inteligence community does not have wide or deep
coverage of most terrorists. In fact, when asked about the level of coverage, the intelligence
community offered only one group — the Hizbdlah — as receiving a high degree of coverage
among the forty four known internationd terrorist organizations on the State Department’s list.

A gmilar lack of coverage is prevdent in the domedic arena as wdl. In fact, some loosdy

affiliated groups or cults receive no coverage at al. This lack of coverage is not due to a lack of
interest, but rather, it is atributed to a variety of factors that rdate to managerid decison
making, lack of resources, the “hardness’ of the target, and legd condraints imposed upon the
domestic law enforcement agencies. Consequently, the Nation's nationa security apparatus may
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not receive drategic warning of an incident, and even if it did, specific tacticd warning may not
exig.

A scond mgor gegp in hanessng the intdligence community’s resources devoted to the
transndtional threat lies in the organization and communications support inherent in its
stovepiped sructure.  For example, the Director of Central Intelligence, Centers for
Nonproliferation, Terrorism, Narcotics, and Counterintelligence resde in different administrative
organizations, have ther own communications channels, career paths, incentives, training, and
st of cusomers. While terrorists, crime groups, proliferators, and drug cartels are learning to
cooperate with one another for ther own mutud benefit, the functiona and regiond offices
within the U.S. Government devoted to tracking these disparate groups lack the means (and
sometimes the will) to share information of mutud interest.

In the area of cyberwar, the axiom of “we don't know what we don't know” is particularly
appropriate.  Since we have an incomplete undergtanding of the vulnerability of the critica
infrastructures upon which the Department of Defense depends to carry out its missons, we have
only anecdota information; a rigorous program to detect, analyze, and counter IW attacks on the
government infradiructure does not yet exis. Closdy dlied to this problem, our understanding
of foreign government intentions, activities, methods, capabilities and programs (which could be
made to transnationd groups) is gill very limited.

There has been increasing dtention to this problem in the government in generd and in the

Defense Department in particular, but nonetheless, DOD remains poorly organized or equipped to
confront the problem successfully. Organizational responshilities for the defensve aspects of
IW are poorly defined. In some cases, programs overlap; in other cases, there gppear to be few if
any programs a dl. Policy is ambiguous and srong leadership is lacking. In generd, the DOD

and other government programs designed to address this problem appear to have low priority and

are poorly funded and Staffed.

It is the American character to beieve we can solve dl problems with our ingenuity and hard
work. But even if the intelligence community were given the means to correct these gaps, there

dill would remain a dgnificant portion of terrorist planning, preparation and incidents that would
surprise.  Just as better defenses have turned some terrorists away from harder targets, the
amorphous nature of the “new” terrorism, combined with the uncertainty inherent in predictive
andyss of chaotic behaviors, means that some events would remain unforeseen. If one accepts
the premise that motivations guide pattern andyds, one must aso accept the fact that often,

motivations are not determined, if at dl, until after the fact.
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ANNEX:

Charts and Scenarios

The purpose of these charts and scenarios is to illustrate the importance of the problems,
establish needs and requirements, assess current cgpabilities or enhancements, and train and

exercise response units.

CHART |

Chart 1 represents a hypothetical scenario version of the hoax anthrax attack on the B'nai B'rith
Center in Washington. The scenario assumes that the planted device was an aerosol can

containing 150g of anthrax.

The B'nai

Unclassified

B'rith Scenario

Scenario Elements

» Agent: 150g Anthrax
(Aerosol Can)

» Location: Lawn of
B'nai Brith Bldg.

""Size of Area

Unclassified

30
25
20
15

35

Estimate, of .Dawn, Wind Hazarel

Pr@batiility of
Death without
Medical
Treatment

& 50%
<= 10%
+ 5%

40

20 30
Time After Release (min)

o The disperson modd represents three zones: the inner zone is the area were the consequence
would be 50% probability of desth without timely medica treatment; the death rate of the

Chart 1

next zone would be 10%; and in the outer zone, 5%.

+ The three curves represent the are cover as a function of time.

e Accounting for the daytime populaiion of the area covered, after one hour the net

consequence of this conceivable WMD atack would be many thousand of fataities.
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CHART 2
Chart 2, represents a thermometer and measures actuad events and casudties againg the attack if
weapons of mass destruction were used.

Actual Casualties Potential Casualties
(Dead or Injured) 100.000 (Dead or Injured)

«€——World Trade Center with Nuclear Device

f-----World Trade Center with HE and Sarin
10 00
0\ B'nai B’rith with Real Agent

L <——— Kohbar Towers with Better Execution
Aum Shinrikyo ———
World Trade Center ——»

Murrah Building, Oklahoma City ——-»1000

Kohbar Towers —

Pan Am 103 100
Bagwan Sri Rajneesh Sect in Oregon I
10
B'nai B'rith —— '1
Chart 2
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Illustrative Scenario #:
Subway Attacksin NYC and DC

o Context
- Middle East group seeks revenge for imprisonment of terrorigts in US
- Sympathizers recruited a NY and DC trangt authorities and a Bell Atlantic

e  Summay
- Coordinated exploson and release of sarin in severd dations in DC and one dation in
NY
- Ventilaion sysgem in subways shut down by insders
- 911 savice interrupted by Bdl Atlantic insders

It is mid-summer 1998 and Washington DC and New York City are enjoying a hot spel. The
time of day is afternoon rush hour.

A middle east sponsored terrorist group has long been planning revenge for the arrest and
imprisonment of Idamic terorigs in the United States. They have recruited a sympathetic
employee in both the New York City subway and the Washington Metro system

and have placed a gmilar sympathizer in a Washington DC Bell Atlantic Centrd Office. They
communicate amnong themsdves and coordinate their operations over the Internet so as to avoid
potentid law enforcement wiretgps. Posng as samp collectors, they pass images of stamp
images to one ancther. Hidden in the images, usng the S-Tools steganography tool, are files
concerning the detailed planning for the operation. During their initid planning they mutudly
agreed to use S-Tools and the triple DES encryption agorithm option. The pass phrase they
sected to hide and reved the files, INFIDEL, is the name of their operation.

They have obtained the precursors required to manufacture sarin and have manufactured sarin —
filled explosve devices with timers. They provide one of these each to five terorids, two of
whom go to the Metro Center subway dation and the third to the Gdlery Place dation in
Washington DC. The fourth goes to the Pentagon dation. The fifth is digpaiched to New York
City. In Washington, the terrorist who goes to the Metro Center boards a blue or orange line
train, places his explosve device, and sets the timer as he leaves the train a Mc Pherson Square
s that the device will detonate shortly after departing the dation, but before it arives a
Internationd Square. The second (Galery Place) does a smilar thing on the Yédlow/Green line,
getting off a The Archives and setting the device to go off before L'Enfant Plaza The third (dso
Gdlery Place) boards the Red line, gets off at Metro Center, setting the timer to go off before or
a Farragut North. Each carries a cellular phone (stolen) and immediately cdls the beepers being
worn by the Metro and Bell Atlantic ingders. As soon as he gets four beeps, the Metro employee
shuts down both the switching sysem (and its atendant eectronic display) and the tunnd
vetilaion sysem by introducing destructive code into the master computer sysem. The
telephone employee smultaneoudy shuts down the trunk serving the 911 inbound service.

At the same time, the New York City terrorist boards the downtown-bound “A” train at 145th
., gets off a 125th St. and sets his device to detonate in the tunnd between 125th &. and 59th
S. He then “beeps’ his contact who smilaly shuts down the train display and ventilation
systems.
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Simultaneoudy, a smilar bomb has been planted in the Pentagon dation. The bombs go off in dl
four subway trains and a the Pentagon station. The Washington DC trains are ether a, or close
to, the three dations that are nearest the White House and magor concentrations of Federa

employess. The New York City train is in one of the longest tunnels in the sysem. Both the
trans and the tunnds quickly fill with gas, as does the Pentagon dation (which is degp under

ground), and there is no ventilation system to dissipate the gas. Washington DC police near the

scene are able to radio back reports the panic that ensues, but survivors/escapees are unable to
reach the police or Fire Depatments usng 911. Washington Metro and New York subway
authorities receive widespread reports of gas in the subway system, but are not able to locate
where their trains are because their eectronic display system is down. People are streaming out

of gx or eight gations in Washington DC and a number of dations and emergency entrances in

New York City. Emergency vehicles are ultimately dispatched, but they must be dispatched to dl
the reported locations, which both dilutes their effectiveness and totally shuts down vehicle
traffic in downtown Washington DC and mid-town New York. At this point, the TV cameras
have arived and are filming very sck and ultimately a number of dead people. Emergency
workers are aso being overcome after working long periods of time in unventilated aress.

At this juncture, an anonymous phonecall clams credit for the bombing, stating thet, in addition
to introducing deadly chemicas into the subway tunnels, it was they who shut down the 911

sysem in Washington DC and the metro/subway switching systems and they could do this at
will to other public transport or public utilities. They dso clam that they have spiked the sarin
bombs with a deadly biologicd substance such that anyone in the area-pecificaly to include
emergency workers-would be carrying deadly disease. Panic ensues, with authorities

conducting tegting to determine what agents might be involved but, in the meantime, holding
everyone in a confined area. (Note: You could modify the scenario to include a biologica agent

redly being introduced). Mayors Bary and Gidliani cdl on the Federd Government for
immediate assstance. They request troops to mantan order and chemica decontamination
equipment to cope with the chemicd wafare (CW) agent. They dso request immediate
ambulance and mobile hospita support and support to determine the biological agent and
neutrdize it. At the same time, DOD authorities are trying to cope with the bomb at the Pentagon,

and dl identified emergency support equipment in the Washington DC area is committed. The

traffic jams in both cities preclude the rapid arrival of additiona support. Because of the CW

agent in the air (and the prospect of hiologica warfare (BW) agents dso being carried), the
Secret Service immediately decides to evacuate the Presdent and Vice Presdent, and the TV

cameras broadcast their departure by helicopter. Darkness is now setting in and both Washington
DC are paalyzed. At the Pentagon, some emergency response planning is underway, but gas has

seeped into the building and magor portions have been evacuated.

Furthermore, a number of key people have dready departed for the day and cannot return
because of traffic tieups. Inbound telephone service is tied up intermittently due to the volume
of cdls being made by people seeking to learn the gtatus of family members who work in the
Pentagon. The Office of Secretary of Defense and the Joint Chiefs of Staff make plans to transfer
command and control to Ft. Bevoir, but helicopters cannot land during the critical first hours of
the crigs owing to the priority given to medivac missons.
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Scenario #2.
[llustrative Scenario #2: Biological Agent Attack on the United States

° Summay
- Middle Eagt terrorigs obtain a virulent biologica agent stolen from a Russan
laboratory
- The agent is released in Los Angeles and the infection quickly assumes epidemic
proportions, spreading to other Cdifornia cities
- Emergency services are rapidly overwhemed, public order bresks down, and the
Governor cdls for Federal assstance
An FBI informant among the Russan emigre population in Brooklyn New York has reported
tha severad months ago, his uncle, Igor Rubinovich Sedler, confided in source's father that he
(Igor) would soon come into a large sum of money and would theresfter arive dther in the
United States or Canada.  Source knows his uncle to be a distinguished biologist working for the
Russan Minidry of Defense in some sort of highly classfied work.

Source queried his father as to how Uncle Igor would get this money and how he would be
dlowed to leave Russia, snce he had dways saed that his work was too critical to the Russian
defense effort for him to be alowed to leave. The father said he did not know and that Uncle Igor
was being very secretive about this, but he would ask him when he next telephoned.

Last week Igor telephoned and said that he would soon arive in Canada, but that, sadly, he

would not be able to get together with the family any time soon since he would have to lie low.
Sources father thought at firgt that Igor was afrad that Russan authorities might search him out,

but Igor made it clear that he was less concerned about Russian authorities than he was about US
authorities, but that the family ought not be concerned because “the organization” would protect
him. He was criticd to them. The “organization” was clealy an dluson to Russan organized
crime.

At the same time, a cooperdting foreign intelligence organization reported to the FBI that it had

reliable information that NORDEX, a wel-known Russan mafia controlled corporation, had
made arrangements to purchase from a scientist working a a top secret Russan BW ingdlation
a highly letha biologicd warfare agent for which there was no known cure. NORDEX had a
middle east buyer who was willing to pay a great ded of money for this agent for use in

retdiaion for “US State terrorism”. The Russan scientist had dready stolen the agent and was in
the process of being smuggled out of Russa

January 1998:

On Sunday, two Los Angeles (L.A.) “Stregt people’ are taken by ambulance to the emergency
room of an L.A. hospitd suffering from convulsons and coughing up blood. Both die soon after
ariva, without being diagnosed. Their bodies are sent to the city morgue to await identification.
The following day, a young professona woman is rushed from her office to the emergency
room of another L.A. hospitd suffering from the same symptoms. She too dies before any
diagnosis can be peformed, but her family inssts upon an autopsy. Laer tha same day two
additiona cases with the same symptoms arrive a the second L.A. hospital and both die soon
after arival. By that evening there are a haf-dozen smilar cases a different L.A. hospitas, but
none survives long enough for any red diagnoss. By the third day of the outbresk (Tuesday),
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enough of these cases have been seen that they have aroused interest on the part of the admitting
hospitals and autopsy work commences, but no firm diagnosis can be reached. The symptoms
resemble severd different maladies, but cannot be tied down to any particular one. Details are
forwarded to the Center for Communicable Disease, and efforts to identify the disease intengfy.

On day four (Wednesday), emergency room personnd from the first tresting hospita are stricken
with high fever, convulsons, coughing up blood, and generd respiratory system failure. Dozens
of cases are being reported by dl L.A. area hospitals. Loca televison sations pick up the story
and run it on the evening news. The next day (Thursday) locd doctors and hospitas are reporting

hundreds of paients with sSmilar symptoms. Mogt die within 24 hours of reporting the
symptoms. Efforts to identify the drain of disease intengfy, but there is no firm diagnoss By

the end of day five (Friday), a number of police and ambulance personnel have reported sick.
This too is reported by the evening news, and the beginnings of panic are evident. Emergency
workers are failing to show up for work. Police and ambulance personnd are refusing to pick up

people stricken with this disease. On Saturday, two hospitals are forced to close their emergency
fecilities due to the number of medicd personnd reporting ill. The Cdifornia Highway Petrol

reports extraordinarily heavy traffic as people leave L.A. due to fear of this unnamed disease.

On Sunday, record numbers of people are taken to L.A. hospitals, and the hospitd saffs are
totaly incgpable of coping with them. Appeds are made to for help from outlying hospitds, but

help is dow to arive. At the end of the day, the first cases of this disease are being reported as

far avay as San Diego. The Governor returns to town late in the day and declares a State of
emergency, mobilizing sdected units of the Cdifornia Nationd Guard both for law enforcement
/ public safety and to provide emergency medical support. He aso petitions Washington for

federa assistance.

On Monday (day 9) it is gpparent tha there is a full-scae epidemic in progress. Hospitals are
overflowing and can accept no further patients. The disease has not been identified, but has been
given a name and enough people have been trested and survived for there to be some limited
data as to effective trestment. However, the epidemic has now made nationd TV, cases are being
reported up and down the west coast, Nationd Guard medicad personnel are failing to report for
duty and those deployed are requesting permisson to return to their communities where they
believe their primary medical responghilities to lie. By the end of the day the number of cases
reported is in the thousands and the fatdity rate is in excess of 80%. The Presdent declares a
nationd date of emergency and, a the request of the Governor, sends US Army medicd units
and Military Police to Cdifornia. He appeds to medica personne throughout the nation to
assg in Cdifornia and edablishes a US Air Force arlift to cary medica personnd to
Cdifornia

On Tuesday (day 10) the disease has spread to so many Cdifornia cities that a quarantine is
imposed on traffic out of Los Angeles. At the same, San Francisco embargoes aircraft, trans,
and buses coming from Los Angdes. Medicd facilities in Los Angeles are in a complete date of
breskdown, food shortages are being reported, and panic ensues, with rioting and looting
reported throughout the area. The Governor declares martial law and appedls to the President for
large-scde military  deployments.
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| NTRCDUCT! ON

The Science and Technology (S&T) Pand examined the technology needs in the context of the
overdl counter-terrorist problem. The important components of this problem include:

4

*

*

Gatheing and andyzing intdligence data on likdy terroris groups prior to ther initiating
operations

Detection of specific operations including weapons development, testing, and
trangportation

Detection of trangt of terrorists and their wegpons through transportation portas and
modes

Tracking of terroris movements within CONUS  or near overseas U.S. garrisons

Detection of deployment of weapons near targets such as high exp losves,  Biologica
Warfare/Chemicd Warfare (BW/IC W) agents, or nuclear devices

Protective measures for garrison forces or civil targets
Remedid measures after a successful terrorist operation

In the context of these needs, the S & T Pand focused on new technicd means that could
improve the effectiveness of the counter-terrorist program. While focused on this object, the S &
T Pand discussed a number of on-going S & T programs that have the potentid to contribute.
Some of the more important contributions are identified in the next section.



IMPORTANT ONGOING S&T PROGRAMS

There are a number of ongoing S&T programs that are very important to the problem of
countering transnationa terrorists. Some of the more important of these programs are listed
below. These programs will not be explicitly discussed in this report. Our only concern is that
these programs must be output oriented rather than dip into an inditutiondized program mode.

Tactical Communications Intelligence (COMINT). Teroris communications can be
intercepted by a variety of technologies. Intercepts can be made of wireess phone transmissons,
trunk radio and communication saellite circuits and even fiber optic circuits. It is very important
to develop this capability as part of an organic system for regional commands.

High Explosive Detection. Federd Aviation Adminigration (FAA) S&T programs are
developing a number of technologies for portd detection of high explosves in anount as smadl

as one pound. X-ray tomography, neutron activation and electro magnet technologies are being
explored adong with others. The focus of these efforts is on baggage and passenger screening.

Currently, there is little or no focus on large area search for high explosives or even on search for
high explosves in larger quantities in vans, trucks and containe's. The FAA sponsored high
explosve detection technology should be applicable to detection of larger quantities athough it
is likely that the detection ranges will be limited.

Trace Biological / Chemical Detection. Defense Advanced Research Projects Agency
(DARPA) programs are underway to emulate the performance of dog's noses that have proven to
be more sendtive that any other detection of trace signatures. Unfortunately, dogs reman
effective for only short periods on the order of 30 minutes. It is hoped that with an aray of
biologica based detectors responding to different trace sgnatures combined with sophisticated
electronic recognition systems, it may be possble to develop very sendtive trace detection
sysems for porta gpplications which could identify individuas that have been exposed to high
explosves, chemicd and biologicd agents and nuclear materids.

Vaccines and Biocides. DARPA has undertaken an important program to develop improved
vaccines to counter exposure to biologicd agents. In addition, this program is exploring
improved trestments for unvaccinated individuas tha may have been exposed to BW agents.
This effort is dealy important for both military and civil gpplications.

Content Based Search Systems. Research efforts ae undeway to develop semantic
understanding systems which can search large data bases for pertinent information without large
numbers of false responses such as is the case with current keyword search systems. This new
search technology needs to be applied to the extensive intdligence databases in order to increase
the efficiency of searches for information on terrorigts.

Baysan Recognition Systems. A wide variety of Baysan recognition sysems including
adaptive neural networks have been the focus of research on automatic target recognition and
gpeech recognition communities. These technologies should be applied to the processng of
intelligence and sensor data in order to improve the probability of terrorist detection and also to
minimize the generation of fdse dams.

High Altitude Unmanned Aerial Vehicles (UAVS). Electra-opticd and synthetic aperture radar
sensors carried by the high dtitude UAVs are the current focus of a DARPA/Defense Airborne



Reconnaissance Office (DARO) program. These sysems offer the posshility of surveillance of
both suspected terrorist training camps as well as terrorist gpproaches to garrisoned U.S. forces.

Acougtic and High Power Microwave Disruption of Terrorists. A vaiety of non-lethd
technologies are being explored by the Services that should be useful in atacking terrorist groups
or for rescuing hostages. There are severd high power microwave technologies that are directly
goplicable, eg. the disruption of dl eectronic communications equipment. Asde from high
power acoudic and microwave energy, various forms of gicky foam, high-dendty fogs, and
incapacitating sprays (such as pepper) should be applicable to counter terrorist operations.

Defense Against Information Warfare. A variety of techniques are under development at
DARPA and esewhere amed a countering terrorist atacks on information systems both civil
and military. These techniques generdly employ various types of bariers and firewdls to detect
unauthorized entry. In the event of succesful penetrations, various types of detection systems
ae under development to permit isolation of the attack. The potentid vulnerability of individua
sysem adminigtrators to coercion or corruption cannot be diminated completely. Neverthdess,
damage can be mitigated if no individud system adminigtrator has complete knowledge of the
logic of the defensve measures that are in place, and if these measures are changed often on a
routine bass s0 tha the vdue of an adminidrator's information will attenuate rgpidly with time.
Such adminigrative actions would at leest conditute an effective form of damage limitation.

Aircraft Sdf Protection. A variety of microwave and laser-based technologies to counter
surface-to-air thrests are being developed for large aircraft. These advanced technologies are
needed to protect the larger troop and cargo carrying arcraft landing in areas vulnerable to
terrorists with readily available shoulder-launched surface-to-air missles.



Focus oN “SILVER BULLETS"

Within the overarching themes of Intdligence Information Collection/Management and Garrison
Force Protection, the goa of the S & T Pand was to find a few “slver bulles’ that enable
important new capabilities. These “siver bullets’ were andyzed usng the following set of
guestions:

What are we trying to do?

How is it done now?

What are the limitations?

Whét is the new approach?
Why will it be successful?

If successful, what is the payoff!

* & & ¢ o o

The following sections address saven possible slver bullets usng this framework.



4A. | NTELLI GENCE ON TERRORI ST | DENTI TI ES,
CAPABI LI TI ES, AND | NTENT( I NFORVATI ON PROCESSI NG)

Background

The objective of US inteligence operations that are directed againg transnationa threats is to
discover the identities, cgpabilities, intentions and plans, of foreign and domestic threat groups.
Good intelligence is the fird line of defense againgt attacks both overseas and domestic, and it is
a prerequiste for effective defensve measures, for proactive responses, and for longer-term
programs designed to weaken threat groups and to impede their ability to organize, recruit, plan,
and seek externa support.

Terrorids are a very difficult inteligence target. Typicdly, terrorigt acts are carried out by small
cdls that ae highly secretive, well disciplined, conscious of operationd security, and ruthless
toward anyone suspected of betrayal. Consequently terrorist cells are very difficult to penetrate.
Terorigs move essly among — and ae not readily disinguishable from — much larger
populations of non-terrorists with whom they may share ethnic or other characteridtics.
Furthermore, terrorists — between and within groups — often differ in ideology, ethnicity, and

persondlity.

The pand bdieves that exiding processes for managing intelligence information are out of
balance. Currently the priorities for intelligence collection, the capability for multiple
organizations to access needed clues and data in other organization's data bases, and the rule sets
and techniques used by andyds to identify rea or potentia terrorists, needs to be refocused so
that transnationd threats may be addressed more effectively.

Automated capabilities to corrdate, to integrate, and to andyze the materia in disparate data sets
ae rady avalable to inteligence andyds. If progress is to be made againg the threat of
transnational terrorism, anadysts must be provided with improved tools to enhance teamwork,
cooperation, information sharing, and collaboration within, and between, the many agencies tha
are focusng on the transnaiond threat problem. Employing these techniques will improve the
over-al US ability to counter transnationa thrests.

A multiplicity of agencies share the misson of collecting and andyzing inteligence information
related to transnationa terrorism. These include foreign intelligence agencies such as CIA, DIA,
and NSA, as wdl as locd, date and federd law enforcement agencies including the FBI, the
INS, the Secret Service, and the Customs Service. Relevant information is collected or used by
over 10,000 federd, dtate, and loca law enforcement authorities. Overlgpping jurisdictions are
thus a fact of life. Unfortunately, inter-agency sharing of data stored in the databases of these
many agencies is not accomplished on a routine basis.

The objective of any sysem for handling and processng transnationd threat information must be
to achieve a high probability of detecting terorigt activity while triggering only a minimd
number of fdse darms. The am, in other words, is accurate and efficient separation of vdid
threat information from information that does not reflect actud threst operaions.



What are we trying to do?

The pand suggests, that the gpplication of evolving techniques that dready are employed widdy
in the indudrid sector for searching, merging, sorting and corrdating data in multiple
independent data bases, can be gpplied to the transnationa terrorist problem to provide
intelligence andyss with more effective tools than are now avalable to help them discover the
identities, cgpabilities, intentions and plans, of foreign and domestic threat groups.

Using these new techniques, once a suspected terrorist operation has been detected, an advanced
st of relatively covert micro-sensors can be deployed to provide more precise and detailed
information concerning current terrorist locations and actions.

How is it done now?

Currently the processng of counter-terrorist information is heavily dependent on name tracing.
Basicdly, this is a process that relies on searching archived reports and databases for prior
mention of the names of individuds or groups that have gppeared in a new report. Another
commonly used technique is cdled link anadyss. Andyds use link andyss to atempt to identify
connections (telephone cals, faceto-face contacts, or other ties) that may indicate terrorist
planning, preparation, recruitment, or support activities.

These and other techniques are employed to identify patterns in the operations of particular
terrorist groups. Anaysts seek to determine the methods, area of operations, and preferred targets
of a given group. Much of this work necessarily looks backward to past terrorist incidents rather
than forward to possble future atacks. With avalable andyss tools it is more feasble for
andydss to sort and gft information relevant to a known, prior attack than to determine the
relevance of information to a possble future event.

What are the limitations?

The effectiveness of current ‘gpproaches is limited by many factors. Current intelligence
gathering techniques do not take adequate advantage of extensive open source data bases that can
greatly add to the volume of information on transnationa thrests. There is an enormous quantity
of information in databases that ae avalable worldwide. Predominantly, the information
contained in these databases is not relevant to the task of the counter-terrorist andyst. However,
there are sometimes a few pieces of vauable intelligence or clues in such data bases (eg. Mr.
“W’, a graduate of “XYZ" Universty, where he mgored in organic chemidsry and biology, is the
nephew of Mr. “U” who was picked by US palice for illegdly rasng money for a known
terrorist organization. Mr. “W” has requested a visa to travd to the US without his family.)

The chdlenge facing an intdligence andys is not just to find a needle-in-a-haystack, but to find
the correct needle-in-a-haystack. Search methods currently in use, which primarily are keyword-
based, are not aways up to this challenge. An exacerbating factor is the propensity of security-
conscious threat groups to use code words in their communications to disguise the content.

Information that might be processed for indications and warnings of terrorist activities is divided
among a large number of disparate, isolated databases. Most of these databases are agency-
gpecific and/or task-gpecific, and they serve certain individud agency purposes well. However,
there is no requirement for any agency to enter dl relevant information, (modus operandi etc.),



that would be of use to other interested organizations. In some cases, isolating databases adso
srves legitimate security-related needs to sendtive compartmented information.  Unfortunately,
many databases are isolated, based drictly on ownership. The current arrangement does not
permit search across databases, or the easy and routine corrdation and integration of related
infformation from different databases. The fragmentation of informetion within the US is
mirrored by a smilar separation of US data from foreign data. Except for a few gpecia-purpose
projects with alies cooperation does not extend to the management of joint databases.

There ae ds0 the issues of collection priorities, the rule sets that guide individud andydts to
their conclusion, in addition to the fact that generdly an andys can only review the ensemble of
data bases that are available to members of the andyst’s own agency. We believe that the andyst
paradigm needs to change if we are going to make use of essatidly dl of the avalable
information. Today the andys paradigm is one that is focused on the work of the individua
andys with tools focused on individud task automation.

The problem of developing an effective counter-transnationd terrorism database is smilar to the
problem of developing a nationa anti-crime database. In both cases, data must be collected,
patterns of operation must be detected, and associations and motivations need to be identified.
Although the US does not have a nationd crime information database, countries such as
Audrdia the United Kingdom and New Zedand do have nationd anti-crime information
sysems. Ther sysems are derived from US technology and they are employed very effectively.
In many respects, these national anti-crime databases aready have in operation some of the tools
and atributes that would be dedrable for a nationa counter-transnationa database. In effect,
these anti-crime databases provide an exisence theorem tha it should be possible, usng an
extenson of exiging tools and techniques to build the necessary database to counter
transndtiona terrorism more  effectively.

The pand dso bdieves that the information management cgpabilities of nationa inteligence
organizations tha are responsible for the provison of indications and warnings of terrorist
actions are lagging behind the evolving capabiliies of commercid organizations tha ae
addressing the issues associated with the:

Need for an overdl information architecture,

Elimination of “sovepiped” data bases,

Application of rule-based systems for filtering, andysis and corrdation of data
Development of tools for collaborative activity (such as groupware for andysts),
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Development of processes for migration (cutover) to new systems.

What is the new approach?

The recommended new approach would be to develop processes that foster andyst teamwork,
cooperation and collaboration through the automation of the andyss process wherever
appropricte and the development of technology for the search of heterogeneous distributed
databases.

There needs to be a move to groupware for andysts and away from tools that are only desgned
to automate the task of the individua. Such a system would make use of modem object-oriented



database technology to handle multiple representations of data. It would aso make the maximum
possble use of modem daa faming and mining and warehousng techniques that will facilitate
devedlopment of search and recognition techniques, including those that employ context and
content base search (latent semantic indexing).

The pand feds that there is a sgnificant and important contribution that can be made by
intelligent software agents. One can define a very specific role for inteligent software agents that
might be one that focuses on pursuing the search for confluence of events in multiple databases
or pursuing goas over time. There is dso a role for profile filters to identify recent activities and
interests of threat organizations.

Of equa importance to the gathering and identification of essentid data is the development of
tools to corrdate al-source information that will include both government and civil sector
databases.

Why will it be successful?

This approach promises success in two ways. Firs, commondity will facilitate the integration of
data from disparate sources — the making of connections between otherwise meaningless bits of
information that is a the core of threat anayss. Second, the application of the most advanced
search technology will make it more feadble to find the relevant needles of threat-related
information amid the haystacks of extraneous reporting. This gpproach will be successful
because techniques do exist in the commercid world for searching disparate databases and
object-oriented databases are being developed.

If successful, what isthe pay off?

The main payoff will be an increase in the probability of before the fact detection of terrorist
operations, dong with a reduction in fase dams. An added payoff will be a reduction in the
number of personnd needed to process information, or a least avoidance of the need to greatly
increase that number to do a truly comprehenson job of monitoring terrorist threets. Anaysts
within the Intdligegnce Community dready exhibit great <kill and diligence in assessng,
manipulaing, linking, and exploiting the threat information that comes to them. Greater use of
modern information processing technology is needed to perform these functions on a scde, and
with the thoroughness, needed to meet US interests regarding transnaiond thrests.

An additiond benefit that will accrue from the use of improved software search and correlation
tools, and the concomitant improvements in indication and warnings of impending transnationa
terrorist actions they will provide, is that better ingtantaneous locdization is adso likely to be
achieved. This in turn will mean that a new generation of advanced covert high performance
inteligence sensors can be precisely and effectively targeted.



4B. I NTELLI GENCE ON TERRCRI ST | DENTI TI ES,
CAPABI LI TI ES, AND | NTENT( | NTELLI GENCE SENSCRS)

What Are We Trying to do?

The pand suggeds that the gpplication of evolving technologies will permit the development and
deployment of a broad new family of relatively covert sensors. If on the basis of the improved
information processing tools discussed in the proceeding paragraphs suspected terrorist locations
can be identified these sensors can be used to refine our understanding of the terrorists plans and
intentions.

The objective of improved inteligence sensors we are proposing is to enhance our capability for

covertly gathering data on suspected terrorist cells so that the probability of detection can be
improved aong with a reduction in fase darms.

How is it Done Now?

Currently, the primary source of data on terrorist organizations and their operaions involves the
use of sgnd inteligence (SIGINT), open source information such as newspapers, embassy
reports and a very limited set of human agent reports (HUMINT).

In addition, overhead imaging data provides some limited amount of information on terrorist
traning gtes. Findly, limited data is dso avalable from short range measurement intelligence
(MASINT) sensors that provide limited capabilities to detect various chemica, biologica, and
nuclear effluents at standoff distances.

What are the Limitations?

As pointed out above, because of the very high security consciousness of terrorist groups,
generdly, there is very little, if any, information that can be derived from within terrorist groups.
Moreover, terrorist groups often come from countries in which the US has no HUMINT
cgpabilities As a reault, little cueng information is avalable for placement of short range
intelligence sensors capable of gathering dectro-optic (EO), infrared (IR), acougtic, and mass
destruction weapon, diagnogtic data.

In paticular, current MASINT sensors have next to no capability to detect and identify
biologicad warfare agent production, testing, and transport

What are the New Approaches?

A review of evolving sensor and robotic technology has lead the pand to believe tha Sgnificant
advancement can be achieved in the aress of:

¢ Micro-Raobots
¢ Bio-Marker Trace Detection



Micro - Robots for the deployment of Covert Sensors

A number of very smdl miniature sensors capable of obtaining EO, IR, acoudic, and trace
effluent data ether have been or are under development. The current means for deploying such
sensors is severdy limited because of the scarcity of human agents avalable for ther
deployment and because of the danger involved. Micro robots, both earth traversing and airborne
(in the form of micro UAV'S) have been proposed for covert deployment of micro-sensors. These
sensors are covert in the sense that they are quite smal and have a high probability of escaping
notice. They can be camouflaged to appear as an insect, a smal pebble, a stick, etc. Techniques
are under development to provide relatively covert communications back to a monitoring station.
Among the techniques being considered for this purpose is the use of optica fibers 1€ss than 10
microns in diameter.

Bio-Marker Trace Detection

When human beings work with certain materias or have been exposed extensvely to a unique
environment their bodies develop specific antigens to these environmental effects. Consequently,
if terrorists have had extensve exposure to specific chemica, biologicd, high explosive, or

nuclear materids and/or they have had extended stays in, and exposure to the unique spores in

specific target aress, their bodies will acquire specific antigens which generdly are not present in
the bodies of the genera population. In effect the antigens conditute ‘bio-markers which in
coordination with other information can be used to identify terrorigs. The best means of
identifying these antigens would of course be via blood samples. If, as is likdy, it is infeasble to
obtain a blood sample from a person not in custody or charged with a crime, then other means
will be required to obtan a sample for antigen andyss. As future technology is improved,
antigens might then be detected a naiond entry portas as trace contamination on emigration
documents or as passports, urine andyss or by other means. With improved detection
sengtivities as exemplified by the DARPA program to develop an atificdd “dog's nosg” it
should be possble to identify some potentid terrorists by the antigens they carry.

Supporting Technology

Micro Robots

A wide vaiety of miniaure (10-20 centimeters) robots have been or are under development.
These devices are capable of both ground locomotion and ar vehicle operation. The current
desgns tend to use the smdlest commercidly avalable components such as motors, relays,
sensors, ec. The devdopment of MEMS (micro eectronic-mechanica systems) components is
now undeway as a DARPA program. This effort should provide the next generation of very
smal components including gas turbine power plants, actuators, etc.

Usng these smaler components, it should be possble to produce micro robots approaching 1
centimeter in Size and ar vehicles of perhgps 5 centimeters wingspan. Micro-robots may be a
way of covertly deploying sensors and their communication links. The deployment of a 10
micron diameter fiber by a micro-robot would provide a communication link that is essentidly
invisble
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The man limitation of current design is energy storage and replenishment. With energy limited
designs, once deployed, a micro robot would not move any further. A number of gpproaches are
under condderation for dlowing micro-robots to scavenge energy from the environment and to
dore this energy for future misson use. As an example, a micro robot might contan a Carnot

engine that worked on the temperature difference between the hot tail pipe and the chasss of a
truck.

Biological Marker Trace Detection

The current programs to develop a “dog's nose” as well as the efforts to develop
chemicd/biologicd andyss on a chip-sized system for atack warning should provide a grest
ded of the necessary technology for chemicd/biologica trace detection system.

If Successful, What is the Payoff?

With the new tag and trace sensor systems described above, it should be much easier to detect
and track potentia terrorists as they try to enter the US or approach overseas garrisons of US
troops. In addition, the micro robot placement of covert sensors should alow the gathering of

much better inteligence on the plans and techniques of targeted terrorist groups before they
undertake a mission.



5. LGCATE D SRUPT AND DESTROY TERRCR ST NETWIRKS

What are we trying to do?

In order to effectively implement countermeasures for transnationd thregts, we must be able to
locate the terroris physcaly and dectronicaly. With improved collection capability and
information management, we will be able to effectivdly deny, disupt, degrade, destroy, and
exploit (D4E) terrorigt activities, communications, and databases. Our god is to bring more
proactive options to the table that the policymaker and/or war-fighter can bring to bear on
transnationa threats. The objective is to deny the terrorist physicad access to specific locations,
buildings, or aeas and to ther communications and computer linksnodes, and logistics
acquidition sysems. To disupt terrorist activities we need to interrupt their communications and
computer links'nodes, inject fase communications to disrupt unit cohesiveness, prevent deivery
or acquidtion of criticd logigtics, and even disupt personnel sdectivey by incgpacitating them.
Degrading objectives are smilar, but more comprehensive in scope, as the god is bring down
criticl  communications and computer links/nodes, impar unit cohesveness and morde, and
effectively stop logistics support. Destruction varies from the physical destruction of the terrorist
cdl to the dedruction of ther communicatiions and computer links/nodes with non-evasive
techniques that can produce a cascade effect that would deny/disrupt/destroy economic and
logigics links. Non-evasve techniques provide us with a cgpability to sdectively destroy
terrorist leadership and/or networks. Exploitation, based upon current intelligence, has been
largely ad hoc based upon random opportunity and has not yet proven viable. The ultimate
objective of DAE is to provide fiedd commanders better tactica capability as well as provide the
Nationd Command Authority better detaled information providing a variety of regponses
through the politica, information, economic, and/or military insruments of power holding the
terrorigt and their infrastructures at high risk.

How is it done now?

Current intelligence collection methods, locate terrorist activity, basing, and sanctuaries is
caried out through HUMINT, COMINT, SIGINT, and Imagery Intdligence (IMINT). These
provide a limited capability to pinpoint terorids, determine ther intentions, and take full
messures for D4E. Currently, response actions have been largely limited to physical attack as in
the case of the lsradlis or the “reserved right to respond” by the U.S. government. Denid,

disruption, degradation, and destruction is currently accomplished ad hoc which in most cases
has been the result of plain luck (i.e, recent New York City Subway bombers gpprehension).
The proliferation of globa red time news reporting, such as the CNN network, make it difficult
to use conventiona Psychologicd Operations (PYSOP) tools such as legflets or wide aea
broadcasts. Our current capabilities are contrasted with our projected “what we are trying to do”

cgpabilities in Table 1 This table dso summarizes the gods in each of the D4E areas we want to

achieve in order to hold the terrorist threat a risk.
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D4E Elements

Current Capability

Projected Capability

Some limited physical Physical access, Denial of physical
access, comm links physicad and electronic support, logistics
comm links, computer support, comm links,
access, logistics computer access
support, incapacitate
personnd  selectively |
Disrupt Some comm links, some | Physical and electronic | Disrupt comms,
logistics support, some | comm links, computer logistics support,
computer access, arrests | access, plan execution, computer access,
of individuals unit cohesiveness, discredit leadership,
incapacitate/disable stop plan execution or
groups force changes
Degrade Some comm links, some | Physica and electronic | Degrade capahilities in
logistics support, comm links, computer comms, computer
multiple arrests access, unit access, logistics,
cohesiveness, logistics cohesiveness,
support leadership, capabilities,
isolation
Destroy Physical structures, Physical structures, Destroy options besides |
some logistics support, physica and electronic physica include
arrests of the entire comm links, computer destruction and/or
loca cdll access, unit countermeasures against
cohesiveness, comm links, computer
sdlectively  disable/kill access for comm or
groups or personnel financial systems,
internal trust
mechanisms, political
mechanisms
Exploit Some collections info, Enhanced collections, Exploit collections to
mainly ad hoc through comms, computer determine intent,
fragile means traffic, manipulation manipulate comms
techniques and/or computer traffic,
develop prediction
models, provide better
protection options at
various levels

Table 1. D4E Elements, Capabilities, and Goals

What are the limitations?

Given the conventional methods widely used today to locate, disrupt, and destroy terrorist
networks, we must note inherit limitations. Current technicad and andytica agpproaches to locate,
disupt, and dedroy terrorist activities are extremely time and manpower intensve and often
yield results based on luck with uncertain accuracy and are often too late to influence the result
of terrorigt activities. These limitations can, in generd, be organized into three primary aress.
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Frd, ragpid advancements in encryption methods avalable to terrorit groups sgnificantly
chalenge our ability to decode and understand terrorist conversations and messages in a timdy
manner, such as the case of cdlular telephony.

Second, terrorist groups tend to operate in decentrdlized digtributed networks. In such an
environment it is exceedingly difficult to gain access to ther information and communications
especidly those generated by non-eectronic means.

Third, we recognize significant limitations in our ability to disrupt and destroy terrorist activities
by influencing the terorit’s perception of his organization and the outsde world. These
limitations result from: (@) the internationd medias ability to potentidly discover information
that is in gpparent conflict with our government’s “right to know” policy; (b) current information
technology available to terrorists, such as the Internet and CNN, provide terrorist with powerful
tools from which to vdidae the information inputs that shepe their perceptions of themsdves
and the world: and (C) our inability to sdectively deny terrori access to communication
services.

What are the new approaches?

Exiging and new methods can be applied to monitoring and locating terrorist locations. Geo-
locating COMINT techniques and communication recognition methods can be used to exploit the
eectronic communications of terrorist groups providing new and highly efficient means to
identify their physca location.

The gpplications of smal, unmanned sensorsvehicles that can be remotely activated provide the
means for offendve information operations againg terroris Stes. Such systems could employ
electromagnetic, acoudtic or fiber optic technology. In addition to survellance efforts such
equipment could be used to disrupt and destroy the information operations of terrorist groups.
These actions include expanded methods for interfering and denying wirdess and computer
based communications. In addition, current technology provides opportunities to isolate the
terrorigts from ther supporting community through embarrassng public exposure. Through the
use of video and voice morphing and hyper-text subgtitution we can creste mideading internd
communications and public images cregting misnformation and causing the terroris to question
the loydty of their leaders and subordinates.

Computer network intruson methods can dso be used to our advantage. Through these methods
we can enter the terrorist’s information network to disrupt and destroy these critical assets.

Why will it work?

Many of the enabling technologies are being developed by a wide range of organizations such as
the movie indudry, universties and DARPA. These individua technologies have been
demongtrated in the laboratory but not necessarily in a transnational threet context. Severa very
smal (approx. 10 cm) robots have been demonsrated for various gpplications such as mine
location and clearing. Other robots have been demondrated carying video cameras. Celular
phone companies have technologies for locating, following, and hilling individua phones. There
ae many vaious morphing capabilities tha ae beng devdoped within the entertainment
industry. Many of them have been used in movies for very amilar applications - however, they
are not red-time. Similarly, many computer hacking programs have been developed and ae
available on the Internet.
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These individud technologies must be pulled together and integrated into system concepts. Any
holes must be identified and filled with new technology developments. The system concepts
gpproach will adso require development of transnationa concept of operations which in-turn may
require policy agpprova/modification.

If successful, what will be the payoff?

If we can pinpoint the location of terrorist cdl, then additiond technologies can be applied to

disrupt or destroy the cdll. The better the accuracy of the location, the more options we can have

in defegting the terrorist’s plans. For example, if we have identified the location of the cdl, we
can use the smdl sensorgrobots to gain additiond information which will dlow us to develop
detailed plans to best counter the specific terrorists as well as provide vehicles for offendve

operations such as digupting or destroying communications equipment. Offensve information
operations could allow us to generate computer generated audio/video transmissons designed to
cause discord within the terrorist’s cdl. For example, images of leaders sympathetic to the
terrorit’s goas supporting pogitions counter to the terrorist’s could be provided to the terrorists.
We can manipulate direct communications to the terrorists from such leaders to possibly direct
them to change plans. Such operations could severdy undermine the confidence of the terrorists
and/or cause them to stop operations for a time.
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6. FORCE PROTECTION

What are we trying to do?

The DOD needs the cgpability to do rapid, continuous ingpection of vehides entering military
faciliies or compounds for conceded high explosves and the capability to perform rapid
ingoection of interior facilities if perimeter security is breached.

How isit done now?

The militay now reies primarily on physca inspection by soldiers and canine olfaction &
portals and perimeters. It has no significant search rate for large areas. Dogs are the classic trace
detection system. They can detect the characteristic scent of explosve and/or the other
ingredients in the explosve formulation. They are used successfully to do land mine clearance
and explosve detection, but have operationd problems for routine screening, where they lose
interest in the task, which may not be readily detectable.

There are ggnificant differences between civil and military capabilities. The FAA has responded
to concern over arline passenger safety over the last few decades by developing a number of
technologies for explosive detection that are widdy deployed and continudly upgraded. These
technologies are used below to discuss potentid improvements to current DOD  capabilities (L.
Maotky, “Advances in Security Technology,” FAA report, June 1995).

X-ray detection sysems are derivatives of medicd imaging sysems. They have been used for
several decades. The first x-ray security systems employed smple x-ray attenuation to produce a
shadowgraph of the object being screened. That works well for high-contrast targets such as
handguns but is not as effective for ungructured targets like sheets of explosves. Tranamisson
x-ray screening is currently being used for customs contraband screening of trucks and cargo
contaings, but it is Hill limited by the difficulty of interpreting the sSgnatures from bulk
explosves.

In the early 1990s two-energy x-ray devices were used to differentiste high atomic number
materids, like the iron of weapons, from the absorption of low atomic number explosives. Dua
energy sysems are in use today in baggage screening systems in which an operator observes the
image. As computing power increased and became more affordable, it became possble to
develop automated dua energy image explodve detection systems. A dgnificant number of
these automatic systems, currently costing about $350,000, are being used to screen checked
baggage in the United States and Europe.

X-ray tomography evolved from medicd applications requiring precise, non-destructive, two-
and three-dimensona imaging of tissue A computer tomography system, the InVison CTX-
5000, was submitted to the FAA for certification as an automated Explosives Detection System,
underwent forma certification testing, and was certified in 1994. It takes sdected tomographic
dices through the object being screened and uses dendgty and Sze information generated to make
a decison on the presence of an explosive threat. It has demondrated the ability to detect threst
quantities of a broad range of commercia and military explosves. It is now deployed in arports
in the US and abroad, and the FAA is purchasng over 50 units at about $900,000 each and
providing them to air carriers to screen checked baggege.
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Thermal neutrons. In the 1980s thermd neutron andyss was explored for the detection of
explosves concealed in checked baggage and cargo. Radioactive decay and eectronic neutron
generators were used. The thermalized neutrons react with nitrogen atoms in adl commercid and
military explosves to give a 10.8 MeV gamma ray, which sands out from the background,
dlowing an edimation of the amount of nitrogen present. However, innocent objects in baggage
with high nitrogen dengties cause fdse dams. Following the bombing of Pan American flight
103, therma neutron systems were deployed in 9x arports to collect operationd information.
Their performance and operationd availability were good, but they were not accepted by air
cariers because of sysem sze, cost and limited ability to address explosives smaler than about
1kg.

Fast neutrons are scatered by atoms they encounter. The energy of the resulting gamma rays
are characterigtic of the dement, which dlows the operator to do an in situ dementa andyss.
Explosves can be recognized by ther characterigic dementd ratios of oxygen, carbon and
nitrogen. Elements present in improvised explosves, eg. chlorine and very high leves of
oxygen, may asss in the detection of improvised explosives.

Fast neutrons have been explored in three different geometries. A seded tube neutron generator
with an imaging dpha detector was developed in the early 1980s in which the cdllison of a
tritium atom on deuterium produces a 14 MeV neutron and a collinear apha particle. The dpha

paticle can be imaged and the postion of each neutron of interet as a function of time

predicted. The timed ariva of a gamma ray from the interaction of the fast neutron with an atom

alows one to determine its location in space.

In pulsed fast neutron analyss, neutrons are crested in narrow bursts about 1 nanosecond wide,

and the gamma ray detectors are collimated to look & one line. The time of ariva of a gamma
ray tdls the operator where the dement is dong the line of propagation. The energies of the

gamma ray indicate which dements are in the beam. Transmisson shadowgraphs can aso be
done using broad energy range fast neutrons. Specific dements in the beam scater sdected
neutron energies. The determinations of which energies are absent dlow the determination of
which dements are in the beam line and potentialy whether explosives are present.

These three gpproaches are dl in the experimental stage. The pulsed fast neutron gpproach is the
most mature. An operationd prototype is under congruction. It has been used in the laboratory to
screen luggage and cargo in 20 foot containers for explosives.

Quadrupole Resonance is the emeqging dectromagnetic gpproach. Rather than ionizing
radiation it uses an dternating high-frequency magnetic field. An gpplied 3.5 MHz RF magnetic
fidd interacts with the nitrogen molecules in explosves. Because of ther crysdline dructure,
the fidd interacts with the atoms only a certain, unique frequencies. Due to their specificity,
detection is good and fase darm raes are smdl. However, because of the specificity of the
interaction frequencies, the detection sysem must interrogate the sample with the correct
frequency and pulse train shape for each explosive of interest.

Laboratory testing was accomplished with a large scde coil (300 liters) quadrupole resonance
system using 300 logt bags, 100 of which were loaded with threat and sub-threat quantities of
explogves. The technology is avaldble commercidly in the form of smdl sysems to interrogete
parceds for RDX and PETN; other explosves are being added. Quadrupole resonance is the
result of research in severa countries and partnerships between government and indudtry. It
requires neither massve radiaion shidding nor sophisticated image anadyds software. 1t would
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fit wel into an integrated security screening sysem in which severd technologies worked
together.

Trace detection sysems have been employed operationdly protecting a variety of facilities for
a least 15 years. The systems of today are capable of detecting traces of explosives present on a
variety of conceaments. Dogs are the classc trace detection system; they can detect the scent of
explosve and/or other ingredients in the explosve formulation. They ae used successfully for
explosve detection but have operationd problems for routine screening. Scientists have been
working to develop an dectronic equivdent to the dog's nose since the early 1970's. Current
technology is capable of smultaneoudy detecting and identifying less than one nanogram of
cyclotrimethylene trinitramine (RDX) or Pentaerythritoltetranitrate (PETN), volatile explosves,
ICAO marking agents, and other explosives of interest.

The chdlenge in trace detection is not detection; it is the collection of the sample. The molecules
of explogves clinging to the clothing of the bomb carrier need to be activated, swept away, and
collected. For successful trace detection, the explosive sample must be collected from a surface
or ar stream, separated from dl the background, detected, and identified. Current trace detection
technology requires intimate contact with surfaces for resdues of low vapor pressure military
explosves. Some sysems employ fast (typicdly 510 s) gas chromatography to separate the
explosve molecules collected from dl the other chemicas tha may interfere with the detection.
Trace explosve detection systems have been operationdly evauated in airports. Trace detectors
are routindy used to examine dectronic items for conceded explosves, which is a difficult task
for x-ray sysems with human operators. The fdse dam rate is less than 0.2%, with a mgority
of the fdse darms attributable to the legitimate presence of explosve resdues. The FAA is in
the process of purchasing over 400 trace detectors, costing between $45,000 and $160,000 each,
in FY-97 for deployment in United States arports. Trace detection technology continues to
advance for the screening of people as well, dthough how to do it quickly without upsetting the
billion plus people that fly every year is a chdlenge for the FAA.

Trace detection systems have been used in airports in Canada, Germany, and other locations and
to protect selected federa ingdlations. The same detection technology is being incorporated into
walk-through portals that can ‘be used to screen people for concedled explosves and into a
portable car mount to operate a a vehicle checkpoint of opportunity. Some systems have
portable sample collecting systems to clear suspect packages. The ability of trace detectors to
detect volatile explosves, low volatility explosves, and ICAO markers make them a powerful
detection tool with two complementary mechanisms for the detection of high threst plasic
explosves the volatile marker or the nonvolatile explosve. All of these attributes can carry over
directly to military applications.

Electron capture. Ealy commercid explosve vepor detection sysems employed eectron
cgpture detectors (ECD) to detect volatile explosves, specificadly, nitroglycerin and ethylene
glycol dinitrate, which are present at high vapor concentrations around many 1970's dynamites.
These systems employed preconcentration, semipermesble  membranes and/or gas
chromatography to separate the explosive molecules from the eectronegeative components of air.
Explosives are very eectronegative; that is, they easily capture éectrons, which ECD exploits as
a sensitive detection mechanism. However, compounds other than explosives are
electronegative. Current commercial trace detectors have moved away from ECD for explosve
detection because of its lack of specificity and the resulting false darm problem.
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Chemiluminesence is a nitrogen specific detector. Explosve molecules containing nitrogen are
separated using gas chromatography from the rest of the materids collected from the ar. Once
separated, they are pyrolysed to give Nitrogen Oxide (NO) that is reacted with ozone to give
excited Nitrogen Dioxide (NO2) that emits infrared radiation. The agpproach is very sengtive.

Specificity is ganed by chromatography.

lon Mobility Spectroscopy (IMS) separates explosve molecules from the air background by
gas chromatography and time of flight. The dectronegaive explosve molecule is introduced
into the sysem and ionized by ataching an dectron or a smdl charged molecule Most
molecules in ar are not as dectronegeative as explosves, therefore, they are not ionized. The
charged explosve molecule is carried into an eectrodatic fiedld and accderated. Its time of flight
to move through a counter-current drift gas and reach the collecting dectrode is measured and is
characterigtic of its mobility. Detection is made by averaging over hundreds of these fast events.
There are severd commerciad vendors of trace explosve detectors employing IMS.

Mass Spectroscopy is theoreticdly the ided indrument to use as an explosive detector, as it
should provide instantaneous identification of molecules based on ther fragmentation pattern
and mass. Although this gpproach has worked in the laboratory, the cost, complexity and
demands of a vacuum system have kept this technology out of the commerciad market.

Antibodies are the protective cdls formed in the body in response to the introduction of foreign
materids. They are dso formed in response to the introduction of explosves and the chemicds
used in their production. Such antibodies can be detected with the research tools of modem
biochemistry. However, those tools are not yet fully developed and would probably require
measurement in the bloodstream to provide the biological or genetic materials required for
testing. Such tests would be more invasve than others suggested above, and their evauation
could be much more time consuming.

Layered, synergistic approaches are gppropriate, as none of the technologies discussed above
are ided by themsdves. As noted above, a chemica detection system that detected both
explosve and carrier could be much more effective than one that detected only one or the other.
And a system that used a combination of x-ray tomography for search and trace detection for
confirmation could largely diminate the wesknesses of both.

What are the limitations?

Explosives can be detected by exploiting the bulk properties or the detailed chemistry of suspect
objects. The former is generdly faster but less discriminating; the later is generdly more
gpecific but more time consuming and expensgve. The optimum combination of techniques has
not been found in the FAA program, compared to which the current DOD program is
rudimentary. The paragraphs below discuss the limitations of current technologies, and the
additiond limitations introduced by DOD applications.

The militay search and detection cgpability is based on ingpection and canine olfaction.
Inspection is susceptible to concedlment and deception, which produces low detection rates and
low throughput. Dogs are the classic trace detection system. They can detect the characterigtic
scent of explosives and other ingredients of explosives. They are used successfully for land mine
clearance and explosive detection, but tire and lose interest in routine operations. However, they
are an ided tool for perimeter and area searches, if breaches are detected.
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X-ray detection is a well developed capability, which is adequate for smple shadowgraphs of
reedily recognizable objects. It works well for high contrast targets such as handguns but not
low-contrast targets like explosives. Dud energy systems provide more contrast, but not enough
for automatic recognition. An impediment to the wider use of auttomatic x-ray sysems is thar
cost, which currently about $350,000.

X-ray tomography has been certified as an automated Explosves Detection System. It has
demondrated the ability to detect threat quantities of a broad range of commercid and military
explosives and is deployed at arports in the US and abroad. Over 50 units are being purchased at
about $900,000 each to screen checked arline baggage. It is unlikely that such units could
achieve the codt, sze, and mobility gods of military portd systems, let done search systems.

Thermal neutrons react with nitrogen a@oms in commercid and military explosves to give a
had gamma ray, which sands out from the background, dlowing an esimate of nitrogen
content. However, innocent objects with high nitrogen dendties cause fdse dams In
operationa tests, therma neutron sysems performance and operationd availability were good,
but they were not accepted because of sze, cost and limited ability to address explosives smaller
than about 1 kg.

For military sysems explosve charges are likdy to be much larger and truck transport is a
favored option; thus, the limitation to > 1 kg is not as severe. Therma neutrons could be
effective in military gpplications, if the neutron sources and gamma ray detectors are smdl and
cheap, which has not been established by civil programs.

Fast neutrons dlow in situ dementd andyds, in which explosves can be recognized by ther
characterisic dementd ratios of oxygen, carbon and nitrogen. Sedled tube generators Smplify
the condruction of the source and the timing of the pulse a the expense of flux. Pulsed fast

neutrons complicates the source. Transmisson shadowgraphs require measurement of the
transmitted spectrum. All three gpproaches are in the experimental stage. The pulsed fast neutron
gpproach is the most mature. It has been used in the laboratory, and an operationa prototype is
under condruction. The main issues with fag neutrons are ther immaturity and sengtivity. As
with therma neutron sysems, a limitation to > 1 kg of explosve is not debiliteting.

Quadrupok Resonance has good detection rates and low fase darm raes because of its
dementd gpecificity. It requires nether massve radiaion shidding nor sophigicated image
andyds software. However, it must interrogate the sample with the correct frequency and pulse
tran shape for each explosve of interest. Thus far, it is avalable commercidly in smdl sysems
for RDX and PETN. The cost and mobility of more flexible sysems have not been established.

Trace detection. Current technology is cgpable of Imultaneoudy detecting and identifying less
than one nanogram of RDX or PETN and other explosves The chalenge is sample collection.
Current technology requires intimate contact with surfaces for resdues of low vapor pressure
military explosves. Trace detection has been operaiondly evduated with fdse dam rates <
0.2%. The FAA is purchasing over 400 trace detectors for $45,000-160,000 each for deployment
in arports. The same detection technology is being incorporated into walk-through portas to
screen people for conceded explosves. Ther ability to detect both volatle maker and
nonvoldile explosves increases detection and sdectivity. While cogs are dightly higher than
desred for military applications, the more serious barriers would appear to be the low throughput
(~ 30 gperson and 60 svehicle), sze, complexity, and lack of mohility.
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Electron capture is effective in detecting voldaile explosves such as nitroglycerin. However,
compounds other than explosives are eectronegetive, which increases the fase darm rate, and
modem explosves have much less voldility, so current commercia trace detectors have moved
away from ECD because of its lack of specificity and fase darm rate. Thus, it would be of only
limited use for military applications.

Chemiluminesence is nitrogen specific and very sendtive in combination with chromatography.
However, the resulting andytica laboratory is complex and expensve.

lon Mobility Spectroscopy has greater specificity than eectron capture done, but Hill requires
direct sampling and involves a more complex instrument.

Mass Spectroscopy works in the laboratory, but the cost, complexity and demands of a vacuum
sysem have kept this technology out of the commercid market. These factors would be even
more of a barier to military gpplications.

Antibodies form in response to the introduction of explosves and the chemicds usad in ther
production. They can be detected with the research tools of modem biochemistry. However,
those tools are not completely developed, and require measurement in the bloodstream to provide
the biological or genetic materials required for testing. Such tests would be more invasve than
others suggested above, and their evauation could be much more time consuming.

Layered, synergistic approaches are desrable. None of the concepts discussed above are ided
by themsdves. As noted above, a chemica detection system that detected both explosve and
carrier could be much more effective than one that detected only one or the other. And a system

that used a combination of x-ray tomography for search and trace detection for confirmation
could largely diminate the wesknesses of both. However, it is difficult to build a synergigtic

combination of the smplest systems. For example, one energy, two energy, and automated x-ray
systems with a detection probability of p —0.7 and fase darm probability f —0.5 might cost $50,
$150, and $350K, respectively. Thus, it would be attractive to use a one energy sensor as a
screening device for an automated x-ray systems, but the resulting combination would cost —
$00K, have a probability of detection —1 - (1 - .7)"2 —0.9, but a fase dam rate of ~1 - (1 -
52 —0.75, which is 0 high that it would essentidly be necessary to re-ingpect every parcd,

person, or vehicle. For the better sensors, such as x-ray tomography, neutrons, quadrupole
resonance, and trace detection, it might be possble to create useful layered systems, but they
appear to be large, complex, expensve, dow, and immobile. Thus, the more capable systems
might be deployed better by themsdaves, as a Smple screening sensor would not appear to add

vadue commensurate with its cost in military gpplicaions.

What is the new approach?

The new approach involves steps ranging from the smple and familiar to the more complex and
developmenta. A number involve the technologies above, but used in a manner that avoids ther
limitations in dvil applications.

Measuring mass. The fird is to weigh vehicles as they come through a portd. Any sgnificant
amount of explosve, however hidden to the eye and other sensors, should manifest itsdf as an
anomdous vehicle weght, which could save as a high-confidence indicator for further
screening. Weighing could either be done with a typicad weight and baance scae, as used for
commerciad trucks on U.S. highways, or with a series of speed bumps-comparing the trucks
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actua response to its expected response would give an indirect but confident estimate of its mass
while permitting grester throughput.

X-rays and neutrons for large vehicles. A second measure is imaging large vehicles with x rays
and thema or fagt neutrons. These sensors are less favored by civil investigators because they
ae limited in sendtivity to — 1 kg of explogve. While that might be a lethd amount for an
arcraft, much larger explosves are needed to destroy military facilities, so an amount this smal
could be a very useful threshold for a military sensor. With such a range between the likdy —
1,000 kg payload and this —1 kg threshold, the resulting ~ 1,000/1 sgnd to noise ratio should
support confident detection with one or more of the smpler sensors.

Screening. Another measure is to pre-screen and/or profile persons agpproaching portals. This
sep could involve a number of steps from manud or automated template meatching to the
edablishment of computer files on individuads who frequently enter or atempt to enter facilities.

Trace detection should be practicd on military facilities. Those who present themsdves at
portals are requesting entry. To support that gpplication, they are expected to surrender certain
aticles such as identity cards, briefcases, and the like and subject themselves to smple searches.
They afford the opportunity for direct contact, which is the most difficult step in trace detection,

as discussed above. Given that the surrendered items can be swabbed in a few tens of seconds to
extract samples, if the ample chemicd processng required for trace detection can be effected in
the few minutes of current automated systems, it should be possble to fully screen the individud
for contact with al explosve maerids of interest within the —few minute cyde for clearance
onto military facilities in foreign countries.

Smart nose. Trace detection could be smplified, and its throughput greatly increased, by the
development of “smart nose” technologies, i.e., enzyme mimics and the class of semiconductor
aray sensors that can do molecular recognition with accuracies approaching those of the dog's
nose-without tiring and without loss of attention or sendtivity. While this technology could
take 5-10 years to develop, it would represent a fundamental step towards the advanced trace
detection sensors for confident detection in affordable packages for proliferated or mobile
deployment.

Chemistry on a chip and associated MEMS technologies offer the promise of compact, rugged,
and affordable analytical laboratories that could be used in mobile micro-platforms for remote
detection of chemicad compounds or in didributed arays for the gathering of intdligence.
Although this is probably dso on the 510 year time scde, it would provide flexible, throw away
sensors capable of detecting new threats as well as established one. Semiconductor
implementation should make mass production of such sensors feasble.

Canine olfaction. The implementation of the above measures would put the burden of routine
search and detection on automated sensors, which would release dogs for the tasks they are best
a: area search, quick scans of new areas, detection of distributed supplies of C4, Semtex, and
other low volaility explosves, and novel missions for which dogs do not get bored.

Force Protection Associate. The measurement, imaging, pre-screening and trace detection
technologies discussed above should be coupled with a Force Protection Associate program. The
Force Protection Associate is an integrated set of tools to allow Ste commanders to perform
fadlity vulnerability andyds, such as determining blagt effects on a specific building, and risk
management modeling such as porta and road vulnerability andyss and evaudion of the
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vulnerability of individud sructures It will dso indude a wide range of other tools such as
intelligence data harmonization/fuson, informetion on terorig  organizations, locd  activity
monitoring, potentid terrorigt activities and plans, and information sharing.

Why will it be successful?

Measuring mass. Mass is the fundamenta quantity that is mogt difficult to conced. As dways, it
is the best discriminant. A scae is the smplest and fastest way to determine it. Thus, it can serve

as a high-confidence indicator for further screening. Knowing the mass in conjunction with a x-
ray or neutron image leaves little freedom for an intruder to hide explosves.

X-rays and neutrons for large vehicles. Large explosves are needed to destroy military
facilities, s0 a threshold of — 1 kg is very useful threshold for military gpplications. Its Sgnd to
noise ratio should support confident detection with one or more of the Smpler sensors.

Screening persons gpproaching portas has been shown to be effective. It could involve steps
from manud or automated templae matching to the edtablishment of computer files on
individuals who frequently enter or attempt to enter faciliies. The computationad burden for

comparison and data exchange should not be burdensome.

Trace detection should be practicd on military faciliies as those who request entry must
surrender articles that afford the opportunity for direct collection, which is the most difficult step
in trace detection. It gppears technicaly fessble to process them in a few minutes, making it
possble to screen individuds for contact with explosves within the clearance cycle for
admisson.

Smart nose. Enzyme mimics and semiconductor aray sensors for molecular recognition are
within 5-10 years of development. They represent a fundamenta step towards trace detection
sensors in affordable packages for proliferated or mobile deployment.

Chemistry on a chip offers compact, rugged, affordable analytica laboratories on mobile micro-
platiforms for remote detection or distributed arrays for within 510 years of development.

Canine olfaction for facility sweeps. The implementation of the above measures would put the
burden of routine search and detection on automated sensors, which would release canine
olfaction for the tasks it is best a: novel missons for which dogs have long proven their vaue.

Force Protection Associate. Many of the pieces of the Force Protection Associate have been
developed or are currently being studied for ther gpplicability in a military environment. Efforts
must now be made to integrate them into a useful product.

If successful, what is thepayoff?

Successful pursuit of the technologies and concepts discussed above would make it possble to
secure the boundaries of military facilities agangt atempts to infiltrate high explosves and
permit the rgpid sweep of its perimeter and interior should such infiltration occur.

Measuring mass would provide a high qudity discriminant and indicator for further screening,
which would leave an intruder little freedom to hide explosves.

X-rays and neutrons would provide high sgna to noise porta search and detection for large
vehicles as wel as a low fase darm screen for further ingpection.

23



Screening persons gpproaching portals with template matching to computer files is a proven
technique, which is now computationdly feasble for red time denid or reaction.

Trace detection on military facilities is amplified by the requirement to surrender aticles that
permit direct collection, which is the mogt difficult step. Processng should be possble within the
norma clearance cycle for admisson at reasonable throughptt.

Smart nose technologies represent a fundamenta step towards trace detection in affordable
packages for proliferated or mobile deployment.

Chemistry on a chip offers compact, rugged, and affordable andytica laboratories on mobile
micro-platforms for remote detection or distributed intelligence arrays.

Canine olfaction for facility sweeps. The implementation of the above measures would permit
the proper redlocation of dogs for the novel missons a which they have long proven their vaue.

A Force Protection Associate program tha can portray information on vulnerabilities and
correlate information on potentid terrorist plans will dlow the ste commander more time to
prepare and counter potentid terrorist activities. By understanding the vulnerability of his facility
and command the ste commander can then apply the optimum degree of protection.
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7.DETECT AND NEUTRALIZE BW/CW AGENTS ON AN
AREA BAsIs

What are we trying to do?

Chemicd and biologicd weagpons are threats to the full range of US activities from combat
operations to protection of CONUS againg endogenous terrorists. The US has substantia
familiarity with chemicd weapons, however, biologicd wegpons poe a less familiar set of
problems. New technology and systems are needed urgently to defeat these types of threets.

This section addresses technologies that will contribute to defense, defined broadly, againgt
chemica and biologicd threats. It emphasizes concepts that are underfunded or unrecognized
opportunities.

How is it done now?

Protection of combat military personnd is accomplished primarily by a sysem of point sensors
and protective gear. Current sysems are focused amost exclusvely on combat personne
assumed to be operating in a combined chemical/biological and perhaps radiological
environment. The development of protocols talored to the defense of widdy different types of
populations againg the different classes of threats has not begun.

What are the limitations?

The current sysems have many deficiencies. We dassfy these deficencies in terms of the
timdine, and in terms of whether they are a classca chemicd agent or a biological agent.
Detection of chemicd agents is difficult, but subgtantidly less chdlenging than detection of
biologicd weapons. If chemicd detection fals, the action of the most probable of these agents-
the nerve agentsis sufficiently rapid that the firgt individuds exposed show immediate sgns
that a chemicd attack is taking place; there is no posshility for exposure of large numbers of
people before the first symptoms appear, as is the case in a biologica attack.

Nerve agents. Nerve agents are difficult to detect and characterize a standoff distances. The
counteragents  used--atropine, pyridostygmine hydrobromide — are themselves toxic, and require
care in use. Protective gear is expensive, Snce nerve agents are toxic by skin contact: there is no

effective  protection for rear echelon personnel, or for large numbers of civilians.
Decontamination following an attack is difficult, dow and involves caustic and resctive solutions

(eg., bleach), and there are no edtablished criteria for declaring an area safe once it is
decontaminated.

Other chemical agents. Many of the same criteria apply to bliser agents (such as mustard),
blood agents, and to others of the many agents that have been considered and developed.

Biological toxins. Biologicd toxins — especidly botulism toxin, staph enterotoxin, ricdn and
abrin—-are more toxic than nerve agents, and have the additiona festure that symptoms may not
develop for more than 12 hours after exposure. It is therefore difficult to detect an attack by the
response of the population that has been exposed. Treatment of these agents is possble if they
are detected early, but the detection methods are dow and expensive. For some, once symptoms
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have developed, treatment is limited to support. There are no methods of detecting these agents
a dandoff; detection a short range generdly requires immunochemica methods, is rddively
dow (15 min after sample collection), and expensve. There are no accepted methods for
sampling ar and soil to detect these agents. Biologicd toxins, in generd, require that they be
breathed or ingested to be toxic, and rdatively smple masks afford useful protection; however,
these masks are not avallable in the quantities needed to protect rear echelon military personnd,
ports, arbases, and civilian populations. Decontamination is agan dow and labor intensve, and
there are no smple methods for declaring an area safe.

Pathogens. Pathogens (anthrax, tularemia, plague, glanders, cholera, Q fever, etc.) pose the most
difficult problems in detection and characterization. There is no dandoff detection, and only
limited point detection. The tests that are avalable now require access to what is effectivdy a
biology laboratory. Since symptoms do not develop for severd days after exposure, it is possble,
in principle, to have an attack expose large numbers of people (particularly in a terrorist atack
on a civilian populaion) with no indication that an attack had taken place. Since some of these
diseases are highly contagious, there is a serious problem of managing a biologicd attack in such
a way that it does not lead to epidemic. In a biologica attack, there is a crucid problem of
separating those who have been exposed and require treatment from those who have not been
exposed; there is no technology for triage now. Protection of the caregivers in the sysem-from
first responders to hospita personnel -relies on conventiond methods (protective  clothing,
isolation), and would be overwhemed in any serious atack. Decontamination will vary with the
agent, and there is no accepted set of protocols for decontamination and certifying safe for them
(especidly for anthrax, which is perssent in spore form).

There are a series of issues that cut across the spectrum of technologies used in BW/C W defense;

¢ The cog, sengtivity, and coverage of existing detector systems is inadequate.

The specificity of detectors agangt biologicd agents is not saisfactory, and athough
there are a number of new technologies being developed that will contribute to this area,
the devdopment of effective, fiddable systems is Hill in its infancy.

¢ Chaacterization of biologica agents is dow, incomplete and inaccurate.

<

¢ Sampling of ar, water and soil for biologica agents is very difficult, and new ideas are
criticaly needed in this area

¢ Decontamination remains a problem that is poorly understood, especidly in non-combat
environments.

¢ Technology for deterrence (that is, technicd ads to inteligence collection) and for
atribution (that is, tools to identify the person or group responsible for a biologica attack
after it has occurred) are very primitive.

Mosgt of the work in BW/CW defense has been focused on protection of combat operations. It is

not clear that combat is where the red threat to national security lies attacks on ports, logistics

chains, support personnd, and on CONUS itsdf is a more serious problem, and more attention
should be focused in these aress.
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What are the new approaches?

Where new science has led to new wegpons, it will adso lead to new defenses. There are a
number of new technologies that are gpplicable to various parts of the B W/CW defense problem.

This area is one in which there is no dlver bullet that will nullify the entire range of thredas
Rather, these technologies offer the potentid to build the components of systems that will add

veary subgtantialy to nationd capabilities in defense.

Characterization: Molecular biology is offering a broad range of tools for genetic classification
of organiams that will provide one of the keys to identification of the entities used in an attack.

These tools (based on methods for genetic sequencing and for identification of proteins)
enormoudy expand capabilities in this area. They ae, however, dill dow and expendve, they
require skilled personnel to use them, and they must be made more rugged. There is subgtantia

excdlent work going on in this area, and it should be aggressvely pursued. Programs include
work in biochemigtry on a chip, genetic sequencing of threet organiams, microfluidic systems,

rgpid genetic identification, application of mass spectroscopy to biologicd assays, and a range of
others. A Kkey issue now is, while continuing work on these sensors and sysems for
characterization, to develop systems that are effective in fidd use

Collection: UA Vs and Unmanned Ground Vehicles (UGVS. Unmanned vehicles offer new
opportunities for collection and standoff detection. One of the characterigtics of BW and CW is
that they are usudly arborne, and large-area dissemination would require spreading them in the
open ar. This type of attack could be blunted by early warning usng UAVs equipped ether as
detector/collectors (with characterization being doing elsewhere) or with on-board
microandyticd systems. Sensors developed for such uses would dso be applicable as point
Sensors.

Stand-off Detection: New spectroscopic methods. A range of techniques-differentid infrared
absorbency or reflectance, ultraviolet light (UV) fluorescence, hyperspectral andysis-dl offer
opportunities for some stand-off detection. Airborne mass spectroscopy or other microanalytical
methodology may offer additiond capability.

Area Defense through Area Sterilization by UV: It is possble that some area protection can be
achieved by using local UV pathogen neutralization. In essence, one would use “UV
searchlights’ to irradiate the pathogen cloud, and desctivate a least part of it. This type of
technology would not provide complete protection, but it would decresse the area that was
contaminated.

I mproved Protocols for Vaccination: Vaccination offers a very good method of decreasing the
threat of disease. (It is important to point out that the most dramatic decreases in morbidity and

mortdity from infectious disease in divilian populations has come from successful vaccination,
not from the much more expensve and problematic trestment of disease, once edtablished. It is
adso important to emphass that for many of the threats that are possble components of a
biologicad atack, there is no treatment once symptoms gppear: pulmonary anthrax, botulism and
ran toxicty, and essentidly dl vird diseese fdl in this caegory. ) Prevention is much more
effective than response in BW and CW. Applied immunology has been an area of enormous
advance in stience; very little of the advance in this area has been gpplied to the problem of
BWD.
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Early Detection of Exposure/Disease. There are a range of techniques that one can consder for
examining populations for early disease, well before the devedlopment of overt symptoms early
rises in leves of key chemicd sgnds for inflammation and activation of the immune sysem are
among them. The devdopment of fieldable tests that could be used to disinguish from a
population those individuas who had been exposed from those who had not would be an
enormous contribution to the management of biologicd incidents (it is less of a problem with
chemica incidents, snce the deveopment of symptomology is more immediate and more
obvious).

Aids for Intelligence: Biomarkers. A system for examining the exposure of animas and people
to past environmental influences is now possible in principle, and would provide new tools for
andysts (dthough it would aso require new methods of operations).

Why will it be successful?

Thee proposas for technologies have precedent in exiding civilian and military use. Genetic
methods are becoming routine in diagnogtics and epidemiology for their convenience, specificity
and sengtivity; they need to be adapted to DOD use, but the potentid to do so is clear. The high
level of activity in sysems for biochemigtry-on-a-chip suggests broad confidence in this area for
both civilian and certain military uses. UAVs are dready being developed to carry sensors, the
BW/CW application ssimply requires appropriate sensors. Stand-off spectroscopy for detection is
not a technology with current precedent, but advances in lasars have only recently made it
possble. Vaccindion is an area where the civilian sector has not made great invesment, for a
number of reasons, but the science certainly exists to develop more effective vaccines, adjuvants
and vaccinaion protocols. The biomarkers program is speculative, but again soundly based in
immunology.

If successful, what is the payoff?
The payoff would be profound, in our ability to defend agangt and defeat biologicd and
chemica attack:

¢ Better warning and characterization of attacks

¢ Better ability to detect/infer activities occurring before an attack (with the possbility of
prevention or deterrence) and to attribute after an attack ( and thus to punish the attacker,
and to deter the next potentia user of CW/BW.

¢ Technology and sysems to defend civilian populations and non-combat  military
operations.
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8 FIND & NEUTRALIZE CLANDESTINE NUCLEAR WEAPONS

What are we trying to do?

The objective of finding nuclear materia a entry portas is to provide a secure perimeter as large
as a wegpon damage radius so that operations could be conducted within it reatively
unencumbered. The objective of wide area search for nuclear materiad to provide a safe zone of
amilar dimensgons in an aea in which it is not possble to mantan a secure perimeter, to
provide assurance for civilians living a an area at risk, or to provide rapid, wide area search of
regions that could conced nuclear thregts to forces in the fidd.

This rapid, wide-area, and confident detection of nuclear materias is the essentid firs step in
developing the ability to negate terrorist nuclear assemblies or wegpons. The ability to detect and
negate nuclear materids are necessay to prevent the forced, massve evacuation of urban
populations or the disruption of military operations in response to terrorist threats.

How is it done now?

Search. Current portds utilize large volume (~ 4x104 cm3) plagtic dintillaor which give the
highet sengtivity per unit cost. These deectors have very low energy resolution but are
effective for the gpplication.

Current wide area search employs man-portable and vehicle-portable radiation detectors to
search for radiation sources. These radiation detectors include both gamma and neutron
detectors, packaged to be inconspicuous and support a “low profile’ search. The man-portable
units have a detection range from a few meters to a few tens of meters. The vehicle sysems have
longer detection ranges, but they dso move more rapidly and do not provide a detection range
improvement greater than a factor of ten.

Search instruments are based on rdative large (few 100 to few 1000 cm3) Nal(T1) scintillation
detectors and on large area (few square meter) moderated 3He proportiona counters. These
sysgems are primaily sgnad to background ratio limited by condraints of Sze, weight, and
collection time. Naturd bariers (building wadls) of ddiberate shidding of the target materid
further reduce the utility of these systems. Only minor improvements to this basic approach have
been seen in twenty five years of development nor are mgor improvements expected in the
future. Solid date detectors such as mercuric iodide or cadmium zinc teluride, while offering
improved spectra resolution which reduces the effective background, are currently avalable
only in smdl (fev cm3 ) sizes which greatly limit the signd. High purity germanium detectors
offer high resolution and increased volume (few hundred cm3) but results to date have not
judtified the large cost of these sensors.

The limited range of these detectors makes search a labor-intensve undertaking. Bascaly,
searchers carry the man-portable detectors through the environment, “sweeping” the area for a
detection range (predicted for the target device) on ether Sde of ther path. For office buildings,
hotds, and government buildings, the range is usudly sufficient to alow the searchers to search
effectively from areas of public access such hals or corridors. Using established procedures, the
search team covers the building exterior and parking aress fird. To speed coverage of parking,
the man-portable detectors can be “daisy-chained” to make a detector array and the eectronics in
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a sngle detector does the sgnd processing with acquistion times optimized for the speeds and
distances involved. Upon darting coverage of the interiors, the search team leader assigns teams
to each clearly defined area, usudly a floor. The team leader then waits in the security office for
reports of radiation detection, special access needs, or other dtuations requiring his persond
atention. He monitors progress and assures safety by congant contact with the teams. Building
maintenance or security personne will asss search teams if the teams require access to areas
requiring coverage but not reached from the public access areas. Locd law enforcement
personnel provide protection. A single search team can cover a single high-rise building (106 ft2)
in a dgngle eght-hour shift, incdluding initid briefing, trandt to the target building, search, recdl,
and debrief.

Searchers can be deployed from a smdl professona search cadre or trained from locd fire,
police, or public safety personnd.

Vehicle searches use modular detector packages that fit into vehicles borrowed or rented at the
gte of the search. These can include mini-vans for automobile mohility, harbor patrol boats for
exterior search of ships and dock areas, and even fork-lift trucks for warehouse searches.
Specidized helicopter-carried search equipment is dso available, operated by DOE contractors,
but this requires low-levd flight and is most gpplicable to search of large open aress. Vehicle
search dectronics dso includes Globa Pogtioning Sysem (GPS) and red-time tdemetry of
location and radiation dams.

Aress searched by either vehicles or portable instruments must be maintained in a “clean” Sate
afteeward. For this role locd law enforcement or building security personne may be given
smple radiation detectors to monitor packages entering a building or vehicles passng through a
roadblock. In case of a radiation darm they can act immediately to secure the source and cdl for
assistance.

Both portable and vehicle searches are monitored from a central office. Where the search
deployment is extendve, a Geogrephicad Information System records the coverage, mantaining
real-time records of the status of the teams and the areas covered.

Neutrdization. The nature of nuclear wegpons imposes specid consderaions on render-safe of
these devices not present in conventional bomb-squad practice as well as many features having
common principles and practices. These consderations are design-dependent, therefore the
optimum render-safe must be determined on a case-by-case basis based on the design, protection,
and firing sat enginegring of the actuad device encountered.

The relevant detals of the device ae detemined by “diagnogics’, passve or active
measurement methods. The render-safe team uses the knowledge gained from these activities to
characterize the device and plan to exploit its vulnerabilities. The diagnodic activities can
provide dl the information required for sdection and gpplication of the exising render-safe
options, independent of inteligence input.

The available intervention options include a wide range of potentid attack methods. There is no

one-szefits-dl dissblement option; in fact methods which prevent or reduce yield in one case
may, in a closdy-related device, increase yidd or even cause yidd where none would have been
possible before. Sdection of the render-safe option is based on operationa priorities.
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¢ No nuclear yidd

¢ No nucler materid disperson
¢ No loss of life

¢ No damage to property

Clearly, some dtuaions may not alow the render-safe team to choose an option that fulfills al
of these.

Upon sdection and approvad of a render-safe plan based on the diagnostics obtained by
specidly-trained technicians, explosve ordnance disposa technicians set up, am, and remotdy
operate the render-safe option. Containment structures may be added to prevent dispersa of
nuclear materid in conventional explosons.

What are the limitations?

Current sensors are based on technology with limited sengtivity, range, and growth potentid.
They can support portal detection but not useful area search rates. Neutron detectors under
development will improve ruggedness but not extend range to levels required for search.
Charged paticle detectors will never be useful for more than ingpection & — 1 m. Photon
detectors based on Ge and high Z semiconductors ae likdy to reman amdl, fragile, and
expendve and to require cryogenic cooling for the foreseeable future. Those under development
will not provide the ranges required for useful area search.

Current operations assume that the wegpon is found for them, accessble, known and reatively
user friendly. There is no reason to assume that any of these conditions will be met for terrorist
operaions. In particular, improved capabilities are needed for area search and to address
weagpons to which one cannot gain access, which are booby trapped, or which are unfamiliar.

What is the new approach?

A nove gpproach to nuclear wegpon detection is the combination of directiona information
(imaging) and garnma ray energy (“color”) to produce a “gamma ray color camerd’ (GRCC),
which might be able to achieve the few hundred meter ranges needed for effective search.

There are efforts underway to use multiple scatter to infer the directions of neutrons and others to

use advanced dectronics and detectors to infer the direction of gamma rays, so the concept is not

totdly nove. The new dement is the recognition that a sensor congsting of — 10,000 ten micron
plastic sheets, each — 1 m across, separated by —0.1 cm gas gaps containing arays of — 10
micron pitch metalized detectors could provide a very compact, efficient, and inexpensve spark
chamber (“Nuclear Counter Proliferation with Gamma-Ray Color Camera Technology,” 1994).
It has been suggested that gill smpler designs based on semiconductor technology could suffice
for ampler gpplications (Wood, 1997).

The aray would measure the gamma trgectory by detecting the charge from the secondary
electrons produced by Compton eéectron in the gamma scattering. If it is possble to measure the
direction of the Compton eectron to — 1 milliradian, it should be possble to infer the initid
energy of the gamma ray to within aout 1 keV. Tha would take full advantage of the energy
resolution of the detector and produce a comb energy filter with lines about as narrow as those of

31



the gamma rays from the wegpon. It would support a energy-optimized range of about 300 m,
which would support useful search rates from sensors mounted on trucks or ar vehicles
(Dickerman and Brackenbush, 1994).

While this agpproach is promisng, acceptable performance from this smple detector aray
depends on its ability to determine the direction of the Compton dectron from the gamma
scetering to within — 1 milliradian, which is comparable to the expected scatering of the
Compton eectron from a few sheets of detectors. It is argued that centroiding the distribution of
secondaries from the Compton eectron can reduce this angular error, but that has not been
edablished. It is adso agued that udng trgectories with many scaiterings would “over
determine’ the gamma trgectory and improve accuracy, dthough it is not clear how tha would
come about. For the basdline desgn above to achieve its desred 300 meter range, it is be
necessary to gain about a factor of 5 from both centroiding charge and trgectory over
determination. Should either not prove possble, the filter would not achieve the angular and
energy resolution required, and the range would degrade an order of magnitude to levels that
would not support useful area search (Canavan, 1997).

Given detection, severd improved techniques could be used to negate weapons that were not
accessble, safe to defuse, or of known design. One is the used of very high velocity explosvey
driven projectiles. Such projectiles are well developed; their extenson to higher velocities is not
dressing. If successful, it should produce little or no nudear yidd; however, it is sendtive to
uncertainties about the design of the device.

An dternative dissblement mechanism, which has been sudied less intentiondly, is a thermd
blanket or microwave source. While the usud disarm procedure is to escalate means as gradudly
as possible, for many weapons it is possble to surround them in a high temperature bath and boil

or bake off the high explosve. This has the nature of a last-chance measure, but a smple one,

These measures assume tha the device is detected and addressed on a time scade very long
compared to that of firing and fusng, implosion, and yield. In some cases that might not be the
case. One might 4ill be searching for the device when its detonation sequence is initiated. Even
then there is & least one concept that might prevent detonation. It is possble to detect the
electromagnetic dgnature of the wegpon's detonators, which is dmost unique, a ranges of
severd km. The wegpon could then be locdized with differentid GPSto ~1 mat 1 km —1 mr,
which is adequate for pointing a particle beam a the wegpon to dissble it. A~ 0.1 A, GeV proton
beam could preinitiate the wegpon by flooding its pit with neutrons so tha it would produce little
yield. The gpproach is robugt. It should work for Plutonium (Pu), Uranium 235 (U23%5), and
wegpons of unknown design, 0 long as they use smple firing sysems to achieve High
Explosve (HE) initiation and design gpproaches to criticdity.

Why will it be successful?

The gamma ray color camera should be successful because it combines the three most useful
festures of a wegpon: optima spatid filtering to optimize the point source wegpon sgnd versus
the uniform didributed background; optima energy filtering to optimize the wegpon materid
specific line sources againg the diffuse cosmic background; and the use of an uncharged gamma
for long propagation converted to a charged Compton for ease of measurement in the detector
array. There is some room for degradation in each of these aress.
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If dl were to work as clamed, the gamma ray color camera would use optima spatia-color
filtering to produce a sensor with high sensitivity, good mobility, and wide area search. It should
produce such sensors with smple, inexpensve, fiddable components. The man remaning
uncertainties could be removed by modest laboratory demongtrations.

Kinetic energy penetrator dissblement should work for many dedgns because it is largdy a
metter of achieving a higher velocity than the imploson. There can be little argument over the a
therma blanket technique's technica effectiveness, as the DOD has accidentdly *disarmed”
wegpons this way through accidental fires over the last few decades without nuclear yied. The
issue is whether such a capability is needed for inaccessble, unfamiliar wegpons.

The detonator detection-beam disablement is less developed. There is little question that the
detonator signatures are detectable over severa kilometers or that differentidl GPS could refine
tha to location measurements of — 1 m. The man issue is the practicdity of the beam. The
parameters cited above are those of current storage rings, which can be dumped on the time
scaes cited, with rather better accuracies than those required. Thus, the main issue is not whether
such a device could be built or made sufficiently portable for search, it is whether the lack of
such a lag-ditch search and dissblement cgpability is a serious impediment to civil-military
search and neutralization actions.

If successful, what is the payoff?

The new detector technologies discussed above would permit rapid search at portas, securing of
perimeters, and search of large areas for threats to military forces and urban populations. That
would eiminae the threat of nuclear maerids or weapons in those areas that could otherwise
cause widespread confusion, creste the possibility of massve damage, and open the way to
blackmal of civilian and military operations.

The ability to disasm weapons of new or unfamiliar designs would reduce the potentia for
damage and increase the credibility of assurances to those in those areas. The &bility to detect
and disarm wegpons hidden in the fiedd would reduce or eiminate redtrictions on operaions and

make the occupation of areas accessble to terrorist wegpons psychologicdly feasble in the long
term.

References

G. Canavan, “Gamma Ray Color Camera Performance Issues” Los Alamos Nationa
Laboratory report LA-UR-97-345 8.

C. Dicker-man (ANL) and L. Brackenbush (PNL), “Evduation of LLNL Gamma Ray
Color Camera: RDP Pand Task #4,” Argonne and Pecific Northwest Laboratories report 1994,

“Nuclear Counter Proliferation with Gamma-Ray Color Camera Technology,” Lawrence
Liver-more National Laboratory LLNL Doc.No.PhysBrief 94-004, 7 March 1994.

J. Vitko, R. James, D. Rakestraw, J. Schoeniger, S. Gordon, “Nuclear, Biologica, and
Chemical Detection Technologies,” Sandia National Laboratories White paper, May 1996.

L. Wood, “Slicon-Based GammaRay Color Cameras. High-Performance, Compact,
Mass-Producible, and Cheap,” Hoover Indtitution, Stanford Univerdity, 26 May 1997.



9. INTIATIVES THAT WLL ALLONFCR MCRE EFFECTI VE
DETECTI ON AND M Tl GATI ON OF ATTACKS ON THE
DEFENSE | NFORVATI ON | NFRASTRUCTURE (D 1)

What are we trying to do?

The objective of the initiatives that are outlined here is to provide more robust protection of the
Defense Information Infrastructure (DII) againg attacks by terrorists that will result in the
Dedruction, Digruption, Degradation, Denial and Exploitation (D4E) of data bases and
communication links of the Depatment of Defense. These initigives should provide more
effective means of detecting and mitigating the effect of attacks on the DIl .

How is it done now?

In recent years, the problems associated with protecting the DIl againgt attack have received
much dtention. The concern of designers of DOD information sysems has been to defest
intrusive atacks which may result in the destruction and exploitation of vitd data files and to
defeat atacks that may result in the denid of information services. Denid of service attacks
include any atacks that will limit the DoD’s ability to trandfer information eectronicaly. Such
atacks may incude the jamming of communicaion links (both military and civil) and attacks
which saturate the ability of terminas to recelve and process incoming data. Other forms of
attack may include message dteration or the insertion of fase messages by someone who is
successfully masguerading as (or actudly is) a valid user of a DOD network. Such attacks may
result in the degradation of the integrity of some DOD data bases and files, with the associated
posshility of ingppropriate actions being taken.

For sysems that support extremey criticd DOD missons the firsd line of defense is totd
electronic isolation. This goproach which, in effect, establishes an "airgap’ between computers
is equivaent to keeping dl filesin a safe which in turn is kept in a guarded vault that can only be
entered by trusted personnd with specid security clearances. In circumstances where extremely
high security, and sysem rdiability and avalability is required, the gpproach is to edtablish a
network of computers and communication links that is isolated from dectronic contact and
connection with dl other sysems. This implies that sufficent physca security will mantained
to ensure that access to redricted terminds or work dations by unauthorized users will be
prevented. It aso implies that dedicated encrypted communications links are used whenever data
is transferred from one system node to another system node.

Where physica access to terminds and workstations is not, or cannot be monitored, access
control is maintained through the use of passwords that dlow a user with gppropriate authority to
gan various system privileges and accesses.

Within the DII, systems that are caled firewals and routers are widdy used. These sysems
provide protection to a locad area network (LAN) of computers through the use of logic tables
tha, in effect, decide whether or not access to given files within a protected doman should be
granted to a remote user. Firewalls and routers can provide effective protection if the logic is
aufficiently redrictive and is changed frequently enough so that a would be intruder cannot
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deduce the decison logic being used, or defeat the sysem by eaves-dropping and learning
currently acceptable passwords.

The dedgns of firewals and routers are evolving. The trend in both DOD and commercid
systems is to condruct logic tables that require dynamicadly changing passwords, and to employ
threast respondve barriers. In systems that incorporate threst responsive barriers, whenever an
attempt at unauthorized entry is detected, the requirements for entry into the sysem are made
more redrictive automaticaly.

Encryption is used to protect the confidentidity of transmisson of dasdfied information within
aDOD network. In effect, the DOD operates a classfied verson of the Internet for the exchange
of dasdfied data Although encryption is certanly an effective means for accomplishing the
protection of confidentidity, it is not employed in networks where the data being tranamitted is
unclassfied. For al practicd purposes, unclassfied DOD data is transmitted over the Internet.

Anti-virus software programs ae in wide use in the DII, in private and in commercid networks.
They provide a capability to recognize and reect the most common forms of viruses or mdicious
code. As such, they are reasonably effective filters against such attacks. However, there are well
recognized limitations in the capabilities of such software. Viruses and malicious codes that
contain the attributes that are detected by such anti-vird software can be defeated. Those that are
not detected pass through the barrier.

Data base and message integrity is established by a variety of techniques. Data bases are copied
to isolated back up files and these files are used to determine if files in current use have been
dtered. Error correction codes and check sums are used to protect incoming data streams and
messages againgt corruption by system noise or unauthorized modification. Also, techniques are
available, on a limited bass that establish non reputable eectronic sgnatures

In the find andyss the defense of most DIl networks and communications links is strongly
dependent on the skills and training of their network adminigrators. These administrators are
trained to follow a sat of rules that establish access sSandards. They do have some software tools
that dlow them to detect some intrusions by unauthorized users, and they sometimes have the
authority and software to modify access privileges for individud users, or to modify the logic
tables of firewals and routers.

Before a sysem is certified for incluson in the DII, it must be certified as being in compliance
with exiging standards for system protection. Although systems must be recertified periodicdly,
configuration control is not maintained on a continuous basis

What are the limitations of current DII protection techniques?

When we assess the limitations of the techniques currently employed to defend the DII, we must
recognize that if avalable technology is effective againgt the known st of current thrests, it may
not be robust againg future threats. Smply put, continuoudy evolving technology precludes a
permanent fix. New techniques tha may evolve in the future may render currently available
defensve techniques inadequate. When we spesk of limitations, we are discussng the limitations
of the protection afforded by current defensve systems againgt current threats.

DOD networks that are deemed to be essentia to the support of certain criticd DOD missons are,
in fact, extremely robust agangt atack and exploitation. This robust defensve podure is
achieved a a consderable cost. The cost is severe enough to preclude the wide spread replication
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of these techniques through out the DII. The cods that are incurred in the operation of systems

that physicaly limit access to terminds and work stations are substantid, as are the codsts of the

operation of the security systems that decides which individuds are trustworthy enough to alow
access. The find pendty that must be paid in the use of such isolated systems is the codts that are
incurred in the operation of stand done systems

As pointed out above, passwords are used extensively for the protection of the DII. Password
protection can vary from trivid to moderately effective. Where the password sysem permits
trivia passwords (eg. ‘DICK” or ‘JANE’ ) minimd protection is provided. Where more complex
passwords (e.g. "#9J %A{*BL& Q17T") are required, slightly better protection is afforded.

A favorite trick of a would be intruder is to eavesdrop on a communications link and to copy the

pass words used by remote users. Few if any tools are available that tell a network administrator
if anyone outsde of the sysem’'s firewdls is engaged in the passve monitoring of incoming or
outgoing traffic. Consequently, any password protection system will become vulnerable to
eavedroppers if it used often enough. Thus, DOD systems which do not issue new passwords
after sdected periods of time (minutes, hours, or days) or after a password has been used a

gpecified numbers of times, tend to be vulnerable to snoopers or unauthorized intruders.

In practice, unauthorized users easly and frequently penetrate DOD systems that have poor
password protection discipline. Although these penetrations tend to occur predominantly in
networks that contain unclassfied data bases, penetrations have occurred in classfied networks.
Frequently, when unauthorized intrusions take place, they are ether not detected or reported.
From the stand point of a terrorigt, the disruption or exploitation of an unclassfied data stream
may be as effective a means of accomplishing his or her objectives as the disuption of a
classified data link.

Intrusions into the DIl sometimes occur as the result of the establishment of unauthorized links
by authorized users. Although DOD users may establish these ad hoc paths for non mdignant
purposes, or even inadvertently,, they serve to bypass existing protective filters and barriers and
can result in unintended penetrations of classfied networks by unauthorized users. In some DOD
sysems, network adminigtrators do not have tools that dlow them to scan, on a continuous
bass, for the exigence of unauthorized connections within a loca network. A more generd
deficiency rdlates to the fact that when an authorized user is alowed access within a network, the
network adminigrator has a limited set of tools to dlow the determination of whether or not the
person who has logged in from a remote computer has any unauthorized connections.

An dternaie but pardld limitation of current protection sysems is that they transmit much of
their data over civil tedecommunications links which are susceptible to intruson, snooping and
denia of service atacks

Once an unauthorized user has penetrated the protective bariers in the DII, it is extremey
difficult either to detect entry into files or to limit access to particularly sengtive files. Currently,
DIl sysem adminigrators have only a limited st of intruson detection tools avalable to them.
Few, if any, of the available tools will provide automatic dertment of attacks by sophidticated
intruders. As a consequence, network adminigrators frequently must infer that an attack on the
network is taking place on the bass of such indirect evidence as may be available to them. Since
some network adminigtrators are better trained and more experienced than others, the ability to
detect intrusive attacks is quite variable across the DII.

37



If an intruson into a file has occurred, it is often difficult to re-establish the integrity of the data
in the file. If the attacker has replaced every 3 in a file with a 5 and every 5 with a 3, the damage
will be hard to detect with out making a detailled comparisons with the data in a trusted archiva
file. Generdly, such an attack will defeat the error correcting codes and check sum protection
sysems that that are in place.

To the extent that the DIl is robust againg attack, we must recognize that much of the existing

drength of the DIl defense resides in the skills and dedication of network adminigtrators. They
enforce the rules, st up procedures to control accesses, change logic tables in firewdls and
routers, and maintain the software of the operaing system. Unfortunately, such administrators
are persondly vulnerable to atacks that may lead to their compromising the sysem. They (or

their family members) may be captured and forced to reved the logic and access rules of the
protective barriers. Also, ther trustworthiness might be compromised by bribery or blackmail.

The DIl is susceptible to denid of sarvice attacks in the sense that the links that provide
connectivity between criticd nodes are often single communication paths (copper wire or
opticd) that can be severed or saturated with little effort by a knowledgeable terrorist group.

As pointed out above, a large component of the protection of the DIl resides in the use of logic
tables for firewdls and routers. In principle, if an atack is detected, the logic tables can be
reprogrammed. Unfortunately, with mogt of the firewdls and routers currently used by the DII,
such reprogramming does not take place automaticaly on detection of an intruson or even on
warning of an attack.

As with any complex system that has evolved over time, the DIl contains many components that
are the results of previous procurements that ill function well enough to warrant their continued
retention . Unfortunately, these so-cdled ‘legacy’ systems often contain mgor susceptibilities to
intrusve attack. Until they can be diminated or retro-fitted with protective software, they will
continue to present an inherent system weakness.

What is the new approach?

Information technology is being developed a an extremely rapid pace in response to the ever
expanding commercid demands. As a result, the technology necessary to defend the system must
aso be developed on a continuous basis.

There is no sngle new gpproach. A number of broadly based programs are currently being
pursued by both DOD and by industry. These agpproaches, which should provide a dgnificant
increase in the robustness of the DI, include:

¢ |Improved barriers that respond automaticaly to the threat of attack
- Policy driven access control

- Software modules or ‘wrappers for the protection of legacy and commercid off-the-
shdf (COTS) components

- More robugt protection of the communication infrastructure
¢ Enhanced intruson detection and response systems

- Improved coordination of detection and response functions
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- Software to provide better cooperation between intrusion detectors and boundary
controllers

¢ New adaptivity and resource management techniques
¢ Employment of atificd diversty

The first of these approaches involves the employment of access control bariers that are not
datic. The concept here is to have controls that change automaticaly in response to intruson or
to the detection of an attempted attacks.

This gpproach may be considered to represent a form of policy based generation of access
controls. The use of digtributed protected enclaves is envisaged, where collaborative decisons
between enclaves determines. Protection boundaries will include a dynamic collection of users,
hosts, and domains within hodts. In this approach, distributed sets of users operate as if they were
behind a common security perimeter. Within an endave individud files will have labds that
indicate sendtivity, integrity, etc. The use of these labels (Object types) dlow vdid users
controlled but shared access. There will be mandatory controls that will specify the access rights
of individud users Policy will be specified via a series of rules cdled the Domain and Type
Enforcement Language(DTEL).

The DII, as it currently exidts, is heavily dependent on fragile COTS components and on legacy
sysems that will not be, or cannot be, replaced in the near future. Unfortunatdy, there is no
current means to evaluate the degree of resistance or vulnerability to atack of such components
or systems. New approaches are being developed for the insertion of barriers to atack into COTS
and legecy sysems. The new gpproaches that are being implemented involve the development of
plug-in software “wrapper” functions. These involve:

¢ Intdligent filtering, dectronic sgnatures, encryption and dynamic access control
¢ Modern message authentication techniques to assure message integrity

¢ Group communication rules and standards and packet switching
¢

Software systems that will monitor the use of system resources and improved
management  protocols

¢ Inter computer node service and resource negotiation tools

Sysems ae under devdopment that will improve the protection of the communications
infrastructure. In these classes of approach a master computer node caled the Domain Name
Saver (DNS) will retan records for encryption keys. The DNS will authenticate resource
records using digital signatures based on these keys. A higher leve server will peform the key
authentication function. Routers will be developed which authenticate routes based on digitd
sgnatures. All communication will be encrypted and both snooping and spoofing should be
ether diminated or grealy reduced.

As discussed above, system adminigtrators need better tools to help them detect intrusons and
atempts a intruson and to provide them with an automaic capability to take actions to
neutralize the intrusion or attempt at intrusion. The current concept is that

detection/neutrdization tools will and must be an integrd part of the desgn of dl new sysems

39



As an example, a set of sensors is being developed that will detect browsing attacks or attempts
a penetration by users without a properly encrypted identification code. When these sensors
detect such an attack, the levels of protection and robustness of the network and its essentia
systems will be increesed automaticaly. A “fish bowl” that smulates the exiging file st within
the network will be created automatically and the attacker will be diverted into it. The purpose of
this diverson is to make the would-be intruder believe that the system's firewdl has been
successfully penetrated, and to dlow his or her subsequent tactics to be observed. In this
gpproach, the most important development will be the software that recognizes browsing and
intruson attempts and the software that will collect and display the higtory of dl past atempts a
access to the system by unauthorized users.

Other approaches to solving the problem of intruson detection involve new methods to:

¢ Detect highly unusud events or combinations of events usng ddidicad methods, neura
networks and machine learning

¢ Detect activity outsde of prescribed bounds

¢ Use new knowledge based andyss techniques

Denid of sarvice atacks continue to be a vexing problem. There is no complete solution to the
problem. Adminidrative solutions, such as the eéiminaion of dependence on sngle wire or
sngle channd communications sysems, dong with the extensve use of both packet and circuit
switching, will certainly hep to reduce the problem. Denid of sarvice atacks are aso being
addressed by the development of tools which can trace a path back to the attacker. If an
attacker's point of insertion into a network can be located, the attacker can be bypassed,
isolated, and if legally feasible, be responded to.

New adaptivity and resource management techniques are being developed. The approach is to
develop a capability, such that when unanticipated compromise of resources, system failures and
new task arivads occur the sysem will automaicdly direct network communication and
computationa resources to the most important activities. The premise of this gpproach is that
adaptive architectures for survivability requires decentralized control which in turn implies that:

¢ Modules will control and will be responsble for the protection of the resources they
control

¢ Modules will be desgned to make locd decisons that promote the qudity of system
wide results

¢ Decison qudity does not require massve communicaion with

¢ other modules

In the area of atificid diversty DARPA is supporting efforts that will help to provide a robust
defense for the DII. Diversity reduces overdl losses in that it provides variability hedges againgt
unknown means of attack. One approach is to assign time varying tasks to different nodes of the
network. A system with a time varying architecture is much harder to attack than a sysem with
a datic architecture. Diversity can also be accomplished by use of :
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¢ Sdf gpecidizing software with a capability for data driven optimization, re-configuration
and dgorithm sdection

¢ Linkers and ingdlers that produce randomized load images
¢ Compilers that vary block placement and code sequences

¢ Functiond and andytic redundancy with the sarne capability provided by many different
individua components.

The potentid wvulnerability of individud sysem adminigrators or vend /disgruntled users to
coercion or corruption cannot be diminated completely. Never-the-less, damage can be
mitigated if sytems ae desgned so that no individud user or sysem adminidrator, has
complete knowledge of the logic of the defensve measures that are in place, and if these
measures are changed frequently and routindly, so that the vaue of an adminigrator’'s or user's
information will atenuate rapidy with time Such adminidrative actions would a lesst
conditute an effective form of damage limitation.

The Pand is enthusiastic about the broadly based approaches being used by components of the
DOD and industry, and hopes these efforts will continued. The Pand bdieves that certain
segments of the work outlined above should be developed a an accelerated pace. As an example,
the diverdty tool kit that is being developed under DARPA sponsorship is scheduled to be
filded as a prototype in 2003. The Pand recommends that funding for this project be incressed
to dlow the deployment of tha prototype in 2001. The payoff is too large to dlow anything
other than a “high-speed” effort.

Why will it be successful ?

The Pand is confident that these new agpproaches will succeed because of the structured
technology development efforts being accomplished by both DARPA and industry. The
goproaches address the infrastructure not just a sysem or network. We recognize that
infrastructure protection must be based on effective condderations in addition to the norma
design gods of efficiency. However, a decentralized architecture is proposed. Modules would
make locd decisons that promote the quality of the entire system; but that does not require
massve communication among the modules The sysem has both functiond and andytic
redundancy. The entire approach recognizes that it is impossble to pay the cost of avoiding risk
to the DII. Therefore, risk must be recognized and managed. The pane supports these efforts but
recommends some additiond seps. The DOD should help conduct vigorous interagency
coordination to alow the development of proactive measures to protect. Also the traditiona
week link - the person - must be addressed specificdly in deveoping solutions. Technology
efforts can succeed only if they are integrated with policy, operationa and people aspects.

A fundamentd and essentid underpinning of any proposed technology base for designing and
implementing large-scde, robust, survivable digtributed systems is a suite of desgn tools. Idedly
such a st of tools would afford designers and implementers a means for describing, consiructing
and veifying the anticipated behavior of a complex sysem a dl levels of abdraction. The
design technologies must be capable of capturing behaviord descriptions, system properties and
desgn descriptions in ways which enable the timely cregtion and performance vdiddion of a
given sysem implementation. Such a capability is needed because it is impossble to ether
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anticipate or exercise dl possble interactions among the large number of condituent dements in
any sysem of red-world complexity.

If successful, what is thepay off?

By focusing the technology and architectura effort described above the DOD can improve its
ability to manage the information warfare chalenge to the Defense misson. The Department can

aso enhance its ability to play a mgor role in countering information warfare attacks on nationa
centers of gravity. However, the mgor benefit of mounting a strong technology-driven effort as
described above is deterrence. When it is recognized that the essential procedures, processes and

mechanisms are in place to effectivdy and efficiently defend againgt information attacks, there
will be little incentive for adversaries or transnationd terrorists to pursue them.
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10. | NI TI ATI VES ASSESSMENT

Figure 1 contains an assessment of the impact and the degree of technicd difficulties of the slver
bullets discussed in this section.
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Operational Environment : Some Examples

Actors o
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Operational Environment

Unlike the situation which generally appliesin cases of armed conflict, transnational threats flourish in an
extremely complex and murky environment. DOD defines terrorism as the calculated use of violence or threat of violence to
incul cate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political,
religious or ideological. Theterrorists could be part of an international organization, a state operation, or state ventures, or
even part of alegitimate business. For the purpose of this study, “terrorists’ refersto all actorsinvolved in the spectrum of
transnational threats.

They could be based in criminal elements which might or might not be state supported or subsidized. They might
be part of a gangster government asin the case of the Mafiain Russia.

In some cases, terrorists are part of quasi religious groups or clandestine independent organizations even more
insidious would be those sponsored by drug cartels or by African criminal elements which have taken over governments.

Commercial activities are often part of the terrorist environment because there are many legal activities which can
unwittingly support terrorism. Because of this, partnerships, alliances and joint ventures may occur involving terrorists and
purely legal operations.

The means chosen by terrorists are now substantially more diversified than they have been in the past. Thus far,
with the exception of the incident in Tokyo, small arms and demolitions have been the principal means. In the future, the
means could be chemical, biological, and nuclear weapons or the dispersion of radioactive materials.

Finally, terrorism can be supported and enhanced by information warfare. Today’s hackers and insiders are an
exampl e of this although they are not identified here as part of terrorist activities. For purposes of the
Operationg/Intelligence Panel’ s work, we have set aside information warfare as an activity which we will not explore.
However, we would certainly support the idea that terrorists could employ information warfare for avariety of purposes.
These could include using it to a) obtain funds, b) disrupt response during an incident, or reduce response consequence
activities, or ¢) wreak havoc or governmental collapse as ameans of and by itself.

States, organizations and individuals hostile to the United States may enhance their ability to operate
transnationally through formal and informal coordination means. Formal coordination means include state operated chains
of command and control as well as multidimensional and electronic communication modes. Informal means may rely on
sophisticated measures to achieve objectives but are not formally established or long standing in duration.
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Analysis of the Operational
Environment
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Analysis of the Operational Environment

The panel sought to categorize and characterize the elements of transnational threats for purposes of study and analysis.

The categories chosen were

a) commodities,

b) services,

c) distribution,

d) organization,

e) control and

f) end-user.

Commodities include various means such as chemical, biological, nuclear, conventional explosives, and man-portable air
defense systems. Services are either direct or supporting. These would include the conduct of the actual incident and supporting

activities such as crime and extortion, money laundering, and political activities.

Distribution includes all of those things which involve procurement of the means (weapons), storage, movement, and
ultimate delivery.

The organization may be an open organization such as the Palestine Liberation Organization. It could also be gray or
completely black and hidden. Its control may be exercised through a state, a private activity, criminal activities, or aform of state
venture. An example of this might be aMafia activity supported from Russia without necessarily having the support of the
Russian government. Vetting is extremely important. Our analysis suggest that these groups will use extreme measures for vetting
which will make penetration of the group difficult. These extreme measures could include forcing new members of the group to
conduct crimes including murder.

The end-user is extremely important because hisintent is served by the action. In many cases the intent is politica.

Sometimesit isrevenge. In thisregard, the United Statesis particularly vulnerable sinceit hasits forces and civilians based
overseasin many potentially hostile areas. In a sense, they operate in a sea of hostility in an undeclared war.
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Transnational Threat Operational
Paradigm

Thregt has to:

Have leaders and followers

Collect information on target, plan, and develop target data
Establish infrastructure in target area

Counter known collection capabilities

Transport agents to and from target area/reconnaissance
Develop Ops Plan

Obtain fiscal support

Acquire Resources

Prepare Mission Plans/Conduct Mission Rehearsals

0O 0 00 0 0 0 O00©°

o Execute the plan

Transnationd Threat Operationd Paradigm

In order to combat the transnationd threat or to mitigate its effects should it
succeed, its operationd paradigm is defined below.

There must be leaders and supporters. They must organize information and
deveop essentid target information. They must establish an infrastructure in the
target area and counter known collection capabilities. Their agents mugt travel to
and from the target and conduct reconnaissance.

An operational plan has to be formed. Money is needed to support the plan
and purchase weapons, transportation and operationa support Stes. The misson
must be prepared and rehearsed. Ultimately, the misson has to be executed.

Regardless of the type of operation the threat intends to accomplish, the
actions above the line is when the threat is most vulnerable to al source collection
efforts. It is where the US must concentrate its efforts if it is to preempt or prevent
incidents. This is where operationd intelligence has its gregstest vaue.

Once the above line actions are completed, the US is generdly limited to
some forrn of reactive crigs or consequence management.



Conceptual Framework

Consider All Stages
of an Operation

v Pre-Crisis

¢ Training

° Crisis

Encompass Key
Transnational
Threat scenarios

° Force Protection

Characterize
Two Scenarios
° OCONuUs
v CONUS

° Mission Planning/Rehearsal

° Capability Maintenance,
Sustainment

o Stability Operations

° WMD . .
° Counter Proliferation
° Counter Terrorism

Prepare Findings and
Recommendations in:
° Needed Organizational Ties
° Data Flow

° Analytical Product

° Information Sharing

Focus on Operational Intelligence

at the "JOC" Level Collection and Analysis
°TheaterSupport Systems

° Theater Surveillance Assets

° National Systems and Linkage

° Ties with State/Local Authorities

é ° Prototypes
° Ties with Private and Commercial Sector ° Training

° Tactical Commander's Organic Assets ° Protocols
° HUMINT/CI Capability ° Policies

° Laws

Conceptua Framework

The andysis is based upon consideration of two transnationa thrests
scenarios. One is in the continental United States (CONUS)  and the other is
overseas (OCONUY) . In addition, the pand reviewed a variety of scenarios that
involved &) force protection, b) countering of wegpons of mass destruction, )
countering proliferation, and d) countering terrorism. Also reviewed were
successful examples of prevention such as measures to limit and deter arcraft
hijacking. These were dl done in a lessons learned sense.

All stages of the transnational threat operation were consdered in order to
determine where there were shortfals and where improvements would be needed.
The effort focused on operationd inteligence a the joint level employing nationd
sysems but placing heavy emphasis on theater support and survelllance systems.
Additionaly, ties that would be made with naiond agencies and with sate and
local authorities were consdered. It was assumed that the tacticd commander
would have organic intdligence assets. An extensve effort was put into
examining multidisciplinary intelligence collection cgpability and its potentid in
these circumstances. The pand considers a robust overt and clandestine Human
Intelligence (HUMINT) capability as. an absolute necessty for combeating
transnationa threats. This is the case because of the smal dgnature and narrow
window of collection opportunity associated with many segments of the operation
and the attendant “noisg” masking operationa actions.

The intent of this conceptua frame is to reach a set of conclusions, findings
and recommendations which should be given priority.
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Pre Incident Process

Required Operativial. jatakligence Capability

Enough
Operational
Intchigence to
Preempt or
Prevent
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« Empoyment of National Technical Means
* Fusion Analysis(ali source)

Warning

Multidisciplinary collection and analysis against known groups and search
for new threats
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Indications

Threat Activities
TIME (months to Years)

Pre-incident Response

Operationd inteligence is most vauable prior to an incident because it is the key
enabler to preemption or prevention. In the months and years that lead up to an incident,
intelligence offers the opportunity to find out the who, the where and the when. Unless
we ae deding with circumstances involving a lone terrorist; who has no group
connection; and who has sufficient resources to carry out the desired activity, it will
generdly take a substantid period of time to organize the planned terrorist incident.

To dat, inteligence collection should be mounted againgt known groups. The
Defense Science Board Task Force received briefings on the size and extent of these
groups. Multidisciplinary andyss with primary emphass on HUMINT is most
vauable. Enhanced liaison and intdligence sharing with other agencies is crucid
throughout the process. HUMINT/Counter  Intelligence (Cl), to be effective, requires
close and continuous support from other collection disciplines.



Response toan Incident

Key Enablers
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Responsesto an Incident

If there is some intdligence indicating an incident may occur, there may
be time for response preparation, planning and rehearsd.

The chat describes the generic buildup of activities following an incident.
The assumption is that preemption and prevention has not occurred, and the
Stuation requires a consegquence management response.

The first responders will be local; rescue teams, fire fighters, police, and
emergency medica sarvices. Agencies use exising procedures initidly, but may
be unaware of the true character of the incident. As more support is deemed
necessary, dtae, regiond and federa eements will respond. The combined assets
are employed to mitigate the incident and restore norma order to the extent
possible,

The role of operationa intelligence is to support preemption, prevention
and response preparation to incidents. Importantly, each of the depicted agencies
are sources of information.
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This chat describes four variants to ded with the location and time of the
threat action.

The chart is divided into four quadrants, dong the vertical axis, the location of
an incident yet to happen is ether known or unknown. Along the horizontd axis, time
is either known or unknown. Starting with the uppermost right hand quadrant, a
planned event is an example of a known-known case. A planned event could be a State
vigt or a medting such as the group of 7+1 in Denver. Moving to the left, an incident
a a known location but an an unknown time may occur. Examples would be an
Embassy, or a housng compound such as the Khobar Towers.

In the lower right hand quadrant time is known but location is unknown. An

example of this is an important anniversary such as the shoot-down of the Iranian
arliner over the Persan Gulf.

Findly, in the unknown-unknown case is the World Trade Center incident.
Ancther example is the chemicd incident in the Tokyo subway system. It is obvious
that the worgt case is the unknown-unknown case.



Observations

o Known time and location cases are clear

0 Known_location cases are less straightforward
Know where to search
Operational and tactical indicators and tracking are advantaged by
terrain, event, and long term preparations

0 Known time cases are more complex
Operational and tactical indicators and tracking depend on local
capabilities

o Unknown location and time are most complex

Requires broad search using indicators and conversion to tracking
wherethreat is hiding in the noise

Addressing and improving Op Intel for this case will improve all
other cases

Obsarvations

In those cases where both location and time are known, operationa
intelligence can be focused, and dl agencies can perform necessary coordination.
The nation's cgpability has evolved for many years and, while improvements in
operationa intelligence can be made, there are now substantia capabilities to
support preemption or reaction.

Where only the location is known, the dtuation is not as Smple as the case
when both location and time are known. There must be continuing collection and
andyss without certain knowledge that an incident will occur. Location provides a
narrower zone of search and relies heavily on close-in operationd intelligence.

The known time cases are more complex. Any tip-off or tracking
information can be of great vaue. It dso focuses and makes more efficient the use

of avalable assts.

The most complex Stuation is where both the time and location are
unknown. Improvements in HUMINT/CII and innoveaive Signds Inteligence
(SIGINT) collection are absolutey vitd. Multidisciplinary collection and anaytical
centers of excdlence mugt support a sgnificantly enhanced intelligence capability.



Challenges andConstraints

o Chdlenges

Different cultures : operational intelligence requirements vs. law
enforcement requirements
National cultural bias against HUMINT
Legal, social and societal implications of engaging in certain intelligence
activities (human/civil rights violations)
DOD being seen as “Big Brother”
o Condrants
Statutory guidelines for activities

Security and information flow
Integration of information sources and interoperability of information flow

Chdlenges and Condraints

There are subgtantia differences in the functions and objectives of the
organizations which must respond to transnationa thrests.

Because of fundamenta differences in purpose, law enforcement and
defense depatment agencies approach the collection of information differently.
Law enforcement focuses on evidence collection and ultimately gpprehension and
conviction of the perpetrators. In intelligence operations, evidence and crime scene
protection are not paramount consderations. The difference in military and law
enforcement philosophies present a set of chalenges and condraints to the
interagency process.

Among the condraints shown in the chart, satutory requirements and
interpretations affect collection, andyss and dissemination. Integration of
information sources, security, and interoperability of communicatiion systems
continue to hinder cross-agency responses to transnationa thrests.



Current DOD Posture

0 Laws
Array of protocols, interagency agreements, executive Orders, lega findings,
evolutionary legidation circumscribes operationa intelligence

o Policy, Regulations and Directives
PDD 39 assigns interagency responsibilities
National and international constraints on use of intelligence activities
Executive orders defining guidelines for collection activities

o Contingency Plans
0300 and 0400 have extensive intell annexes and guidance

% Tadtics, Techniques and Procedures
- Joint doctrinal literature

G Training, Education and Exercises

o Readiness Posture

National Technical Means, procedures are in place for counter-
terrorism/conterproliferation

HUMINT/Cl  capability must be strengthened

Current DOD Posture

The Department of Defense carries out its intdligence activities on the
bass of laws, executive orders, inter-agency agreements and a variety of protocols.
These are continudly modified and upgraded as a result of legd findings and
evolutionary  legidation.

Policies, regulations and directives, form the operationa envelope for
intelligence activities. These include procedures for gpprovad of activities.

The Depatment of Defense, has extensve operaiond plans with
intelligence annexes. The regiond Commander-in-Chief (CINCs)  have
responsibilities concerned with terrorism, wegpons of mass destruction, counter
proliferation, and force protection. CINC Specid Operations Command
(USCINCSOC) as a supporting CINC is assigned counterterrorism and
counterproliferation as a core task.

The DOD has extensive assets at its disposal and dso tasks and works with
other agencies who have collection and anadytica cgpabilities. The subgantia
operationd intdligence capability which results from this is focused, talored and
employed. However, mgor improvements in HUMINT are required.

10



Current Approach to Operational

Intelligence

0 Conventiond/nuclear warfare legacy
Grew out of bipolar well-defined threat
Focus on mid to high end of conflict spectrum
Long-term analysis of trends and activities
Explicit planning process
Emphasis on national/strategic response
0 Less emphasis on transnaiond threats, military operations other
than war, and military operations a low end of the conflict
spectrum
Multiple, diverse and ill-defined threats
Lack focus on low to mid intensity conflict spectrum
Long-term collection and analysis shortfall

Current Approach to Operational Intelligence

The current intelligence system and its operationa intelligence characteristics are the product of a
long evolution. During the Cold War, the priorities for intelligence focused on three principal matters. the
state of Soviet nuclear capahilities; those activities which might cause operational and technological surprise;
and the status of Soviet general purpose forces and their specialized components. Because of the nature of
the Soviet Union and its military forces, it was possible to develop a very robust capability in which small
intelligence details could be examined in a much larger context. This strong collection capability provided
the foundation which gave the United States an ascendancy in intelligence matters.

This approach was appropriate to a well defined threat which focused on the mid- and high-end of
the conflict spectrum. Capabilities were continualy improved, with emphasis on explicitly planned national,
international and strategic responses.

Little emphasis was directed to transnational threats, military operations other than war, and other
military activities at the low end of the conflict spectrum. When such incidents escalated the existing
intelligence structure was tailored on an ad hoc basis to meet requirements. What is now required is a more
balanced, focused approach.
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Options

1. Change nothing
2. Change the process within exiging organizations
Establish transnational threats as a priority
-- Redirect intell process and emphasis
Change investment strategy - renewed emphasis on HUMINT/CI
3. Asdgn authority and responghility to a sngle organization
Intel1 Community “ Centers’ are one model - but do they work??
4. Edablish DOD intdligence’ Misson Ared’ for transnaiond
threats
Naval Maritime Surveillance Model for transnational threats

5. Assgn responghility for transnationa threats to a CINC

Options

Option 1 - Change nothing. Continue to use the exiging system and dlow for the
emphasis given to transnationd threats to gradudly make improvemen.

Option 2 - Change the process within exiging organizations. Egtablish
transnationd threats as a priority. This issue will require a change in investment drategy
and renewed emphasis on specia collection and HUMINT.

Option 3 - Assign authority and responghility to a single organizetion. There are
centers of excdlence for other challenges that could be used as a modd. Conddering the
scope of transnationa threets, this center would require substantial resources

Option 4 - Edablish a Department of Defense misson area for transnationa
threats. The Navy currently runs a Maritime Surveillance Center which could be a modd.

Option 5 - Assign responghility for transnationd threets to a CINC. This is an
evolutionary solution and which has enjoyed successes in the padt.

The Panel considered options 2 and 5 the most viable.
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Desired Capabilities

0 An intelligence process that:
Addresses  non-traditional  target  sets, exploits few identifisble  signatures
Must  support implementation of  countermeasures,  preemption,  prevention, interdiction, apprehension  and,
if needed, retdiation
Responds  quickly
Exploits al  sources
Reaches firs responders a the lowest level with immedide waming and intelligence

0 Collection assets

Gregter  emphass on  HUMINT/CI and innovative SIGINT and MASINT; overt, passive and clandestine
collection
Crete the Secure Transndtiond  Threg  Information  Infrastructure  (STII).

o Intelligence analysis and  processing
Much grester emphasis on andyss of mass data sets looking for subtle correlations
Centers  of  excellence
Integration by function or topic not necessaily geography
Designed to sve opertiond and tecticd  commander
Fusion/integration & the operational level
Must provide adequate resources to conduct long-term in depth andysis
o New dissemination structure
Crossuridictions ~ (combined, joint, state, and locdl)
Transcends  current  communications  problems
Highly distributed; operationd and tactical users pull data they need essly and quickly

Desired Capabilities

The desired capabilities include an improved intelligence process, expanded collection assets,
improved intelligence analysis and processing and an improved dissemination process.

The recommended process is one that addresses non-traditional target sets and exploits small
identifiable signatures. It must support implementation of countermeasures, preemption, prevention,
apprehension, and retaliation. The system must exploit all sources and a usable product must reach first
responders to assist in deliberate planning, training and execution.

While expanded collection assets are principally HUMINT, additiona and improved supporting
SIGINT and Measurement Intelligence (MASINT) are needed.

In the area of analysis and processing, it is necessary to have a greater intellectual base. Succinctly,
this means more people who are better trained and able to interpret bits of information collected in unusual
settings. There must be greater emphasis placed on the interpretation of mass data sets. Integration must be
carried out by function and topic. The system must be designed to serve both the operational and tactical
commander. Fusion and integration must occur at the operational level. The system must be built for the
long term, possess in-depth analytical capability, and be resourced adequately.

Finally, in dissemination and holding information, it will be necessary to work cross-jurisdictiona
problems that involve foreign nations, the Services, National agencies, and state and loca responders.
Technical and non-technical dissemination issues must be addressed. In the end, the system must operate
on the basis of push- pull by operational and tactical users.
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Findings & Conclusions

1. Resources and capabilities applied to counter transnational threats are much
too small and limited to achieve fully effective operational intelligence

2. Broadly based process improvement is needed for fully effective operational

intelligence in order to

preempt or prevent attacks

prepare and perform consequence management

plan, train and rehearse for both
No “silver bullets’ to immediately improve capabilities
No prospect of the threat declining over time. Improved intelligence
capabilities will afford predictive insights and may enable preemption and/or
prevention of an event or series of events.

5. A comprehensive analysis must be undertaken to address needed capabilities
and improvements

Findings and Conclusions

1. Resources and capabilities applied to counter the transnational threat are not adequate to achieve
fully effective operationa intelligence. There are, currently, a substantial nhumber of groups which can be
classified as transnational threats. The current HUMINT/Cl intelligence coverage is limited for a variety
of reasons and the number of analytic personnel working Weapons of Mass Destruction (WMD) aspects of
transnational threats is insufficient.

2. The nature of the transnational threat is such that a broadly based operationa intelligence process

improvement is needed. There are critical shortfalls in collection, analysis and dissemination. It is aso
clear that HUMINT/CI, centers of excellence, broad based data management, and dissemination to first

responders need substantial improvement.

3. There are no silver bullets to immediately improve capabilities. Improvements will take people,
time, effort, and resources.

4. There is no prospect of the threat declining over time. Improved intelligence capabilities will
afford predictive insights and may enable preemption and/or prevention.

5. A comprehensive analysis should be undertaken to address needed capabilities and improvements.
This applies both to building and maintaining the needed operationa intelligence capability.
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Findings & Conclusions - cont'd

6. Needed enhancements:

Improve HUMINT/CI(overt, passive and clandestine), SIGINT and
MASINT collection

Expand Foreign Area Officer Programs
Strengthen analytic capabilities

7. Expand the scope of connection and andyss.
Air transport (passengers and cargo)
Border crossings
Commodities/technological transfer
Financial systems
Passport monitoring

Findings and Conclusons (Continued)

6. The enhancements needed include improved HUMINT/CI (overt, passve and
clandestine), SIGINT and MASINT collection. This includes improved liaison, low
levdl source operations, and individud awareness programs. Further, expandon is
needed in the sze and diversty of the DOD intellectua capita base represented by
the foreign area officer programs, as wdl as, a srengthening of the transnationd
threets andyticd capabilities of both agency saffs and community centers of
excellence.

7. The concepts and capabilities of exiging centers of excdlence should be
further developed and expanded to encompass tracking of air transport movements,
border crossngs and transfer of criticd commodities and technologies. Additiondly,
this mechaniam offers a fertile venue for enhancement of internationd cooperation
and collaboration. The Navy's Maritime Surveillance System offers a potentidly
useful modd for such community tracking centers.
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Findings & Conclusions - cont'd

8. Improved clandestine collection by removing obstacles
in two domains
Laws, policy and regulations
Activity approval

9. Inteligence agencies mugt provide immediae use
operationd intdligence to public safety officids

Findings and Conclusions - (Continued)
8. Improving clandegtine collection requires obstacle dimination in two domans
a) laws, policy and regulation and

b) activity gpprovd. Paticularly in maiters involving HUMINT, an effort is
required to change exigting protocols.

9. Intelligence agencies mugt provide irmediate use operationd intelligence to
public sfety officids Aggressve sanitization of intdligence materid for rdease to the
fird responder is criticd. Using the locd community public safety officids and law
enforcement as a “HUMINT” source base for threat warning should be implemented.
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A Necessary Precondition

0 Withn DOD the misson of detaring and preventing
trangnationd threts and  mitigating  its
consquences mud be accorded  aufficient
importance to dam resources, and be sudaned for
the longterm

A Necessary Pre-Condition

The Depatment of Defense supports a large number of vitd missons and a larger number
of citicd missons The impact of initigives for operationd intelligence improvements fals
principaly on exising agencies and the regiond CINCs. There will be competition for
resources, particularly when the misson is to be sustained over a long period of time. Executive
level sustained emphass must be placed on resource alocations.

History suggests that only a few missons have the importance and staying power tha
combating transnationa threats requires. The nation sustained subgtantid efforts in defense and
intelligence when nationd survival was a sake. The ate of Soviet nuclear forces and generd
purpose forces demanded such commitment. The same was true in sub-specialty areas such as ar
defense and bdligic missle defense

Combating transnationd thrests must be accorded higher priority in DOD. Once
combeting transnationd thrests is given increased emphasis and resources which follow the
required improvements will occur.
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Accomplishing Ops-Intell
Improvements

cost

|
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Zero IIl. Improve Clandestine Collection I ) )
<tfr\/||(;\y,\r’ v, Intelligence agencies must providia IIl. Improve clandestine collection
immediate use operational intelligence to
first responders . : Implementation
Directed Requires Cooperation
by SECDEF outside DOD

Accomplishing Operationd Intelligence  Improvements

The chart describes in a very smple form, the costs and the implementation
difficulties associated with improving operationa intelligence. They ae divided into a 6
zone chart.

Cogts are described in terms of those which are low (cost up to as much as a
million dollars a year.) In the next higher category, they are described as medium (1 to 20
million dollar range) and as high (the 20 to 100 million dollar range.)

These codts categories are segmented into actions which could be directed by the
Secretary of Defense in one category or require cooperation outsde DOD in the other
category.

It is seen that improving clandestine collection and improving dissemination to first
responders by intelligence agencies can be accomplished at low cost and can be partialy
directed by the Secretary of Defense.

Unify transnationd threats operationad focus and improving andytic cgpabilities
can be accomplished a a modest cost. The actions recommended can be directed by the
Secretary of Defense.

This display is intended to help with decison making and darting the process of
improving operationd inteligence.
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DEALING EFFECTIVELY WITH THE
NUCLEAR TRANSNATIONAL THREAT

With the collapse of the geopalitical structure of the Cold War, the salience has risen of thrests to
the United States and its interests by organizations and individuds with motives and methods
quite different from those posed to the nation during its confrontation with the Soviet Union.
Among such threats are transnational threats. any transnationd activity that threatens the
nationa security of the United States - including internationd terrorism, narcotics trafficking, the
proliferation of weapons of mass dedtruction and the ddivery systems for such weapons, and
globa organized crime.

Examples of the recent and current transnationa threst are familiar to us dl. Events such as the
1983 attack on the US Marine Corps barracks in Beirut, Lebanon, the attack on US forces in
Somalia in 1993, the bombing of the World Trade Center in 1994, and the 1996 bombing of
Khobar Towers in Saudi Arabia are perhaps some of the more notable cases. Such events are the
current visble manifedations of two fundamentd trends

Because of the development and spread of technology, it no longer requires the resources of a
date to do immense ham to U.S. forces, U.S. interests, and to America itself by creating mass
casudties and massve destruction by employing weapons of mass destruction (WMD).

¢ Changes in the geopoliticd dructure are such tha non-date adversaries increasingly
perceive incentives to do so.

These two trends are what characterize the transnationd threat in its most generd terms.

Because of these trends, the transnationd threat could well escalate both in scope and importance
in the future. The chdlenge may be deding with large, orchestrated campaigns extending over
years, rather than isolated events. Furthermore, the use of WMD is dready a part of the current
threet, and it is likdy that it, too, will grow.

The Depatment of Defense - with the Depatment of Energy, especidly for the nudear WMD
case - has the capacity to contribute extensvely to the mitigation of these thresats, whether the
response involves circumstances where DOD is in charge, or whether the Depatment is in a
supporting role. The 1997 Defense Science Board Summer Study on DOD  Responses to
Transnational threats addresses DOD capabilities, options and responses to transnational  threets,
and especidly, for DOE as well, the nuclear case.



In summary, the Report of the Summer Study as a whole describes a need for srengthening
DoD’s response cgpabilities and has identified sx eements of a DOD response drategy for dl
aspects of the transnationd threat:

1 Treat transnationd thregts as a mgor DOD (and DOE) mission
2. Use the exiding national security structure and processes

3. Define an end-to-end operationa concept and system-of-systems structure to ded with such
threats

4. Deveop an interactive globd information sysem on transnationd thrests

5. Address problems that have long been viewed as “too hard” - in particular the WMD thredts,
including the nuclear threst.

6. Leverage worldwide force protection and civil protection synergies.

Together these principles form the sructure for effectively podtioning DOD and the nationd
security community againg the transnationd threats of the future.

Volume 1 of the report of the 1997 DSB Summer Study contains some of the discusson and
most of the recommendations in this report, as wel as lengthy discusson and many other
recommendations pertaining to the transnational threat as a whole and to its severd particular
aspects, of which nuclear is one. Many of those discussons and recommendations contribute to
dedling. with the nuclear threat. (The report of the 1997 DSB Summer Study is avalable from
DTIC, (703) 767-8274.) In this Nuclear Pand report, we discuss only capabilities and
recommendations specific to the nuclear topic. Our recommendations are in bold type,
interspersed throughout the discusson that supports them.

While this DSB Summer Study and its Nuclear Pand were tasked to look mainly a DOD
capabilities, in the case of the nuclear problem, the Secretaries of Energy and Defense ae
equaly customers for our product. Many of our recommendations are directed a building both
DOD and DOE capability and preparing to surge that capability in the event of increased
awareness of the threat or resources to address the threat. For nuclear matters, there is a unique
partnership between the DOD and DOE. The predominant part of the technology base resides at
DOE Laboratories with DOE as the immediate sponsor of ther activities, but the DOE nationa
security budget is pat of the overdl Defense Authorization (-050) account. Operationa
responghilities are divided (eg., DOD assgance for securing Russan wegpons, DOE for
materids, DOE nuclear search and render safe hardware, DOD  explosive ordnance disposa /
disable), but must be managed in an integrated, comprehensive way. In this context, we reiterate
a recommendation of the overall DSB Summer Study: that the Secretaries of Defense and
Energy should jointly reaffirm their departments’ commitment to work together in this area,
as a major mission of both departments, and task their respective departments to define and
develop an expanded, cooperative long-term program to develop capabilities to deal effectively
with the nuclear transnational threat.

In focusing on the future, as we have done here, some of the context of current programs is logt.
So we want to be clear at the outset that our suggestions imply no criticism - in fact, most of the
ideas came from people who are dready in the front lines of countering proliferation and



terrorism. With the end of the Cold War the available materids and incentives for WMD
terrorism have grown. DOD and DOE have responded with initiatives in such areas as nuclear

smuggling prevention and chemical / biological defense for first responders. Our
recommendations are intended to build on their good work.



THE NUCLEAR PROBLEM AND THE
PrRospPECTS FOR DEALING WITH IT

If the required fissle maerid is avaladle it is not egpecidly difficult to desgn and build a

primitive nuclear explosve device. It is unlikdy (though perhaps not impossible) that it could be

done by just a few people, but-because of the diffuson of knowledge and technology over the

past decades- it certainly does not require the resources of a nation. It is more difficult to make
plutonium or enrich uranium for such a device (dthough even that is less difficult than it once

was), but with the reduced levels of security of nucler wegpons in Russa and of nuclear
materids in dl the states of the FSU, materids (or wegpons themsdves) could be obtained from
these sources. This development of transnationd threat organizations over the last few years adds
to the urgency of dedling with the nuclear threst.

The nuclear device which could be built (or stolen or bought) could be smal enough to be
covertly trangported to its intended detonation point by smdl truck, ship or an arcraft of
moderate capacity, perhaps in combination. Such a smal device, with potentia yield about the
same as the wegpons used in 1945, could be detonated in a city, or a a U.S. (or other) military

base in the U.S. or overseas, or (in some scenarios) againgt U.S. or other forces in the field.

Such a nuclear explosion could happen a any time. It could have happened, somewhere, while
you were reading this sentence. (For example, a wegpon or fissle materid could have been
removed from Russa months or years ago.) Or it might never hgppen. There is no way to assign
a “likdihood” or “probability” to such an event. (It's somewhat like trying to asdgn a
“likeihood” to the exigence of extraierredrid intdligence) The reality is that, with the
limited protection capabilities we have today, whether such an exploson happens depends
almost entirely on whether someone decides to do it, and can get fissle material or a
weapon.

Such an exploson could change the world, even more than any other type of WMD that might be
used to kill as many people. The tradition of non-use of nuclear weapons developed since 1946
would have been broken. Attitudes toward nuclear weapons, and the roles they play in regiond
and globa security reaionships, could change dramaticaly, with unpredictable and possibly
serious effects on those reationships. If used againgt U.S. forces overseas, such an explosion
could demondrate a potent and asymmetric counter to U.S. military capability, limiting the
ability of the United States to use its military effectively in the many roles they play around the
world. If detonated in a city, the unprecedented vulnerability people would fed in their daly
lives could lead to changes in politicd inditutions and types of governmentsin the socid
contract itself - of historic import. (These effects could be amplified if the exploson could not
be attributed to its perpetrators) Fred C. IkIE has developed these possibilities brilliantly in two
recent papers. '

One possihility discussed by IKIE, and eaborated by the DSB Summer Study, is a Strategic
campaign of escaating terrorism of dl kinds, orchestrated with long-term intent to achieve the
outcomes mentioned above. Depending on the nature and pace of the escaation, democratic
societies may be able to adgpt to avoid the full socid and political impacts. Supporting and

| Fred C. Ikle, The Second Coming of the Nuclear age, in Foreign affairs Vol. 75, No. 1
2 Fred C. Ikle, The Next Lenin. On the Cusp of Truly Revolutionary Warfare, in The National Interest, Spring 1997.




enabling such adeptation is one drategic objective of developing improved capabilities to
counter these threats. A nuclear exploson designed as part of such a campaign could have even
more momentous consequences than an isolated one, but the escdation itsdf would provide a
form of warning which could be exploited to surge capabilities to preclude the event.

The possibility that such a nuclear device could be built and detonated has been understood for

over thirty years (though the risk from poorly secured materiasweapons in Russa has emerged
only recently) and some good capabilities to search for and disable a stolen weapon or a covertly

emplaced device have been developed. (See Attachment A for a short history of the
development.) But these current capabilities cover only a very limited pat of the range of

possble threat scenarios. Furthermore, there is not now, nor has there ever been, a
comprehensve program to develop, even over the long term, a robust capability to defeat this

threat across a wide range of possble scenarios. There are severd reasons for this, but one has
probably been that it has smply appeared to be too hard, dmost no matter how much might be
spent.

It is the central assertion of this report that, for costs condderably less than what is being spent
on, say, missle defense (and far less than what would be commensurate with the possble
consequences of such an exploson), and with a comprehensve long-term program, there is now
- for the firg time - a good chance that capabilities can be developed to ded quite effectively
with this threat-i.e, to cover, with good effectiveness, a much larger pat of the range of
possible threat scenarios. This is especidly true if credit can be taken for the dissuasion/deterrent
effect of greatly improved but lessthan-perfect protection capabilities. This assertion is based on
a combination of exiging undergtanding and capability, some new redizations about pats of the
problem/solution space, and prospects for new technicd and operationa capabilities.

Discusson below provides a subgantid bass for this assertion. However, even if one has
doubts, we believe that this assertion is the right basis for moving forward. The program to
develop the capabilities that we assert are feasble will prove (or perhaps disprove) our assertion.

Accordingly, it is the central recommendation of this report that the Secretaries of Defense
and Eneagy should significantly expand their departments efforts related to countering the
transnational nuclear threat. Added to the current effort, which is largely devoted to current
operations and readiness, should be a major program component that looks to the farther
future, to develop, over perhaps a decade, a greatly improved capability. This development
program should be based on the assumption that, as it becomes successfully complete,
procurement and operational resources can then be made available which are much greater
than those available today.

Even when this improved capability has been devdoped, maintaining the subgantial assets
involved a a high leve of readiness may not be perceived to be affordable, either politicaly or
fiscdly. What can be done is to address the long lead items - such as traning, long-lead
procurements and preparations to procure - that would be needed to surge rapidly and
effectively, if and when circumstances develop that change perceptions of politicad or fiscd
affordability. One such circumstance could be a successful terrorist nuclear explosion;
preventing a second one would become the overriding nationd priority. Another could be an



ecaating campaign of terrorism in generd, incdluding other WMD. Such preparations, starting
now even with the limited capabilities that currently exist, should be an integral part of a
comprehensive program

For the nuclear transnaiond threat, such a program, though much smadler, would be anaogous
in ambitious spirit and long view to DoD’s many programs to develop the technologies of the

Revolution in Military Affars, and to DOE's program to develop capabilities for stewardship of
the nuclear stockpile in the absence of nuclear testing. For both departments, it is an inherent part

of nuclear stewardship.

A basc draegy trade is to badance invesment between prevention and consequence
management. Because of the severity of the consequences in the nuclear case, early detection and
prevention must be emphasized.

The following, more detailed discusson and recommendations are the roadmap and outline for
executing the centra recommendation above.

A Comprehensive Architecture

In the greetly improved posture that the recommended program would develop, the following

elements would be woven together into a comprehensive architecture:

¢ Detecting nuclear threat operations dong their entire time line, from planning to wesgpon
emplacement, using a wide range of U.S. and other intelligence and law enforcement assets, to
provide warning and for interdiction.

¢ Securing nuclear wegpons and fissle materid much more effectively againg loss, theft, or diverson,
with near-term emphasis on Russa and, over the longer term, fissleisotopes in whatever form,
everywhere.

¢ Deecting the presence or trangt of nuclear devices and materids over large areas, usng large
networks of advanced mobile, trangportable and fixed sensors- active and passve-with advanced
sgna processing, and coupled with advanced search and interdiction methods.

¢ Gaining access to threat devices which have been located, and rendering them safe or destroying
them with as little attendant damage as possible.

& Mitigating the consequences of an exploson: tregting casudties, epecidly with advanced methods
for tregting radiation-reated injuriesiliness, and clean-up of falout or other dispersed radioactive
meterid.

¢ Deveoping ways of accurately attributing the operation to its perpetrators. (Forendcs is the key
capability.)

¢ Devedoping a long-term, comprenensive R&D and procurement investment plan between DOD and
DOE.

We recommend that, within the context of the overal architecture recommended by the DSB for
deding with dl aspects of the transnationd threst, DOD and DOE should jointly develop a
comprehensive, end-to-end architecture on which to base the long-term program recommended
above for deding with the nuclear threat. This architecture and program should integrate, and
cregte synergies among, dl of the dements listed above.



In every one of the categories liged above, there is both some current cgpability and various
prospective improvements, some potentidly large, which are in various stages of development
and have vaying potentid feashility. We now describe those in more detall and State our
recommendations about them.

| dentifying and Characterizing Threat Operations

While it no longer requires the resources of a nation to build a nuclear explosive and transport it
to a taget, egpecidly if the fisdle maerid can be bought or dolen, nether is it a trivid
undertaking. To build a nuclear device, a team must be assembled, funding obtained, security
measures put in place, specid facilities and capabilities provided for, and so forth. All dong the
timeline of such an opedion, from initid planning to device emplacement, there ae
“dgnatures’ that can be exploited by intdligence andior law enforcement assets. Steding or
aranging to buy materia or a wegpon has sgnatures, as does trangportation to the target,
including surveillance of the target and the access route. Mogt of these signatures may be smdl
individudly, but in aggregate they are likdy to be sgnificant.

Experience has shown that even consderably less ambitious and less difficult terrorist operations
take time and careful preparation, and therefore dso have Sgnificant sgnatures. Although this is
not aways the caseg, it is often the case. The more people who are involved in such an operation,

and the longer it takes, the greater are the chances it can be detected, (in part because they will
make a mistake that creates a sgnature) Intelligence and law enforcement have often been adle
to exploit the sgnatures of such operations to deflect or defeat terrorist operations. For example,
experience in West Germany during the 1970s and 1980s seemed to indicate that if a terrorist
operation required more than about fifteen or twenty people, and took more than a couple of
months, the chances would be good that West German law enforcement would detect it. And the

track record of the U.S. and our dlies in recent years is consderably better than is commonly
understood, perhaps mostly because it is the falures that make headlines.

Furthermore, improving the protection of nuclear maerids and wegpons, and improving the
capability to detect and respond to the presence or trangt of nuclear materiads and weapons, will
force the adversary to operate in ways that increase exploitable sgnatures. Optimizing these
synergies is a key eement in developing the overdl architecture recommended previoudy.

Although dl this discusson suggests the potentid for sgnificant future capability to detect a
nuclear threat operation, the current capability is nowhere near good enough. But there are ways
to ggnificantly improve the capability in al its dimendons. The centrd ones have to do with
corrdaing many disparate, seeming unrdated bits of information of many kinds, from dl
intelligence sources (and from many sources which may not be “intdligence’ at dl). Advanced
information-management  tools, including behavior and inference modeing, can hdp to pull
ggnificant information from large masses of data and guide andysts toward useful correations.
The Nuclear Pand of the DSB Summer Study witnessed a demondration of a set of information
tools which has been used successfully to thwart terrorist operations. Much more could and
should be done dong those lines, both in generd and in the nuclear area The technology base
for such information technologies, as they support counter-terrorism gpplications, needs to be
broadened, and those applications need to be extended beyond the defense-inteligence
community into the law enforcement and non-defense inteligence communities. An interactive



Globa Information System on Transnaiond Threets, dso recommended in Volume 1 of the
overdl report of the 1997 DSB Summer Study, would be a key capability.

Redizing the potentid of these tools will depend on improved sharing of information among
andysts and agencies in the U.S. and dsawhere; the tools themsdves will help. Also, assessing
and planning these capabilities requires an improved andytic framework or modd of the
interaction between threat operations (and ther sgnatures/iobservables) and intdligence
operations intended to detect them. (Think of the intelligence assets overdl as a “sensor” in a
“wegpon” system; the andysis would help to understand and plan how it can be used to acquire
and track the “target.”)

The DSB Summer Study makes severa recommendations for redizing the potentid for
improving the capability of US and allied intelligence and law enforcement to detect
transnationd threat operations of dl kinds, including nuclear. (These include acceerated and
expanded development of knowledge engineering tools and the information sysem mentioned
above, as well as expanded HUMINT and SIGINT operations, and better data sharing and
coordination among U.S. agencies and with codition partners and dlies) However, particular
atention should be focused on the nuclear threat because sgnatures of nuclear threat operations
are likely to be larger andlor more exploitable than for other types of threats, and thus the
prospects of successful detection greater. We thus make the following additional
recommendations.
¢ Seoretaries of Defense and Energy should ensure that, as other DSB recommendations for
intelligence are implemented, the nuclear dimension is explicitly addressed.
¢ To support development of the architecture recommended earlier, and to aid operational
planning, a tighter linkage of users of counterrorism intelligence, nuclear analysts and
intelligence collectors should be edablished to understand the interactions between nuclear
threat operations and their signatures, and intelligence operations intended to detect them.
This increased understanding should be reflected explicitly in an analytic framework or
model.
¢ Reedablish a sound and enduring S& T intelligence analysis capability in the nuclear
area. Recruit, train and equip a cadre, of analysts with the necessary technical
backgrounds. Exploit the resources of the DOE national laboratories more effectively.
Plan for a surge capability in the analytical cadre, since incidents of terrorism tend to be
episodic, and to respond to possihle escalating threat campaigns.

Securing Nuclear Weapons and Materials

Experience in the U.S. and esewhere shows that it is possble to achieve and maintain high
levels of security for nuclear weapons and materids. The chdlenge is to gpproach those high
levels everywhere. Since the dissolution of the Soviet Union, such security has diminished in
Russa. Through the Cooperative Threat Reduction Programs in DOD and DOE, the DOE
Nucdlear Smuggling Program, and other efforts, the U.S. is working cdosdy with Russa to
improve wegporymaterid security, including providing hundreds of millions of dalas to
supplement Russan funding in areas where U.S. funding and competence provide high leverage
on crucia needs.



Progress is being made, but there is a long way to go. Money-dollars and rubles -is necessary
but far from sufficient. It is crucidly important to creste an adequate “security culture’ in Russa
to replace the one that existed in the Soviet Union (which may have been adequate but would be
incompetible with a democratic society). The “indder threat” is particularly important to address.
Cregting an adeguate security culture will be doubly difficult because of the problems-crime,
poverty, and morde-that afflict Russa as a whole. To build the needed security culture and to
fund what must be funded, the government of Russa mugt put very high priority on this problem.
Almog al U.S. observers and participants fed that Russa could be doing more, but there has
been disagreement over what combination of carrots and sticks would be productive, if any.

It is clear to us that a sine qua non for further progress is continued U.S. involvement and thét,
without some leve of continued U.S. funding, U.S. influence will diminish sgnificantly. Mogt of
the projects are programmed to wind down in the next few years.

Over the longer term, fisdle isotopes in the civil nuclear energy fud cycle are dso a mater of
concern, as they can be diverted for use in wegpons. IAEA and related safeguards are necessary
(and can and should be drengthened) but they will never be fully sufficient for protecting these
materidls, which are currently stored in thousands of places under a wide range of security
measures. A more comprehensve, globad regime is needed for protection, control and
accountability of these materids, incuding consolidetion into many fewer Stes The proposed
Internationdly Monitored Retrievable Storage System, which is one gpproach, is the subject of a
current joint DOD/DOE  study.

Recommendation: The appropriate offices and Agenciesin OSD*, and the DOE should jointly
develop a long-range plan to extend the DOD and DOE programs for securing nuclear
materials and weapons in Russia, and to augment current international arrangements for
securing weapon-usable material of all kinds, everywhere. We single out the more detailed
recommendations below not because the topics are new - they are well known to those working
in this area - but because they are of particular importance, and to underline the need for
program breadth and a long-term view.

¢ The present DOE MPC&A and DOD CTR programs to secure the nuclear weapons and
materia within Russa should be extended beyond 2002.

- Encourage Russa even more strongly to consolidate its nuclear and wegpons
materids in fewer Stes

- Provide ongoing American financid, technica and mora support for projects
beyond MPC&A, eg., warhead dismantlement, Pu dispostion, plant closings

¢ The devdopment of a safeguards culture in MinAtom and MOD should be extended to
export and border control agencies. (DOE, DOD, Customs, FBI)

- Collaborate on the development of ongoing, technical cooperative programs
between technica experts and customs and border officids in the former Soviet
states

¢ Attention should be focused on helping the Russans ded with the ingder threst, including
= Continue the Lab-to-Lab programs and US support for the projects of the ISTC,

* Thisreport is being written shortly after the publication of the Defense Reform Initiative Report of November
1997. It isnot clear yet just how OSD responsibilitiesin this areawill be organized.



- Within carefully st limits, share studies and technology for polygraphy, and
methods for effective red-teaming.

The Russan MPC&A system should be coordinated with loca response eements.

- Extend Lab-to-Lab discussons of nuclear accident response to training responders
in Russa in the search and recovery of specid nuclear materids (SNM). (DOE)

A comprehengve, international, and long-term program to secure weapon-usable nuclear
materials should be developed and extended to other states possessing such materids. (DOE)
- Encourage dates to assess their physical protective measures and to upgrade these
measures where necessary.

- Provide assistance to dates in their evaluations and upgrades via the IAEA’s new
International Physical Protection Advisory Service (IPPAS) or by other bilatera

means.
The Nuclear Supplier dates of the West should buy dl HEU avalable outsde of Russa in
the Newly Independent States, thereby diminating the urgency of developing a safeguards
culture and system in at least Sx countries. (DOE, Sate)

Convert research reactors from HEU to LEU fud.

Security of reactor fuel of certain reactor types (breeder and nava) within the former Soviet
Union should be improved. (DOE)

A long-term, comprehensve MPC&A Sysem for the globd dvil fud cyde mus be
developed. (DOE)

- Build on the current IAEA and nationa efforts.
- Support the proposed Internationadly Monitored Retrievable Storage System
(IMRSS) currently under joint study by OSD and DOE.

DOE's nascent R&D program on proliferation-resstant fud cycle technologies should be
expanded, to include collaborative R&D with other nations including Russa and China,

New technology and systems for automated, continuous monitoring of high-risk materids
and nuclear processing (R&D) should be developed and deployed. (DOE)

- Examine the “tagging’ of sendtive nuclear materids so their movement can be
monitored and, if ever logt, be tracked and identified quickly upon recovery.
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Detecting and Responding to the Presence or Transit of Nuclear Materials or
Weapons, Using Large Networks of Sensors and Advanced Search Capabilities

Today, DOD and DOE assats to detect and localize terrorist nuclear materids or explosives can
be effective only over limited areas or with inteligence warning that closdy specifies threst
location and time. Clearly, it would be desrable to have closer to continual coverage of much
larger areas (cities or larger), as might be done with wide arays of very large numbers of
detectors (or perhaps with fewer mobile detectors that could sweep large areas rapidly.) With an
aggressive, long-term program, it appears, for the firg time, that it may now be feasble to
develop such capabilities. Hereé's why.

A centra problem with any radiation detector is false darm rate; if the detection threshold is set
low enough to get maximum detection range, naturd background radiation (or benign manmade
sources) will trigger it. In a large array of detectors, the fase darm rate can be so high that the
sysem fals completey.

Recently, progress has been made in amediorating this problem usng a network logic that
corrdlates “hits’ among a large number of detectors usng a model of scenario factors such as
edimated or measured traffic flow rates between detector locations (in a city, say.) This filters
out many fase darms, s0 that the entire array (or segments of it) can act as if it were a sngle
detector which is very sendtive (because there are many actua detectors) but with a low fase
dam rate. (“Nuisance dams’ from the many benign radiation sources used in industry and
medicine remain a serious problem that must be dedt with, perhgps by spectrd andyss or use of
active detectors. See below.) There has been some planning to demonstrate such a network, in a
redigic operationd environment, incorporating severd dozen fixed detectors.

Under the auspices of the DSB Summer Study, with welcome DOE support, LLNL and LANL
conducted a “red/blue” interaction to refine how such a network concept could be extended to a
large city, usng Washington, DC as a modd. (Ealier, DoD’s Defense Information Systems
Agency (DISA) had explored, in very prdiminay form, an even more extensve sysem,
including detectors a ports and arports in CONUS and overseas) The DSB/DOE group iterated
toward a linked network of hundreds of mobile and/or quickly relocatable detector systems, and
looked a how improved “end-game’ response/interdiction forces — extensons of today’s
cagpabilities, with improved cgpabilities — could be used on the bass of warning and threst
locdization from such a network. There is a complex *offense/defenss’, move/countermove
srategy that remains to be thought through fully to determine how best to design and use such a
large area detection and tracking capability.

The DSB Summer Study aso looked a advanced technologies for individua detectors, active
and passve. There are innovative agpproaches which hold promise for subgtantidly improving
detection in a variety of ways-t 0 detect HEU or shilded plutonium which have low externd
radigtion sgnatures, to extend detection range and search rate in generd; and to discriminate
agang fase darms. Such advanced detectors could aso be useful in ports or arports.

It is now agpparent that, for the fird time, use of improved detectors and improved ways of using
detectors in large arays, opens the serious possbility of being able to affordably cover much
larger areas, and keep them under survelllance over much longer times, than has generdly been
thought feasble. Such a capability to detect the presence or trandt of a nuclear threast device
could converge, in a synergisic way, with improved intelligence capabilities to detect threat
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operations (described above) to provide, overdl, a potent capability to ded effectively with a
wide range of threat scenarios.

Redizing this potentid will require a long-teem DOD and DOE investment program combining
technicd R&D with advanced operational concepts. Success is not guaranteed, but there is a
reasonable prospect. Recommendation: DOE and DOD should jointly plan and assure funding
for a long-term program to develop and acquire capabilities to detect the presence or transit of
nuclear weapons/devices and materials over much larger areas, and with much longer
duration of coverage, than is currently possible, coordinated with expanded efforts to respond
to such detection more rapidly and effectively. The final phase of such a program should be to
prepare to procure equipment in quantity and to train personnel so that, when needed, a
capability could be quickly deployed to cover many large cities smultaneously. Consistent with
other DSB Summer Study recommendations, the National Guard should become an integral
part of plans for such a large-scale surge capability; planning and training for this should
start now. The following more detailed recommendations suggest a strategy for acquiring
an integrated system of radiation detectors and response forces to screen as well as search
larger areas.

¢ As a badc building block we urge the development and deployment of at least a few
dozen next generation Modular Application Search Sysems (MASS)3  The modules should
be easly adapted for vehicle or fixed application. They should incorporate next generation
data processing and networking capability as well as advanced detectors. (DOE)

¢ DOD and DOE should collaborate to demondrate, in the near future, the capabilities of a
prototype network of detectors (perhaps up to a hundred) in a redistic operationa
environment in a city and/or around a military base. (This experience can provide insght for
the following recommendation.)

¢ DOD and DOE should explore the longer-term development of a system of several hundred
(maybe even a thousand) networked sensor modules for nuclear search and screening in
urban environments, to screen harbors or ports and for military base protection in CONUS  or
OCONUS. This would be most likely employed as a surge capability of MASS, but would
exploit computing and communications among the detectors to reduce fase positives. In the
long term, the network and MASS would be based on advanced detectors and methods
developed in the program recommended below.

¢ A continuing test program under DOE should be established to characterize time-dependent
radiation patterns in urban environments and to test and demongrate networks as well as
individua sensors in the proposed architecture.

¢ DOE (NN) should augment current efforts to develop next generation sensors - applicable not
only to “termind defensg’ of limited areas but broadly applicable to detection and
interdiction of dolen nucler materid. This will require additiond funds, some of which
should be devoted to high-risk ideas. For example,

- Smart detectors to diminate fase and nuisance postives - emphasis on room-
temperature operation, reduced size and unit costs and automated spectra analysis

- Gammaray imaging. In the far term, this may hold the revolutionary promise of
diginguishing smal radiation sgnds againg background radiation over large aress

3 Described in Requirements: National Radiation Detection Assets DP-23, 6 Aug 97)




very quickly (perhaps up to square kilometers of area every severa seconds). In the
near term, less amhbitious angular and spectral resolution will permit gpplication to
smaler search areas (5,000 to 50,000 sg. meters) and to device diagnostics.

- Detectors (probably active) for highly enriched uranium and shidded materid.
Detection at extended (from today’s capahilities) ranges.

Gaining Access to Threat Devices, Diagnosing them, and Rendering Them Safe
with as Little Damage as Possible.

A threat device that has been located could be booby-trapped to detonate when access or render-
sdfe efforts are attempted. Some nuclear devices, perhaps primitive ones especidly, are not “one-
point safe’ - that is, atempts to destroy them, once captured by U.S. forces, could cause them to
produce ggnificant nuclear yidd. There has been good progress in recent years in designing
methods to preclude or limit such yield, but more should and can be done, and devices dready
known to be effective need to be procured.

The importance of this phase of deding with the threat varies with the scenario. If the threat
scenario is, for example, a suicide atempt with no other god than to indiscriminatey kil
Americans, the adversary could use something like a dead-man switch to detonate the device if
threatened and make access and render-safe capabilities essentidly irrdlevant. On the other hand,
if it is an extortion atempt, sgnificant time for search, access and render-safe might be available,
but the device might be heavily booby trapped, to detonate when access or safeing is attempted.
Likewise the levd of sophidication of booby trapping is known to vary widdy-from easy-to-
beat to impossible-to-best.

On the basis of studies and R&D dready done, we believe tha with affordable levels of further
R&D and procurement, it is feasible to develop access and render-safe capability which will do
the job quite wel for a wide range (though not dl) of scenarios in which such cgpahility is
rdevant a al. The exidence of scenarios in which even a good capability is irrdevant is not
aufficient reason not to do what can be done. The purpose of this whole business is to narrow the
range of winning options for the potentid adversary.

DOE and DOD should plan and assure funding for a sgnificantly enlarged and coordinated
program to develop and acquire greatly expanded capabilities to gain access to threat devices
which have been located and to render them safe or destroy them with as little attendant

damage as possible. More ambitious objectives should be to have capabilities that closdy
goproach the physcs limits. As discussed previoudy, we believe that this will require additiond
funds and that some of these should be devoted to high-risk ideas. Tailored, very rapid response
combining DOE and DOD assets and collaboration with trusted dlies continue to be encouraged.

To support these generd objectives the Pane makes the following particular recommendations:

4 Develop diagnogtics which describe more accuratedly and from more remote distances the
mechanical assembly and dectricad / booby trap condruction in an improvised or stolen
nuclear device. (DOE and DOD)

¢ Device assessment - provide additiond resources and personnd to determine if a device is
cgpable of producing nuclear yield and, if so, how various render-safe options would affect
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the yidd. (DOE) (The Pand is encouraged tha this work will help attract and train the next
generation of stockpile stewards.)

¢ Deveop new methods (DOD and DOE) of rendering safe the remaining classes of nuclear
devices not covered by exiging render safe methods. Ruggedize these new methods for
military use in the fidd, and tet under as near red conditions as is possble Deploy in
sufficient numbers (i.e, more than one) to respond quickly.

In addition to these technicd capabilities, operationd coordination and planning is crucd.
Recently, it has become more widey known that DOD military forces might be used in support
of the FBI in a domestic nuclear event, and this has caused some confusion as to who does what,
with whom, for what misson. Clarification is needed as to roles and responsibilities between

DOD units tasked to deal with Transnational Threats in a crisis involving nuclear devices,

particularly in the CONUS, and a better mission profile definition needs to be documented for
DOE to follow in its support planning.

Mitigating the Consequences of an Explosion or Radioactive Dispersal that has
Occurred

While the consequences of a nuclear exploson would be cataclysmic (and could be very serious
for a high explosve induced radioactive dispersd event), they can be patidly mitigated. The
overdl program for ameiorating the consequences of WMD terrorism is discussed at greater
length in Volume | of the full DSB report. Its most important fegture is the inditutiondization of
the Nunn-Lugar-Domenici  (N-L-D) programs for first responders. Recommendations. nuclear
conseguences should be included in the N-L-D program for first responders. For example,

- Better planning and preparedness not just for a radiological or wegpons accident but
for the sheer devadtation of an actud nuclear detonation. (DOE, FEMA, DOD)

- Continue (under N-L-D) to establish the nation-wide training program for first
responders including nuclear (DoD)

- Tran Nationd Guard for nuclear consequence management and exercise a nation-
wide linkage of DOD and National Guard with first responders. Use National Guard
for traning & equipping.

In addition, the Armed Forces Radiology Research Ingtitute (AFRRI) should complete the
development of improved treatment regimes for radiation-caused and radiation-exacerbated
injury and promulgate its application among gppropriate dements of the firg-responder and
medica communities.

Attribution

Being able to correctly attribute a nuclear terrorism event to its perpetrators can help to deter the
act itsdf and ensure that U.S. responses are appropriate, and can ameliorate the sense of
helplessness that the public would otherwise fed after such an event. The improved capability to
detect a threat operation that is underway, discussed earlier, can contribute to atribution after the
fact even if it (and the other measures discussed) fal to prevent the event. In addition, there is a
wide range of forendgcs technology that can complement other intelligence/detection capabilities
before the event, and contribute to atribution after. One example is andyss of minute samples
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of materid obtained (perhaps clandestindly) from the vicinity of a threat suspected operation, or
from an exploson, which can tell a lot about origins history and asociations of the materid.
Especidly important is identification of worldwide reference data-bases for nuclear isotopic
fingerprints and andyticd methods which might associate nonnuclear resdues with origind
nuclear Stes,, and setting up arrangements for rgpid access to them when needed.

Science and technology developed over the past severd years are rich in potentid for forensics,
but are not being fully utilized. Very little is being spent in this area. We recommend a several-
fold increase in funding for development of nuclear forensics technology. This should build
on the exiging joint DOE-FBI MOU and severd other programs with State and the IC. Such an
increase would il represent very smdl levels of funding, both in absolute terms and compared
with what is being spent on other capabilities discussed in this report.

Radioactive Dispersal Devices

A nudear exploson is not the only way to kill people or create a serious hazard with nuclear
materid. Radioactive materiad of many kinds can be dispersed easly over wide areas with
gandard chemicd explosives or in other ways. Radioactive materia used in medicine or industry
exigs in thousands of places and unfortunately can eeslly be stolen.

While such an event would not be nearly the catastrophe a nuclear exploson would be, it would
be much easser to execute and thus harder to prevent. At one extreme, such events may be
impossible to prevent. But others may be possble to prevent. The measures and capabilities we
discuss and recommend for deding with the nuclear exploson threast will dso expand the range
of cgpability agang dispersd events.

Resources Requirements

Devedoping a cgpability to ded effectivdly with the nudear threat across a broad front will
require more resources. More resources are warranted both because of the new prospects for
improved capability that we have described, and because the threat itsdf is now a truly centrd
issue in the nationd security arena

The prospects for deding effectively with the nuclear threet that we have tried to evoke in the
preceding discusson demand a longterm view. Over the long term, resource requirements
should be viewed in three overlapping phases:

¢ A five to ten year program to develop the greatly improved capabilities that we assert are
feasble. We estimate increased funding requirements for the first five years of this program
in more detall bedlow and in Attachment B. (During this period, of course, some leve of
increasingly improved operationa capability will be maintaned and exercised.)

¢ Long lead preparations for laer, very large scde procurement and deployment of the
improved capabilities being developed.

¢ Large-scde procurement and deployment. The full - capability we envision could cost a few
billion dollars to procure and perhaps several hundred million dollars a year to maintain at
a high level of operational readiness. We believe planning on the bass of this leve of future
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resource expenditure is commensurate with the possible future threat (or perhaps even the
current threst.) Whether or not these resources would actudly be requested by a future
adminigration and authorized and appropriated by a future Congress would of course depend
on the circumdances a the time. If the future security environment warrants it, these
capabilities might be procured and operated as they become available; or they might be kept
a a lower leved of readiness, able to surge in weeks or months as the Stuatiion demands. Be
dl this as it may, we beieve drongly that the development program over the next five to ten
years should be planned on the basis that procurement and operationd resources at the level
we pogt here could become available.

The firg five years of the program we recommend will require roughly the following additiond
funding, beyond what is dready planned:

Year DOD DOE
FY99 $5M $5M
FYO00 $65M $50M
FY00-FY04 | $250M $600M

We are aware that FY99 budget planning is dready quite firm. Accordingly, we show a minimd
increase in FY99, which could be reprogrammed within the dready exigting budget. These
amounts could be used for planning the larger increases shown for FY00 and beyond. More
accurate cogts must wait for detailed program plans. A somewhat more detailed categorization of
edimated codts is at Annex B of this report.

Conclusion

We can't be certain that the improved capabilities we have discussed and recommended would
auffice, in dedling with the nuclear transnationa threat, nor are we entirdy certain what “suffice’
means over the long term. The higtory of terrorism and counter-terrorism may contain useful
indghts. For example, in response to the wave of arplane hijackings in the 1960s and 1970s
anti-hijacking measures were put in place. These measures were, and are, far from perfect, but
the frequency of arcraft hijacking dropped draméticdly. More recent experience is smilar;
terorists are often deterred or deflected when confronted with known counter-terrorism
measures that are less than perfect.

If a terrorig nuclear exploson occurs, it will be the fird one. If an ar hijacking had never
occurred before the improved capabilities had been put in place, what would have been the
course of events? The andogy is imperfect, but indicates one way to think about the problem,
epecidly since the nuclear event is more difficult for the adversary to achieve.

If the future holds a terrorist nuclear explosion (given our current capability and current plans to
extend that capability), then the further improved cepabilities we assat are feasble with a
comprehensve architecture and a long term program will subgtantidly reduce the future
likdihood of such an exploson andlor dgnificantly deay the time when it occurs. Like
everything else about the risks of nuclear wegpons, over the sweep of history the underlying
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objective is to buy time for politicd and perhgps socid developments to take place which would
make the risks irrdlevant.

Annex A: Higtory of the US and Nuclear Threat Response Capabilities
Annex B: More detailed cost estimates in FY®Q-FYM
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ANNEX A:
A HSTARY G- DEVELCPMENT O
US CAPABILITY TODEAL WTH THE
NUCLEAR TRANSNATI ONAL THREAT

The first recorded non-nation-state nuclear threat againgt the United States occurred in 1970
when a 14 year old high school student deposited an extortion note on the windshidd of an
Orlando, Florida, law enforcement officia. This note contained crude drawings of an “aom
bomb” that would have been discarded out-of-hand by knowledgeable nuclear weapon experts;
however, there was no sysem avalable a the time to evduate such matters. Consderable
congternation  ensued.

Later, in 1974, Dr. Theodore Taylor published “The Curve of Binding Energy” in which he
expressed his concerns about the probability (and ease) of condruction of improvised nuclear
devices by terrorist groups. Dr. Taylor, as a former Los Alamos weapon designer, outlined a
credible scenario that was reviewed in the New Yorker magazine and received wide attention.
Subsequently, a large number of hoax nuclear extortion thrests were received by various
government agencies. This type of threat has continued over the years, with a current tota
number over 120, but only one has involved actua nuclesr materia (low-enriched uranium
reactor fue powder stolen from a Wilmington, NC, processing plant).

Concern had arisen in the nuclear wegpon community during the early 1970's that projected
growth in world-wide power reactor numbers would generae large quantities of plutonium,
which might not be properly safeguarded, and that nuclear device design information would
become more available as time passed. Various actions were taken to improve nuclear materid
safeguards and protect design information, but it became clear that measures were needed to
prepare for the possbility of “loose nukes” Accordingly, in late 1974, the AEC Director for
Military Applications sent a letter to the Directors of Lawrence Liver-more, Los Alamos, and
Sandia Laboratories and to the Manager of the AEC Nevada Operations Office tasking them to
establish and support what became known as the Nuclear Emergency Search Team (NEST).

The AEC/ERDA/DOE NEST program evolved over the next severa years into a multi-agency
national cgpability with operationd skills going far beyond the “search” desgnated in its name.
1976 maked the first exercise covertly searching a public facility with law enforcement help a
the San Francisco Internationd  Airport. The firg full fidd exercise with US Army EOD
participation was hed at the Idaho Nationa Engineering Laboratory in 1977, which was aso the
same year that the team was deployed to a red threat (later determined to be a hoax) to Union
Oil faclities in Long Beach, CA. A formadized methodology to evauate communicated threat
messages was established in 1977 to assess credibility and obtain tacticd intelligence from ther
content. This project has sgnificantly reduced the incidence of deployments even though threet
messages continue to be recelved.

Another milestone occurred in January 1978, when the team deployed to Canada to ad in
locating nuclear reactor debris from the Soviet satelite, COSMOS 954. This successful operation
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generated worldwide atention and exposed the team to operations under very difficult
environmenta  conditions. 1t dso provided experience in rapid deployment and had a sgnificant
impact on fidd organization and logidics planning.

NEST deployed to Reno, NV, in 1980 to search Harrah's Club in response to a plutonium
radiation dispersal threat. While the threat was never substantiated, the operation demonstrated
that they could search a large commercid facility without being detected by the media or public.
This was done in a period of 18 hours.

Exercises continued with various military and/or civil organizations over the next few years but
the firga NEST fidd exercise with mgor FBI paticipation was held in 1983 in Albuquerque,
NM. While this operation provided an opportunity to explore FBI/DOD/DOE field
organizationd issues, it aso tested the concept of conducting searches with locad emergency
personnel who are trained for the task on the spot. The concept did not work very wdll, largely
because of complexity of the search equipment, and the method used to solve the problem was to
tran a cadre of approximatedy 200 “reserve searchers’ who could be given annua refresher
traning and thereéby mantaned in a qudified datus. This concept continues today, dthough
there is a dedre to obtain search equipment with built-in intelligence so as to avoid the expense
of on-cal personnd.

The largest and most comprehensve fied exercise that involved the NEST organization, code
named “Mighty Derringer,” was held in 1986 under the aegis of the Nationa Security Staff. This
exercise included high level Washington management participation from DOD, DOE, FBI, CIA,
and FEMA, in addition to fidd dements a locations in Indianapalis, IN, and the Nevada Test
Site. Many technicd and organizationa issues were addressed in this exercise, but the most
important dedt with how the Washington management dtructure would ded with such an
emergency. An exercise of this size and scope has not been held since.

Many exercisess have been hdd sgnce 1986, deding with different military organizations,
CONUS and OCONUS scenarios, different technica issues and different physica locations. The
most recent that dedlt with a US domestic threat was the Mirage Gold exercise in New Orleans,
LA, in 1994. Emphases since that time have been on OCONUS scenarios. There is a continuing
need to train new personnd to replace those lost through normal ttrition, but opportunities for
technical teams to practice ther kills in the fidd are limited by available funding.

Throughout its history, NEST personnd have worked to improve their technicd capability.
However, they ill lack tools to ded with various threats that have been defined. There ae
limitations caused by the laws of physcs and by insufficent information about any particular
threat with which they must ded, but there are numerous forward looking ideas that have been
proposed for search, diagnogtics, and disablement use. Unfortunady, this program has had little
resource available for advanced R&D, which means that most of these concepts have not been
investigated. If the transnationd nuclear threst is to be recognized as a high priority nationa
problem, hedthy R&D funding of the order of 50M$ per year needs to be applied to exploit these
possihilities.

Another problem that has arisen in recent years has to do with DOD teams with which DOE
NEST deploys. Origind arangements for joint operations in a domestic nuclear threst problem
included US Army FORSCOM EOD personnd for al “hands-on” operations on a nuclear
terrorist device. Training for these EOD personnd has included gpplication and use of DOE-
developed equipment for diagnostic, dissblement and containment use, in conjunction with DOE
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scientific personnd. Later traning for OCONUS operations has been in support of specid
operdtions forces who plan to accomplish ther misson without the presence of scientific
personnd a the location of a fiedd operaion and who have a much more limited technicd
cgpability. Thus, DOE teams mud tran for two different missons with two different military
groups. This issue needs resolution by SECDEF and SECENG soonest.
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Improved Capability Against the Nuclear Transnational Threat:
Additional Costs Beyond Current Budgets / Plans ($Millions)

DOD DOE
Thru Thru
FY99 | FYOO | FY04 | FY99 | FYOO | FYO04
Protect Nuclear Materials
In Russia
¢ Augment CTR & MPC&A 30| 50 0
¢ Extend CTR & MPC&A 5 200
World Wide MPC&A 0 0 5
Intelligence 10| 50 2 10
Terminal Defense
Networks and Search 5[ 50 20 200
Access / Diagnodtics 5[ 50 10 50
Render Safe 10| 50 10 100
Long Range R& D 5 50
TOTALS 5 65| 250 5 52 610
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SUMMARY

“The basic principles of freedom, justice and concern for human life on which our nation was founded
have survived mgor threats during the course of Americas history. Today, we face a unique and
pervasve chdlenge to these ideds in the form of terrorism, an increasingly serious threat to the United
States and its friends and dlies around the world.”

While these words, from a report of a high leve government Task Force on Combating Terrorism,
reflect today’s growing concern about this threat, they were written more than a decade ago. The Task
Force that issued this report in February 1986, led by then Vice Presdent George Bush, was
established in response to the 1980s world wide wave of skyjackings, ship highjackings, car bombings
and other acts of terrorism.

Thus, the threat from transnationad groups is not new since the end of the Cold War. Indeed, the
number of transnationa threat incidents per year is condderably lower than a decade ago, a reduction
due, a least in pat to actions taken by the US Government in concert with other nations since the mid

1980s.

However, there is a new and ominous trend — a proclivity of these groups towards inflicting much
gregter levels of violence per incident. Some transnationd groups apparently now have the motives and
are seeking the means, through access to wegpons of mass destruction and other instruments of terror
and disruption, to cause grest harm to our society.

Two incidents in particular are illudtrative of the new threat. The perpetrators of the 1993 World Trade
Center bombing and the 1995 Tokyo Subway nerve gas atack were aming for tens of thousands of
fatdities. The Aum Shinrikyo Sect that carried out the Tokyo subway attack (killing a dozen people
and injuring thousands more), released chemicd wafare (CW) nerve agent the previous year in
Matsumoto, Japan (an attack which resulted in seven deaths and attracted surprisingly little attention
in the US) and prepared to attack US targets. The sect was dso developing and testing much more
lethd biologicd warfare (BW) agents. The perpetrators of the World Trade Center bombing reportedly
adso congdered the possbility of combining lethd chemical agents with the high explosve detonation
as a means to kill many more.

One mug be cautious in deriving “lessons’ from this handful of incidents Certainly we cannot gain
much comfort from the falure of these groups to achieve their gods and conclude that such horrendous
acts are beyond the capabilities of substate actors. While developing a usable CW or BW capability is
not quite as smple as sometimes depicted in the popular press, other groups, even without any Sate
support, will likely be able to put together the requiste mix of technicad skills and operationd savvy to
plan and execute devastating CW or BW attacks.

It is this “new” aspect of the transnationd threst — groups with both motives and means to cause
great destruction and damage — that is the driving concern of the DSB study. The US may now be
facing groups less concerned with gaining political legitimacy and a seat a the table (which therefore
had reasons to place some limits on the consequences of their actions) and instead more interested in
bringing down the house (motivated by gpocalyptic or Armageddonist visons). CW, and particularly
BW, offer a means for the few to inflict leves of casudties hereto-fore assumed to require the
resources of nations. Furthermore, by their very transnational and subversve nature, such groups do
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not provide territories or homeands to hold a risk. This “lack of a home address’ may dlow
transnationa groups, not only to mount solitary attacks, but aso wage campaigns of terrorism againgt
the US with much greater impunity than nation dtates could get away with.

This CW/BW Pand (and its parent Task Force) focused on the role of the Depatment of Defense
(DoD) in deding with this emerging threat. DOD clearly must be prepared to counter attacks by
transnational groups that threaten DOD personned and interfere with DoD’s ability to peform its
missons. The Task Force aso addressed how DOD could contribute to mitigating the more generd
transnationd threat to US society at large. DOD has much to offer — expertise, capabilities, experience
— but working effectively to improve domestic preparedness require building on relaionships being
forged in counter-drug and other activities to achieve unprecedented levels of cooperation with other
Federal, State and locd agencies.

DoD'’s role in combating the transnationd threat mugt fit within a larger US effort. While the CW/BW
Panel addressed potential DOD roles within this broader context, defining a comprehensive national
effort was beyond the scope of this DSB study.

The find report of the 1997 DSB study of the transnationd threat urges the DOD to devote more
attention and resources to deding with this emerging danger and recommends a strategy to guide DoD’s
efforts. This gppendix to the report eaborates DoD’s role in combating the chemicd and biologica
warfare agpects of this threst.

Our observations and recommendations are summarized in the dozen eements of the
following strategy that we propose DOD adopt to deal with the threat of chemical/biological
warfare (CBW) from transnational groups.

1. DOD should take the CBW threat posed by transnational groups very serioudy and prepare

for the long haul. The potentia for CBW attacks by transnationad groups will not soon go away.

DOD expends a substantial part of its energy and resources towards deding with maor theaters of war.

It is plausible to assume that a transnationd threat attack usng CW or BW is just as likely as a mgor

regiona contingency and the consequences for the United States potentialy at least as severe. As part
of its regponghility for domestic preparedness we recommend that DOD make a more enduring
commitment to the Nunn-Lugar-Domenici (NLD) program by retaining stewardship in FY99 and
beyond, and expending the scope of the program. NLD provides training and other assstance to locd
emergency responders to help them ded with CBW incidents.

2. Recognize that the differences between chemical and biological warfare agents are at least
as gignificant as their smilarities. The means of production are different and BW can be far more
toxic: a few kilograms of CW can threaten lives within confined areas or over a few city blocks, while
the same amount of B W agent can thresten an entire city.  Furthermore, the effects of BW agents occur
more dowly than CW, making detection and attribution far more difficult in transnationa threet

attacks.

3. Don't treat the threat as “too hard”. The biologica warfare threat in particular can gppear 0
formidable that it can lead to inaction — "its too hard!." It is indeed too hard to devise totaly effective
defenses or cover dl possble scenarios.  Our sudy, while identifying meny ussful deps and
goplications for new technologies, found no “siver bullet” that will ded effectivdy with the entire
range of BW thrests A focus on incremental steps that contributes to mitigating the threat and raising
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the price to potential attackersis more likely to lead to a sustainable effort in the long run. Thus, there
is condderable merit in Richard Danzig's (the former Undersecretary of the Navy) prescription to
“think smdl” with respect to BW defense.

4. Fashion a defense-in-depth strategy and posture but tailor it to the special challenges
presented by the CBW threat. Place specid emphasis on consegquence management and intelligence.
All the dements of defense-in-depth — dissuading and denying possession, deterring use, intercepting
delivery, mitigating consequences and identifying and punishing the perpetraiors — can contribute to
combating the CBW threat from transnaiond groups.

Highest priority should be accorded to managing and mitigating the consequences of a CBW attack.

There are two reasons. One, we cannot count on preventing CBW attacks and two, so-cdled passive
defense measures can be very effective in reducing casudties (perhaps by severd orders of magnitude
through a combination of waning and monitoring, individua and collective protection and timey

medica trestment). Clearly, it would be preferable to deny possesson and prevent attacks rather than
have to try to amdiorae ther effects. However, the very smal signatures that may be associated with

CBW production and possesson as wdl as the multiple, and difficult to intercept, delivery means
avalable to potentid attackers implies a leaky front-end of any defense-in-depth. Thus, we must be
prepared to ded with the consequences of CBW agent release. Managing the consequences of an attack
not only includes minimizing the physcd and environmenta traumas but dso influencing public and
media perceptions and dedling with adversaries who might be planning thelr next move in a campaign of
terrorism.

Next in priority is getting smarter about the threat through a more focused and aggressve intelligence
efort. The intdligegnce community (induding its DOD components) has only recently paid much
attention to the CBW threat, and it has concentrated on the threat from nation states. The inteligence
community will need to focus more atention and resources to the substate aspects of the CBW threst.
Because of the nature of this threst the effort will be heavily rdiant on human intdligence (HUMINT).

It will dso require new sampling and collection techniques, senditive andytic capabilities (to pull very
andl dgnds from cluttered backgrounds), better communication and sharing of information with law
enforcement agencies, more effective use of open sources and involvement in epidemiology studies to
asess “outbresks’ of unusud diseases that may provide clues to BW production activities.

While deterrence will play a much lesser role againg these substate actors than it did againgt our Cold
War adversary, DOD should not ignore its potential contributions. Among the steps it can take would
be to st up (in cooperation with other government agencies) a “Human Factors Assessment Center”.
Its objectives would be to better understand the motives and vaues of potentid substate users of CBW

and to identify means to drengthen deterrent mechanisms againgt these groups.  One fruitful avenue of
investigation would be to illuminate both the costs (eg., exposng vulnerabilities) as well as potentia
benefits of various ways to “publicizé’ US capabilities to defest and mitigate attacks.

5. Build on existing organizations and processes as much as possible. Our main recommendation
here is a strong consequence management role for the Nationd Guard and DOD reserve components in
responding to CBW terorism. The Guard offer important adventages distributed throughout and
“owned” by the States, vested interest in local communities, communication and training networks, and
they are not constrained by Posse Comitatus.



We propose two main roles for the National Guard (NG): 1) as a mgor conduit for the CBW defense
traning (initid and sugtainment) that the DOD and other Federd agencies have to offer local responders
and 2) as a conseguence management “second responder” capability to support loca and other State
agendies in deding with CBW incidents.

Both are vitd and formidable tasks. Training the first responder community, numbering in the millions
and characterized by high turnover, to perform tasks not pat of ther daly activities, will require
innovative approaches and close coordination with centers of expertise in the Services (including
Reserve components) and other government agencies. The consequence management “second
responder” capability can be achieved by edtablishing “Chemica/Biologica Incident Response Force
(CBIRF) -like’ units a the State and regiond leves. In addition the NG could dso contribute to
promoting threat awareness at the locd level and provide a CBW augmentation force to the CINCs. We
offer specifics regarding this recommendation in section 4.4 of this gopendix.

6. Get smarter about options to deal with this threat. Mitigating the CBW threats from substate
adversaries presents much that is unfamiliar. Our advice is that DOD should do what it has done in the
past when presented with new and difficult chalenges. Gather a diverse group of smart people and give

them the time and resources to get their ams around the problem by teking an end-to-end systems
gpproach. Specificaly we recommend setting up two temporary task forces for a least 18 months.
One, reporting to the Joint Staff would address the operationd aspects of responding to the threet; the
other, reporting to the Under Secretary of Defense for Acquistion & Technology (USD(A&T)), the
sysems and technicad aspects. The groups would be integrated together and use anadlyss, modes,

amulations, red teaming, experiments and exercises to identify and evduate materid, traning and
operationa options. The groups should consider both force protection and domestic preparedness roles
for DOD. The objective is to provide a sounder basis for an investment srategy and operationd
decisons.

7. Recognize and organize around the strong connections among force projection, force
protection and domestic preparedness. Our main message is not that DOD should teke on a new
mission but rather that DOD will be unable to accomplish its core busness unless it pays much more
atention to the CBW transnationd threat. The ability of the US military to project force globdly

depends on keeping open ports and arfieds, both in the United States (points of embarkation, POES)
and overseas (points of debarkation, PODs).

In time of crids or war, these POEs and PODS may be the preferred targets for paramilitary and
transnationa threat CBW attacks in order to ddlay and disrupt time criticd US military deployments.
DOD cannot project force if it cannot protect its forces (including those in the US) from CBW attacks
during deployment. Furthermore, force protection as defined by the DOD extends not only to military
personne but ther families as well. Thus, in order to fulfill its force projection and force protection
repongbilities the DOD must develop capabilities directly rdlevant to domestic preparedness. (An
attack on a port in the US is an attack on civilians))

8. Exploit synergy with counterproliferation related CBW defense activities and build on recent
initiatives directed toward the transnational threat. The DOD has not been oblivious to the CBW
threat, particularly since the Gulf War. While the mgor concern has been the CBW threat from nation
dates, some of the current passve defense dements of DoD’s counterproliferation activities are
rdlevant to the transnationd threat as wel (eg., much of the Defense Advanced Research Projects
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Agency’s (DARPA) growing Research & Deveopment (R&D) efforts directed at BW defense). (The
atack operations and active defense components of counterproliferation are consderably less relevant
to addressng the CBW threat from transnationa groups). However, we note, that even since the Gulf
War highlighted the seriousness of the CBW threat, support in the DOD for robust CBW defense
programs has varied. While Secretary Cohen added a billion dollars for CBW defense (over five years)
in the recent Quadrennid Defense Review (QDR) exercise, two years ago there was a serious attempt
within DOD to cut a hillion dollars from CBW defense and counter-proliferation. The United Nations
Specid Commidon (UNSCOM) revelation a that time about the formidable Iragi BW offendve
capability during the Gulf War helped block the proposed cut.

Recent DOD initiatives and activities to ded directly with the CBW transnational threat include
cregtion of the Marine Corps CBIRF, edablishment of a Force Protection Cdl in the joint Staff,
creation of a CBW Quick Response Force under the Army’s Chemicd/Biologica Defense Command
(CBDCOM) and a Response Task Force sructure under US Atlantic Command (USACOM) for
consequence management incidents in the Continenta United States (CONUYS), leedership of the
Technicad Support Working Group (TSWG) (a useful interagency effort to focus counterterrorism
R&D), the BIO-911 and other Advanced Concept Technology Demongtrations (ACTDs), and the city
traning and other efforts funded by Nunn-Lugar-Domenici.

Another DOD resource that should be drawn upon to help with the CBW threat is the many years of
experience in deding with loca and state agencies in preparing for CW emergencies around US chemica
stockpile stes (under the Chemicd Stockpile Emergency Preparedness Program).

9. Expand and nurture DOD'S unique but fragile CW and BW defense capabilities base. DOD
has specid capabilities in the CBW defense arena, but these are dretched thin and are vulnerable to
“far dhare’ cuts in this time of downszing. BW-rdated capabiliies are paticulaly fragile Our
recommendations to enhance this base include

¢ Increasing (thregfold) the medicd gaffing a the US Army Medicd Research Indtitute for
Infectious Diseases (USAMRIID) and the US Army Medica Research Indtitute for Chemical
Defense (USAMIUCD) devoted to supporting Commander-in-Chiefs (CINCs) and domestic
preparedness and improving forensic capability.

¢ Increasang military staffing a the Army’s Technicd Escort Unit (TEU) to enhance readiness
to support domestic preparedness as well as CINC needs.

10. Sustain a broad technology and robust development effort in chemical and biological
defense (including detection, individual and collective protection and decontamination). Uil
recently, CBW defense was not a high R&D priority for DOD. The current effort is largdy amed a
protecting US military forces engaged in mgor combat operations. This effort should be expanded to
encompass defenses gpplicable to the broader definition of force protection (eg., to include DOD
personnd and their families) and to domestic preparedness. Candidates for increased attention include
low cost darms, and masks, stand-off red time CBW detectors, field employable mass spectrometers
for BW andyds rapid large area decontamination methods, decontamination dtandards, antidote
autoinjectors for civilian use, multivdent vaccines and anti-vird agents.

11. Work on critical reationships. We highlight four sets of partnershipgrelationships that
DOD mug establish and sustain in order to maximize its contributions to combating the
transnational CBW threat. These are with:



¢ Other Federal agencies: DOD will need to expand on the relationships it has built with other
government agencies in responding to natural disasters and supporting the war on drugs. A
strong national domestic preparedness posture against the CBW threat will require the heavy
involvement of DoD’s expertise and resources. A DOD stance of “call us if you need us’ will
not suffice. On the other hand, our nation's laws and values are not compatible with military
control of “domestic operations’. DOD must take on deep responsibilities for various aspects of
domestic preparedness without having operational command in most circumstances. This
posture will present a challenge for a DOD used to being in charge of operations, but the
relationships are familiar. DOD must assume the role of the supporting CINC to other agencies
(Federa Bureau of Investigation (FBI), Federal Emergency Management Agency (FEMA)),
who, depending on the circumstances, will serve as the supported CINC.

¢ Local and state first responders. We have aready touched on a critical role for the
National Guard in this area. DoD’s role is as a provider of expertise, training, advice, tools,

equipment, and of follow-on response forces to augment crisis and consequence management
efforts.

¢ The US biotechnology community: The US biotechnology community (spread out in
universities, research institutes, small biotech firms and large pharmaceutical companies) is the
world leader in this field and possesses the knowledge and tools to help DOD understand the
threat and devise defenses against it. DOD must forge much closer ties to this community which
has little motivation or incentive for such close ties. Brokering this relationship and getting this
community involved in defense against the CBW threat will require the involvement of the
most senior government officials, as well as support from the Congress, to provide financia
incentives, appeals to patriotism (or ego) and perhaps assurances on the strictly defensive
nature of the work.

¢ The Russan BW program: Russia till has a robust program involving many tens of

thousands of personnel and world-class facilities. It is clearly in the US interest, not only to

ensure the termination of Russian offensive BW work, but also to keep this expertise off the

street and away from both state and substate entities with an interest in biological weapons. US

goas should be to integrate the Russian scientists into the globa community. The high quality

of their personnel also offers opportunities for joint efforts to improve public heath. There are

a few pilot initiatives underway which should be evaluated with the objective of identifying

potentialy larger follow-on projects. These projects would serve as the base for extending the

Nunn-Lugar program to cover BW as well as nuclear.
12. Incorporate a capability to surge as explicit elements of DOD'S strategy and posture to deal
with the transnational CBW threat. A hedge sraegy and posure — with a Srong surge component
makes sense because of the great uncertainties about the CBW threst — it is currently more potentid
then actud and can evalve in 0 many different ways During the cold war, expliat hedge programs
with thar inherent uncertainty, found it hard to compete for resources with ther less conditiondly
basad counterparts, but the Quadrennid Defense Review identifies a key role for hedge programs in the
new sscurity environment. Surge dements of the podure could indude investments in fadlities, long
leed items, cadre training, mobilization plans for Resave and Guad units and other actions which
would foder a rgpid expanson of capabilities

In summary, the potentid of chemicd and bidlogicadl wegpons in the hands of trangnationd groups
cadts an ominous shedow as we move further avay from the cold war. DOD mugt devote more of its
atention and resources to hep the nation ded with this grave chdlenge Conddaadle effort is dready
bang invesed in improving rdevat capeblities and the foundations exig for a much more effective
posiure.



THE TRANSNATIONAL CBW THREAT

Surveying the Threat

This section will cover

¢ Definitions and Trends

¢ Targets
- Overseasand at home

¢ Actors
- Old and new

¢ Modes of attack
-~ Single events, multiple, campaigns

¢ Chemicd and Biological Warfare Agents
- Differences

As the geopoliticad structure of the Cold War collapsed, it enabled increased threats to the United
States and its interests by organizations and individuds with motives and methods quite different than
those posed to the nation during its confrontation with the Soviet Union.

The nature of these threats are such that they are usudly not located in or identified uniquely with any
partticular nation. In addition, their mode of operation often involves routine movement across nationd
boundaries, including those of the United States.

The Transnaiond CW/BW Threat is defined to include potentid attack on the United States, US
military forces, and friends, dlies, and interests abroad by non-state or State-sponsored groups with
biologicd or chemicd means. The full DSB task force provided an integrated assessment of this threst

and a comprehensive DOD drategy for beginning to address it. This report focuses on the chemicd and
biologica dimenson of the transnaiond threst.

The New Threat is Different and Dangerous

Different:
¢ No geographical base; few or no assets; obscure foreign relationships, unknown values

¢ Presents difficulties for our traditiona methods for intelligence, diplomacy, deterrence, and
war-fighting.

Dangerous:

¢ Technology allows transnational threats to threaten and inflict levels of damage heretofore
achievable only by nation states

¢ Transnationa threats are hard to detect and deter nature of threat alows the few to conduct

campaigns of sequential “shocks’ with far greater impunity than nation states could get away
with.




Technology diffusion is increasing the threat: The diffuson of technology and materials associated
with CBW has increased the potentia threat to US forces from both state and non-dtate actors, as more
entities gain the equipment and materias to make and deliver CW and B W agents.

Expertise is widely available: Technicad and indudtrid globdization has accderated the diffusion of
expertise gpplicable to CW and BW agent production, as has the Internet. Expertise related to
wegponization and ddivery is reportedly avalable for hire from Russa and dsewhere, whether
individually or through transnetional crimind organizations.

The Iragi example: UNSCOM has reveded just how much can be accomplished by a smadl group
working in isolaion from internationd resources and with modest financid invesments.

The Transnational CW and BW Threat is Real and Difficult to Detect
World Trade Center bombing:
¢ Purpose was to kill 50,000 or more people

¢ Bombers experimented with chemical agents in truck bomb

Tokvo subwav attack:
¢ Aum Shinrikyo killed 12 people and sent thousands to the hospital

¢ Had previously used both chemical and biologica agents in attacks
¢ Planned to conduct operations in United States

Oklahoma City bombing also reflected trend toward atacks by transnationa threat groups aimed at
killing as many people as possble, rather than “just enough” to gain media attention.

For most Americans today, terrorism and the broader set of acts by transnationd threat groups are
something that happens in other countries. But the United States has not been spared from the new
turn in transnationd thregts, and the CW and BW thrests are an important dement of this changing
threat profile.

The 1993 bombing of the World Trade Center was aimed at killing as many people as possble-at least
50,000 in the tower itsdf, and more in the immediate vicinity had the building in fact collgpsed.
Although reports are contradictory, it is widdy believed that the truck bomb included a canister of
nerve gas intended to cripple emergency first responders. Indisputeble is the fact that bombers
maintained a laboratory where they developed and produced chemical wegpons.

The Oklahoma City bombing smilarly reflected a departure from the familiar form of terroriam, “that
wants a lot of people watching but not a lot of people dead.” The bombers amed at inflicting maximum
casudties on a symbol of the federd government.

In Jgpan, the Aum Shinrikyo sect developed an extensve CW and BW production base and attack
capability over a number of years. It aso conducted atacks with chemica (and reportedly adso with
biologicad) warfare agents prior to the well known subway attack — some of which were lethd. In
subsequent courtroom testimony, it has been learned that the sect contemplated attacks on targets in
the United States and developed dternative techniques for smuggling nerve agents into the United

States.



Many Americans dso believe that the use of CW and BW agents outsde of war is unknown in our
higory. In fact, such substances have been used in more than 250 crimind incidents in the United
States over the last two decades, typicaly by lone perpetrators for purposes of extortion or revenge,
but sometimes for politica purposes. The FBI aso reports a dramatic increase in recent years in the
number of cases in which the weapons, technologies or agents of mass dedtruction have been an
element.

Thinking About the CW AND BW Threat - Strategically

¢ Classc terrorism was amed a generating fear in order to extract an immediate politica
concesson from the state.

¢ Mass casudty attacks were deemed unnecessary and/or counterproductive.
¢ The non-state CW and BW threat was nearly non-existent.

Present:
¢ New transnationa actors have begun to gppear who utilize violence for reasons other than a
short-term politica god.
¢ Motivated by hatred, revenge, a persond holy writ, or a desire to achieve some long-term god,
they may be unrestrained in the number of deaths they inflict.
¢ CW and BW are an dement of their arsend
Future:
¢ Classcd terorism and the newer transnational thrests coexigt.

Both “classcd terrorigts’ (i.e. those seeking political objectives) and today’s new class of thredts,
including those able and willing to employ CW or BW agents (i.e. those seeking transnationd aims)
seek the operational means to disrupt civil society, induce fear and panic, and demongrate the inability
of government, as presently condituted, to provide security.

While deterrence and prevention of the transnationd CW and BW threats must reman primary
objectives, thwarting the disruption and consequence associated with such action that do take place
may be even more important to the larger objective of limiting the threat. Preventive and deterrent
cgpabilities that are backed by effective means for limiting the consequence acts of transnationd
groups, thus depriving the CW or BW act of its intended consequence, offers the most effective means
of combating this transnationa threst.

The effectiveness of the government response to the first cases of CW or BW may have an important
impact on the future course of such threats.



Thinking About the Transnational CW and BW Threats - Operationally

+ Recognize that the objectives and characteristics used to andyze dlasscd military utility of CW
and BW are of limited relevance to possible transnationd uses.

+ Recognize that threat capabilities range from those with substantia access to state programs to
those operating alone and with no access to state programs
+ Didinguish CW from BW.
¢ Didinguish avil from military targets
¢ Expect innovation in the tactics of transnationd actors, for example:
- Coordinated campaigns
Deception and deliberate hoaxes
Mixed agents
Unexpected delivery methods
Misattribution, etc.

The threat can come from groups ranging from single individuds (the unibomber) to many thousands
(Aum Shinrikyo). The threst could be date supported, have access to the financiad and technicdl
resources of powerful non-state organizations (crime syndicated) or be totaly independent. They could
atempt to purchase or sted CW or BW agents or produce their own They could gain access to
“classicd” CW and BW agents or they could create their own threats usng indudtria chemicas (eg.
chlorine), pedticides, anthrax or livestock agents. Further, transnaiond actors might acquire, with some
outsde help, novel agents with unexpected properties, lessening the effectiveness of existing detection,
protection and therapeutic measures.

Potential US Targets for CW or BW Attack by Transnational Threat Groups are Overseas As
Well Asin CONUS

Over seas:
¢+ Thereisathreat to deployed military forcesin times of war, near-war, or peace.

¢ Requirement to addressng CW and BW thregts as part of the overdl force protection mission.
Domestic:

¢ Thereis athreat to the American public and ingtitutions.

¢ Requires responses by law enforcement and civilian emergency management.

¢+ Military rolein bolstering civilian capabilities and devel oping technology--and in stepping in
when crises outstrip local capabilities.

CONUS-based military forces may be targeted by foreign or domegtic transnationd entities, both
abroad and a home Citizens and military forces of other countries may aso be attacked by
transnationa entities in places where those attacked will expect US military assstance. There is dso
likely a requirement to have the ability to extend force protection to families and infragtructure, to US
diplomatic and business sites and to host nations in a large scde CW or BW event.
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The Threat Overseas
OCONUS US forces are in CW and BW harm’s way:

¢ In both Southwest Asia and Northeast Asia, US military forces are deployed to deter aggressors
assumed to be armed with CW and BW.

¢ Temporary deployments for peacekeeping and other operations also put US forces in places
where chemical and biological weapons may exist.

Use of CW/BW can be an effective asymmetric strategy:

¢ Confronted with overwhelming US conventional power, aggressors may see CW/BW threats as
attractive for dissuading US intervention or coalition formation and see CW/BW attacks as
effective at defeating arriving forces.

Forces in battle are not sole target:

¢ In crisis and war, CBW can be used to attack US military infrastructure (overseas and at home),
dependents, and host nation support assets.

The CW and BW threat to Outsde the Continental United States (OCONUS) forces is red and
immediate. US forces are deployed in precisdly those regions where these wegpons are proliferating,
where date sponsors are found, and where there are both groups and individuas strongly motivated by
hatred of the United States.

If those dates find themsdves a war with the United States, their leaders are likely to use dl means
available to retain their grasp on nationa power. For this purpose, they may see CW and B W as useful,
especidly in modes of attack other than on the immediae battlefied.

Given the higher cost and higher signature of nuclear wegpon possession, use of CW or BW agents may
be more likdy than nuclear wegpons. A capability to kill many Americans may be viewed as necessary
to induce the desred media coverage, public hysteria, and shock to US decison makers to deter US
engagement or to cause disengagement.

The Threat to the US Homeand

¢ The bombings of World Trade Center and of the federal building in Oklahoma City signaled the
existence within the United States of individuals and groups motivated to kill as many people as
possible.

The domestic threat is evolving in much the same ways as the foreign one:

¢ Technology, materials, and expertise on CW and BW agents and ddivery techniques are
diffising.

Ilicit domestic interest in poisons is not new:

¢ Between 1974 and 1994, chemical substances were used in about 170 crimina activities and
biological more than 30, for extortion and other purposes. About one quarter of the
perpetrators had a political goal.

The bombing of the World Trade Center Tower was a reminder of the presence within US borders of
transnational actors with a srong hatred of American power, society, vaues. Oklahoma City was a
wake-up cdl to the exigence within the United States of individuds and groups willing to kill in
support of rdigious, ideologica, or political beliefs.
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Transnational Threat Groups. Real and Potential

Remnants of classical terrorists
Ethnic groups and separatist movements
Religious extremists

Anti-government militia

Narco-traffickers and other transnational criminal organizations
Others motivated by a desire for revenge, to expunge a hated enemy, or to sow anarchy

Individuals who utilize violence to try to change the course of history

Ethnic and separatist violence is not unknown to America, nor is violence motivated by matters of class
or religion. But our higory includes few ingtances of violence by groups or individuds motivated to

cause mass casudties.

Today, it is possble that a mix of socid, economic, politicd, rdigious, and other factors might coaesce
in the militia movement to cause a new, unprecedented form of domegtic violence, one in which mass
casudties are seen as both necessary and just.

Between 1994 and 1996, over 800 militia or Petriot groups were identified. More than 15% of these
had direct ties to the racist right (Aryan Nations or Ku Klux Klan); others motivated by hatred of the
federal government (“a terrorigt dtat€’), by fear of the New World Order (and its supranational and
multinationd corporate representatives), or by extreme rdigious fundamentaism.

Militias have produced ricdn and other BW agents, are stockpiling antibiotics, are currently recruiting
new members among cropdusters, and have practiced plans for atacks on the Bureau of Alcohol
Tabacco and Firearms (ATF), Internd Revenue Service (IRS), Army Corps of Engineer facilities, and

other federd fadilities.

CBW Attacks Could Be Part of an Orchestrated Campaign by Transnational Groups

TYPE: Isolated Events Multiple Events 1 Orchestrated
Campaign

EXPERIENCE: Some US Extensive global “Next Lenin ’
IMPACT ON DOD Casualties  limits Serioudly constrains | Mission failure
MISSION operations erodes coalition disengagement
OVERSEAS support
IMPACT ON Localized societal Serious  economic & Creates national
NATIONS trauma national impact upheaval

CW and BW attacks may be isolated, sngle events, with no or few fatdities. They may be amed a a
gngle individud, fadility, or inditution. More ominous, they may be pursued in a campaign amed a
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transforming public attitudes toward the State or even collgpsing society. BW attacks across very large
aeas and in multiple cities that cause unprecedented peacetime human suffering are within the reach of
groups operating with state sponsorship. Fred 1klé! has described the potentid change that might be
forced on society by a “next Lenin” willing to use Wegpons of Mass Dedruction (WMD) to achieve
his purposes and skillful enough to conduct campaign style attacks on one or more societies.

Isolated events. Likely to produce locdized trauma and not to have sgnificant politica repercussons,
whether a home or abroad, assuming fatdities are few. But even isolated events could be politicaly
sgnificant if they lead to loss of life and property unprecedented in peacetime.

Multiple events. Can be caused by a single group or result from uncoordinated “copy cat” attacks. If
domedtic, likely to generate public debate about whether the government can protect the public, as well
as fear of future socid upheavd. If foreign, likey to erode support for US presence and policies and
possbly to limit US ability to achieve its loca objectives.

An orchestrated campaign: If domegtic, could undermine American’s fundamental sense of security,
lead to a sharp crackdown that unleashes a caudtic nationa debate about the status of our congtitutional
order, while precipitating further socid conflict. If foreign, could lead American public to conclude that
a foreign military commitment is not worth the cods.

N/C/B Differences

¢ The freguent grouping of nuclear, chemical and biological warfare threats within a single
weapons of mass destruction category masks fundamental differences.

Nuclear: The requisite preparations to develop, produce or secure a nuclear device and deliver it offer
many opportunities for detection and disruption, given their scale and cost. The device itsdlf provides
signatures that can be used to detect and disable the device. It is extremdy difficult to mitigate the blast
or long-term hedlth effects of such attacks.

Chemical agents require smdler investments of time, energy and money. Large-scde attacks require
effective ddivery sysdems large quantities of agent, and sound operationa practices. An event
involving a chemicd agent is likdy to have immediate consequences. Decontamination and other
treetment can do much to mitigate effects, but only after the fact.

Biological agents require much smdler invesments and smpler ddivery means. An event may not be
detected for hours or days, and in some cases weeks - or never. If conducted with infectious
transmissble agents, its effects may be uncontrollable, especidly given the ease of long distance trave.

| The Next Lenin, Fred Ikl¢, 1995 (more complete reference)
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Chemical/Biological: Biological and chemical agents are very different

Property Biological Chemical
Botulism Anthrax Nerve (Sarin) Mustard
Lethality -2 organisms 10,000 organisms 1mg 15 mg
(109 mg) (10-5myg) Respiratory
Time to 12-24 hrs 34 days Immediate 2-24 hrs
Symptoms
Lifetime 1-2 days in sun Must Voldile Non voldile, must
decontaminate decontaminate
Dispersal Aerosols, food & Aerosols Aerosols Aerosols
methods water Spray tanks And Liquids
evaporation
Preventive Protective  mask Protective mask Protective Protective mask
protection Vaccine Vaccine mask Full protective clothing
For VX, full
protective
clothing
Preparation Fermentation Fermentation Chemical Chemical  synthesis
methods synthesis
Precursors Smdl gran Smdl dran Chemicd Chemica  reagents
sample sample reagents
Detection methods Immunoassays [mmunoassays, IMS, Mass IMS, MS
antibodies antibodies Spectrometry
(M3
Time to detection hours to days hours to days Seconds Seconds
Treatment Ventilation Ciproploxin/ 2-PAM & None
doxycycline Atropine

The above table highlights other differences between biologica and chemicd agents. Two examples are
given in each case. Anthrax is a particularly lethd pathogen. The other BW example — botulisn — is a
toxin, a chemica produced by living organisms. The BW threat agent aso includes viruses, Ebola being
an especidly virulent example. Viruses are biological agents that are quite smdl in size, require a hogt to
survive, are non-detectable and the only trestment is supportive therapy.

The two types of chemica agents shown are nerve and blister agents. Sarin is given as an example of a
highly volatile nerve agent and mustard as an example of a vesscant. Nerve agents aso come in more
persgent forms (eg. VX and GD). VX acts percutaneoudy and requires a full protective ensemble,

Generdly, chemicd attacks would be discovered immediately. The effects of musard will not show
symptoms (a reddening of the skin and blisters) for a least 2-12 hours. On the other hand, depending
on the pathogen, biologica attack victims might not show symptoms for up to 21 days. It would be
vey difficult to didinguish a biologicd atack from some normd infection if the pathogen is endemic to

the area.
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Probably the most significant difference between CW and BW attacks is that a biological attack can
produce three to five orders of magnitude more casualties with the same total amount of agent (see
figure below). Also, biological agents can be grown almost anywhere using materials purchased from a
local grocery store, while chemical agents must be prepared stoichiometrically from precursors.
However, there are several different routes, some of which require only precursors that are readily

available.

IMlustrative Munitions Effectiveness
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CURRENT DCOD POSTURE FOR COMBATI NG THE CW AND BW
TRANSNATI ONAL  THREATS

DOD Capabilities

¢ DOD has much to offer
- Strategic inventory
- Unique CBW capabilities
- Growing experience
- New initiatives
¢ However, critical capabilities are spread thin and eroding

A digtinction is made between criss and consequence management. CriSs management encompasses
those tasks necessary to interdict, isolate, move, disa’m or destroy a WMD and to collect evidence for
legd prosecution. Consequence management, includes those DOD and other assets that can assst with
protecting emergency responders, identifying agents, applying medical triage and stabilization,
decontaminating casudties and facilities, and managing public perception. These two different problem
sets dearly require an integrated solution.

DOD has Much to Offer
Current Competencies: Strategic Inventory
¢ Ready standing forces, widdly distributed globally and in the US

¢ Experience with organizing, equipping, and training forces to deal with BIG problems

4+ Experience in conceiving, developing, and fielding high performance systems to operate in
stressful ~ environments

¢ Extensive inteligence assets

¢ Special forces capabilities

¢ Exigting contingency organization, foreign and domestic

¢ CBW defense capabilities including research, training, and operations

The Depatment has much capability to offer in response to the transnationd CW and BW threat. A
top levd survey of DoD’s inventory for dedling with the CW and BW threat indicates a breadth of
cagpabilities and relevant expertise that is unmatched anywhere ese in the government. Some of DoD’s
capabilities are highlighted above.
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DOD Has Much to Offer
Current Competencies: CBW Defense
¢ Active and Reserve Component Chemica Unites

¢ Specidized Units: (CBIRF, TEU, 53U, Explosves Ordnance Disposd (EOD) Group, Air Force
Radiation Assessment Team, etc.)

¢ Research/Training Institutes: (USAMRIID, USAMRICD, Nuclear Medical Research Institute
(NMRI), Army Chemicd School, Air Force Technica Applications Center, Radiobiology
Research Institute, etc.)

¢ Specialized Response Teams. RTF, JSOTF

¢ CBDCOM (Chemica Depots, Edgewood Research, Development and Engineering Center
(ERDEC), CSEPP)

¢ Defense Special Weapons Agency (DSWA)

Some of DOD's capahilities for addressing the transnationd CW and BW threat are listed above. Army
chemicd defense units in both the active and reserve components have personnd trained in protection,
detection, and decontamination. Although ther training and eguipment traditiondly is focused to the
battlefidd environment, they do have some experience in gpplying their skills to transnationd threet
scenarios. Specid units such as the Tech Escort Unit (TEU) and CBIRF have missons that directly
support domestic incident response and as such have equipment for such scenarios adong with the
asociated training requirements (particularly  with TEU).

DOD response assets do include a variety of research and training inditutes with a cadre of subject
matter experts that can supply needed expertise and years of first hand experience. DOD response
teams are tailored to provide DOD assets in support of the lead federa agency for a criss management
(Joint Specid Operations Task Force (JSOTF)) and/or a consequence management (RTF) gSituation.

There is a rdevant base of expertise in the Army’'s Chemicd Stockpile Emergency Preparedness
Program (CSEPP) and its experience in working this emergency preparedness program with locdl,
cvilian communities, as wel as the equipment and technicd expertise found a the chemicd sockpile
locations.

DSWA has been deeply involved counterproliferation meatters, including support for BW threat
assessments as well as providing force protection assessments to combatant and facility commanders.
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DOD has Much to Offer
Current Competencies. Operational Experience

DOD Exercises:
¢ DOD Exercises

¢ Mirrored Image
¢+ Cdypso Wind
¢ Excdiber ‘96
¢ Temind Breeze
¢ ITRAP Series
¢ Il Wind
¢ 1997 Interagency Exercise “Measured Response 97-2” in Denver
EventdIncidents:
¢ Murrah Federd Building Bombing, Apr 95
¢+ Democratic and Republican Nationd Conventions
¢ 1996 Summer Olympic Games
¢ 1997 Inaugurd
¢ 1997 Denver Summit of the Eight

DOD'S experience base for deding with WMD incidents is growing through exercises and actua events.

Some of the recent exercises and events are listed above. Digplay Select and Mirrored Image were both
interagency Command Pogt Exercises (CPXs) hosted by DSWA that involved nuclear or improvised

radiological devices. Cdypso Wind was a preparatory CPX for the Atlanta Olympic Task Force.

Excdibur ‘96 was a Headquarters, Department of the Army Continuity of Operations exercise with a
WMD and natural disaster scenario. Terminal Breeze, a recent tabletop exercise involving
representatives  from  Virginiap, Maryland, the Didrict of Columbia and Federd agencies and
departments, employed a scenario that included a satin attack on the Washington area metro subway
sysem.

The Interagency Terrorism Awareness Response Program (ITRAP) is a series of counter-terrorism
exercises sponsored by the Nationa Security Council (NSC) and run by the ASD (SOLIC). The
FEMA sponsored Il Wind seminars and exercises focus on chemica and biological scenarios.

In addition to these exercises, DOD has supported both criss and consequence management efforts
during an actud events, including the bombing of the Murrah Federd Building in Oklahoma City and
the Summer Olympic Games in Atlanta DOD aso prepostioned response assets and/or conducted
first responder training for the Democratic and Republican National Conventions, the 1997 Presdentid
Inauguration, the Denver Sumrnit of the Eight Conference and other events.
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DOD has Much to Offer

There is Lots Underway to Improve Capabilities

Elements of the counter proliferation effort, amed a across-the-board improvements in
military capability to ded with NBC thregts, are rdlevant to the transnationd CBW threat as
well

Cregtion of Joint Staff element focused on force protection (Combating Terrorism Deputy
Directorate, J34)

- Ongoing vulnerability assessment with DSWA
¢ Preparations by CINCs
- Modification of CONPLAN process to include terrorism
Nunn-Lugar-Domenici funded effort for first responder training, etc.

¢+ New R&D:
- ACTDs: 911 Bio, airfields and ports

L 2

<

<+

- TSWG increased investmentsin CW and BW defense
- DARPA BW Defense R&D initiative
- DOD/DOE cooperation on CB R&D

¢ SECDEF QDR commitment of $B plus-up on CBW defense - mostly to procure CBW defense
equipment

Nunn-Lugar-Domenici  legidation in 1996 directed the Depatment (delegated to the US Army
CBDCOM) to provide emergency response training, advice, and assstance to the incident response
community. The recently initiated city training and hot line programs are in response to this legidation.
Other tasking under the legidation includes providing assstance for developing a rapid response team
(note the recent sandup of the RTF) and in acquiring and maintaining an inventory of physcd

equipment and assets. DOD is dso charged with conducting appropriate T& E for preparedness and to

assg in the procurement of equipment to interdicc WMD movement.

New R&D activities include Advanced Concept Technology Demondgrations (ACTDs) to address both
interior and externd releases, the accderated growth of the DARPA BW defense initiative (~$50M
annua budget), and coordination with the DOE Chemical/Biologicad Nonproliferation Program. The
Technology Support Working Group (TSWG) is an interagency program for coordination and
management of the introduction of new technology into the counterterrorism community.
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However Critical Capabilities are Stretched Thin and Eroding
¢ Tech Escort Unit (TEU) operations substantially increased without additional staffing
- Deployed 200+ days last year
- Further personnel reduction planned (27 person reduction by 2000)
- Increase civilian/military ratio detracts from readiness

¢ Pressure on CW expertise base
- CBIRF required 60% of Marine Corps NBC specialists
- Active Army/R& D/medical reductions (part of general downsizing)
- Chemical storage/demil siteswill be closed over next 10 years

¢ Of 50+ new DIA dlots on CT, only one focuses on CB

Bio capability especially vulnerable

- Small base cannot withstand “fair share” cuts

- Only 6 USA MRIID professional support all CINC operational medicine needs
- Recruiting/retention of world class people very difficult in current environment

The pand found that critical cgpabilities within DOD are being stretched and severdly eroded. For
example, the Army’s TEU currently has personnd deployed over 200 days per year. Although the unit
has recently recaeived authorization for -30 civilians, it is targeted to lose 27 military postions by 2000.
TEU’s increasing operational tempo (OPTEMPO), coupled with the shift to grester reliance on civilian
personnd, will soon begin to impact its readiness posture.

Other examples include;
¢ CBIRF uses 60% of the Marines battlefield specidists;

¢ Considerable decline in the Army’s Chemical Corps and R&D chemica speciaists has aready
occurred;

¢ Useful expertise resident in the chemical storage and demil operations personnel will al but
disappear within 10 years unless an active knowledge transfer program is undertaken;

¢ Intelligence community CW and BW specialist staff is very thin.

Perhaps mogt worrisome is the thinness of DoD’s BW defense expertise. Under the downsizing
pressures facing the DOD, key organizations have few personne to perform critical operationd tasks.
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ELEMENTS OF A STRATEGY TO DEAL WITH TRANSNATIONAL
CW AND BW THREATS

In this section, we eaborate on the drategy dements we recommend for use by the Department in
response to the evolving transnational CW and BW threst.

41 DON'T TREAT BWAS TOO-HARD

Thinking About Our Options - “Too Hard?’

¢ Codg-effectiveness relationships among response options for the CW or BW transnationa
threat are not yet understood

¢ Not without analog
- US grappled with similar ambiguitiesin Cold War with strategies of flexible response and deterrence

- Seminal thinking on Cold War strategy was done in late 40s to late 50s

¢ Preoccupation with the most stressful threat or on achieving a perfect solution leeds to
assigning problem to “too-hard” category

“Too Hard” O pporFun}ty Cost
Limited
Jom T  Idea Limited )-===
/ I
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EFFECTIVENESS

In thinking about our options in response to the transnationd CW and B W threat, we must avoid being
trapped into a beief that “it's too hard.” Such an assessment will likdy pardyze further action or
invesment. Currently the cost effectiveness relaionships among the various response options are not
well understood for this threat, but such a Stuation is not without historical precedence. For example,
it took the United States a decade of thought and debate from the late 1940's to late 1950's to develop
our base strategies for nuclear deterrence, that eventudly evolved to flexible response.

Another trgp to avoid is that effectiveness must be measured againgt the most stressful threat or must
embrace the perfect solution. In these cases, we will quickly find oursdves limited by ether idess,

dollars, or both, while missng opportunities to invest in useful capabilities
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Thinking About Our Options - “Making a Difference”

Many “too hard” or “too costly” problems - from arcraft hijackings to missile defense - are being
tackled with an incrementa approach

“Make a difference”
EFFECTIVENESS with small steps

. protecting people/
assets
. raising the price to an

adversary
. reassuring the populace
and our partners
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COST

Alternative choices for effectiveness - such as minimizing the number of people exposed or assets

contaminated or raisng the difficulty for an adversary such that he might show his hand, or providing
confidence to the public and our dlies that we are serious about addressing the threset - lead to an

incrementa approach for improving our capabilities to ded with the transnationd CW or BW thrests.

Sdecting the geps and thar sequence in a systematic way is strongly recommended; in fact, it is the
gig of the architecturd effort recommended by this pand. While many things are happening in an ad-
hoc manner to improve our cgpabilities, the analysis to identify the highest priority actions is

missing.
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An Incremental Approach Recognizes That the Threat Scenarios Space is Broad

. Upper Left: Strong exercise »
i . : 4 Known
opportunities with recent high- { ’ Unknown
: : %, Temporary 0

profile ev_ents (e.g., Olympics, o
Inauguration, G7 + 1) 7

. Upper Right: Consequence Pre-deployed Pre-deployed
mitigation at high-value locations Known personnel and assets material and
(e.g., Capitol, aircraft, subways) equipment
through pre-deployment of
detectors, containment, medical
supplies, etc.)

. Lower Left: Training and Unknown | "Rapid projection” Most difficult
equipping 1 st/2nd responders to force
provide effective “rapid

projection” capabilities |
Lower Right: Invest in intel to
minimize

Recent exercise experience in upper left . But don't get hung up only on most

difficult bl
. Other comer present different CONOPs IThicult probiem

training and material challenges . Effective Intel1 move problem up/left,
makes protection easier

The “known-known” case provides excdlent opportunities to exercise the totd system, such as was
done dready in cases of the Atlanta Olympics, the Inauguration, and the Denver G7+1 meeting. Pre-
deployment of equipment and materid is being addressed modestly with the training kits provided to
the cities under Nunn-Lugar-Domenici (NLD). We propose an expanson to NLD to distribute more
equipment (detectors, medical supplies, etc.) and to evolve better processes (e.g., sprinkler system or
fire hose based decontamination, interior ventilation control) for use in the civilian sector.

The rapid projection force notion of the lower left quadrant of the above figure ams a developing a
well trained and equipped firg (fire, emergency medicad) and second (Nationa Guard) responder
community throughout the nation. Such a force will be particularly effective with warning, but will dso
be a strong element of the pre-deployment strategies of the upper quadrants as well.

The “mogt difficult” quadrant, besdes benefiting from advances in the other three quadrants, dso
presents a strong motivation for improved intelligence so that any Stuation is driven to one of the other

quadrants.
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4.2 DEFENSE-IN-DEPTH

DOD must fashion a defense-in-depth strategy and
posture, but tailor it to the special challenges
presented by the transnational CW and BW threat

Proactive
Awar eness

DETER DENY DETECT INTERDICT MANAGE ATTRIBUTE
CONSEQUENCE AND PUNISH

EXPLOSIVE
cW Critically Enhance
Important Shaping
NUCLEAR and
o : Deterrence
CYBER/EW

We bdieve that the Department needs to place specid emphasis on conseguence management and
intelligence. All the dements of defense-in-depth — dissuading and denying possession, deterring use,
intercepting delivery, mitigating consequences and identifying and punishing the perpetrators — can
contribute to combating this threst.

Highest priority should be accorded to managing and mitigating the consequences of a CW or BW
attack. There are two reasons for establishing such gpproaches. First, we cannot count on preventing
CW or BW attacks. Second, so-called passive defense measures can be very effective in reducing
casudties (perhgps by severd orders of magnitude through a combination of warning and monitoring,
individual and collective protection and timely medica treatment). Clearly, it would be preferable to
deny possesson and prevent attacks rather than have to try to amdiorate ther effects. However, the
very smdl sgnatures that may be associated with C W or BW production and possession, as well as the
multiple and difficult to intercept delivery means available to potentia attackers implies a lesky front-
end of any defense-in-depth. Thus, we must be prepared to deal with the consequences of CBW
agent release. Managing the consequences of an attack not only includes minimizingthe physica and
environmenta  traumas but aso influencing public and media perceptions and deding with adversaries
who might be planning the next move in their campaign. (see chart below)
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Consequence Management is not Limited to Treating Casualties

+ Sorting and tresting casudties (which requires identification of the CW/BW agent or agents
employed and may require patient decontamination).

¢ Cleaning up resdue of CW/BW attack (both on-site contamination and secondary contaminated
facilities such as hospitds and ambulances).

+ Cooperation among federd, state, and locd (and perhaps foreign) entities, including law
enforcement agencies seeking to preserve evidence.

¢ Cooperation with the media to avoid public panic.
¢+ Thwarting responsive adversaries - deding with potential multiple incidents

¢ Achieving ajud result - whether retdiation againgt a state sponsor or known terrorist group or
legd punishment of domestic perpetrators.

Next in priority is getting smarter about the threat through a more focused and aggressive intelligence
effort. The intdligence community (induding its DOD components) has only recently pad sgnificant
attention to the CW and BW threats and has concentrated on the threst from nation states. The
Inteligence Community will need to focus more attention and resources to the transnationd aspects of
the CW or BW threat. Because of the nature of this threet, the effort will need a broad spectrum of
intelligence means with paticular emphasis on human intdligence (HUMINT). It will require new
sanpling and collection techniques, sendtive andytic capabilities (to pull very smdl dgnds from
cluttered backgrounds), better communication and sharing of information with law enforcement
agencies, more effective use of open sources, ad involvement in epidemiology Sudies to assess
“outbresks’ of unusud diseases that may provide clues to BW production activities. (Discussed in
more detail in the next section).

While deterrence will play a much lesser role againg these transnationd actors than it did aganst our
Cold War adversary, DOD should not ignore its potentia contributions. Among the steps it can take
would be to st up (in cooperation with other government agencies) a “Human Factors Assessment
Center.” Its objectives would be to better understand the motives and value systems of potentia
transnational users of CW or BW and to identify means to strengthen deterrence mechanisms againgt
these groups. One fruitful avenue of investigation would be to illuminate both the cods (eg., exposng
transnationd actor vulnerabilities) as wel as the effectiveness of US capabilities. It will be important to
“publicize’ US capabilities as one dement of deterrence. (See section 4.11 for additional discussion of

the role of deterrence)
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4.3 INTELLIGENCE

Get Smarter About the Transnational Chemical/Biological Threat: Improving Inteligence

¢ Chemical # Biological
- Acquisition paths, weaponization and dispersal, effects, etc. differ significantly

¢ Intelligence and threat assessment approach

- Large HUMINT and open source elements with Measurements and Signatures Intelligence (MASINT)
support

¢ Linkage between intelligence and active operational elements
- Many clues within local law enforcement, both CONUS and OCONUS
- Global information system on transnational threats would help

Our underdganding of transnational threets, in generd, and especidly the chemicd and biologicd
vaiants, is much less mature than the traditiona conventional or nuclear threats. Getting smarter about
these threats requires improvements in our information gathering and andyss capabilities A
recognition that transnationd chemicd and biologicd wegpons differ in the fundamentd <Sgnatures
associated with acquisition, wegponization and dispersal, effects, and vulnerabilities leads to the need
for specidized expertise for each.

The gpproach to improved intelligence and threat assessment for both will need to be rich in HUMINT
and open’'source andyses with an important technology assstance from Measurement and Signatures
Intelligence (MASINT) collection. This basc approach differs in emphasis from the more technology-
rich goproach employed for conventiond naion-state threats because of the ambiguous signatures of
both transnational actors and chemical or biologicd agent in a complex background environmen.

A third congderation, integrd with the second, is the edablishment of tighter linkages between
intelligence and operationa dements (including law enforcement). For example, locd law enforcement
will often encounter suspicious activities, but pursue them no further without the added associations
that link the activities into a more complete picture of dangerous efforts (eg., as happened from the
World Trade Center case). Other linkages to public hedth organizations, for example, could be useful in
tying unusua disease outbresks, with loca and regiond clues to pinpoint a CW or B W production
facility. On the operations Sde, those eements responsible for public safety or force protection should
be aufficiently in the know to take preparatory steps should an event cary any warning. These
linkages, when conddered in their entirety, lead naturdly to the notion of the Globd Information
Sysem on Transnaiona Threats as recommended in the overdl study.
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Intelligence and Threat Assessment for
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Mission |
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Law
enforcement
transaction

records,
etc

- TooI Box -
Epidemiolog Detecmn & Process Knowledge
Studies Analys:s Analyss Engmeenn
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« Unusual «  Compbx « Producbon asscclation

outbreaks « Multi-level

The relationships among disparate information sources is daborated in the above chart. Idedly, one
would look to intdligence support first for cueing, followed by confirmation, such that the threst is
intercepted before any agent is disseminated. Should an event take place, then intelligence support
would be critica for atribution. The approach for transnationd CW or BW thregts, however, will
require a sgnificant departure from our more traditiona reliance on Nationd Technicd Means (NTM),
snce the dgnatures associated with acquiring a chemicd or biologicd capability, especidly by a
transnationd threat group, are very low and ambiguous, and not well understood. Cueing must
therefore rely heavily on HUMINT, Sgnds Inteligence (SIGINT), and MASINT. With HUMINT
tip-off, MASINT and possbly COMINT can then be targeted to hep confirm acquisition and/or
deployment activities. Should an event take place, the laboraiory sample analyss capability of the
threat assessment community will prove invduable in identifying the perpetrators.

All of these efforts will be dependent on pardld information and data andyss cagpabilities that draw
upon and propely fuse input from any number of sources open sources (news sources, technical
j ouma and conference entries,. . ), transaction data bases (purchases, shipments, permit
applications,. . ), law enforcement records (complaints, arrests,. . .), public hedth sources (disease
outbreaks, spread .. ), €tc.

In order to adequately address this threat, additiona investment is needed to develop a more complete
“tool box” focused on the specific needs for the chemicd and biologicd threats. Some examples of the
edements and subelements of the tool box are noted in the above figure Especidly important to
addressing the biologicd threet is epidemiology sudies that tie public hedth informatiion on disease
outbregks with background environmental characterization in order to assess the “unusud” nature of
any outbresk. Further association with less open knowledge of suspect production stes and/or
correlation of the outbresk propagation with meteorologica data could lead to pinpointing a facility for
sampling and analyss via MASINT means. Good MASINT will in turn depend on the availability of
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robust detection and fidd laboratory andyss means to pull smdl dgnds from an extremey “dirty”
background. Both HUMINT and MASINT must be augmented with careful process analyss to
develop a pre-operationd understanding of what a production process could look like, where it could
be lesky (i.e., where the best sampling points might be), etc.

There needs to be more aggressive exploitation and adaptation of state-of-the-art knowledge-engineering
tools, which will be the critical endblers for the al-source assessment efforts that underpin every stage
of intelligence support for this difficult threat. “Intelligent software agents’ and “data
farming/mining/warehousing,”  describe the types of information technology advances that need to be
goplied in this area. In addition, there is a need to disseminae the information among many users.
Further, suppliers to the system will require sophisticated multi-level access/security architectures to
dlow entry to the system only a the appropriate “need-to-know” level. Both the Defense Advanced
Research Projects Agency (DARPA) and the National Security Agency (NSA) are supporting R&D to
devdop many of the information andyss and “intdligent agent” tools.

44 ESTABLISHING A NATIONAL CONSEQUENCE MANAGEMENT
CAPABILITY WITHIN THE NATIONAL GUARD

The National Guard
Our Principal Recommendation for Improving Response Capabilities

¢ That the Secretary of Defense direct the Secretary of the Army to establish a national
consequence management capability within the National Guard, augmented as necessary by the
Army Reserve Component, to support state and local agency responses to domestic CW and
BW incidents.

- Tasks:
« Establish a consequence management capability to provide initial and rapid Title 32 and Title 10
support to state and locd agencies
e Conduct sustainment training and exercises for 1st Responders building on initial Nunn Lugar
legislation utilizing existing Distance Learning Centers, Joint Training Centers, and the assets of
the National Interagency Counter-drug Institute (NICI)

o Develop the capahility to support CINC CM JTFs

¢ Allocate resources required to sustain the National Guard effort

It is recommended that the Secretary of Defense direct Secretary of the Army to establish a nationa
consequence management (CM) capability within the Nationd Guard to support state and local agency
responses to domestic chemicd and biologica incidents.

The support to be provided by the Nationad Guard should entall both Title 32 and Title 10
respongbilities. This means that the Guard would respond to a State Governor under Title 32 and
could be quickly federdized under Title 10 to support a larger federdly-coordinated effort.
Additionaly, the Guard would respond to the Nunn-Lugar-Domenici (NLD) legidaion by providing
training for fird responders and integrating exercises utilizing the Guard's exising Distance Learning
Centers (DLC's) and the Nationa Interagency Counterdrug Ingtitute (NICI).
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The Guad should aso be tasked to support the Combatant CINC's Joint Task Forces for
Consequence Management (CINC JTF-CM). The assgnment of Nationd Guard CM assets to CINC
JITF-CM’s would fill a current capability void to which only the CBIRF is now avalable.

In order for the Nationd Guard to assume this misson, sufficient resources must be committed over
time.
]

National Guard: Why

¢ National Guard will be involved regardiess
- DOD can enhance their effectiveness to deal with CBW incidents

Have a vested interest in community, integrated, civilian skills, local knowledge

Stable assignments, long-term expertise, extensive networking

¢

¢

¢ Not constrained by Posses Comitatus (in State status)

¢ Already required to be integrated into Civilian Incident Management System (IMS)
¢

Many Interstate Agreements already are in place

The Nationa Guard belongs to the Governor of each respective state. In most state and local domestic
emergencies (eg., hurricanes, blizzards, tornadoes, earthquakes, etc.), the Governor quickly resorts to
the state Nationa Guard to augment loca agencies for providing relief to the community.

The Guard is homegrown, has a vested interest in the community and will be used by the Governor. In
many cases Guardsmen may dready have the individuad sills, as pat of ther civilian career/volunteer
work, to conduct consequence management duties. Guardsmen normdly stay with their units for long
periods of time There is litle personnd turbulence or large turnover. There will be continuity.

Additiondly, the Guard works with state and local emergencies agencies on a recurring basis and can

esdly be integrated into the Civilian Incident Management System (IMS). Through close coordination
among regiona State Adjutants Generd, there are interdate agreements dready in place that would
fecilitate Nationd Guard regiona responses to assist in consegquence management.

National Guard: Roles

¢ Provide a national conseguence management capability to support state and local agency
responses to domestic CW and BW incidents

¢ Support 1 st Responder Training/Exercises

¢ These capabilities will support an additional mission: augmentation of Combatant CINCs JTFs
for Consequence Management

The ability to save lives and turn victims into patients following a biologica or chemicd incident is
directly related to the amount of trained and effective resources that can be brought on scene in the lesst
amount of time. First responders understand that they will be on the scene firg, and that they may be
the only resource avallable for up to eight hours. Depending on the magnitude of the event, the level of
training and their expertise, this timdine may be unacceptable.
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The Nationd Guard could embrace two key roles. It is uniquely placed for providing a nationd
consequence management (CM) capability to support state and local agency responses to domestic
chemicd and biologicd incidents. Additiondly, its vested interest in the community can be capitaized
on to conduct and integrate training and exercises for first responders a the regiond, state, and loca
levels. This training would sustain the Nunn-Lugar-Domenici initigtives and provide an integrated,
coordinated approach that would enhance loca, state, and federal responses to chemical and biologica
incidents.

The Naiond Guard's consequence management capabilities could dso be used to augment the
Combatant CINCs with their consequence management misson. The CINCs are currently tasked to
provide consequence management capabilities in their specific area of respongbilities in accordance
with CONPLAN 0400. The CINCscurrently have no consequence management resource other than the
Marine Corps Chemical Biologicd Incident Response Force (CBIRF). Utilizing the Nationd Guard
CM capability would provide a force multiplier to the CINCs.

National Guard: Consequence Management
¢ Adapt CBIRF Mode
- Rapid reaction capability
o Establishes link with 1st Responders; makes initial assessment
« Initial recon/decon/medical and logistics assistance to 1st Responders
- Sustained decontamination and medical treatment capability
- Augment 1st Responders - turn victimsinto patients
¢+ Integrate into Civilian Incident Management System
¢ Integrate with FEMA Regiond Offices and with state and local agencies
¢+ Exercise and train with FEMA regions, state and local agencies

A template dready exists for consequence management — it is the Marine Corps CBIRF. The Nationa
Guard should congder adapting the CBIRF modd in developing its nationd consequence management
capability. A capability based on the CBIRF mode would provide the rapid reaction necessary to
support CW or BW incidents. The ability to respond, for example, in two hours within a date greatly
enhances first responders ability to mitigate the damage of the event. The Guard should be able to
quickly link up with the first responders, make an initid assessment of the event, conduct RECON of
the dte to provide initid agent identification and recommended protocols, provide individua
decontamination for the firs responders and provide medica trestment and assessment as required.
Following this initid assessment, a larger more subgtantial force could be deployed to augment the
inittid Nationd Guard response. This force would deploy with more robust decontamination and
medica capabilities, as determined necessary by the initid Guard assessment team.

A critical dement to Nationa Guard success will be its adility to integrate into the Civilian Incident
Management System. Integration is dready in place in a number of dates and regions, but must be
incorporated in dl gates and regions. This will fadlitate the integration into the FEMA regiond offices
as well as state and local agencies.
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The Guard, as the implementer for sustaining Nunn-Lugar-Domenici, provides the necessary training to
its members and to first responders, that can be the basis for integrated training and exercises conducted
with FEMA regions, and sate and locad emergency service agencies.

National Guard: Training

¢ For curriculum development, utilize National Interagency Counterdrug Ingtitute (NICI) along
with US Army CBDCOM, Chemica School, and other national centers of CW and BW defense
expertise

- Apply DOD standards
- Common standards pertaining to all 1st Responders

¢ Utilize existing Distant Learning Centers and Joint Training Centers (JTCs) for educating state,
NG, Coast Guard, other reserve personnel and state and local 1st Responders
¢ Utilize consequence management, assets training the trainers
- Provide quality assurance and adherence to standards

¢ Integrate training and exercises with federal, state, and local agencies
- Support regional FEMA offices and local emergency plans
- Develop CONOPS for command and control integration and information/intelligence sharing

The recommended method of addressng the National Guard training and exercise responghility is to
build on what is dready in place. Currently the Nationd Guard operates the Nationa Interagency
Counterdrug Indtitute (NICI). Established in 1991 to provide education and training for DOD, federd,
date and local law enforcement agencies (LEAS) involved in counterdrug activities, NICI includes three
traning centers. San Luis Obispo, CA; Meridian, MS;, and S. Petersburg, FL. Its curriculum includes
interagency counterdrug training as wel as military support for civil authorities (MSCA). NICI has
experience in developing curricula based on interagency requirements and input, conducting research
and andyss, developing specialized courses as wdl as conducting host agency training courses. NICI is
developing courses for WMD responder training, emergency response exercises, and planning and
managing the consequences of the acts of transnational groups. NICI’s budget to support counterdrug
traning is $3.7M  per year, and $30M to support MCSA training.

Utilizing NICI as the traning hub for consequence management and using the edtablished Digtant
Leaning Centers (DLCs) in date Nationd Guard armories, the training and exercise program can
quickly reach a wide audience. Specific training modules could be developed that meet individud state
and locd standards and provide the bridge from the federd levd to the locd leve.

Active involvement of dae and loca agencies is crucid to the successful development of the
curriculum, a the federd, date and locd levels. The thrugt is to build on what is dready known,
develop the synergy for interaction among dl agencies, and develop the necessary playbooks with the
gppropriate operational concepts for command and control that can be utilized by locd, date, and
regiond activities when faced with responding to a chemicd or biologicad event.
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National Guard: CINC Augmentation

CBIRF is only existing CINCs chemical/biologicdl CM asset
Designated Regional Chemical-Biological Incident Response Teams could fill void
Assigned to CINCs Joint Task Force for Consequence Management (JTF-CM)

Provide training and planning assistance as part of an Advanced Concept Technology
Demonstration

* & o o

There is a naturd reationship between CBIRF and the Nationd Guard. As the Nationd Guard CM
capability comes onling, CBIRF can asss by edtablishing a “tran the traners’ program tha will
educate Guard personnel on the CBIRF concept of operations, and provide cross-training of personnel
in a multitude of tasks. It is envisoned that, once the Guard capability is established, CBIRF will serve
as a federd CM assat for pre-planned events, eg., the Olympics, Inauguration, etc. Also, CBIRF could
initidly serve to augment the Nationd Guard in support of an event. CBIRF can dso serve as a testbed
for operationd and technology innovetion (including participating in Advanced Concept Technology
Demondtrations) and development of the tactics, techniques and procedures. As the Nationd Guard
gans proficiency in the consequence management misson and assumes the training and exercise
integration respongbility, CBIRF would be phased out.

National Guard: Implementation Options

¢ Misson Profile Decontamination/medical stabilization/triage and training more appropriate
than crisis management task associated with TEU/EOD

¢ Implementation Options
- Individual state/regional response capabilities
- Full-time support/part-time/mix
- Dedicated mission/additional mission for operational units
- Equipment/equipment upgrade
¢ Adapts tactica medical unit/Disaster Medical Assistance Team (DMAT) hybrid model

¢ Leverage Innovate Readiness Training (IRT) capabilities (OSD Reserve Affars start-up
program)

Severd potentid missons were examined for gppropriateness for the National Guard. One was
combining the consequence management (CM) dements of CBIRF with the identification and
movement eements of the Army’s Technicd Escort Unit (TEU). However, the amount of specidized
traning required to assume the TEU role would detract from the man thrust of consequence
management. Therefore, we recommend the Nationd Guard should only take on the consequence
management tasks of reconnaissance, decontamination, medica triage and Sabilization, and training
rather than the crigs management tasks associated with the TEU.

Implementation options include edablishing individud dSate CM  capabilities, edtablishing  regiona
response capabilities, or a mixture of both sate and regiond capabilities. The question of full-time
support, part-time support, or a combination of full-time and part-time support will in large pat be
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tied to the level of commitment a the date or regiond levels, as wdl as the amount of federa resources
avaladle.

The designation by the Guard of a dedicated misson vs. additiond misson will reflect the importance
that the Guard places on the misson. To be able to integrate completdy with locd, date, and regiond
emergency response agencies, be responsible for continued training, and continudly refine tactics,
techniques, and procedures requires a full time misson and cannot be effectively accomplished as an
additiond misson.

The Guard could adapt the CBIRF Table of Equipment as the nucleus for its outfitting. CBIRF would
serve as the testbed for new equipment and technology enhancements. The Guard would be able to take
advantage of the CBIRF advances.

National Guard: One Proposal for an Integrated Capability

¢ 54 State/Territory Rapid Assessment Teams (48 personnel per Team)
= Provides initial assistance to 1st Responders; similar to CBIRF 120 man rapid reaction force

¢ 10 Regiona Chemica-Biologica Incident Response Units (180 per Unit)
- Supports states within region
=~ Provides enhanced medical/decontamination capability
4000 personnel ~ 1% of National Guard structure
¢ Staffed 25% full-time with rapid recall capability
-  Dedicated team/unit mission

¢ CBW defense equipment based on CBIRF Table of Equipment

- For National Guard nuclear emergency response, task DDR&E for eval uation/recommendation of
appropriate  equipment

<>

The Nationd Guard should establish 54 datelterritory Rapid Response Assessment Teams (RRATS)
and 10 Regiond Chemicd Biologicd Incident Response Units. Each date Adjutant Generd should
edablish an RRAT to assg firgd responders with initid agent identification, initid command and
control, decontamination and medical trestment and assessment for follow-on National Guard and/or
DOD assats The team would have the capability to provide initid equipment for protection of first
reponders, to include individud decontamination. The RRAT could consist of gpproximately 48
personnel, fully manned, equipped, and capable of being deployed satewide within 2 hours of
notification. The RRAT would be loosdly based on CBIRF's rapid reaction force, but would not need
an integrated logigtics and security ement, and therefore the RRAT would not be as large as CBIRF's
120.

The Naiond Guard Bureau would dso establish 10 Regiond Chemicd Biologicd Incident Response
Units closdy digned with exising FEMA Regiond offices Memoranda of Understanding among the
date Adjutants General within each region would be developed to effect manning, command and
control responghilities, and training and exercise integration. The unit would have the ability to conduct
large-scale decontamination, medica triage for affected victims, and medicad dabilization to augment the
RRAT and firs responders. The unit would be modded after CBIRF with approximatey 180
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personnel assigned. The lack of an integral logistics support package and security eement would permit
a somewhat smadler number of personnd than CBIRF. The regiona unit would be able to respond to an
incident within 4 hours of natification. The RRAT would make the initid assessment and advise the
regiond unit on the magnitude of the event and recommended assets for deployment. Staffing of both
elements would be with 25% full-time personnd. Total personnd dedicated would be about 1% of the
Nationa Guard gtructure. Equipment would be based on the CBIRF Table of Equipment and emerging
technologies as tested by CBIRF. The Assigtant to the Secretary of Defense for Nuclear, Chemical, and
Biologicd should evauate and recommend appropriate equipment for a Nationd Guard nuclear

emergency response capability.

National Guard:
Integration with FEMA Regions

FEMA Regions

HAWALL
AMERICAN SAMOA
MARSHALL I[SLANDS
MICRONESIX
NORTHERN MARIANAS

The 10 Nationd Guard Regiond Chemicd Biologica Incident Response Units could be digned with the
exiging FEMA regions shown above.
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National Guard: Estimated Investment Need
¢ No new dructure; redirection from existing assets
- Sae Rapid Response Assessment Team

o $4M per unit startup; $1 M each year sustainment
o Totd dartup: $200M (over 3 years)
0 Tota sustainment each year: $50M
- Regiond Chemicd/Biologicd Incident Response  Unit
o $12M per unit startup; $2M per year sustainment
o Tota startup: $120M (over 3 years)
0 Total sustainment each year: $20M
¢ Totd Cost

- Initia startup: ~$325Mover 3 years
- Sustanment: ~$75M each year

The costs required to outfit the Nationd Guard with a consequence management capability are based
on the redirection of personnd assets to fulfill this new misson area. There will be no additiond force
dructure investments. To establish a Rapid Response Assessment Team (RRAT) in each dtate requires
M for initid equipment and infrastructure and $1 M eech year for sustainment. Each Regiond
Chemicd-Biologicd Response Unit would require $12M in infrastructure and equipment investment,
as wdl as M for sustainment each year. For both the RRAT and Chemica-Biologicad Response
Units, the infrastructure and equipment requirements could be phased in over three years. The totd
cost for the Nationa Guard program would be about $325M over three years and then about $75M
each year for sustanment.

National Guard: Potential Obstacles/Challenges
Redirection of existing assets

Requires subgtantid initid invesment and sustained support

Requires Memoranda of Understanding among State Adjutants Genera within eech FEMA
Region to form regional response units

¢ Specidized training required before operationaly effective
¢ CINC resistance to NG support

For the Nationa Guard to assume this misson, severd obstacles will have to be overcome. Firg, this is

a new misson for the Nationd Guards, a misson to be assgned within existing assats. We do not

recommend additiona personnd. A chdlenge will be to redirect existing assets from other units to form
the Rapid Response Assessment Teams and regional Chemica-Biologica Incident Response Units.

For this misson to be successful, the Adjutants Generd from States within eech FEMA region must

endorse Memoranda of Undergtanding that formaize the establishment of the regiond response units
to incdude personnd, facilities, command and control, funding and training. Before these teams and
units are employed, extensve specidized training will have to be accomplished to ensure tha there is a
high and uniform standard of excellence throughout.
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The subgtantid initid invesment and required support for sustanment are obdacles that must be
overcome in order to be successful. A conscious effort to commit to the required funding must be made
a the Secretary of Defense leve to ensure that the assets are available to support the National Guard
effort.

Can the Nationd Guard provide the consequence management support to the CINCs as advertised?
The CINCs may resst any support in the bdief that the Nationd Guard will not be able to deliver
when required and will not be adequately trained. Commitment to participation in CINC exercises and
conducting ACTDs in the CINCs aea of regponshility (AOR) to demonstrate consequence
management capabilities may overcome this potentid resistance.

45 END-TO-END SYSTEM APPROACH

Get Smarter: Implement an End-to-End System Approach

Why: . Problem and possible solutions are diverse and crosscut many DOD
missons, functions, and organizations
What: . End-to-end system design and CONOPS encompassing deterrence,

detection and interdiction, prevention, consegquence management,
attribution, and response

Products: . Definition of interface and hand-off requirements
Identification of technicad needs and requirements
Priorities for R&D, acquistion, exercises and training
Identified and costed hedges to ded with uncertainties
Evolutionary paths, options to keep pace with threat
Tools - modds, amulations, andytical expertise - to continue the process

A criticd recommendation for dedling with the transnationd CW and BW threst is to deveop and
evauate our defensve options through a systematic end-to-end systems approach. An end-to-end
sysems gpproach would link end objectives, from near to far term, with organizationd and operationd
frameworks, and demongrate how investments in individud capability improvements lead to enhanced
overd| effectiveness.

Trandating that broad datement to more concrete terms, the architectura approach provides the
products listed above. These products provide the basis for a defensble and sustainable program to
continuoudy improve the country’s effectiveness in deding with this complex threst.

36



Egablish Two Temporary Organizations to Initiate
End-to-End Systems Development

¢ CJICS: Task Force in Joint Staff to develop operational/systems construct and Master Plan
(initia deliverable in 6 months)

¢ USD(A&T): Systems engineering team to provide systems architecture, exercise support,
modeling and analysis capabilities in support of Task Force efforts

¢ Important ingredients:

- Recruit “best of best” - analysis and technical and operational experts
Use “Red Teams” extensively to emulate responsive threats
Introduce modeling and simulation to evaluate alternatives
- Strongly emphasi ze exercises and tests, not just paper studies
Address both force protection and civil protection/response scenarios
- Complete baseline in 18 months at cost of —$30M

As discussed in Volume | of the task force final report, two temporary organizations should be staffed
to undertake this task. These organizations would be expected to make use of both smulated and live
exercises to test out concepts and to have a “Red Team” dement. While there is synergy in the
technica needs for the force protection and civilian protection missions, the operaiond players are
different enough to warant padld efforts for each mission, but with built-in, frequent exchanges
between the two efforts to identify and build on commondties. The DOD can take a lead role for force
protection, and thus, an initid focus on force protection (eg., ded with atacks on points of
embarkation in the US) may facilitate the required interagency participation.

We mugt take our best idess, test them out, learn how to improve, and repeat the process. Testing can
goan a wide range of mechanisms that include smulated as well as live environments, tabletop to fidd
exercises, and it should address dart to finish (criss through consequence) in increasingly more

complex scenarios (sngle event to campaigns, known time/place to an unknown in ether or both
dimension).

The transnationd CW and BW threat must be consdered as a driving scenario within this process.

Further discussion of the end-to-end systems approach can be found in Section 2 of Volume I. A key
point made within this volume is the importance to the Depatment of building on synergy between
force projection, force protection and curl protection. In addition, Volume Il of the Task Force find
report is devoted to related force protection issues, findings and recommendations.
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4.6 FORCE PROJECTION AND PROTECTION

JOINT VISION 2010

Precision Engagement

A system of systems that enables our force
to locate the objective or target, provide
responsive command and control,
generate the desired effect, assess our
level of success, and retain the flexibility to
reengage with precision when required.

Dominant Maneuver !

The multidimensional application  of
information, engagement, and mobility
capabilities to position and employ
widely dispersed joint air, sea, land,
and space forces to accomplish the
assigned operational tasks.

Full Spectrum
Dominance

The ability to dominate
any adversary and,
control any situation in
any operation across the
range of military

Focused Logistics Full Dimensional

operations. :
The fusion of information, logistics, and P Protection
transportation technologies to provide . .
rapid crisis action response, to track and The multilayered offensive and
shift assets even when en route, and to defensive capability to better protect
deliver tailored logistics packages and our forces and facilities at all levels
sustainment directly at the strategic, from adversary attacks while
operational and tactical levels of maintaining freedom of action during
operations. deployment, maneuver and

engagement

DOD MUST HAVE A COMPREHENSIVE PROGRAM THAT
ADDRESSES ALL ASPECTS OF TRANSNATIONAL THREAT
USE OF WMD AGAINST US FORCES

Joint Vison 2010 edsablished Full Spectrum Dominance as the focd point of dl future military
operations. The four eements of Full Spectrum Dominance are Dominant Maneuver, Focused
Logigics, Precison Engagement, and Full-Dimensond Protection.  Of these, Full-Dimensiond
Protection provides the imperative to build a comprehensve program that addresses the issue of
asymmetric threats to US forces.

Past efforts in providing Force Protection have focused on deployed or forward stationed units. The
aftermath of Khobar Towers and J34's base vulnerability assessments are expanding that awareness to
the full spectrum of fadlities a which forces equipment, supporting civilian, and accompanying
families are gtationed, both at home and abroad.

The need to provide Full-Dimensona Protection builds on existing programs and applies across the
entire range of military operations. It recognizes that transnationd thrests or attacks against CONUS
locations or hogt nations will affect military operations. Potentid effects of these incidents include
negative impact on the US public and our codition partners support for military operaions and an
inability to meet our military objectives.
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Concept for Future Joint Operations

“To achieve full spectrum dominance, the military will have to
operate with other government agencies and nongovernment
organizations and agencies. The military needs to coordinate
and consult rather than command and control integrated
operations with information operations, private volunteer
organizations, and nongovernmental organizations. Thus, the
military needs to understand them and complement their
strengths without degrading the joint force mission.” ( CFJO
Chap 8-30)

The Concept for Future Joint Operations (CFJO), May 97, identifies the need for the military to
coordinate and consult with other government and civilian organizations.

The CFJO further dates that the military needs to understand and support the needs of other
organizations and complement ther drengths without degrading the JTF misson. This is especidly

true in order to be prepared to respond to domestic terroriss WMD incidents and meet the operationa
demands of projecting US forces.

The military will have a growing reguirement to rey on the dvilian infrasructure to support the
demands of maintaining a robust Force Projection capability. Transnationd threat incidents involving
WMD will likely result in large consequence management efforts that requires DOD resources. If the

incident occurs as a pat of a planned effort to disrupt US deployment of forces, the ability to meet
operationa timelines can be compromised.

DoD’s leadership in helping prepare for the domedtic terrorist thrests will have an immediate postive
impact on its core misson of mantaining a Force Projection military. Further, the synergy between the

DOD efforts in force protection and DoD’s support to domestic preparedness will put in place a more
effective consequence management and mitigation structure?.

2 Volume Il of this DSB Report is devoted to Force Protection issues, findings and recommendations.
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Force Projection Depends on Force Protection

" FORCE
PROTECTION "0 ppoec™® - PROTECTION

FULL-DIMENSIONAL PROTECT/ON OF U.S. FORCES REQUIRES A COMPREHENSIVE
PROGRAM OF FORCE PROTECTION AND DOMESTIC PREPAREDNESS

As depicted in the above chart, there is a very close relationship between Force Protection, Domestic
Preparedness, and the ability to sustain a robust Force Projection posture.  Asymmetric threats, such
as transndiond thret WMD use agang military or civilian dtes, have the potentid to disupt
effective deployment of US forces and chalenge a commander’s ability to provide Full Dimenson
Protection.

There aredirect paralels between a military commander’s requirement to provide Force Protection at
ingdlations, ports and arfidds and the evolving misson of Domestic Preparedness. The increesing
reliance on the civilian sector to provide criticd support functions to the military necesstates a
comprehensve program addressng deterrence of and coordinated response to WMD incidents.
Consequence Management operations will require a surging of loca and nationd assets to respond
quickly to and mitigate the effects of WMD incidents.

It is essentid that military commanders recognize that Full Dimension Protection encompasses a wide
vaiely of potentid asymmetric threats. These threats include direct action agang military
indalations and forces and the collatera effects from incidents that are directed againg civilian targets.

DoD’s commitment to strengthening the Domestic Preparedness of our civilian responders has the
immediate benefit of improving DoD’s draegic capability to deploy forces and provide Full
Dimenson Protection. In addition, US codition partners will be more likdy to support combined
operations if the US can demondtrate leadership and a credible consequence management response to
WMD incidents.
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4.7 INTERAGENCY [ISSUES

Other Federal Agency Per spectives Regarding DOD Response Capabilities

¢ Principles in interagency were interviewed regarding their views of DOD in support of domestic
response missons

- FBI, FEMA, Public Health Service (PHS), State, CIA
¢ Both boD specific and broader national issues emerged
-~ DOD: good news/bad news
= Nationally: improving capabilities, but considerable growing pains

A subteam of the Chemicd-Biologicd Wafae Competency Pand interviewed individuds a other
federd agencies who work with DOD in both the domestic (FBI, FEMA, PHS, CIA) and force
protection (State, CIA) missions3 They provided their perspectives about what was and wasn't
working and what could be improved for both DOD and the nationd posture overall. The broadest
summary satement of what was learned is that, in addressng the potentid employment of CW or BW,

the federa, dtate, and locd capabilities and interfaces are relaively immature, but improving. In the

process of improving, there are naturd growing pains as roles and respongbilities get sorted out and
capability gaps identified.

3 The paper summarizing the findings of these interviews has been published under separate cover by the
Sandia National Laboratories team that conducted the interviews.
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DOD is Recognized as Doing Some Things Very Well
¢ Technica expertise
- FBI reliesonDOD for weaponization issues
USAMRIID a“critical resource” for IC
o Historical relationships
e Unique missions and functionality

Detection and decon
Transportation

o Emergency response team insertion
e Victim dispersa
¢+ “Makes things happen”
Used to taking control of a problem
“Impressive” operations once set in place
Well devel oped and exercised capabilities for established missions
Force of personalities often commanding

¢+ Some reddionships
- With CIA (Defense Intelligence Agency (DIA), USAMRIID)
- “Generally good” with FBI for domestic operations and training
- “Mgor partner” for medical disaster relief
- “Great” with DOS

On the pogtive sde, DOD is recognized as having the presminent capability for deding with the
transnationa chemica or biologica threet. Its unique resources, typified by the TEU and USAMRIID,
are critica to other agencies. Its dedicated trangportation resources are relied upon for rapid insertion of
other agency assats, such as naiond medicd teams. The military training to “make it happen” once
committed can lead to rapid action that many other agencies are not routingly trained for. It gppears
that on sdected point-to-point interfaces, as exemplified in the list above, DOD rdationships are very
solid. This seemed to be the case most often where some longevity could be associated with the
relationship.
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In Other Areas, DOD |Is Not Viewed as Favorably

¢ Poor internad coordination
= Overlapping parts of massive bureaucracy not well coordinated
- Dispersed functionality

- Nobody’'s (everybody’s?) in charge
- No accountable chain of command
- Service/branch independence confuses roles

¢ Poor interagency sills in supporting roles
- Used to “taking charge”
- Lack of coordination with partners
- Unfamiliarity with local capabilities and needs
- Confusing interfaces
¢ Mismatch between civilian needs and DOD cgpabilities

- Infrastructure-dependent equipment (e.g., outside Operational Safety and Health Administration (OSHA)
regs)

- Weéll-practiced battlefield roles not necessarily well suited
- Tendency to “grab& run” w/o understanding interfaces, protocols

¢+ Réductance / inagbility to share some resources
- Specialized equipment

- Competing internal priorities for resource & service allocations (e.g., with disaster relief transportation
assets)

Those interviewed identified a number of areas where improvement is clearly needed. The sheer Sze of
DOD and the widdy didributed responshilities within the Department were percelved as leading to
poor internd coordination and no clear accountability. To an outsde agency trying to ded with the
Department, the interfaces are confusng. A second perceived shortcoming stems from the contrast of
DOD beng in chage for thar principd military misson, but having to assume a supporting role in
domedtic missons. Lack of familiarity with regiond, dae, and local capabilities and responghbilities,
and DoD’s propendity to superimpose its own gpproaches has caused communications break-downs
with those communities as well as with their federa partners.

The mismatch between military and civilian needs and requirements in deding with the chemicd and
biologicd threat makes much of DOD technical and operationa capabilities inappropriate. The Stuation
is further compounded by the lack of accepted standards for equipment to ded with these threats in
cvilian environments. Even when DOD equipment or resources are well matched to the civilian misson,
other agencies cited examples where those capabilities were a best reluctantly shared because the
civilian support misson takes a back seat to the war-fighting preparedness mission, in spite of standing
interagency agreements and emergency authorization for those assets.
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Technical and Operational Needs Were |dentified
¢ Environmenta backgrounds

¢ C/B TNT tactics, doctring(s), & decison indicators
¢ Interagency data base, info system interface & compdibility
¢ Rapid incident assessment and response

- Agent detection & id

- Notification protocols and priorities

- Tailored response plans

- Timely insertions of emergency response resources

- Protocols and equipment for victim management

- Decon procedures & equipment

- Appropriate material handling techniques (hazmat, forensics...)
¢ Training

- Accelerated, end-to-end

- Specialized personnel
¢ Equipment and decontamination standards

Of interest to the pand was the lig of technicd needs that were identified among the agencies
interviewed. The lig is largdy conggent with the recommendations for S& T determined by the S&T
pand (S&T report is dso contained in this volume). Of specid note here is the need to characterize
environmenta backgrounds in order to pull out a chemicd or biologicd agent Sgnaiure, either early in
the intelligence collection phase, a an intermediate stage to locate a source during a crigs, or after the
fact in managing the consequences so that appropriate actions can be taken, from dedling with victims
to collecting samples for forendgc andyss to cleaning up.

Many interviewed voiced the need for protective equipment sandards. DOD, with its specid
knowledge base of both chemicd and biologica agent effects, should become the technicd advisor to
OSHA and other regulatory agencies on such standards. In addition, decontamination standards need to

be developed.
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48 ENHANCE ITS CB W DEFENSE CAPABILITIES BASE

Infrastructure What to Do?
¢ Technicd Escort Unit (TEU)

= Povide four 12-persn ready response teams

» 1for JSOTF (to make 3), 2 for CONUS, 1 to support FBI, United States Secret Service (USSS)
and local law enforcement, plus expanded intelligence and communications section

« Requires 65 military personnel
¢ USAMRIID & USAMRICD chemicad and biologicad medica team

- Enhance support to domestic preparedness training and CINCs plus improve forensics capability
* Add 20 (up from 10) medical diagnostic/treatment personnel to USAMRIID

- 8 Physicians (4 infectious, 4 preventative), 12 techs/contractor

« Add 15 (up from 6) medica personne to USAMRIID
- 5 Physicians, 3 Med Service Corps, 1 Admin, 6 contractors

Criticd CW and BW cgpabilities within DOD are being stretched severdly and eroded. The Army’s
TEU currently has personnel deployed over 200 days per year. Although the unit has recently received
-30 cvilian authorizations, it is targeted to lose 27 military podtions by 2000. TEU's incressng
OPTEMPO coupled with the shift to grester reliance on civilian will soon begin to impact its readiness
posture.

TEU's ahility to meet its expanding missons could be srengthened with an enlarged inteligence and
communications section. We suggest TEUs add four response teams, each made up of chemicd and
biologicd technicians as wel as Explosive Ordnance Disposd technicians. One team could support the
JSOTF (to complement the two existing teams). Two teams could support the overseas deployment
requirements to assst the regiona CINCs, one based on the east coast and the other based on the west
coast. A team could be tasked to support the local and federd law enforcement community (FBI, US
Secret Service, ATF, sate and local law enforcement). To support this expansion, TEU needs about
60-70 additiona military personne (additiond civilian pogtions will not be paticulaly hdpful to
support the increased readiness requirement).

The teams that support the CINCs as well as first responder training aa USAMRIID, focused on
biologicd, and USAMRICD, focused on chemica, should be expanded three-fold (1520 additiona
government (medicd) plus about the same number of contractors). In this case, the government medica
personnd should be civilian (to provide continuity).
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L everage Counterproliferation and CBW_ Defense Programs
¢+ DOD programs to leverage and encourage additiond R&D:
Treaty monitoring/ verification programs
- Forensic analysis capability
» Portable chemical agent detectors
Large-volume air sampling systems
e Individual protection
-  Storage and DEMIL
o  Comprehensive emergency management and first responder programs
Integrated monitoring, detection, and warning systems

- Chemica Stockpile Emergency Preparedness Program
Local, state, and federal consequence management interface
o Prepositioned equipment and emergency operations centers

+ All of these programs should be evauated for applications to force and domestic protection

The DOD should examine its counterproliferation(CP) and CW and BW defense programs more closdy

to identify additiona opportunities to leverage this effort to help respond to transnationd thrests and
their employment of CW or BW weapons. Relevant capabilities exist in detection, forendics, trangport

modding and ar sampling, which help support the Chemica and Biological Wegpons Conventions, and
as part of US chemicd wegpons storage, demilitarization, and emergency response programs.

Of note dso is the DOE's new Chemicd and Biologica Nonproliferation Program (CBNP). DOE
technology development efforts in detection, transport modeing, and decontamination are adready being
evauated to assess their applicability to supporting response to a chemica or biologica incident.

L everage Chemical Defense Programs

¢ Present gtuation:
- Extensive expertise and technology exists or is under development inDOD and DOE programs

¢ DOD programs to leverage/encourage additional R&D:

-~ Treaty Monitoring/Verification Programs
e  Forensic analysis capability
» Portable chemical agent detectors
¢ Lagevolume air sampling systems
o Individual protection

- Storage and DEMIL
e  Comprehensive emergency management and first responder programs
« Integrated monitoring, detection, and warning systems

- Chemica Stockpile Emergency Preparedness Program

e Local, state, and federal consequence management interface
e  Prepositioned equipment and emergency  operations centers

¢ All of these should be evaluated for gpplication to force and domestic protection
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The Army has had a long-standing and well funded program in chemica warfare defense. Also, during
the last decade, the Army has funded additiona programs pertaining to Chemica Wegpons Convention
treaty verification, dedtruction and safe storage of the CW dockpile, and a Chemical Stockpile
Emergency Preparedness Program to protect the communities in the proximity of the chemicd depots.
These programs have developed new instrumentation to monitor and detect CW agents that may be
goplicable to transnationd threat scenarios. All of these programs should be evaluated for gpplication
to force and domestic protection

As an example, some of the techniques developed for treety verification may be usegful in forensic
andyds during criss management or for monitoring decontamination operations. Monitors (such as
ACAMS) might find use as an darm in hightrisk fadlities.

49 ADDITIONAL MEASURES TO IMPROVE DOMESTIC RESPONSE

Other Improvements for Domestic Response
Enhance 1st Responder capabilities - establish standards

Increase exercises

¢
¢
¢ Indtitutionalize  Nunn-Lugar-Domenici
¢

Stockpile critical _materiel

In addition to the Nationd Guard, the pand suggests four additiona measures to improve our domestic
response posture in protecting aganst CW and BW attacks.

1. Enhance first responder capabilities by DOD taking the lead in bridging the gap between OSHA and
DOD individud protective sandards. This effort would lead to the development of standardized
equipment and operating procedures that could be utilized by both first responders and DOD
personnel  supporting the effort.

2. Increase exercises among federd, date, and local agencies to integrate capabilities with command
and control procedures, and develop playbooks for seamless trandtions between levels of support.

3. Develop a surge capability that provides stockpiles of equipment and vaccines and/or antidotes
capable of being rapidly brought to the scene of a chemica or biologicd incident.

4. Retan gewardship for Nunn-Lugar-Domenici within the DOD. Provide the investment necessary
to maintain the effort over time to ensure both first responder and DOD  consequence management
readiness.
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Recommendation : Enhance 1st Responder Capability

¢ DOD work with OSHA to help develop C/B standards for the civilian & first responders
¢ As pat of CINC Force Protection support: TSWG develop equipment to protect DOD  dvilians

and dependents

- Designed to OSHA standards and to meet first responder requirements
¢ Use National Guard Rapid Response Assessment Teams to provide state-tailored WMD

response traning
Today, military protective masks and suits are desgned for the “typicd” 18 year old, 70 kg, mde
soldier. Certain of this equipment do not work wel for individuas of different sSzes, ages, or physcd
conditioning. In addition, due to legd (including insurance) reasons, fire fighters and other first
responders cannot use equipment which has not been certified to meet OSHA standards.

As part of the force protection misson, a regiona CINC must protect military as well as DOD avilians

and DOD dependents. However, today the DOD has no persona protective equipment for non-military
personnel. The DOD should develop protective equipment that could be used by dependents and DOD

cvilians. The interagency program of the Technica Support Working Group (TSWG) provides an
gopropriate forum for meeting both DOD non-military and civilian needs. Working in cooperaion with
OSHA to determine appropriate standards, the equipment developed by the Department to protect its
civilians could be certified to meet these new OSHA dandards. This equipment could then be made
avaladle for purchase by the first responder community.

The Nationd Guard Rapid Response Assessment Team could provide training for the first responders.
This will dlow DOD training to be directly transferred to the first responders. It will dso help develop
the critica persond reaionships so necessary during a criss.

Recommendation: Expand Exercise Program
¢ Integration of crisis and consequence management is critical-requires practice

= Frequent (quarterly) expanded Interagency Terrorist Awareness Program (ITRAP) table-top exercise which
include CM organizations (eg. FEMA, PHS, state and local units)

- Conduct quarterly regional exercises (like NORTHERN EXPOSURE) to develop consegquence
management relationships, demonstrate comm, check procedures, and build relationships

The command and control reationships among federd organizations is not draghtforward as the
gtuation migrates from criss management to consequence management. In some scenarios, particularly
involving a BW rdlease, consequence management could be well under way before the true nature of the
crigs was understood. Overlaying such federal rdationships on top of the region's first responder
community shows the inherent complexity of responding to incidents involving chemicd and biologicd
agents. All command and control relaionships, as wedl as each group’s tectics, techniques and
procedures should be tested and practiced on a regular basis.

This practice can be done in various ways. To test command relaionships, table-top or command post
exercises should be used. We recommend an expansion of the current Interagency Terrorism Awareness
Program (ITRAP) s0 tha dl criss management and consequence management agencies would get
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involved. Recent steps to include chemicd agent release as the pacing scenario has helped practice
agang this important threat. Future ITRAP exercises should include smulated BW agent rdlease. We
recommend ITRAPs frequency be doubled, to occur every quarter.

To test and rehearse tactics, techniques and procedures, more robust exercises, like the FBI's upcoming
NORTHERN EXPOSURE, should be conducted. These exercises would not require the entire
responder teams (e.g., not a fully staffed fire company), but instead could include the key leadership
and their communications sections An important benefit of this type of exercise would be the
development of interpersond relationships before a crigs.

Recommendation : _Nunn-L ugar-Domenici
¢ Expand and institutionalize Nunn-Lugar-Domenici

¢ $200M per year DOD program for indefinite duration
¢ Secretary of the Army as the responsible official

The Nunn-Lugar-Dome&i Amendment on Domestic Preparedness as pat of the FY97 Nationd
Defense Appropriations Act recognized the current gaps that exist in the nationd capability to respond
to incidents involving WMD. DOD was directed to provide emergency response training, advice and
assigance to firg responders, assst in developing a rapid response team; conduct testing and
evadudion of preparedness, assg in developing and mantaining an inventory of physca equipment
and assats, and assist in procuring equipment to interdict WMD. The Act alocated $847M  in FY97
and FY 98 and terminates on 1 October 1999.

To implement the recommendations for increasing our consequence management domestic
preparedness, Nunn-Lugar-Domenici should be expanded and inditutiondlized. Readiness is a
continuing effort; resources must be dedicated to sudtain the effort. The DOD program should be
recognized as one of indefinite duration. Doubling or tripling the current funding (to about $00M per
year) could produce subgtantid improvement in national capabilities. The Secretary of the Army could
reman the executive agent for implementation. This would capitadize on the Secretary of the Army’s
respongbilities for coordingting military support to civil authorities and the Nationa Guard Bureau.
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Nunn-Lugar-Domenici: Specialized Equipment
¢ Specidized detection and monitoring systems
- For rapid assessment

¢ Medica supplies including antidotes
- Prepositioned in FEMA regions and with National Guard response units

¢ Protective gear
- In hands of fird responders
- Stockpiled OSHA-certified gear for response augmentation

¢ Device disablement

- Ability of specialized units to respond rapidly
¢ Decontamination equipment

- Available for large scale events

[ All adapted non-military use-standards, affordability, ease-of-use

The lack of standardized speciaized equipment available to al federd, Sate and locd agencies degrades
our consequence management cgpabilities. Medicd supplies, to include vaccines, should be pre-
positioned within the ten FEMA regions, avalable for rapid deivery to an incident dte. Protective
gear, cgpable of meeting both OSHA and DOD dandards, must be procured in sufficient quantities to
provide firs responders with confidence in their capabilities. Additiondly, due to the scarce assets
avalable to disble devices trained specidized units within FEMA regions capable of isolating and
dismantling devices will expand first responder deterrence capatilities.

4.10 SCIENCE AND TECHNOLOGY

In this section the pand offers its judgment of where the gaps are in the science and technology effort
and recommends areas for additiond investment. A more detalled discussion is provided in the Annex
of this report.

DoD’s science and technology (S&T) efforts to enhance CW and BW defenses have not been motivated

by the transnationd threst. During much of the cold war, CW and BW defense S&T efforts were
driven by the Warsaw Pact military threet to the North Atlantic Treaty Organization. Later in the cold
war, and continuing today, CW and BW ams control treaty monitoring became important. More
recently the primary driver has become dealing with the CW and BW threats to US miilitary operations

from regiond adversaries in the context of mgor regiond contingencies. Much of the S&T effort
undertaken for these other missons is dso rdevant to defense againg the transnationd Cw and BW
thrests. However, additiond S&T investment will be needed to ded with the new Stuaions and
environments presented by the CW and BW transnational thredt.
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Science and Technology Gaps in Ongoing DOD and DOE Programs

Detection/ Protection Decontamination ([Intel Support
Identification
Individual Collective
Fielded . Chemical Agent . Vaccines: anthrax | . Modeling . DS2 decon solution « Monitoring
Capabilities Monitor (CAM) and botulism and . DS2P decon solution | . Data mining
. Biological Integrated . Chem. agent auto simulation . Hypochlorite
Detection System injector (battlefield)
(BIDS) . Protective
. SMARTKit test ticket clothing and
. Integrated Biological masks
Agent Detection « Chemical
System (IBADS) prophylaxis
. Tier | Biological
Particulate detector
Ongoing + Aerosol science: . Vaccines: Joint . Modeling + Enzymatic decon of G | . Signature I.D.
Programs autonomous collection Vaccine and & V agents « Epidemiology
and concentration Acquisition simulation . Bio background
. Biological recognition Program  (JVAP) (urban) . Automated data
sites:  genetic probes, « Therapeutics mining
recombinant antibodies
« Mass spectrometry:
Matrix Laser
Desorption Time of
Flight (MALDI-TOF),
electrospray
« ISIS test tickets
. Genetic Technology;
« Polymerase Chain
Reaction (PCR),
« DNA chips
. Stand-off Detectors
. Microsensors
Gaps « Medically-derived . Variable « Safing « Large-area non- . Production
detection thresholds autoinjectors . Rapid triage corrosive decon (HD, facility detection
. Pathogen genome . Multivalent VX, novel OP agents) and location
sequences vaccines . Decon standards
« Stand-off real-time . Dispo_sable _
detection protective suit
« Multi-agent . Anti-viral agents
autonomous detection . Radioprotectives
. Detection interferents . Bio-mask
. Detection triggers
The above chat summarizes the CW/BW Pand’s impressons and judgments about CBW defense
“capabilities”  These cepabilities and programs were developed, largely, for the protection of US

military forces on the baitlefidld and not to counter the transnational threet. Capabilities are shown in

four categories detection/identification;

individua and collective protection; decontamination; and

intelligence support. Assgnment of some capabilities (e.g., modding) to a particular category is
arbitrary. Capabilities within each of these categories are desgnated as either 1) being dready in

o1




exigence, 2) under development or 3) deserving of more attention. Vaccines show al three datus
categories, reflecting the exigence of vaccines agang anthrax and botulism (two of the most usud
suspected BW threat agents); an ongoing program to provide an assured source of these vaccines and
findly the dedrability to have vaccines that work againgt a much larger variety of BW threat agents.

Sugaested S& T Strategy

¢ Sustain strong S&T program to improve US ability to conduct military operations against CW
and BW armed adversaries

- Dealing with CW and BW threat to points of debarkation and embarkation is particularly important

- Much of this effort is also relevant to force protection and civil protection missions against CW and BW
transnational threat

- Current S&T programs for arms control and monitoring can also contribute to dealing with transnational
threat

¢ ldentify areas where additional S&T investment can make important contributions to redressing
CW and BW transnationa threats

Some of these areidentified in the following charts
¢ Use the Technical Support Working Group (TSWG) to identify and pursue short and mid-term
improvements
- Increase their budget for CW and BW defense items
¢ Increase effort to engage US hiotechnology community in the search for solutions to the BW
threat
- Build on emerging DOD and DOE efforts

Since the cgpahilities in the preceding chart address conventional military means and not those unique
to the transnaiond threat, the following recommendation charts may identify solutions for gaps that
have not been included above.
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CW/BW Recommendations. Areas for Additional S& T |nvestment
¢ Detection/ldentification
- Remote sensing system for biological threats

- Evaluation of sensors being developed for other purposes in possible application to providing early
warning of CW and BW threats

- Low-cost autonomous alarms for building Heating, Ventilation Air-Conditioning (HVAC) systems

- Inexpensive, unattended, automated biological detectors with minimal maintenance, sensitivity, and good
differentiation

- Practical mass spectrometers for biological agent characterization
- Enhanced epidemiology, thru field studies, education of needed personnel, better data collection and
dissemination
¢ Protection
- Chemical/biologica filter systems for facility air
- Improved protocols for vaccination against BW agents
- Biological masks - military and civilian

- Rapid diagnostics to determine exposure to CW and BW agents (particularly important for biological
incidents since development of symptoms are generally moreimmediate and obvious for chemical agents)

- Atmospheric agent transport models to support consequence management

S & T can make important contributions to detection and identification, protection of personnd,
treetment, monitoring and decontamination.

There is a need for low-cot CW/BW dams. Vey low fase dams rates are desrable, but if not,
perhgps dams that are properly placed and interpreted intdligently, can be extremdy useful. (eg.,
smoke dams in the home are often sat off by other causes)

The detection of biologica attacks remains a most serious shortfdl. There are no reliable autonomous
detectors againgt biologica agents dispersed as particulates in the amosphere. The Biologicd Integrated
Detection System (BIDS) is a mobile laboratory supported by four people, two technicians to run the
tests and two other to support the power generators, €iC. Present systems depend on collecting
paticulates and then andyzing, them by vaious biologica tests These sysems require human
intervention and manipulation, and use “wet” sysems that require continud logistic support.

Biologicd sysems directly connected to semiconductor chips and mass spectroscopy (MS) hold

promise for mgor improvements in this area. Proper treetment of the biologicad samples a the front

end can lead to interpretable MS sgnds or fingerprints. The civilian sector is now developing biologica
chips based on DNA identification. Smilar methods directly tied to chips that then convert the results
into electrical signals that are more readily adapted to darms and detectors should be examined. A key
issue for the DOD is trandforming these emerging technologies into systems that are effective in the
fidd.
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CW/BW Recommendations. Areas for Additional Investment (cont’d)
¢ Decontamingtion - interception
- Non-destructive analysis of captured munitions
- Decontamination foams for isolating and neutralizing captured munitions
¢ Decontamination- consequence  management
- Wide area decontamination methods and chemicals
- Decontamination techniques for sensitive equipment (e.g., electronics)
¢ Protocols and standards for chemical and biological decontamination: “when is clean clean
enough?’
¢ Support for intdligence

- Biomakers (to determine previous exposure)

- Data-mining
- Tracking personnel, equipment purchases, precursors

Some non-destructive anadytical methods have been developed for treety verification purposes (eg.,
nuclear techniques such as neutron activation). Such methods are capable of detecting the presence
indde a container of certain dements that are indicative of chemica agents. These techniques are useful
for determining if a captured device might be a chemicd munition.

Foams containing decontaminating agents have been develop for other gpplications. They should be
consdered for containing undetonated chemical munitions prior to movemen.

The DOD, and the nation at large, currently lacks capabilities to respond to a large-scde BW attack (as
well as a large-scale CW attack if a persstent agent, such as mustard, were used,) in which some means
of wide area decontamination would be required. Also, cosly and delicate equipment that have been
contaminated, such as dectronics and computers, would probably have to be discarded unless some
non-destructive means is developed to decontaminate them. Presently, there are no such methods.

A recurring problem is being able to decide when something has been decontaminated satisfactorily.
Methods used in the chemicd demil program are inadequate for potentidly large-scde CW events.
Present techniques (5X) require heating an object to 100* F for 15 minutes, clearly an impracticd
approach. Other criteria must be identified and demonstrated, as appropriate for attacks on urban
areas.
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L everage Biotechnology Revolution

¢ Extensive biotechnology expertise in government, industry, and universities

- Genetic <creening, diagnogtics, DNA  sequencing, immunology, “neked” vaccines, rapid drug
developments, point-of-care  analyticd  capabilities

¢ DOD/DOE reaching out to this community
- DARPA’s long term biologica R&D ($50-60M)
- DOE/Nationa Labs initiative ($25M)
¢ Additional opportunities to adapt biotechnology efforts to BW defense
- Human genome projects provide templates for BW defense
- Commercia sector would need BW defense-specific information

¢ However, this community is not interested in working on BW defense
- Additional incentives needed

¢ DOD must support the application of these technological advancement in the civilian sector to
the BW defense chalenge

Biotechnology activities in the Department of Defense and the Department of Energy that can lead to
improvements in biologica wegpon defense are dwarfed by those in industry and academe, dl of which
can be leveraged to accelerate this process. Though the government is funding a number of initiatives
through DARPA and the DOE, there are additional opportunities to exploit in the civilian sector. For
example, the technologies being developed by the human genome project are directly applicable to
sequencing the genetic Structures of pathogens that could lead to improved detection methods and
treatments. With the gppropriate inducements, greater leveraging of these cgpabilities is possible. DOD
may have to fund military specific gpplication of the technologies.

The US biotechnology community (Sporead out in universties, ressarch inditutes, smal biotech firms
and large pharmaceutical companies) is the world leader in this fidld and possesses the knowledge and
tools to hedp DOD understand the threat and devise defenses againgt it. DOD must forge much closer
ties to this community, which has little motivation or incentive for such cose ties. Brokering this
rlationship and getting this community involved in defense againg the CBW threat will require the
involvement of the most senior government officids, as wel as support from the Congress, to provide
financia incentives, gppeds to patriotism (or ego) and perhgps assurances on the drictly defensive
nature of the work.
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4.11 PREVENTING AND DETERRING CB TRANSNATIONAL ATTACKS

Don’t Ignore Roles for Prevention and Deterrence of
CB Transnational Attacks

Prevention: Deterrence:

. Constrain the perpetrator’s - Shepe the perpetraior's  will
ability to conduct CW to conduct CB attacks
attacks . Limited utility; but some

. Domesticdly, a vaue

responsibility of law
enforcement  agencies,
including FBI counter-
terrorism  unit.

Foreign, DOD plays arole,
but a limited one.

Pat of what digtinguishes the transnaiond from the date threat is the very different dynamic involved
in preventing and deterring aggresson. Because of these differences, there is a tendency to dismiss
efforts to prevent and deter transnationd threats. But prevention efforts can help to mitigate the threet,

and efforts to deter can contribute to minimizing the threat if properly concelved and focused.

Steps to Preventing Foreign Threats

¢ Sustain CINC focus in theaters: Maintain strong top-down emphasis on identification of
transnational  threats

- Cooperate with host nation to track and constrain transnational groups
- Supplement with effective interdiction capabilities

¢ Focus on state sponsorships: State sponsorship remains the shortest route to the most
lethal attacks

- Reinforce restraints on state sponsorship
- Punish sponsors

- Utilize export coordination mechanisms, such as Australia Group, to monitor flows of technologies and
materials

Other deps could extend international cooperation. These include utilizing the internationd legd
framework. Prevention is drengthened by international cooperation among like-minded countries.
Snificant diplomatic efforts over last decade have hedped to expand and enforce various

counter-terrorism protocols.
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Continuing G-8 collaboration is important. The nations have cooperated since the spring of 1995 to
define an agenda of common action and to work each part of the agenda The next event is a meeting
hogsted by the US in December where the G-8 nations will identify opportunities to coordinate R&D
on technologies for countering WMD.

A Cooperative Threat Reduction Program for BW
¢ Ydtsin acknowledges Russian offensive program difficult to close
= 40,000 people dispersed among world-class facilities
- Expertise and technology can migrate to transnational threat

¢ Pilot Cooperative Threat Reduction efforts specifically on BW:
- USNational Academy of Sciences' led joint research on 7 topics
- DOE proliferation prevention program
- Separate DOE joint epidemiological study ($0.5 million)

¢ Goals:
- Integrate scientists and facilities into global community
- Improve public health
- Promote transparency on past program

¢+ Recommendation: evauate pilot efforts in order to scope and identify follow-on projects.

One measure for preventing the use of BW wegpons can be taken in the context of the Cooperative
Threat Reduction Program between the United States and Russa To date, this program has focused
amog exclusively on nuclear wegpons, materids, technologies, and expertise. The risks on the BW dde
dictate that the Cooperative Threat Reduction (CTR) program be expanded to adso address BW
containment. Several smal pilot projects are in place.

DOD should evauate these projects in order to identify follow-on work useful for improved public
hedth and BW defense. The potentid long, term  benefits (especidly to nonproliferation) are
subgtantid. But so too are the potentia risks of facilitating continued offensve work in Russa

Deterring Transnational CB Attacks
¢ Periodically reiterate the national commitment to track down and punish
perpetrators of WMD attacks. Ensure that a consistent message is sent from all levels of
UG

¢ Create and use a Human Factors Assessment Center to get inside adversaries’ heads,
understand, and exploit what deters. Anaogue utilized in Evident Surprise 96 and 97

¢ Threats and demonstrations may be ignored or misunderstood. Deterrence may
contribute little to preventing the first mgjor attack, but it could have great impact on a second

¢ Give these limits, periodically demonstrate the US ability to detect, interdict,
disrupt, and, if necessary, manage the consequences of attacks. But demonstrate

without compromising capabilities
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A US response to a firgt attack that is perceived to be efficient, compassonate, and successful in
securing a just outcome may discourage copycat attacks. But the opposite may be true as wel: gross
ingffidency may dgnd incompetence. Falure to minimize suffering may trandform public  atitudes
toward government. Failure to punish perpetrators-or heavy-handedness in doing so--could incite
further violence.

Other gteps could contribute to deterring CB attacks on military forces. These include funding the US
Specid Operations Command (SOCOM) to continue improvements in Speciad Operations Forces
(SOF)-related interdiction capabilities and charging CINC USACOM with preparing to conduct highly
visble deployments of protection and consequence management cgpabilities in time of near-war. It
could dso include charging DIA with increasing its attention to CW and BW aspects of the force
protection problem. Focus on signs of weakening restraint by state sponsors and cooperation between
non-sate groups and transnationd crimina organizations and srengthening coordination among DIA,
CINCs and loca (host nation) law enforcement agencies.

To Deter Domestic CB Threats

¢ Request FBI forensic plans: Reguest that FBI draft a plan for the selective development of
DOD assets useful for forensics work associated with CB threats (e.g., Tech Escort, CBDCOM,
USAMRIID).

¢ Implement militia restrictions on active duty and guard personnel: Implement the
stated intent to prohibit the participation of active duty personnd in militia and militialike
movements.

¢ Avoid steps that motivate transnational threat acts: Observe Posse Comitatus
scrupulously. No single act could more readily incite the anti-federal militia movements than a
use of active forces domestically that abrogates legal restrictions.

DOD agencies have capabilities useful for domestic law enforcement purposes in the CB area. Tech
Escort has operationd investigatory skills USAMRIID has unique forenscs capabilities. DOD  does
not have a good grasp of domedtic law enforcement needs for which its skills might be useful. 1t should
invite FBI leadership to offer a srategy and then refine and implement the plan.

Racig and other violence on military bases has periodicdly derted DOD to the presence of organized
eements in the US military, dements that have sometimes used military service to acquire operationa
kills for terrorist purposes. These derts have led to cdls to ban membership in such organizations and
recruitment on bases, bans that have not yet come into being.

No sngle act could ignite the militia movements into an aggressve campaign agang the federd
government than a use of military force domedticaly that violates the Posse Comitatus redtrictions.
They are highly dert for such acts. Some recent domestic operations have not been wel explained to
the public, such as the nighttime specid forces exercises. If explained a dl, this has fueed the rhetoric
of these movements.
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CONCLUSIONS

Reviewing Key Findings

¢ The threat:
-~ The CW/BW threat is both different and dangerous.
- Theright steps will help to mitigate it.
- Inaction may fuel its growth.
¢ DOD'S current posture:
~ It has made many good starts and has many valuable assets for a national effort.
- But key parts of the base are thin and getting thinner. It is also not focused on the transnational threat.
- Anincremental approach isappropriate.
Reviewing the Strategy
¢ Accelerate the climb up the learning curve. Get smarter about the threat and responses.
¢ Address the specific CW and BW threat elements of the force protection mission.
¢ Address DoD’s responsibilities to support domestic contingencies
- Retain stewardship of N-L-D
¢ Prepare for the long haul:
- Organize for the mission
- Fix theinteragency
- Reverse erosion of existing capabilities
- Pursueimproved S& T assets
- Prepare to surge
¢ Across the board:

Adjust responses for difference between C and B

Exploit CT, CP, and civil overlaps
Enhance critical relationships
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Payoffs from the Strategy?

4+ Preventive measures can help to deter or dissuade attacks and limit the copycat attacks that
typically follow terrorist innovations.

¢ Consequence management capabilities can help to keep casudties and fatalities to peacetime
numbers by acts of nature or manmade catastrophe or, in time of war, to numbers suffered
historically.

Effective - and legally correct - coordination between civil and military responders will help to
allay concerns about military role in domestic affairs.

¢ After any serious transnational attack, a burden of proof will fall on government to show that it
did as much as possible beforehand to prevent the event, to equip responders to minimize
suffering, and to secure a just resuilt.

<>

Highlights of Recommendations (A WAG at the Costs)
(Costs not Additive)

¢ Augment TEU to expand readiness -65 military
Enhance USAMRIID, USAMRICD medical teams -3 5 medical
¢ Ingtitute end-to-end systems approval $30M over 18
months
Conduct more CBW exercises (table, top, CP, and field) ~$20M-$30M
¢ Develop military decon and civilian equipment (OSHA) standards ~$5M
¢ Grow TSWG to emphasize CB and Force Protection ~$30M-$35M
(grow to)
¢ Retain stewardship of an expanded Nunn-Lugar-Domenici $200M/yr

(including some of
other costs shown)

¢ Initigte and evaluate additional pilot prevention projects with $10M/yr
Russian B W community

¢ Engage biotech industry via direct Presidential appeal
¢ Increase intelligence community effort in CBW threat assessment tenfold ~$150M-$200M

¢ We dso endorse SECDEF call for $1 B plus-up in C W and BW defense programs per the
Quadrennial Defense Review (QDR) recommendation

In addition to more personnd for TEU and the Army chemica/biological medicd teams, other steps are
recommended. These include:

¢ Indtitute end-to-end systems approval

¢ As emphasized in other sections of the report, exercises, particularly with interagency
participation, should be increased and address the full set of crisis to consequence management
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functions. DOD'S participation will reguire $20-30 million for an approximate doubling of
current efforts.

Today, the services have no decon standards which would allow, for example, a “dirty” air filter
to reenter a clean base. Such cleanup standards must be developed. The DOD should also help
develop civilian self-protection standards with OSHA.

The Technical Support Working, Group (TSWG), the interagency development program, should
at least double its efforts, on developing, chemical and biological equipment to support military
and appropriate civilian responders.

Retain stewardship an expanded Nunn-Lugar-Domenici.

The Cooperative Threat Reduction program aimed at protecting Russian nuclear assets
(personnel and materials) should be expanded to encompass Russian BW weapons and
capabilities.

No less than the President should engage the biotechnology industry to help develop options
and solutions for dealing with the biological threat.

To improve the nation's capability to warn of and, hopefully, deter such an attack, the
intelligence community should grestly increase its emphasis on the BW threat. This effort will
require nearly $200M/year increase in resource allocation.

Support of the SECDEF's recent intent to provide $B over the FYDP to improve Chem/Bio
defense.
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ANNEX: ScCIENCE AND TECHNOLOGY OPPORTUNITIES

This annex eaborates upon the discusson in section 4.10 and provides additiona details on the Science
and Technology opportunities to contribute to the mitigation of the CBW transnationd threst.

This annex is divided into two sections. The fird presents sets of charts that identifies the functions
and tasks that must be accomplished to achieve the overdl objective and highlights some shortcomings
and gaps for each of these functions and tasks. There are two sets of charts: one for the biological
threat and the other for the chemicd threst.

The second section discusses the gpplicability of current DOD  chemicd and biologica defense
cagpabilities to the transnationa threat chdlenge and the potentid of programmed new capabilities and
ongoing technology efforts to fill some of the shortcomings and gaps.

I. FUNCTIONS AND TASKS

Functions that Contribute to Mitigating the CBW Transnational Threat
¢ Prior to an Incident
- Intelligence and analysis
- Early warning for
* High-value, high-risk facilitiesand events
e Lower-value, lower-risk tagets
Protection of personnel
¢ During and incident
- Interception
¢ After an incident
- Crisis management

- Consequence management
¢ Immediate
o Later

- Attribution

For each of these functions listed in the above chart, the following sets of tables identifies some of the
criticd tasks tha must be performed to accomplish the overdl misson of thwarting the CBW threat
from transnationd groups. Gaps and shortcomings are highlighted.
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Biological  Threats

Operation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
Intelligence & Epidemiology Analysis of publicly available Domestic: FBI, Data mining tools People, time and money intensive.
Anal yS| S data for warni ngS of non- CDC, PHS. Transfer of information Channels are not

natural occurrences (e.g.
biological agent tcsting).
Exposures during production.

Foreign Intelligence
communiy.

delineated.

Requires a new/revised intelligence operations
plan.

Domestically , this is being done by CDC and
WHO

Tracking of To identify the construction of Domestic: FBI, NRC Cotntnerec. Legitimate trade and manufacturing hidesillicit
manufacturing apotential production Foreign Intelligence  PI-1S, CIA, DIA activities. This could be onerous unless the
equipment facility. community. NSA have parameters such as size and quantities are well

Dept. of Commerce database defiticd. . . .
Howevcr, certain materials that arc not widely
used in licit trade could be earmarkcd for tracking.
Must identify distinguishing characteristics for
dua and multiple use capabilities.

Probably useful for large production facilities
only.

Tracking of trained . Training? Domestic: FBI Data mining Could |ead to the identification of facilities and
personnel . Wherearc they going? Foreign Intelligence | NSA. CIA, DIA the likelihood of athreat.

. What programs or community. Database of US Very time and money intensive unless suspected
deployment do personnel trained scientist. personnel can be identified from other sources.
have?

. What ports of entry do they
pass?

Infiltration of suspect | Toidentify nature of Domestic: FBI, Database Requires prior intell tolearn of thecxistctice of
groups organization and source of Foreign Intelligence |Intdl functions groups.
production. community. General screening Must recruit agentsin group or emplace an agent.

procedures
Medical diagnostics
Environmental

monitoring

L egitimate trade and tnatiufacturitig hidesillicit
activities
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Biological Threats

Operation

Activity

Surveillance of
suspect production
facilitics

Objective

Sample water sources for typical
waste from a fermentation
facility including volatile
organics (associated with
fcrmentation).

Responsible
Organizations

Examples of
Technologies or
Devices

Needs/Shortcomings/
Comments

Domestic: FBI

Foreign Intelligence
community.

State Dept.

Point biosensors.

Mobile bio-lab such
as BIDS &
IBADS
techniques.

Simple detectors
and screening
devices.

Large volume
samplers.

Telemetry

Requires on-site testing and screening and access
to waste streams.
Must be able to remove samples to a laboratory.

Must have simple testing kits to screen to
determine when samples are worth further
analysis taken.

And maintain chain-of-custody

onttoring of Targe
test arcas

Collect Targe volume aerosol
samples with a sampling
device to monitor open air
testing.

Domestic: FBI,

FForeign:
Intelligence
community.

Large samplers
such as used in
nuclear
monitoring
programs.

Requires advance knowledge of test times and
locations.

Farfy warming
(lower risk sites)

ontimuous
nonitoring of
common facilitics,
c.g., federal
buildings,
casernes, ctc.

To install “smoke detector-
like" alarms in buildings to
screen air in building.

Domestic:
organization
owning facility.

Forcign:
organization
owning facility

“Tier I” simple
acrosol samplers
would act as
smoke alarms.

Tier 1T detectors that
usc UV as well as
particulate
counts.

Biosensors.

Atmospheric
modecling.

UGS.

Device must be reliable and have low enough
false alarm rates.

Inexpensive.

Sensors must be carefully located relative to
airflow in buildings to detect most likely/most
severe attacks.

Background particulate levels must be determined
prior to installation.

Some confirmation procedures must be determined
to check when an alarm occurs.

There are 10 gm of protein per liter of air on an
average. This will cause alarms in non-specific

Aatontare
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Biological Threats

Operation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
Prc-planning and To prcparc  emergency Domestic: Modeling and Each prodedure must be building specific.
threat assessment prodedures in the event of an organization Sensitivity Requires inspections  and planning for each site.
attack. owning fecility. Analysis Device must bc reliable and have low fase darm
Foreign: Sensor placement rates.
organization planning
owning facility Evacuation routes Probably  Expensive
Protective
equipment
Alarms at ports of Detect biological agents and Coast Guard Passive sensors Must distinguish bio agents from legitimate bio
entry precursors - crossing Customs materials.
international - borders Border Patrol Biological devices have no unusual detectable
Precursors include media, cell signature.
cultures.. Not very likely that small amounts would ever be
detected.
Could not differentiate accidental contamination
from planned one.
Only good if leaks occur.
Screening of food and | Protect civilian and military Domestic: Dept. of DNA test kits Must determine the sensitivity levels required
water food and water sources. Agriculture, FDA ELISA assays and distinguish normal contamination from BW.
Gere chips Logistical Problemswith large number of
ISIS antibody kit samples that would be required.
Maintain chain of custody
Screening of Protection of agricultural and Domestic: Dept. of Agricultural Knowledge of specific threats.
Agriculture Iivestqck from infestation by | Agriculture, FDA monitoring. What is consequence management of agricultural
organisms. Foreign: host Genetic Diversity. attack?
country. Rapid PCR Difficult to idenfity motivation: accidental or
ISISKit planned.
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Biological Threats

upceraton

Acuvity

e
Warning for high
value targets and
special events, c.g.,
G7. Olympics, ctc.

Exterior alarms at
conference sites
and other targets of
opportunity

Ubjective

To install real time alarms for
high risk or probability sites

Responsible
Organizations

FEMA?
FBI?
DOJ?

e —

Examples of
Technologies or
Devices

Needs/Shortcomings/
Comments

Point or standoff
bioscensors

e BIDS

e [BADS

e Port/Airficld
Sensor

e Joint Point

J JIBREWS

e UV LIDAR

Must distinguish bio agents from background,
must be inexpensive, very low false alarm rate.
Collect samples for further analysis and maintain
chain of custody.

Agent clouds from covert attacks can be very
small, requiring large numbers of detectors to
provide indications of attack.

FFalse alarm problem.

Setup of mobile fab

To prepare for the analysis of
CB agents in casc of a threat.

FEMA?
IBI
DOIJ

Analytical
instrumentation
e  Commercial
Analytical
Equipment
e BIDS
e Test kits

noAN T oAn

Rapid response.
Expensive
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Biological Threats

Operation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
B Warning for US Provide warning of Detect attacksin order to treat Intel, CIA Point or standoff High sensitivity against small attacks. Must
forces covert attacks on exposed forces in a timely DOD equipment collect samples for further analysis.
US forcesin manner and, if possible allow «  BIDS
assembly  aress forces to don protcctive gear
and rc-position other forces * IBADS
o Port/Airfield
Sensor
Joint Point
¢ JBREWS
. UV LIDAR
¢ IR LIDAR
e MEMS
e PCR/LCR
o Gae chips
e Sequencing for
hybridization
-Warning for support Provide warning of Dctcct attacksin order to treat Host nation Point or standoff High sensitivity against small attacks, very low
forces, host nation attacks on ex_posed personnel in_a Military biosensors fase alarmrate.
and contractor personnel timely manner and, if Intd Agendies BIDS Must collect samples for further analysis and
personnel providing logistic possble,a!low personnel to IBADS maintaining chain custody.
support to US don protcctive gear. Port/Airfield  Sensor Need inexpensive "adequate” masks.
foroes Joint Point Large areas to bc covered.
JBREWS Procedures must bc adopted that do not cause
W LIDAR panic, flight of personnd.
IR LIDAR
B Rapid Agent To assess whether or not PI-IS, CSC Marker dyes ~ Quick (minutes) determination of agent viabilit
viability testing response is necessary. is required.

Must determineif toxins are “native’, i.e,
biologically active or just immunologically
responding to an antibody or reacting with a
DNA primer.

Must collect samples and preserve them.
Present methods require a development time.
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Biological Threats

Operation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Techttologies or Comments
Devices
Protect personnel Provide passive protective Military Masks Inexpensive  "adequate” masks

garments and mask against
biological

organization
inside perimeter

BDU, JSLIST, dust
masks

Must filter out particles in the 1-10 micron range.
Especially for non-military personnel, masks must

Foreign: Military
and host
countries,
USAMRIID

NMRI

program at DOE
and
pharmaceutical
labs.

' Host nation outside | Respirators be readily available and relatively cheap
perimeter Hospital masks
Protect personnel Provide passive and Minimize vulnerability of Military Vaccines, antisera Must provide protection against many times
active immunity personnel to biological organization development lethal dose.
agents. inside perimeter. programs  for Must ensure that vaccine will protect against
Host nation outside likely threat aerosol threat (not just normally occurring
perimeter. agents. disease) since we know that some vaccines
(plague) work against endemic disease, but not
against aerosol.
DARPA programs for broad spectrum coverage
Knowledge of agents, determination of who
receives immunizations well as who isidentified
for booster regimens to maintain immunity.
Must assess potential side-effects of vaccines or
drugs.
Current program arc traditional in nature; i.e.
they areworking on a vaccine for each specific
agent (this is the state of the art technology)- the
DARPA program hasthe potential of developing
a more generic approach.
We do not have the technology now for an
omnivalent vaccine.
— Active therapy Block binding of toxins and Domestic. ~ Local Small molecule Identify small molecules to interfere with toxin
viruses to target sites governments and databases; and viral binding to specific target sites.
health and protein binding Must ensure that interference does not alter
military - site modeling normal cell function; must identify side effects
organizations, Development but the Concept of Naked DNA as a vaccine is

promising.
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Biological Threats

Operation

Activity

isolate and

Objective

Responsible
Organizations

Examples of
Technologies or
Devices

Needs/Shortcomings/
Comments

need it most. Isolate
unexposed.

groups to treat those that

and Host country.

ocal health
organizations

—

ngoing R&D to
assess
effectiveness of
antibiotics
against known
thrcats when
delivered via
acrosol.
Ndditional
development
programs for
neutralizing
monoclonal

antibodics

]nll)tion ture, capture any device prior to Liocal law Containers Prior bio program provided containers for bio
-ansport captured lissecmination. enforcement dtandard EOD weapons which met and exceeded 1CC standards.
devices and to Tq containerize the device. FBI, CID EOD, devices such as x-
‘“‘_/Oid the spread of CDC, PHS ray, pins, ctc.
discasc.
ictivation Tq deactivated and destroy Ijocal law Water/foam Standard methods for sterilization can be used
militarization organisms in a bio weapon. cnforcement xidation/hydrolys | [here.
FBI, CID EOD is R & D nceded to provide new materials
Ifligh gamma doses equivalc;}t or b‘cttcr than BPL, and EY+TO but
icat not carcinogenic
Chlorinating
Ifire fighting foams
Immediate itify exposed Tq prevent contaminated Domestic: Antibiotics for Cheap, simple assay for ficld use.
Conscquence personnel persons to lcave site and Hirst responders bacterial diseases. | |Cost of antibiotic regimens.
management cause ss:cm.)dary IJocal health ntiscra for some Problem assuring compliance with extended use
contamination. organizations toxins. (14 days or more).
3ggin treatment before HEMA lLimited information Logistics of administering IV drugs or antisera.
symptoms appcm} . PSS and “Y“.”“b““y Possible sidc effects of antibiotics, other drugs, or
separate casualtics into Horcign: Military of antiviral drugs. [ |0 reatments (i.c. serum sickness from horse

derived antitoxin.
Legal ramifications of restraining private
individuals from lcaving scene.
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Operation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
Prospcctive Monitor effects of treatment . CDhC Standard Time to accomplish.
Epidemiology Armed Forces epidctniology
Institute of Extensive database
Pathology
Analysis of node To determine the source and to FBI, CDC Atmospheric
where attack was model the cloud transport models.
carried out limits for immunization of
possibly exposed people.
Coarse . Achieve “adequate’ clean- First and second Deacon  materials What is "adequate” decontamination?
Decontamination up. responders including
. Risk management. chlorine water
and others.
Later conseguence Treat exposed Minimize casualties Local Health Atttibiotics, Problems with compliance with need for long-
management personnel Organizations, antisera, term use of antibiotics.
CDC, PHS supportive Expensive
technologies Logistics.

Current approaches are resource intensive.

Cleanup region
around US Site

Prevent secondary
aerosolization and futher

Fire and Rescue
teams

No clear designation of responsibility.

. CONUS contamination
. OCONUS
Crisis management Forensic analysis of To determine the perpetrators Domestic: FBI

the site of exposure

Retribution

Gather evidence

Identify and apprehend
perpetrators.

Locd  Police, FBI,
CIA, CID
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Chemical Threats

Operation

Activity

Objective

Responsible
Organizations

Examples of
Technologies or
Devices

Needs/Shortcomings/
Comments

ntelligence &
analysis

Monitoring of
accidents

Analyze publicly
available data for
warning of non-
natural occurrences
(c.g. poisoning).

Domestic: FBI.

Foreign:
Intelligence
community.

Data-mining tools

CBIAC Chem/Bio
information
Services

Pcople- and $-Intensive.
Presupposes that some accidents occurred.

Rapid dissemination of information to responsible
agencies. Local State and Federal

Trace shipments
of precursor
chemicals and
cquipment.

To identify groups or
sites that may be
producing chemical
agents.

Domestic: FBIL
Foreign: Intelli-

gencee comnumily.

Tracking devices and
beacons.

Fluorescent tags, RF
tags, GPS.

Tracking techniques
used by FedEx.

Must have some interaction with the commercial
scctor that sclls the chemicals.

Difficult to track small quantities; cost of
technologics.

Only useful for standard or suspected agents.
Often many synthetic routes to an agent.
Dual use of many precursors.

‘I'racking of
purchasc of
cquipment

To discover suspect
purchases of
cquipment used in

Domestic: I'BI
Dept. of commerce

Equipment for producing small amounts of agents is
not unique to chemical agents or other toxic
materials.

used to pro- the preparation O_f ! ?,lféﬁ;écncc Toxic agents can casily be produced in a standard
duce agents. ;}gcms.an(l matericl community chemical lab equipped with fume hoods.
including protective but bathtubs have also been used
masks and clothing.
Monitoring of Collccet large volume Foreign: Spectroscopic Dollar and pcople intensive.
atmosphere. air samples to Intelligence techniques, remote | Require prior intetligence.
monitor open air community sensing.

testing.

Domestic: IFBI.

High volume air
samplcrs

There may be no testing of the devices.

Penetration and
monitoring of
suspect
groups.

To assess if groups arc
involved in illicit
activitics that could
lcad to transnational
threats.

Domestic: FBI.
Foreign: Intelli-

gence community.

Grab samplers and
non-specific sample
“tickets.”

Chemical dosimeters
(absorbents as part
of clothing); swipc
samples.

Requires HUMINT, SIGINT.
Susceptible to many false alarms.

Not always ecasy.

Difficult to penetrate religious cults .
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Chemical Threats

Upcrauun Acuvity ubjective Kesponsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
Chemical sur- To monitor cmanations Jomestic: FBI GC-MS Spectrometer || Must intercept plume.

veillance of
suspect sites.,

from suspect
production facilitics.

Foreign: Intelli-
gence community.,

with air probe;
irab samples.
Remote sensing.

Require high vapor sensitivity

and specificity.

Requires prior knowledge of suspect sites.
Dedicated analytical satellites.

pw-Tevel carly
warning for
lower risk
targets

-

reat and

ulnerability
ssessment.

e

1spection and

preparation of site to
mitigate damage and
casualties in the
cvent of an attack.

domestic: gov-

crnment agencics.
Federal government
for Fed buildings.

Need threat as-

sessment and in-
spection teams.,

ixpensive, must have library of spectra of possible
threats.

Absence of designated POC for threat assessment
within the military.

Requires cadre of trained inspectors.
Must develop criteria for “vulnerability™.

arms in butld-
ings and other
potential vul-
herable loca-
tions.

1}

Ilo install permanent

sensors to:

Monitor
chemical agents in a/c
systems and cntry
ways.

Civilian: govern-
ment agencices.
Military: Corps of
Engineers.
Chemical Corps
units, TEU, EOD.

Cheap, multi-agent,
very low false alarm
rate (obviously
sccnario
dependent) point
alarms.

Device must be inexpensive, reliable and have
relatively low false alarm rates, and respond to
multi-agents.

Existing military alarms have high false alarm rates,
and arc designed for detecting high concentration
levels of standard threat agents. They arc designed

2 Perimeter M8 alarms, CAMS for battlefield environments.
monitoring. \CADA
3 Inside large bmall devices on
civilian bldgs. chips.
Alarms at ports Detect chemical agents | Customs .Activation Not very likely.
bf entry and precursors analysis for sulfur

crossing in-
ternational borders.

A

and phosphorus.
.For volatile com-
pounds, portable
air sniffer.

.Tools for basc
security.

Difficult unless prior intell.
Precursors can be readily obtained in country.
Alarms only effective if material is leaking

Whitcr and food

nonitoring

W]

ctect the contami-
nation of food and
water by chemical
agents.,

IlLocal government
agencies,
ept. of Agriculture

—

\

Tracc chemical

analyzers.
Vater test kits.

Requires extensive inspection unless prior
intclligence is obtained.

Pcople and $ intensive.

72




Chemical Threats

Dperation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
Wirning for Alprms in con- Tp install real time Civilian: Local .Minicams Must be real time and detect medium concentration

high value

lerence sites

alarms in high risk

government aided

4

2. Perimeter alarms

levels of agents; cost is less of a concern.

pigh risk nd other tar- sites SUC[} as sports by DoD. 3. Personnel alarms The threat agents must be selected beforchand.
jar gets. c.g. pets of appor- arenas, airports, Military:  DoD Existing alarms are designed for known threat agents
57, unity. personnel, ctc.
DIlympics, cte.
1. Preparation in | Pfotection of: IPoD 5S MS with air 1. Expensive, must have library of spectra of possible
tasc of attack; I Forces samplers threats.
2.iscorts 2 Embassics 2. Absence of designated POC for threat assessment
within the military.
Predeployment Tp prepare for the \nalytical Equip- Useful in large high risk events such as Olympics,
of on-sitc mo- analysis of CB agents ment cte.
pile lab. in casc of a threat. CWC Treaty Lab Helpful in crisis and consequence management.
alrcady used in
Olympics
Warning for US | Prpvide warning | Detect attacks in order | IPoD Point or standoff High sensitivity required against small attacks, very
forces, host f covert to trcat exposcd DoS biosensor low false alarm rate. Must collect samples. for

ation and
rontractor
hersonncel

httacks on
bersonnel
providing lo-
pistic support
o US forces.

personnel in a timely
manner and, if
possible, allow
personnel to don
protective gear.

Country of origin
rime Contractors

further analysis - chain of custody
Inexpensive
Large arcas to be covered.
Procedures must be adopted that do not cause panic,
flight of personnel.
Requires access to off-post sites. This could be
difficult in host countries.

No CONOPS.

‘adequatce” masks

‘ptect

bersonnel

1%

ovide passive
defensive gar-
nents

D

rotcct against
chemical agent.

Masks and IPE
cquipment.
Civilian masks and

IPE cauinment

Especially for non-military personncl, masks must be
readily avaifable. for rapid donning.
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Chemical Threats

Opcration Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices
tterception T'o capturc a T'o capture munitions Domestic: 1. Foams, decon- Current foams may not contain decontaminants for
device before and terrorists prior to oN- tamination chemical agents,
¢ el Local Law en g
1ts activation release of the agent. forcement agen- 2.Neutron activation
cies. and radiography
FBI 3. Standard EOD
Foreign: TEU equipment.
4. Dccon enzymes
(OPAA/OPH)
Neutralizafion of || To neutralize the TEU Water/foam Standards required
the agent chemical agent Local Agencies Base ncutralization
EOD Oxidation/hy-
drolysis
tmmediare Identily exposcd || Begin carly treatment Local government Scanning point Simple detectors that could be programmed to detect
consequence personnel before symptoms agencies. detectors such as any threat or non conventional agent.
management Contain these appear. CBIRF CAMS Must be readily available.
casualtics from || Prevent further con- PHS Problem: civilians leaving hot zone.
contaminating tamination pf TEU FLIR
others. tlpatmcnt S{tcs and Medical personnel Standard civilian
Triage dispersal of casu- R
alties. Local government and military |
T commmmmto ol agencices procedures and
To separate casualtics medical equipment
into those requiring
immediate help and
thosc that arc
noncritical..
Decontamination [[Achicve “adequate”™ LLocal government Decontamination What is “adequate” decontamination?
clean-up. agencies cquipment in- When is a sitc or surface properly decontaminated?
Risk management. TEU cluding hot water
CBIRF and steam pressure
hoscs.
fater T Dccon- Triage of equipment Equipment 1. Large area and sensitive cquipment
consequence tamination Operators decontamination.
management 2. Certification 2. Triage of equipment for decon
and 3. Standards for decon level for “chronic exposure
Asscssment not cstablished.”
tonle
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Chemical Threats

Operation Activity Objective Responsible Examples of Needs/Shortcomings/
Organizations Technologies or Comments
Devices

CrisisManagc- | Organize and Require good com- Loca responders, Voice activated

ment supervise all munication for re- FBI, Military transmitters and

responders sponders in pro- receivers
tectivc gear

Retribution Protect evidence | To apprehend and Domestic: Local Political Guidance

convict perpetrators.

police, FBI

Foreign: CID, | lost
nation.
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2. APPLICABILITY OF EXISTING CAPABILITIES AND THOSE UNDER
DEVELOPMENT

This section discusses the applicability of current DOD chemicd and biologica defense cgpabilities to
the transnaiond threat chalenge and the potentid of programmed new capabilities and ongoing

technology efforts to fill some of the shortcomings and gaps Applicability to biologica or chemicd
threats is indicated by C or B in parentheses, applicability to Force Protection or Civil Protection is

indicated by FP or Civ in parentheses.

Detection/ldentification Existing or Under-Development Capabilities
¢ Early Warning:
-  Perimeter Defense:

Remote sensors. active and passive
Systems of point detectors

¢ Biologica Integrated System (IBIDS)

Early Warning:

Remote sensors, active and passive. (CB) (FP)

The DOD as wel as the civilian sector have developed a broad spectrum of laser and spectroscopic
passve devices to detect emissons and aerosols. These devices could be useful to provide perimeter
early warning darms againg chemica and biologica attacks. Though some attempts are being made to
provide remote sensing of biologica attacks, the concentrations of microorganisms required to cause
casudties are very low rdative to background particles, and the spectroscopic sSignatures are not
aufficiently unique to provide confidence that this technique will be satisfactory.

Systems of point detectors. (CB) (FP)

The DOD as well as the civilian sector have developed a broad spectrum of detectors for both chemicd
and biologica threats. A cross section of these have been included in the tables. Those that are under
development are given below.

A grid of point sensors for biologica and chemicd attacks is being developed under the Port/Airfied
and Joint Biological Remote Early Warning System (JBREWS) ACTDs.  Such systems could be used
to form a perimeter defense to detect a terrorist attack as well as any other biological or chemica attack
providing the source is outsde the grid.

Networks are more important for biologica than for chemica detection in order to make up for
shortcomings in BW detector senstivity and specificity.
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Detection/I dentification
Existing or Under Development DOD Capabilities
Early warning for Lower Risk, Facilities

¢+ Sensors
~ lon Mobility sensors
- Small particulate counters with fluorescence detection

A number of smdl smple, inexpensve detectors being developed for other gpplications are gpplicable
to this task. Some examples are given below. They are readively chegp and could be inddled in a
number of low risk facilities, but --like smoke darms-—-are susceptible to fase darms.

lon Mobility sensors (CW) (FP & Civ)

DOD has developed and fielded a family of darms based on ion mobility detection that could detect
attacks on facilities. Though the present devices are battlefield hardened, the cost could be reduced by
smplifying the devices Such adams could be indtaled in the intakes to ventilation and A/C systems
and other points of entry into buildings. Such an gpproach might be suitable for federad buildings, post

offices, etc. Background deata is required to determined what the fase darm rates would be. Doctrine

would need to be developed to define appropriate responses to dams,

Particulate Counters With Fluorescence Detection (BW) (FP & Civ)

The Army has developed some smdl particulate counters (Tier 1) and is improving this device by
adding a fluorescence detector (Tier 11) which can reduce fase darms by seeking fluorescence in the
proper frequency region for triptophane in some amino acids. Agan such devices could be indaled in
ventilation sysem intekes and a port of entries into buildings. However, there is minima specificity.
The Army is adso developing the JBREWS detection sysem, which may provide a low cost sensor
with better specificity. Background data in possble target areas should be obtained to determine if
such an gpproach is viable or would lead to excessive fase darms.

Detection/l dentification
Exiging or under development Capabilities
Early Warning for high value high risk facilities.

¢+ Sensors
- Smalgas chromatographs
- Small particulate fluorescence detectors
- Biological Integrated Detection System (BIDS)

For more important and vauable targets that are a risk, more expensive gpproaches are atractive and
feesble. These might only be inddled for limited duration, for example, to protect a specid event or
respond to intelligence information. The types of devices to be conddered include:
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Small gas chromatographs (CW) (FP & Civ)

Larger invesments in detection techniques are feasble for very high risk targets. Thus devices such as
sndl chromaographs, and “gc-ms’ might be practicd and affordable given a high probability of a
threst. The Army for protection and survellance of its chemicd munitions depots and chemica
munitions dedtruction facilities has developed a set of darms and procedures that can detect the
presence of standard chemical agents at very low concentration levels with high confidence levels.

Small particulate fluorescence detectors (BW) (FP & Civ)

Smal particulate detectors with some fluorescence detection such as the Tier | and Tier Il detectors
described above can be wedded to small rapid PCR devices being developed. The Army is deveoping
the Port/Airfidd sensor-an automated sensor that can identify agents from a pre-specified st
Current PCR devices require hours to complete anadlyses. Current devices now under development can
test within minutes. However, there are gill numerous technicad barriers to address, such as level of
sengtivity and spedificity. The utility of this sensor for high-vaue fadilities should be investigated.
However, you have to know in advance what you are looking for, and have dl the reagents available.

Biological Integrated Detection System (BW) (FP & Civ)

The BIDS system was developed for battlefidd applications. The system is a “lab on wheds” It
monitors and collects atmospheric particulates. If the ar has a large number of particulates in the 1- 10
u region, it tests the samples for pathogenic microorganism. The units are available and have been usd

for high risk targets such as the Olympics.

Detectors and Alarms
¢ Low-cogt autonomous darms for building HVAC sysems
¢ Biologicd Detectors

- Bio-chips
- Mass spectrometers for biological organisms

Low cost autonomous alarms for building HVAC systems (BW) (FP & Civ)

For early warning in federa buildings, foreign housng fecilities, and other low vaue, low risk targets,
low cost, permanently ingtalable detectors with reasonably low fase darm rates are needed. No such
devices exig a this time. For high vaue targets, more expensve sysems under development should be
investigated.

Biological Detectors (BW) (FP & Civ)

Biologicd agent release, unless advertised by the perpetrators, may not be detected until symptoms
gppear, which can be several days or more after the attack. It may not even be obvious if the attack

was a biologica atack or a naurdly occurring epidemic. Under these circumgtances, it will be difficult
to identify the location of the atack or mitigae the casudties Any chances of capturing the
perpetrators will be grestly reduced.
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There are no proven smple, automated, red-time biologica detectors avalable at this time, athough
there are saverd under development. Those under devdopment will require frequent routine
maintenance including restocking of reagents.

The crucid need in the biologicd area is the development of an inexpensve, automated biologica
detector that is characterized by minima maintenance, good sengtivity, and can differentiate between
active (native) toxins and biologicaly inectivated toxins. Idedly, such a detector would be sengtive to
pathogens without interference from innocuous organiams, dthough such generic capability is hard to
achieve. At a minimum, such a detector should be able to detect and identify the mogt likely threst

agents. Such a detector needs to be linked with a warning and reporting system to ensure prompt
response.

At the present time, the only DOD systems capable of detecting biologicd attack are the BIDS for
ground forces, the M-94 long-range Biologicd Stand-off Detection System, and the IBADS navd
sysem. None of these is suiteble for long-term protection of civilian assats. Sensors under
development, such as the Port/Airfield sensor, are more automated and could provide protection for a
few key assats, but are too expensve and require too much logistic support for wide-scae deployment.

Bio-chips (BW) (FP & Civ)

The ided would be a biologicd materid somehow coupled to a solid state device that produces an
electronic 9gna that is eadly detected and that can produce an darm. Such devices are now at the
forefront of existing technology, but are becoming feasble and could be developed within the next ten
years. Thee are the “smoke dams’ of the bio detector family.

Mass spectrometers for biological analysis (BW) (FP & Civ)

Some effort exists to develop mass spectrometers that detect and identify microorganisms, however,
such practicd ingruments are not yet avalable. Though such an insrument would not be chesp, it
would provide confirmation and specify the type of microorganism used without having to test
sequentidly for agents.

Protection Existing or Under Development
DOD Capabilities Early Warning for High Value High Risk Facilities.

¢ Protection of buildings

= Overpressurization of buildings

- Filter systemsfor air intakes

Overpressurization of buildings (CW & BW) (FP & Civ)

A dandard technique used in chemicd laboratories is to adjust the differentid atmospheric pressure
between interior and exterior of buildings and portions of buildings to control the direction of ar flow
within the building. For some high risk facilities such as command posts, headquarters, communicetion
centers, etc. such investments would be warranted. It should be noted that toxic labs are designed to
keep toxic materias inside. In our case, the pressure should be adjusted to keep toxic materias out.
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Filter systems for air intakes (CW) (FP & Civ)

The Army has developed charcod filters that can filter ar intakes to high priority buildings. It might
be possble to impregnae filters with enzymes that sdectivdly bind specific chemicd agents. High
Efficency Paticulate (HEPA) filters are avalable for biologicd materids, and these are used in
biological buildings including BL-4 fadilities dong with pressure controls.

Protection
Existing or Under Development DOD Capabilities
Predeployment of Protective Equipment and Medical Supplies
¢ Predeployment of 2-PAM and atropine

¢ Vaccines

Predeployment of 2-PAM and atropine (CW) (FP & Civ)

In the event of a chemica agent incident, a large supply of trestments such as aropine and 2-PAM
chloride will be required. However, it is doubtful & this time it there is a sufficient quantity of these
treatments if a massve incident occurred. It should aso be noted that raw atropine is only available
from foreign sources. (Bulgaria for the most part) Also, ddivering them in a timdy manner will be a
problem unless they are stored throughout the country. Autoinjectors have a limited shef and must be
replaced regularly.

Vaccines (BW) (FP & Civ)

USAMRIID is the only organization in DOD developing vaccines againg the common biologica
microorganians of military dgnificance. However, due to funding redriction and the high cost, they
can only develop a few of these vaccines a any one time. (The Army a Water Reed aso has the
respongbility to develop vaccines agangt endemic diseases of military sSgnificance to which our war
fighters would be exposed.) The contract costs are high for production, perhaps, but the S&T
investments are modest. The whole idea of only doing a few a a time is a matter of prioritizing the
work.

A more important bottle neck to condder is that there are limited facilities avalable to do the GLP

teting to obtain FDA approva. Currently, USAMRIID is doing near GLP-qudity studies. These
vaidation sudies in anima models are criticd to the DOD as we develop candidate vaccines for some of
the bio threets. Since we can not do efficacy testing in man, we will have to rely on the data from the

anima dudiess and they must be done welll  Obvioudy, BL3 facilities are needed, but equaly
important is the ability to creste aerosols of the bio threat agents. So, finding a place that can do
aerosol generation, has BL3 (or BL4) labs, and can meet the requirements for Good Laboratory
Practices is important- and expensive too.
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Protection
Existing or Under Development DOD Capabilities
Consequence Management

Biomasks --Civilian masks
Quick effective (some standard) decontamination methods

Rapid diagnostic methods for biological incidents

Voice emitters for masked personnel

¢
¢
¢
¢ Rapid detection methods for BW agents and exposure
¢
4 Airflow modes

Bio-masks — Civilian masks (CW & BW) (FP & Civ)

Smple effective (to some standard) masks for casudties to prevent further contamination and exposure
to agents, DOD mask are only designed to fit the warfighter physique. Thus, masks are not avalable
for children. The lgadlis have desgned a family of masks for the generd population.

Quick effective decontamination methods (CW & BW) (FP & Civ)
Quick decontamination methods for both chemicd and biologicd incidences are required, but do not
exisd. Foams containing enzymes that detoxify catayticaly would be a sgnificant advance.

Analytical methods (CW) (FP & Civ)

Anayticd methods are needed to determine the type and extent of the threat as rapidly as possble.
Symptoms will be the firg ggn of an atack, The symptoms may not identify the exact threat agen.
For example, if a nerve agent is used, the decontamination and casudty handling techniques and
procedures for a nonpersisent or a persgent agent are not the same. Little decontamination of a
nonpersstent agent is required, but full physica decontamination of VX or TGD would be necessary.
A portable mass spectrometer such as those dready developed for the ERDEC would be satisfactory
for this application except that once used to identify an agent they become contaminated and their
digpogition is tenuous. The actud solution now being used is sending the ERDEC Treety Lab to mgor
events in case of a chemica attack.

Rapid diagnostic methods for biological incidents (BW) (FP & Civ)

Rapid detection methods for biologica agents are needed to identify the threat (or a hoax) and to decide
on the proper trestment for casudties and facilities quickly, while potentidly infected personnd ae
dill on the scene. Simple ID tickets with ticket reader specific for only one agent or Fiber-Optic
Waveguide (FOWG) devices may be more useful.
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Communication devices (BW & QW) (Civ)

The &bility of Hazardous Materids (HAZMAT) units to communicate when in protective clothing and
masks is nearly impossible a this time. Built-in communication devices for protective masks should be
integrated into existing masks.

In the past ERDEC has developed simple voice emitters for masks. These have not been adopted by
the military because the power supplies do not last long enough for field operations. However, these
devices would have a long enough life for the typicd HAZMAT incident or could be rapidly replaced.

Airflow modds (BW & CW) (FP & Civ)

Both DOD and DOE have developed airflow models of different complexity to moded the transport of
biologicd and chemicd agents through the atmosphere. Two types of models are desrable.  Smyplified
models that run on lgptop computers and that have minima data input requirements would be useful to
help identify possbly contaminated areas to support responders to biological and chemicd incidents.
More complex models could assig training of responders to develop intuition regarding the behavior of
agent both insde and outsde of dructures, as well as, to provide remote expert assessment to the first
responders.

Decontamination
Existing or Under Development DOD Capabilities

| nter ception

¢ Nondegtructive andysis
¢ Decontamination foams

Nondestructive analysis (CW & BW) (FP & Civ)

For chemicd treaty verification, the DOE labs have developed various devices such as PINS which will

do dementd andyss by bombarding a target with neutrons of sdected energies. By detecting the

gamma rays and doing an energy andyss of the emitted radiation, the presence of certain eements can
be detected through the packaging. (Such devices are now used in arport baggage rooms to screen
luggage for explosives. The presence of phosphorus and sulfur would be indicative of a nerve agent or
of mugtard. (These two dements are dso indicative of biologica materid)

Decontamination foams (CW & BW) (FP & Civ)
Decontamination foams with enzymes for the containment and decontamination of chemicd and
biologica devices are under investigation.
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Decontamination
Existing or under development DOD Capabilities
Consequence management
¢ Wide area decontamination

¢ Decontamination techniques for sensitive equipment

Wide area decontamination (CW & BW) (FP & Civ)
Wide area decontamination systems for both chemicd and biologicd agents may be necessary for
persstent chemica agents and for environmentaly resstant biologica agents such as anthrax spores.

Decontamination techniques (CW & BW) (FP & Civ)
Equipment and procedures for decontamination insde of buildings are needed to ensure restoration of
fadlities

(CW & BW) (FP & Civ) Decontamination techniques for sensitive equipment such as
communications and other equipment.
Re-occupation of buildings and the re-use of equipment is a vita reguirement.

Decontamination

¢ Standards for decontamination for both chem and bio

How clean is clean enough?

How dean is clean? There are no exising sandards for determining when an item is properly
decontaminated. The present DOD dandards used in demilitarization are caled 3X and 5X. The 3X
dandard is achieved by bagging an item. If upon monitoring the ar in the bag after a predetermined
duration, the concentration of vapor agent is below the TWA, then the item is declared to be 3X. The
5X standard requires heating an item to 100°F for 15 minutes. These standards are for the release of
equipment to the generd public or for trangportation between government facilities.

Nether of these is saidactory for decontaminating civilian faciliies and personnd from terrorist
atacks. Some better standard must be devel oped.

Because cetification of decontamination is a locad responghility, these standards must be applied
throughout the federd and locad public hedth system.
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INTRODUCTION AND SUMMARY

This report of the Physica, Launched and Unconventional Methods (PLUM) Competency Pandl
on future “(Un)Conventiond  Threats’ (threats using conventionad explosves and wegpons with
unconventional  methods), addresses thrests not classfied as chemica, biologicd, nuclear or
under the umbrella of informatiorn/eectronic warfare.

The PLUM pand examined threats from ranging from dationary implanted explosves such as
letter bombs, mines, truck-size bombs conventiond weapons such as mortars and man portable
ar defense systems (MANPADS), and a spectrum of other means. It aso included attack of
infrastructures using incagpacitating electromagnetic wegpons, carbon fiber conductors, cloggants
of engines, and combined effect and directed energy wegpons. Of these various thregts only
dationary explosves have been used agangt US targets, dthough surfaceto-air missiles have
been used againg non-US aircraft aoroad. It is recognized that a determined foe will seek out the
week points of an “enemy” and exploit those means using attack methods that are the easest to
employ, are likely to give the desred effect, and have low risk.

The PLUM pand, after examining a wide spectrum of dternative threats including kinemétic
wegpons, system incapacitators, combined effect attacks and directed energy wegpons, focused
it's sudy on explosves, ether in bulk or launched. As gdated in volume one of this Sudy, the
trend in trangtiona threat incidents is toward larger incidents designed to cause large numbers of
casudties.  Conventiond explosves are now the most widespread wesgpon of choice for
transnational threst actions and will reman the mos likdy threst to the US population and
interests a home or abroad.

Specific threats included in this pand report are listed below. Other possible threats outsde the
scope of the PLUM pand are addressed in volumes one and three of the Study. As stated above,
the PLUM pand focused its energies on examinaion of chemicd explosves. Kinematic
weapons, System Incapacitators, Combined effects attacks, and Directed energy weapons are
discussed in the methodology section of this report.

PLUM threats include:
¢+ Stionay or Mobile Explosves (Truck-szed bombs, Mines, Package-szed bombs,

Letter bombs)

¢ Kinematic Wegpons (Direct-fire bdligtic, Indirect fire balisic, Guided, Aircraft
delivered)

¢ System Incapacitators (Electromagnetic  pulse {EMP}, Carbon conductors.
Cloggants/corroders)

¢ Combined effects (Explosvelincendiaries, Explosve/CBR agents)
¢ Directed Energy Weapons (Lasers, High Power Microwaves)

THREATS

The US needs a wide range of responses to deny, disrupt, disable, defeat, and interdict
transnationa  threats.



We have assumed that the Transnationa Threat god is to cause a trandforming event with
attendant societd impact.  Single large events such as the World Trade Center: Khobar Towers
and Oklahoma City fdl into this category. However, there dso have been transnationd threat
group plans reveded that included a campaign of events such as the follow on attacks planned by
Ramzi Yousef on New York City infrastructure and commercial ar that were interdicted. The
god of a trandforming event is aided and abetted by the “CNN effect’; tha is the indant and
widespread coverage of an event.

The higtory of large sationary and vehicle bombs in the US goes back to the turn of the century

with the carriage black powder bombings of J P. Morgan's mansion in New York. Later events
involving bombs in excess of 1000 pounds of explosves include those a the Universty of
Wisconan in the seventies, Harvey’'s Casino in 1980, the World Trade Center in 1993, the
Murrah Building in 1995, the US Embassy and Marine Barracks in Berut, both in 1983 and

Khobar Towers in 1996.

There is obvioudy a precedent set for multi-event or serid bombing campaigns for transnationa
threat groups. As transnationd threst groups come to redlize that Sze redly counts. larger and
more devadtating effects will become more common. An example of the threats from US based
groups is the VANPAK case where four package bombs were sent through the US mail to two
judges and two civil rights workers, one killing one of the judges A truly transnaiond
campagn, the LETBOMB series was conducted late last year by mailing 18 letter bombs to
perceved anti-Mudim individuds in the US and eght to others in the US, sent by Idamic
fundamentdigs. The Berut incident occurred over a redivey short period, with the US Marine
and French barracks bombings happening within hours of each other. Ramsey Yousdf, the
mastermind behind the World Trade Center bombings, stated that he would have liked to cause
250.000 casudties. Other aborted threats included potentid bombings of New York tunnes.
bridges, and the United Nations building. Examples of such Multi-Event Campaigns are noted
below: .

¢ Executed in or a US fadlities

1949-55: New York Mad Bomber

- 1985-87: Airline Bombs

- 1979-96: Unibomb Series

- 1983-84: Beirut (US and Isragli embassies. US and French Barracks)

- 1993: US World Trade Center (planned follow on attacks on NY
infrastructure)

- 1989: VANPAK Bombs
1996: LETBOMB Series
4 Aborted US and Other

- DATE: Chicago gang members interdicted before usng MANPADS to shoot
down domestic airliners

- 1994: New York Infrastructure (tunnels, bridges, UN, and Federa Buildings)



— 1997. 11 separae Airline bombs on Philippine carriers
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Finding 1. Conventional explosives will remain the most likely threat.

Explosives Remain the Most Likely Threat
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Terrorist target of choice

Higtorica precedent. ease of access, and the flexibility of ddivery will kegp explosves high on
the transnationa threat wegpons ligt. Individud fireems and drive-by-shootings are gill of

concern but are more locdized and have less collatera damage, perhaps on the same order as
smdl pipe or sachd bombs. The tendency is toward large truck bombs and potential use of

aurface-to-air missles and mortars.

Finding 2. There is a spectrum of defenses and responses

There are many choices listed below that can be made for applying resources of time, personned,
and budget to dleviate the transnationa threats. These are described in more detall in Annex A.

“Methodology”.
¢ Strategic Prevention
intelligence



- wegpon acquigtion inhibition
- border enforcement

¢ Target Protection
-~ waning

- isolation

hardening

= crowd control

kinematic wegpon defeat

¢ Consegquence Management

reaction training, exercises, and equipment
- emegency medica capability

- rapid event characterization

- secondary effects suppression
-~ communicaions
- reconditution resources
¢ Post Attack Investigation
- intdligence
- atack area survelllance
- damage event forendcs

¢ Other Response Actions:

policy and regulation

- traning, exercises, and behavior

- operations and procedures

- information access and perception management
- equipment. sysems, and communications

- technology development



Strategy: Tailor Response to Position of Threat Type on
Likelihood / Consequence Plane

Limit the impact of the campaign

HIGH - -avoid linkage to national policy
| | -limit campaign duration (law enforcement)
- High Explosives (Campam
o —
o Response
= vectors
o Improve
= Emergency
~ Response
k= Capabllltle
2 Controls
w on ability
\ to get one
Low | “Isocrits”--lines of ~
constant urgency

LOW Consequence HIGH

When the consequence of potentid terrorist events is plotted agangt the likelihood of
occurrence, it is clear that policy and resources need to be guided by the levels of condant
urgency. For example, because the consequences of any nuclear event would be catastrophic and
cannot be mitigated, US effort should focus on reducing their likelihood (i.e..

intelligencefinterdiction). By contrast, because the likdihood of conventiond explosve events is

s0 high and cannot be easly lowered, US efforts might focus on reducing the consequences (i.e,
force protection).

RECOMMENDATIONS

Managing the problem

The frequency and severity level of transnationd thregts is likey to escdate Therefore, we
recommend an increased invetment of US resources to attempt to ameiorate these thredats.
Underlying these recommendations are political condderations such as developing procedures
that will dlow federd agencies to work more closdy with the civilian sector to accderae
gopropriate technology transfer while safeguarding US security interests.

¢ Make sdected DOD resources avalable to civilian infrastructure

Use Chemicd Warfae/Biologicd Wafae (CW/B W) agpproach with the
Nationd Guard as point of departure



¢ Near term opportunities
- Enhanced area survelllance of fixed fadilities
- Implement “Gore Report” on civilian arcraft
- Edablish “red teams’ to provide redigtic evauation

¢ Resach and Development (R&D) Program based on assessment Sudies, likey
outcome:

- Inexpendve but sophidticated survellance of facilities
- Fast and accurate explosive device detection
- Aircraft sdf-protection
- Advanced mitigation technologies
¢+ Edablish forcelcivil protection tet-bed to support R&D and evaluate operationa
concepts

Training

Efficdency in traning via interactive traning tools and the sharing of these tools with loca
cvilian authorities via digance learning will be vitdly important. A dggnificant role of the
National Guard is of paramount urgency to enable these initiatives.

¢ Devdop interactive traning tools to prevent/manage crisss and share with loca

authorities
¢ Improve criss management interface with local authorities
¢ Deveop decison theory approach to countermessure/protection funding
¢ Deveop weighted risk andlyss with metrics
¢ Increase role of Nationa Guard to assist and support First Responders in consegquence
management
Technology

Severd technicd cgpabilities for assding with civil protection exig in militay programs.
Further development and/or exploration of these technologies for agpplication by US civil
authorities in counter terrorism activities is required while dill protecting the aspects that have a
high military sengtivity and that hedp preserve our military superiority. Some of these
recommendations are underway, but must be further emphasized.

¢ Devdop technology to safely stop vehicles remotdy
¢ Develop systemsto tag / track / locate

- equipment items

- individuds



¢ Devdop improved survellance sysems for extensve wide aea coverage of critica
assets and surrounding  environments in both CONUS and OCONUS with automated
monitoring “ades’

L 4

Develop multi-technology sensor suites for discriminating control of equipment and
personne flow around identified criticd assets

Support development of lessthan-lethal tools / tactics

* o

Surface-to-Air Missle (SAM) countermeasures

- Devdop an invesment drategy for outfitting Civil Reserve Air Flegt (CRAF)
with Infrared Counter Measure (IRCM) capability

- Support R&D to reduce power/weight/cost of missle CM systems

<

Support R&D in robotic and covert micro-miniaturized surveillance systems

<

Support  developments for
- Improved personne identification (ID)
- Remote ID including bomb sensng
- Render Safe for explosive devices
¢ Mandate future architectura desgns to enhance critical faecilities protection from high
explosve effects

Policy
There are dgnificant cost implications associated with these recommendations. Various options

and priority items need to be determined aong with program plans and milestones so thet
cost/benefit implications can be assessed.

¢ Support additiond invesment in inteligence and open source information evauaion and
dissemingtion :
¢ Extend force protection andyss and assessment to other high value potentid targets

- DOD to expand its paticipatiion (andyds, training, recovery tools) with civil
authorities to improve overdl survivability of integrated infrastructure

¢ Periodic review of “Gore Report” findings and support implementation of
recommendations

¢ Integrate Public AffarsMedia Policy
- Develop media “management” drategy

<

Raise perception of US being prepared for any contingency

The pand makes these recommendations in light of:
¢+ DOD dependence on civil infragructure a dl-time high and growing

¢ Civil infrastructure is a good terrorist target in its own right.



¢ Protection of dl high vdue targets is impracticable.

¢ Falure andyss of criticd infresructure will yidd improved design that is more robust
and falure tolerant.
Many of these policy issues will have to be implemented in conceart with other government
agencies. DOD involvement with other government agencies and civilian authorities should
increase the perception of greater US preparedness and therefore reduce the transnational threet
incentives for taking hodile actions.

Treating transnationa threais as crimind activities requires that policy makers carefully define
the limits of which transnationd threat events exceed the leved of a crimind act and should be
conddered a nationd security issue.

Cost/Benefit of
Implementing Key Recommendations

Results —® Judgement, Developed Countermeasure Options, and Analyses

Intelligence
Acquisition

Training &
Exercise

Area

Surveillance

Aircraft

Relative
Self-Protect

Benefit

Dedicated
Oppposition Force

Fixed Facility
Hardening

Extend Force
Protection Analyses

Relative Cost ———

Through the devdlopment of preventive/protective options, we can be poised to make intelligent
invements. Knowing what can be done if needed will dlow gppropriate dlocation of limited

resources to high risk? high consequence sStuations. A sdected st of invesment options is
depicted in terms of their benefit versus codt.

We have an immediate threat — d4ill growing of transnationd threat group use of explosives.
We need to ramp up rapidly to meet it, and then be able to maintain reasonable defenses with
modest new invesment. The relaive need for US investments and focus to defend againgt
explosve threats requires the highest leves of current/near term investment.



A time phased bdanced approach will husband our limited resources while providing sgnificant
preventior/protection againgt the spectrum of transnationa thrests.



ANNEX A:

Methodol ogy

The methodology used to determine the spectrum of possble thrests and responses is outlined
below:

¢ ldettification of al possble threats
¢ Condgder time span of +5 years and +25 years,
¢ Rank ordering in respect to

History

- Likelihood of future occurrence

- Likdihood of knowledge prior to event

- Likdihood of mitigation/interdiction

- Moativation (recognition, influence, decidons, money, spiritud)

Opportunity

¢ Policy issues

¢ Assesang role of DOD

¢ Science and technology needs
¢ Societd issues

¢ Congdering some case studies/scenarios (-5)
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Assessment methodology

Mitigating the threat will continue to require a
multi-tiered architecture ("system of systems")

Balancing opportunities (cost / benefit / consequences)
Constrained by socio-political issues (risk / intrusion)
Countering military capitalism

Vulnerabili Enhanced
Assessment Threat/ | assessmenttyl || response
process scenarios xemplar case studies opportunitie

. Aircraft
Surveillance | gqif Protect

Training | M&ﬁﬂgg

Low High
cost

k)

Cost / benefit

Benefit
Low High

Historical examples

— — 1
g w0l T T8
c =4 o~
5 u0b- 7 Ll L =]
g o / 7 2
£ / L
o 2000 v
',lg 1600 - / =
Iy & b ] @
; 1200 - 8] e[S 5 (] Incend iaries
S sk ) u Bombings
400 |- 7 ‘
/]
1991 1992 1993 1994 1995
Years
Fataliies 27 26 49 31 193

Injured 46 349 1323 308 744
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As a background to establishing our methodology we reviewed higorical bombings in the US as

depicted above. While the number of bombings is nomindly a a levd plateau, we beieve the
sverity and lethd effects of the bombings have sgnificantly risen.

Scope of PLUM Analysis

Threats Targets Defenses Responses
Stationary or Mobile Structures and Strategic Prevention Policy and
Explosives Facilities . intelligence Regulation
« truck-sized large . weapon acquisition inhibition .
. Training,
. mines hazardous « border enforcement

. package-sized
. letter-sized

Kinematic Weapons

terminal ports
choke points

Utllitles

-- OPSEC
Internet abuse

restrict critical data

Exercises, and
Behavior

Operations and

] i . o X Procedures
direct-fireballistic - communications Target Protection
. indirect-fiberballistic power sources &| . warning Information
. guided distribution . isolation Access and
aircraft  delrvered gas pipelines hardening Perception
. . water supplies .
System Incapacitators PP ?rOWd (?ontrol Management
. . kinematic weapon defeat
. EMP Vehicles Equipment,
carbon conductors . ground Consequence Management Systems, and
cloggants . sea - reaction training, exercises Comms.
. . air i
Combined Effects and equipment Technology
. explosive/incendiaries Humans emergency medical cgpaplllty Development
) rapid event characterization
. explosive/CBR agents . groups .
o secondary effects suppression
Individuals

Di Directed Energy Weapons X « communications
vehicle

lasers . . reconstitution resources
i drivers/ pilots |.
. microwave

Post At tack Investigation

. intelligence

. attack area surveillance damage
event forensics

To define the scope of transnationd terrorist threats using physicd, launched and unconventiond
means (PLUM) and to differentiate these threats from those being covered by other DSB
“competency panels” the table above lays out five categories of threat:

+ daionary or ground mobile explosves of various sizes
¢ kinematic weapons, both precison and non-precison
¢ target-specific  incapacitators

¢ combined effects wegpons designed to amplify damage or lethaity or to frustrate rescue
and consequence management

¢ directed energy wegpons

Because the threats are generdly tailored to the type of target and because the appropriate
defense must account for both the threat character and the target type/setting, four representetive
target categories are listed above:

¢ dructures and facilities (large, hazardous, termind/ports, choke points)
¢ utilities (communicetions, power. gas, water)
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¢ vehicles (land, sea, air)

¢ humans (groups, individuals, vehicle controllers)

A threat type vs. target type matrix is shown as an applicability check below.

Threats vs. Targets
TARGETS Structures & Utilities Vehicles Humans
JFacilities o
Large | Ports  Com- Power Cas |Water Yehicle
THREATS or or  munica | Sources |Pipe-| Sup- Ground|Sea|Air Groups| Indi- [Drivers
Haz- | Choke - tions | & Distri- |lines| plies viduals /
) \\ardmuza Points bution Pilots
Stationary or Mobile
Explosives
Truck-Sized X K A
Mines X X X
Packane-Sized P A X X X
letter-Sized SR BN IR R X
Kinematic Weapons
Direct-Fire Ballistic X X X X X X X
Indirect-Fire Ballistic X X
Guided X X X X X
Aireraft Delivered X A X X
System Incapacitators
EMP X X
Carbon Conductors X X
Cloggant s X RS X
Combined Effects
Explosive/incendiaries X X
Explosive/ CBR Agents X X
Directed Energy Weapons
lLasers X
Microwave i X

The “Scope™ figure above also lists four general categories of “defense measures™ which would
logically be mounted against the terrorists and their weapons. These measures are time-
sequenced in terms of their application:

¢ strategic prevention

¢ local area target protection

¢ post-attack consequence management
¢ post-attack mvestigation.

The list on the next page elaborates this “defense measures™ list to identify a wide range of
potential coping strategies. Note that several options among these measures serve to combat
threats addressed by other “competency panels,” and in that sense, some of these defense
techniques posses a generalized across-the-board value.
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Elements of Defense

Strategic Prevention
. Intelligence
HUMINT
SIGINT
MASINT
« Weapon acquisition inhibition
s precursor regulation
« trade barriers
e economic sanctions
¢ non-proliferation treaties
« hon-use treaties
« anti-harboring actions
o ingrained tagging
« controllable/inhibitable functionality
. Border enforcement

Target Protection
. Warning
« areaand perimeter surveillance
¢ perpetrator tracking
« activity tracking
« activity pattern recognition
« weapon/agent signature detection
« dams
. Isolation
« access control
« standoff
« environmental decoupling and/or filtering
« safe zones
« behavioral training
« Hardening
« structural materials and design
« strap-on armor
« utility redundancy and backup
« secondary effect suppression
« Crowd control
« hold back
« dispersal
e incapacitation
« Capture
« Kinematic weapon defeat
« detection/track/source localization
« guidance defeat
. warhead nullification
« trgjectory disruption

Consequence Management
« Reaction training.. exercising and equipment
« remote national teams
« officia local responders
e target population
« Emergency medical capability
s On-site
. mohile
o COMMunNity
« Rapid event characterization
« damage agent identification
« lethality and geographic extent measurement
« Secondary effects suppression
« booby trap or sequential event
detection/localization/diagnosis
« explosive disposal
. explosive device containment
« reaction personnel protection
« unmanned vehicles
« decontamination
« Communications
« Secure emergency network
. media relations
« Reconstitution resources

Post Attack Investigation
. Intelligence
follow-up SIGINT
. follow-up HUMINT
« Attack area surveillance
« archiving pre-event activity
« data compression
. Damage event forensics
« testing for resdues and taggents
« event reconstruction and analysis

The “competency pand” recommended response actions, as seen in the right-most column of the

“Scope’ figure, are means of mechanizing the coping drategies and fdl into five categories:
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policy and regulation

training, exercise, and behavior

operations and procedures

equipment, systems, and communicaions

¢
¢
.
¢ information access and perception management
.
¢

technology development

Naturaly, DOD can contribute to only parts of the solution <.

The threat evaluation matrix shown on the next page serves to prune down the threats to be
addressed. Following are descriptions of what is meant by column and row headings.

We have identified 12 factors dong one axis of the Threat Evauation Matrix. These describe
the characteristics of the specific threats arrayed across the other axis. These factors can be
grouped in terms of DOD responses by associating the factors with one of 3 overdl objectives,

namey to:

¢ Reduce the probability of an event:

L

Higtoricd _record/likelihood.  This factor is somewhat ambiguous. The higtoricd
record is unique in that it can't be influenced by anything we do. It is useful as the
basdine from which we infer the likdlihood that is something we can influence.

Motivation of groups (intent)

Sophidtication of technology/capability/availability. This is the factor we get a with
controls on commerce, ether by export/import controls, or by domestic regulation.

Likelihood of prior knowledge. Spesks directly to the intelligence function. like other
cimind  ativity.

Likelihood of interdiction. Closdy related to #4. a combination of inteligence and
the capability to act on it.

Opportunitv. This is what we address with concerns for physca security. or in the
current specia case force protection.

Within the traditiond law-enforcement framework of meansgmotive/opportunity: #3 speaks to
means, #2 to motive, and #4, 5, and 6 to opportunity. Prevention can address any or dl of these

factors.

15



¢ Ded with the tecticd effect of an event, i.e, the extent of casudties and property damage:

7. Likelihood of mitigation/response. Depending on the threst, this could be an issue of
equipping.

8. Traning isues.

This is principdly the concern of locd civilian authorities, both law-enforcement and emergency
response agencies. The DOD role is one of technical and logistic support.

¢ Ded with the drategic effect, i.e, the impact on US nationd security interests:
9.

Likelihood of attribution/refribution (seen as deterrence, has potentia relationship
to #2 Motive, above)

10 Impact. of bodies or property damage not relevant until it reaches a
threshold that changes something. Oklahoma City was il likdy below the line.

11 Policy issues (retdiation postion. disproportionate response)
12. Public awareness

DOD interests as a principa player and our focus in the study should be here in the strategic
consderations.
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Threat Evaluation Matrix

Threat Type What Explosives/Incendiaries Sequen- | Unusual | Com- Laser
Factors “Red” Bulk Small | Standoff | tial CBR (2) | bined Dazzle
means (1) IEDs | Ddliver | Devices effect(3) |or Blind
1. Historical record/likelihood Likdy Red Red | Yellow/ Red Yellow|Yellow | Yellow
Red
2. Motivation of groups (intent) Consistent Red Red | Yellow Red Yellow | Yellow | Yellow
C)
3. Sophistication of technology / Unsophis- Red Red Red Red Red Red Red
capability | availability ticated
4. Likelihood of prior knowledge Not likely Red Red Red Red Red Red Red
5. Likelihood of interdiction Not likey Red Yellow | Yellow Red Red Red Red
6. Likelihood of mitigation / Not likely] Yellow |Yellow| Yellow Red Red Red Red
response
7. Likéihood of attribution / Not likely] Yellow| Yellow| Yellow [Yellow | Yellow| Yellow Red
retribution
8. Opportunity high Yellow Red Red Yellow Red Yellow | Yellow
9. Impact (5) Strategic Red Green | Yellow Red Red Red Green
10. Policy Issues (retaliation Not Red Red Red Red Red Red Red
position, disproportionate resolved
response)
11 Traningissues Stressing Red Red Red Red Red Red Red
12. Public awareness Very Red Green Red Yellow | Yellow | Green Green
aware
Notes: (1) In generd “Red’ is bad for DOD, “Green” is good, and “Yelow” is in between.
(2) Includes use of industrial chemicals. attack crops, etc.
(3) Add gasoline to firelexploson, atack pipdine, tanker, ammo magazine, fud farm
(4) Motivation: elevate status Of group & recognition, influence decision makers.
economic, ideologicd
(5  Includes political/socio-economic & diplomatic impact, the CNN effect. and the “Pearl

Harbor”

threshold

IEDs - Improvised Explosive Devices (IEDs) including mines, letter bombs, etc.
CBR - Chemicd, biologicd, Radiologicad
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INFORMATION WARFARE (IW)THREAT ASSESSMENT

Without exception, investigations into the security of DOD networks by the individuad Services
and DISA have concluded that our networks are vulnerable to unauthorized access. Tools and
techniques for penetrating networks illicitly are rapidly becoming more sophisticated and varied,
the associated software is easly available on the intemet. with indructions for its use, and there
is a community eager to share and exploit these tools.

Many of the currently available network protections are aimed a improving perimeter defenses,
keeping the outsder out (this includes firewdls and improved user authentication techniques).
Such defenses will take care of a large number of penetrations, particularly nuisance penetrations
by casua hackers. However, perimeter defenses are not enough. Even with perfect perimeter
barriers, a serious threat remains from the “insder?” someone who formerly or currently has
rightful access to network systems, but has been recruited. planted, or duped by a group with
malicious intent. Such a person could peform a dedructive act directly, or create a pathway
endbling outsde entry. The indder can compromise classfied sysems which otherwise would
be considered very secure.

In many cases the techniques for unauthorized entry are well known and though smple measures
(typicaly involving perimeter defenses) are dso known to defeat them, these measures have not
been implemented. If implemented, the currently available protective measures will make efforts
to penetrate DOD networks more difficult. The commercid networks may then offer the “path of
leest resstance’ and dso provide an dtractive target in that money, goods, and services are
avalable for theft. (The presence of these monetary assets is another motivating factor thta leads
to the development of sophisticated hacking tools) The vulnerability of commercid sysems is
important snce the DOD relies heavily on ther sarvices (eg. utilities, communications). A
means for improving the protection of commercid services tha support DOD functions must be
pursued.

The intended effects of an IW dtack by a Transnationa probably will not be subtle The
surreptitious compromise of computer networks requires a long-term dedicated effort of the sort
mogt likely to be mounted by nation states or organized crime. Nation states whose motivation is
intelligence gathering have the resources, patience. and finesse required. In the near term,
Transnational organizations could buy information from these sources but would not have an
interactive  capability.  In the longer term, however, it is expected that the motivated
Transnational will develop a more sophisticated W capability.

In the near term, the impact on networks that the Transnationa Threat will be able to achieve
will be disruptive (typicdly denid of savice) but will be temporay in nature.  Most DOD
computer networks generdly possess a redundancy and resiliency that reduces the likdihood of
long term interruption of servicee Examples of possble disruption are the corruption of deta
through a time-ddayed virus, disuption of commercia dectricd power via control system
(SCADA) did-up access, or the disabling, of 911 or other telephone services to impede and
confuse the response to emergencies. The Transnationa is attracted to the IW approach because
it can implement these measures remotely, with no physcd presence a the scene of the
disruption.

Though the effect of a dngle attack is assessed to be temporary. a carefully orchestrated W
campaign can deliver sequentid shocks to a system (or to multiple syssems a once) extending
the impact of the attack, and creating cascading effects.



Because the potentid impact of Transnationd W attacks by themselves is considered to be
temporary in naure, the centrd thrust of a sgnificant atack will probably entall high explosves,
chemicd, biological, or nuclear wegpons. The IW dimension, if used, acts as an adjunct to

impede emergency services and increase panic. The IW component can sarve to amplify the
psychologica impact of other actions taken.



QURRENT NETWORK SECURI TY POSTURE

The current network security posture is largely inadequate despite the fact that DOD undassfied

networks have been compromised on a number of occasions. The known intrusons to date have
been consdered an annoyance or embarrassment rather than a threat, perceived as coming from

amateur hackers. The trangtion has not been made to a consderation of those with more maign

intent, or from concern about an isolated incident to concern about a campaign of attacks with a
directed purpose. Consequently, network security has not been trested as a readiness issue, even

though the rdiance on networks for communication and logistics has become pervasive.

Contributing to the lax podiure is the popular feding that network hacking is a prank rather than

a serious crime, and that there is no apparent accountability. This is further exacerbated by the
DoD’s gened inability to identify and take action agangt perpetrators, due to a lack of
preparation, tools, and a perception that there are lega redrictions againgt taking action against

the perpetrators.

There is no condgtent reporting of incidents — malicious, accidentd, or otherwise. Hence the
fact tha the inteligence and defense communities have not detected an information warfare
“campagn” — as opposed to discrete probes — is cold comfort. We can only respond to the
attacks we know about. Moreover, knowing that one is under a campaign-level attack requires,
in addition to the data capturing events and the methods for categorizing them, andyticd tools

for disinguishing patterns in space and time among thousands of trillions of network events. At
present there is, in short, no way for the DOD to measure the hedth of its own network, or even

know its true topology!

A basic need is to be able to recognize directed network attacks when they occur. This requires a
process that is fuded by a flow of incident reports which are collected and anadlyzed for ther

specific character and for longer term trends of activity. The routine detection and recognition of
network penetrations is not generdly possble because there is no “culture of incident reporting”
of anomaous incidents (and no clear definitions of what should be reported). There is no

organized common repogtory for collection nor andyss of incident reports within the DOD.

Despite an increasingly critical reliance by the DOD on commercia services, there is no process

for recaving information on threat incidents from the commercid organizations.

The DOD is in a position to make progress towards bringing, network security and IW readiness
to a uniformly high leve. Though there are many examples of poor readiness and awareness,
there are pockets of expertise in IW in the DOD community, paticulaly in the Offendve
Information Operations area. Because of the diffuse nature of possble threats it is important to
process information from a broad range of sources both insde and outsde the DOD. The DOD

dready has exiding, avenues for obtaning rdevant information from and collaborating with
sources outside the DOD. Within the capabilities and organizations that aready exist. the DOD
has the means to begin to assemble a viable IW response capability.

The Quadrennid Defense Review reports that “current capabilities are adequate to defend
agang exiding information operations threats, but more robust capability is needed as we
approach the 21 < century.”

This assessment seems to be a odds with results reported through the Defense Information
Sysem Agency’'s (DISA’s) Vulnerability Andysis and Assessment Program (VAAP). In that
program, DISA tedts the security of information systems throughout the Services, Commands
and Agencies. The organization being tested knows DISA is trying to penetrate their systems.



DISA only uses techniques which are openly available and which have been previoudy caled to
the organization's attention, and for which they have been given advice on how to dose the
vulnerability.

Results of DISA’s Vulnerability Analysis and Assistance Program (VAAP)
for CINC/Service/Agency Systems (Jun 1992 through Feb 1997)

380 Reported (27%)

R
E
c
,'; D |1,410 T
0 E | Detected (I)
T T 1@%) Not Reported (73%
49,540 g |35650 E N (1,030 ot Reported (73%)
Attempted ¢ |Succeed (1?
Intrusions T 72%) N Y Information  Compromised
(I) O | undetected Corrupt Databases
N N |(96%) Disruption / Denial of Service
_ Warfighting Capability
Blocked Potential ~ Impacts =i could have been
(28%) severely degraded!
Implications:
1996 Actuals VAAP statistics  imply:
reported to DISA* -192 Reported = 27% of Detected — 711 Detected
-192 Attempts -711 Detected = 4% of Successful = 17,777 Successful
-50 Successful (26%) | -17,777 Successful = 72% of Attempts — 24,691 Attempts

* DISA ASSIST Report 3/27/97

In 5 years of teding, DISA has attempted 49,540 intrusions. Of those attempts 35,650 got
through the protection and 34,240 or 96% of those are never detected. These could potentialy
have severe impact on the target information system. Four percent of the successful penetrations
are detected. Of those detected, 27% are reported as required.

Not counting DISA’s VAAP teding, severd hundred actud intrusons of DOD systems are
reported to DISA each year. In 1996, 192 attempts were reported. Since such a smal percentage
of actud penetrations are reported, there were likey many more attempted intrusions than 192.
In fact, if one uses the experience from the VAARP testing as a guide, the 192 reported intrusons
would trandate to 24,691 attempts of which 17,777 were successful and 17,066 went undetected.
Even if these edimates are off by an order of magnitude (which is quite unlikey), the results
imply that current capabilities are far from adequate againgt exigting thresats.

Palicr Goas

While Transnational Threats present no new specific threasts to DOD  information systems, DOD
must address and solve the dready exising IW vulnerdbilities that could interfere with its other
functions and responses concerned with Transnational Thrests. Moreover, widespread globa
information systems dso present Sgnificant new opportunities that could asss the U.S
Government in dealing effectively with these new problems. All DOD operations — both
essentid combat and important business applications — now rest on a foundation of critica




information resources and processes. Indeed, Joint Strategic Vison 2010, the current military
srategy underlying U.S. doctrine and operational concepts, demands Information Dominance as
a core capability. However, this critical information infragtructure is no longer limited only to
DOD controlled networks and resources (e.g., the Defense Information Infrastructure (DII)); but
DOD is increesngly reliant on the uncassfied commercid nationd information infrastructure
(NIl) and the entire globa information infrastructure (GII) for much of its crucd capability,
including tranamitting and didributing key classfied data Therefore, serious atention to these
issues is warranted.

In light of the numerous information incidents and attacks that both government and private
networks have experienced, this increasing dependence on the information infrastructure should
highlight the likdihood that these networks, systems, and databases will be the subject of mdign

attacks or even concerted IW campaigns. The technology and knowledge exists in the public
domain, and knowledge of these capabilities is widespread, to support a wide range of attacks of
different types and degrees of impact on criticd DOD and civil functions. Therefore. DOD would
be derdlict if it were not prepared to address these potentid threats with the serious attention and

vigorous responses that they deserve. DOD mustdevelop an gppropriate culture for living in an
information-dominated age in which dependence on information systems cannot be avoided.
The capability to operate in stressed IW environments must become a core Force Protection and
Operationd Readiness measure and must be inculcated as an integrd eement of procedures and

operaions, preparedness and responsibility for appropriate behavior must be pat of every
operationa commanders criticd task lid.

Given the relative ease of carying out mdign actions agang crucd information targets and the
numbers of potentid Bad Actors who could generate huge numbers of incidents, it is important
to edtablish methods of reducing the overdl number of incidents and therefore easing the
problem of recognizing sgnad from noise, discriminating serious directed attacks from accidents?
pranks, or low-levd mdicious actions. This type of filtering,is essentid for condtructing an
effective indications and warning (I&W) sysem that would dlow affected parties to digtinguish
truly serious atacks or IW campaigns and take agppropriate actions through heightened
information condition (INfoOCON) states. “Rasng the Ba™ is desgned to forestdl the bulk of
low-level incidents by changing standards of behavior and creating both technica and procedura
bariers to easy mdign activities Doing this reguires not just the impostion of technica
measures and barriers but, more fundamentdly, the creation of a culture that does not tolerate
these activities even if they are merdy annoying rather than severdy damaging.

It dso implies that al potentid Bad Actors understand that they will be identified and dedt with
aggressively; pranks and maicious behavior will be prosecuted so that a culture is created that
undergtands that these standards of conduct need to be obeyed. Certainty of appropriate and
calibrated retribution for all unsanctioned activities against information systems will
communicate to al paties the cods of mdign activities such a policy, if successfully
implemented, and especidly in concet with rasng the bar againg low-levd incidents, would
deter substantid numbers of potential problems.

This dso implies holding those who own, operate, and use information systems to standards of
behavior and appropriate procedures so that sysems and networks are employed in a safe
manner.  In order to assure the ability to operate under conditions where users are criticaly



dependent on information systems, a policy of drict accountability must be established that
makes operability of information sysems and the key functions they support a command
responsbility throughout the chain of command, not just a problem for the sysem adminidrators
and information infrastructure providers. Strict accountability must include mandatory reporting
of incidents, enforcement of procedures, effective forenscs to dlow attribution, and appropriate
prosecution are dl equdly important in changing the prevailing culture and cregting a dimate in
which information systems can be employed as robust, dependable assts.

To ensure adherence to proper procedures by users and operators, including the crucia incident
reporting function, Red Teams will conduct unannounced penetration attempts on a frequent, but
unscheduled bass usng a wide range of techniques and cgpabilities. To ensure tha mdign
activities are not risk or cod-free for the perpetrators, a policy of both aggressive “counter-
atacks’ and vigorous prosecution will be indituted. To facilitate these new initiatives, DOD  will
seek aggressve interpretations of legd and regulatory condraints on its information protection
activities.

DOD mus build the cgpability to improve its information protection &bilities faster than the
threats can create new methods for attack; this requires that processes for continuous
improvement and organizationd learning be an integra pat of any DOD information assurance
program. Information assurance standards or procedures that merely adopt best practices in
exigence a the time they are promulgated cannot maintain the needed degree of effectiveness in
the dynamic environment presented by modern information systems and technologies. Learning
from experience and iteratively improving practices, procedures, and sysems is essentid:
continuous updating and refinement based on lessons learned from Red Team and forensic
activities must be integrated into a dynamic st of information protection practices and become
part of the operationd and organizationa culture.

Fndly, DOD mugt understand that it is not done it exigs within an increesngly seamless web
of interconnected systems and users. Merdy fixing its own internd systems by hbuilding
perimeter defenses would not guarantee that DOD systems were secure from attack; multiple
entry points to criticd externd functions and ingder thrests would 4ill exist. And, moreover.
this narrow focus would provide no assurance that its criticd suppliers, other government
agencies, dlied forces, or the nationa information infragructure on which many of its activities
depend would continue to function; these would remain vulnerable and also provide
opportunities for denia-of-service atacks againgt criticad DOD functions. DOD mugt, therefore.
cregte dructures that enable it to cooperate and share information with other government
agencies, the private sector, and Allied governments in addressng information assurance
concerns.

RESPONDING TO IW THREATS

A process fuded by reports of suspicious network activity is needed to provide indicators of the
security status of the networks. If the DOD’S ability to recognize and detect unauthorized

accessss IS inadequate, a false sense of security arises which may color the thinking of decison
makers when responding to a crigs, as a result of the use of information from a compromised
sysem. The current volume of anomadous activity on networks is typicdly so grest as to
discourage reporting; as a consequence little or no detection and reporting is routingly
performed. Despite this, an essential aspect of the approach being recommended is to have a
farly broad set of detection criteria to lower the probability that a “red” threat goes undetected.



The firg component in dedling with the high volume of reports is to evolve. through experience,
a st of threat templates and report filtering techniques to reduce the level of innocuous
anomalous activity. This will be an iterative process, evolving as a better understanding of what
conditutes threatening behavior is developed.

As a supeficid example of a “threat template” three wrong password attempts might be
consdered non-threstening but a series of N attempts from the same source within a certain
period of time could trigger a report. As another example, within the network some operations
might in themselves trigger reports, such as accesses to certain protected directories or files, or
achieving “super user” or root access from a remote log-in connection.

The incident reports will be the forcing, function that feeds anadyss and triggers action. An
anomalous activity report (or series of reports) will trigger the action of response teams who:

¢ look for previous amilar events, corrdated events esewhere in the system, and corrdated
events in other systems,

¢ initiste defensve reactions and restoration of network security, and
¢ locate and identify the offender for retribution.

The process will generate an assessment of the threat characteridtics, leading to improved threat
templates, aderts to other users concerning, the threst, and the development of new defensve
measures (patches, bug fixes, procedure changes).

The process alows the defense to rapidly react to threat events, keep pace with the threat tool
set, and potentialy recognize IW campaign efforts digributed over time and multiple systems.
As new-hacking tools appear on the scene, fixes can be developed and disseminated. Rather than
lag behind the threat, Red Team efforts can probe vulnerabilities and lead to fixes before the
vulnerabilities are exploited madicioudy.

The implementation of this process leads to a dynamic, adaptive process for providing readiness
and maintaining security againg W threats.

OVERALL IW STRATEGY: GONTI NUALLY" RAI SE THE BAR'

The overd|l drategy for Information Warfare is ample and eedly implemented — put in place
what we know how to do now; improve our capabilities over time and recognize tha
transnationa threat campaigns, as opposed to individua incidents, are particularly important to
identify as they are emerging. The notion underlying this Strategy is one of “continudly raising
the bar,” making it incressingly difficult for would-be attackers to penetrate or do harm to our
information systems as knowledge, technology and funding dlow.

Taking the initid step of implementing those measures that we know how to do today will put a
gep function of improvement into our information sysems, with a minima expenditure of effort
or funds. Procedures are dready in place to do much of what is initidly needed, but the
enforcement of these procedures (things like changing passwords, removing manufacturers
defallts. etc) is either wesk or non-exigent. By some edimates, strong enforcement will
eiminate up to 90% of today's unauthorized intrusons into DOD networks, thereby improving
the gtuation dgnificantly in itsdf and having the cordllary benefit of making the other 10% the
more sophidticated intrusions, easier to detect. Enforcement will not happen, however, without



accountability and strong incentives and disncentives. In this regard we bdieve that information
assurance and the protection of the information infrastructure must be trested as a readiness
issue, just like the protection of critica physica assts.

Beyond this initid step, our capabilities must improve over time to not only stay ahead of the
threat, but to continudly increese our margind gain. This will require policy changes the
incorporation of new technologies as they emerge, and the implementation of lessons learned.
The “Sysem of Sysgem” architecture that we recommend in the following pages we beieve will
accomplish this The architecture is fundamentdly “report” driven, i.e, it depends upon timey
aggressve generation and collection of reports of intrusions, openly encourages them, responds
to them, learns from them, and inditutiondizes the lessons learned from them. For this to
happen. reports must be publicized, not hidden, and in that regard we have recommended
policies that mandate such reports both within DOD and from DoD’s supplier base through
innovative contract clauses. The recommended architecture is fashioned to cross traditiona
“gove-pipe’ disciplines to take advantage of dl IW learning, however disparate and from
whatever source.

Despite dl precautionary measures, we recognize that transnationa thrests (both multimoda
campaigns and isolated incidents) will occur. The third leg of our drategy recognizes that we
must prepare for this inevitability. Three specific gpproaches that we propose involve:

¢ accderated research into defensive techniques that can address the last 10% of the threst;
¢ leveraging commercid off-the-shelf (COTS) security solutions to the extent possible; and

¢ provison for creating a minimal essentia information infrastructure that can be used by the
DOD and the primary responder communities when the primary structures are under attack or
are disabled.



Implement What We Know

DOD and commercial experience is
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Require contractors to report incidents

IMPLEMENT WHAT WE KNOW

The firg gep in improving our IW defensve cgpabilities is to implement a series of ample fixes

- fixes tha require no inventions, no new sysems, no new technologies and no sgnificant

infuson of funds. From everything that we have heard from both the DOD and the commercid
sector, the experience with security breaches is conastent - 90% are due to wel known faults
with well known and established fixes. The fact that this 90% is dlowed to exis in the face of

what is known today is the result of what can only be cdled a deplorable information security
posture with no direct or even indirect accountability and no serious recognition of the
importance of protecting the integrity of information, the ability to collect it and the ability to
dissaminate it. Such a gdtuation would not be tolerated within the DOD with regard to physica

Security.

Thus, smple adherence and enforcement of known techniques and information assurance (I1A)
procedures have the potentid of improving the current Stuation by an order of magnitude.
removing 90% of the penerations and dlowing the system, its experts and its adminidrators to
focus on the remaining 10% and its far more serious long term implications. Key to rapidly
Gaining this order of magnitude improvement is to make IW a force readiness issue, againg
which commanders will be held accountable, implementers will be rewarded and violations will
be disncentivized. For this to be consgently implemented. the requirement to generate
intruson reports for dl detected incidents must be vigoroudy adhered to. The recommended




goproach that follows literdly encourages the reporting of violations from existing sources such
as externa attempts to penetrate DOD networks from the outsde, insde atempts from formaly
organized Red Teams and even from the contractor community via new contract requirement
clauses regarding incident reporting within contractor networks.

As the gragphic on the sde of the chart above suggests, this initid step will improve effectiveness
ggnificantly a little margind cod, but will not totdly "fix' the sysem. The remander of this
section outlines our recommendations amed a providing more robust cgpabilities and solutions
for the long term.

Improve Over Time:
An Integrated Offense/Defense Architecture
Other In tion Feed Attribution
¢ Gl”er nformation Feeds o 4 o tion
» Other 911 centers
- Poy..
OIS Learned Stan,, Jreg
6Q 00 Data, . dafd
¥ 0 Alerts Defensive %oy S
A Capability
Operations ilr Information
Center ) Center
Offensive Things to
ili Test
Observables Capibxmy
Reports Fixes

IW OFFENSIVE / DEFENSIVE ARCHITECTURE

The criticd recommendation of the pand is the integration of exiging functions into an
architecture that can iteratively improve security over time. As observed earlier, the problems
with information security are not just technica. They are driven by human issues

¢ awareness of the need for security.

¢ wel defined standards and an unambiguous requirement to follow the standards,
¢ teding to ensure compliance, and

+ the ability to deter bad actors by definite consequences.

The architecture is driven by incident reports, and has three main outputs:

1 dandards published by the 411 and available to the entire user community (DOD and its
suppliers),
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2. crids response (induding dert levels, and indications and warnings) provided by the 911
operations center, and

3. dtribution (leading to retribution) that results from the forendics activities.

KEY HEMENTS G- THS SEOR TY ARCH TECTURE

The architecture proposed above, dso points to a key requirement for continual improvement --
the cose integration of offendve and defensve technology development efforts. Today, the
offendve IW and defensve IW communities are digoint. Offendve efforts are mostly classfied,
and defendve efforts are didributed over a lage, diverse community. Our recommended
architectura approach provides close coupling between the two communities to ensure that the
defense has knowledge of dl the tools avaladle to the offense.

It should be noted that the architecture is generd. It can be implemented with little change for
tackling biologicd, chemicd, or nucler warfare or other conventiond forms of terorist
activities. Indeed, it is the committee's observation, tha forming such “domain-specific” 411-
911 -forensic teams, and coupling these in a cross disciplinary manner (through close
collaboration between the forenscs teams) will creste the &bility to recognize transnationd
campaigns that span multiple warfare moddlities.

APPROACH SYSTEM CF SYSTEMG(1)

1. TheDOD shdl assgn a center (“411") and a process that will

a Define procedures, policies, dandards, incident/threat templates, and technology
focused on information security

b. Focus on continua refinement and dissemination of these procedures and solutions
2.The DOD shdl promulgate a policy that

a Mandates implementation of these procedures as part of force protection, and force
readiness

b. Holds commanders accountable for failures
c. Rewards compliance

d. Requires reporting of al security incidents

One of the firg activities of the defendve IW information center (411) should be to collect,
document and publish the best-of-breed defensive IW processes, procedures, policies, and
dandards. This information should be widdy disseminated to the user communities within the
DOD as well as to rdlated communities such (e.g., Department of Justice). Selection among these
dandards will dlow implementation of solutions with different risk/rewvard characteridtics. It
must be recognized that as DOD information infrastructures evolve into a highly interconnected
network-of-networks, the vulnerability of the entire enterprise devolves to the vulnerability of
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the weakest link. In sdecting the security standards to be used, risk management of the
collective system is a god, and ignoring this collective risk is forbidden. This will serve to
establish a basdine for security.

The second dement of the approach will mandate DOD information system compliance with
these standards and require reporting of dl information security related incidents to the 911
operations center. The key is the accountability for compliancee We recommend that
operational commanders be accountable for compliance with the mandatory standards published
by the information center. Failure to comply places the information infrastructure at jeopardy.
In its Joint Vidon 2010, the DOD has declared Information Dominance as one of the key pillars
of the US wafighting dtrategy. Vulnerabilities of the information infrestructure  should be
treated on par with vulnerabiliies of the physcd infragtructure (i.e., bases, weapon systems,
etc), ard commanders should be hdd accountable just as they ae for force protection and
readiness. Failure to protect this infragtructure should be an offense on par with the falure to
protect forces againg physica attack.

As new information on vulnerabilities (due to technology evolution, or discovery of new threats)
becomes avalable through the iterative process defined earlier, 411 will publish updated
standards and procedures resulting (through the implementation mandate) improvements in our
information  security.

APPROACH: SYSTEM OF SYSTEMS (2)

3 The DOD gl create and task a Red Team dtructure that:
a performs random and unannounced testing of the information infrastructure to:
« ensure compliance with current standards disseminated by the 411
0 explore new ways to chdlenge the information systems

b. has the legd authority to monitor and test DOD informaion sysems and assets
across service boundaries

c. reportson findngs (“readiness reports’) at a mnimum to the
e owner(s) of the infrastructure
+ dedgnated dements of the command chain(s)
o the9ll center

d. utilizes the best-of-breed commercid, DOD, and underworld information warfare tools
and techniques with no holds barred within the Rules of Engagement (ROE) of the
oecific attacks

The Red Teams ae the mogt critical aspect of the recommended approach. Implementation of
411 standards will be tested by random, unannounced tests conducted by independent Red
Teams. These teams will be equipped with the best tools avalable and chartered to operate
across the DOD network-of-networks.
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The Red Team's probing of the sysems will have three gods.
1 to edtablish compliance with mandated standards?
2. 1o determine adequacy of these standards over time,

3. to exercise and document new vulnerabilities as they are discovered by the offensve warfare
and threst communities in generd.

The fird case, (fallure to comply with mandates) will be trested as serious (career impacting)
offenses on the part of the commanders with direct infrastructure responghility. In the latter two
cases. the information will feed the continuous process improvement through the 911, forenscs,
and 411 processes.

In dl cases the Red Team shdl have wdl defined rules of engagement that will define the gods
of each attack and the reporting process. We recognize at this stage, that the reports from the
Red Team activities will only be prdiminary and would have to be augmented with 911
observations and forenscs andyss to provide an in-depth gpprasa of each sysem’'s true
security posture.  To fadlitate this andyss. the Red Team will provide the 911 center with
detailed plans, timelines, and expected indicators in advance, and follow up with actua observed
results after the testing.

APPROACH SYSTEM CF SYSTEMS (3)

4. The DOD shdl assgn and task an operations center (“911") that:
All security incidents are reported to:

a Performs triage on the incidents and defines corrective action (criSs response)
based al avalable information including status from other 911 centers activates
forendc teams to further andyze the incidents

b. Maintains a knowledge base of incidents and makes it available to the users, and to
the defensve and offengve IW technology development communities.

¢. Summarizes the security status and posture in a continudly updated 1nfoCON

d. Correlates responses with expected red-team attacks and reports results to
appropriate entities defined in the red-team ROE

Whenever there is any unusud activity detected in an information system, the system operators
are required to report the incidents to 911. The 911 operations center is modeled after the 911
centers usad in cvilian criss Their man function is to provide rgpid assessment of unusud
activities on the network and determine the appropriate first response. Just as a civil 911 activity
then tasks fire, police, or medicd teams, the IW 911 will task specidized teams to react as
appropriate.  When the incidents point to new or complex vulnerabilities, the 911 will activate
forensgc teams and provide them the detailled information and support necessary to perform ther
functions.

Over time, the operations center will become a repository for the corporate knowledge base on
incidents (their severity, frequency, observables, efc.) This information will be made available to
the research communities developing offensve and defensve IW technologies. This knowledge
base will dso enable policy makers to understand the true extent and severity of the IW threat
and compare the indantaneous severity of the threat againg historica precedents.  This
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comparison will be summarized by the 9 11 center as an InfoCON levd (Smilar in nature to the
Defense Condition (DefCON) level that the DOD has used for many years see the Information
Warfare Defense DSB report, November 199%), which becomes a key input to an I&W process.

Since reporting of incidents to 9 11 is mandatory, the 911 center will be able to evauate the users
response to red-team attacks. Users who fail to generate timely reports that correlate with Red
Team penetrations will be documented and these reports will be made avalable to the
gopropriate command authorities as determined by the ROE of the Red Team. As described
edlier, this is a key mechaniam for forcing compliance with mandatory reporting requirements.
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APPROACH SYSTEM COF SYSTEMS(4)

5. The DOD ghdl assgn a center of excdlence in IW forensics that

a. Anayzes incidents to determine attribution for eventual prosecution or retribution

b. Uses techniques tha preserve the “chain of evidencg’ and prevent corruption of the
“dtribution tral” whenever possible

¢. Uses the most aggressive legd interpretations possible to ensure that the attribution and
retribution gods are met

d. Integrates incidents from multiple domain-specific forensc teams to detect spatid and
tempord patterns indicative of transnationa threat campaigns

e. Provides feedback to the 411 centers (lessons learned, improved threat templates) that
enable improvements in security to be broadly disseminated

One of the criticd shortcomings of today’s DOD information systems is the lack of a wdl
defined center of excdlence in information forenscs. The zero-tolerance policy cannot be
upheld unless there is a clearly defined, legdly supportable chain of evidence that can attribute
mafeasance to bad actors. Once such atribution can be made. retribution (ranging from
offensgve information warfare to physca atacks) can (and should) follow.

Accomplishing this requires aggressve favorable interpretation of legd condraints.  Severd
inputs to our ddiberations have indicated that the legd interpretations required to do the required
forensgcs are within the current dructure of the law. We srongly recommend that wherever
there are gray aress of the law, they be aggressvely pursued with the god of enabling forensics
rather than hindering.

Tight integration between different forensc teams focused on multiple warfare moddities (IW,
biological warfare (BW), chemicd warfare (CW), nuclear warfare (NW), etc.) is an essentid
element of detecting coordinated transnational campaigns. Our threat analyss observed that 1W
would mogt likdy be used by transnationd threats to magnify the effect of other (typicdly
conventional) acts. Therefore, incidents reported by other 911 centers and interactions with
other forensc teams is likely to improve the detection of campagns.

The output of the forensc teams (in the form of lessons learned) will be then fed into the 411
operations where it will be folded into the continualy updated standards, processes, and policies
and become part of the mandated defensive IW posture.

CREATE A GLOBAL CULTURE OF INCIDENT REPORTING

There is an urgent need to gather substantially more data about the many and varied penetration
attempts and atacks on al manner of systems which support the DOD and Federa Government.
Today, reporting ranges from spotty to non-existent.

Thus policies that require and foster comprehensive reporting from within DOD  are an important
firss step to gathering the data from which we can begin to conduct needed assessments to
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improve our knowledge and planning. This reporting requirement is needed immediately.
Furthermore, given the pervasve dependencies of DOD on commercid infrastructures, a method
is needed to extract information from the private sector about atacks on its infrastructure. The
DOD should use contractual clauses to induce suppliers to provide such information to a centra
repository, such as a 911 center.

Numerous briefings to this DSB have described the large numbers of agpparent penetrations of
DOD systems by unauthorized persons. At the same time it became clear that we have “bunches
of data’ and not much information about the red threat to DOD systems, or about the numbers
and magnitude of attacks on extant DOD systems. Furthermore, we have no red understanding
about the degree to which our National Information Infrastructure has been attacked or is
vulnerable.

Additiondly the ubiquitous Globd Information Infrestructure offers the opportunity to dicit
information from across the world about threats to our infrastructures. Not only does it provide
potentia access to millions of people, it can dso provide a medium by which the US could offer
rewards for information on transnaiond threats which might induce persons with knowledge of
planned attacks to come forward if their anonymity could be protected. Furthermore, we should
plan to gather information from and about intruders through the intdligent use of forensic tools
such as Fish Bowils, intdligent redirection of atacks and participation in chat groups.

DEFENSIVE IW IS NOT Too HARD

Many of our vulnerahilities are known but ignored. We should harvest the power of “smple’
improvements such as improved filters and firewdls dynamic passwords, replacing default
passwords, use of commercia encryption on unclassfied sysems, and a series of information
security threat conditions to heighten our defenses when DOD systems are under attack. By
preventing most of the “intrusons’ we have been seeing to date, DOD could reduce sgnificantly
(separate the wheat from the chaff) its data anadlyss requirements, presumably thereby focusing
on or identifying potentialy more dangerous thregts.

Elimination of 90% of the penetrations should not be cause for comfort, but a result which
permits DOD to focus on the more important threats. It is the identification of these presumably
fewer. but potentidly lethd threets that should have DoD’s highest priority.

Detection, classfication and response to sophidicated attacks and campaigns is Smultaneousy
the mogt difficult and most important task. Raising the bar will not resolve this issue per g and
detection of such attacks in red time will require tools and techniques not yet avalable. But
there is much that can be accomplished as stated earlier through the creation and use of 411, 911
and forensc capabilities.

The private sector is and will devdop many tools and techniques that will improve DOD
information  technology ~ environments.  Object Oriented Data Bases, software based security
tools for the internet, increased power dendties, and smaler and faster chips are al examples of
technologies most likely to emerge from the private sector.

The DOD has needs for computing capabilities and security which are beyond the needs of most
commercid enterprise, and technologies to support these issues may need to come from within
DOD. The remaning 10% of attacks on DOD systems arguably represent the mogt difficult to
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detect and characterize and therefore require some specid atention. Complex adaptive systems
are needed which can detect and react to intrusons in smart ways.

Clearly our perimeter defense paradigm is inadequate in this new networked world, and a
defense-in-depth gpproach must acknowledge that once the perimeter is breached the system is
highly vulnerable. Dynamic “protected” enclaves could sgnificantly increese DOD'S  dhility to
continue critical operaions while under IW attack.

DARPA’s ongoing programs are in the forefront of research to develop “defense-in-depth”
technologies and these programs warrant srong support from the Secretary of Defense.
Methodologies to identify the dgnature of and detect attack are required to detect network
intrusons. The smart integration of COTS with technologies developed in DOD warrants early
and congant attention to harness the power of each in a way that enhances the robustness and
resliency of criticd DOD systems and networks.

In addition to continued focus on defensve IW technology, the pand recommends that DOD,
through DARPA, initiate an aggressive program to creste and disseminae forensic tools capable
of tracking security penetrations to the source. There is clear need for tools that can be used by
moderately skilled individuads to perform forensc anadyses while protecting the evidence trall
and avoiding detection.

In addition, most defensve IW research has focused on protection of information and the
infrastructure. We believe that extending these techniques by focusing on active deception that
can evduate the actions of bad actors and respond appropriately, could help future forensic
andyss.

COTSALONE ISINSUFFICIENT

The commercia sector has begun to respond to nascent demand for better security tools, but by
itsdf COTS technology will not be sufficient. Firs, dthough COTS is much more dynamic and
more net-based than government-proprietary security tools developed over the past ten years --
and for that reason more appropriate to mass market needs — demand has been week, and

physcd and human atacks on infrastructure are ill seen as more sgnificant threats than cyber
threats. Absent other incentives the commercid sector is not inclined to build into a product

codtly features that the consumer does not (or thinks he does not) want.

Security is not just a hardware or software tool — it's a complex system of measures, an
integrated end-to-end infrastructure — to include

¢ secure software and operating systems.
¢ intdligent network design,
¢ dffective day-to-day adminigration.

¢ a st of policies and procedures consigent with the “good” being protected, and with the

leve of liability and risk thet the owner of the good is willing to accept given competitive
pressures, and

o responsble and competent Internet service and backbone providers (an ever-increasing
requirement).
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No dngle busness is cagpable of providing this range of services for itsdf, and no sngle provider
Is working on such an integrated solution!

For busnesses, investment in security is an optimization of the last 10% of the “cost of doing
busness” and is directly related to the competitive situation and the dtate of trust relationships in
a society.  Too often government intervention in security tools has led to making
Security/authentication more complicated and coglly, less marketable, less user friendly. more
likely to be outdated when it hit the market, etc.

DOD MUST PROVI DE M N MUM ESSENTI AL | NFCRVATI OGN | NFRASTRUCTURE

The DOD needs to do more thorough planning and provisoning to mitigete the effects of IW/EW
attacks on its own infrastructures, as well as the supporting civil infrastructures, and to provide
better support for civil firs responders. In paticular it needs to define a minimum essentid
information architecture, and implement that architecture over time. Key dements of that
architecture are outlined as follows.

DOD mug plan and provide for a means to recondtitute essentid communications cgpabilities in
response to IW or physica atacks on its dements, or natural disasters. This capacity must be
provided in a secure way independent of the public switched networks. There are probably many
ways to achieve this god, and we encourage the andyss of the posshbilities Milgar could
provide secure, protected links for reconditution of essentil communications via an “order-
wire’ sysem needing modest bandwidth channels if the appropriate planning, procedures, and
traning are put in place and exercised by both military and civilian users.

DOD mug achieve a much higher leved of interoperability with cvil firsd responders a ealy
dages of an emergency. This interoperability could become quite eaborate, involving assets like
the Air Force Airborne Command and Control Center (ABCCC) airborne command posts, but
must a least provide interoperable radios to the forces likely to be involved with first responders.

Thus DOD should procure a few commercia radios compliant with the Association of Public-

Safety Communication Officids (APCO-25) dandard for public safety communications, and
deploy these to units most likely to be used for first responder support.

RECOMMENDATIONS

RECOMVENDATI ON 1.

The IW pat of the end-to-end operational concept recommended in the main Summer Study
should include the integrated offense / defense architecture and the system-of-systems solution
elements described in this report

¢ The foundation of the recommendations is an architecture gpproach that uses a feedback
mechanism for dynamic improvement; therefore, dl dements of the architecture must be
implemented to accomplish the full benefits.

¢ We bdieve this architecture directly fits the IW domain and that this construct is gpplicable
to other transnationd threst domains
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Who: Secretary of Defense and the Joint Chiefs of Staff
Where Entire communities of interest

RECOMVENDATI ON 2.

Consgent with the generd DSB Summer Study recommendation for readiness, IW readiness
should be included in the process

U

Definition of readiness should be based upon a set of standards and metrics developed by the
411 center

IW readiness, per se, should be tested, measured, evaluated, and reported as part of the
norma Joint Chiefs of Staff (JCS) readiness reporting system (refer to DSB report on
Information Warfare Defense, November 1996)

Who: JCS

RECOMMVENDATI ON 3

For

IW architecture dements the following reorganization of exising assgnments and

respongbilities should occur:

L4

L 4

L

]

]

911 Center assigned to JCS

While DISA currently has part of this assgnment and might be the bads for expanson, the
task force does not believe they are capable of doing this even with mgor augmentation

Forensics assigned to Information Operations Technica Center (I0OTC) located at Fort
Meade, MD.

Specidized tdents needed to perform forensics will be scarce and must be gathered from
wherever they resde, including defensve IW, Air Force/Office of Specid Investigations,
other NSA, and the Computer Incident Response Teams (CIRTYS).

411 assigned to IOTC

Requires IOTC to embrace and implement defense IW as a priority

Red Team leadership assigned to JCS (J-3)

Populate team from NSA, Joint Command and Control Warfare Center (JC2WC), etc.

These organizationd eements can be created within current funding levels via reassgnment and
reprioritization of responghilities
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RECOMMVENDATION 4

Include in dl contracts and requests for proposas (RFPS) a requirement to report, usng the
suppliers own sysems, al attacks on its information systems to the 911 and to describe in the
proposals its detection capabilities and what reports the 911 should expect.

¢ The effectiveness of suppliers cgpabilities at detecting and reporting IW incidents can be
used as an evauation discriminator

¢ Suppliers should be permitted, and encouraged, to use the 411 center
Who: USD - Acquidtion & Technology
Where All DOD Acquistions

RECOVWENDATI ON 5

DOD and supporting information systems should move away from a perimeter defense concept
for defensve IW towards a “distributed partitioned secure enclave concept”

Who: Assstant Secretary of Defense (C3)

RECOMMENDATION 6
Enhanced Interface with State / Locad “First Responders’
Task DISA to assemble. equip, train, test and maintain order wire

¢ Allow firg responder to establish communicetions
¢ Requires procurement of Public Safety Standard Radios (APCO-25)
¢ Makes use of MILSTAR

¢ Should include deployable local area network/wide area network (LAN/WAN)
When: Now
Where:  Deployable
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EXECUTIVE SUMMARY

The Defense Science Board completed the forma portion of its summer dudy, Defense
Responses to Transnational Threats in mid-August. As part of the study, each competency panel
prepared a written summary of its findings and recommendations.

One of the competency pands, the Civil Integration and Response Pand, focused on issues
related to the federd/civil interface in response to transnationd threats. The pand was made up
principaly from professond in the fidds of firefighting, emergency medicing, paramedic
repone and law enforcement. These representatives came amost exclusvely from the civilian
sector and dl had extensve and dgnificant experience as wel as being senior personnd and
executives in their respective communities.

The panel had three principd missons

¢ Educate the DOD on issues deding with the civil sector in response to thrests
¢ Learn from the DSB and briefers what the Federa response capability and policy is

¢ Make recommendations as to how the defense and civil communities can better interact
in response to transnationd thresats.

The pand made the following observetions:

¢ A significant difference exists between civil and military training/exercises and
experience.

¢ The overwhdming mgority of defense effort is focused on pre-incident and, to a dightly
lesser extent, on crigs management with minima nationd effort on consequence
management.

¢ Transnationd thrests will involve non-military assets and targets to an unprecedented
leve.

¢ Many military and defense technologies do not map directly to civilian needs.

¢ Conseguence management is independent of cause.
Further, after consdering the entire spectrum of potentia responses and threats, the pand
determined that the civilian community should have three principa responses in deding with the
continuum of possible responses to an unconventiond threat?! :

1 Recognize that a threat exigts
2. Notify the proper authorities and begin to obtain advice on response to the threat

1An“Unconventional Threat,” is of a magnitude or type where local communities require assistance. The definition
isfocused in those transnational groups that may employ chemical, biological or nuclear related capabilities.
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3. Sabilize the gtuation by minimizing the threat and damage to life and property until
oecidized assets can arive to asss with the gtuaion.

In summary, the recommendations of the pand were:

L4

Implement a standing panel to act as representatives of the first response community to
the Federd, Civil, and Intergovernmentd Agency Communities.

Implement a sysem to disseminate critica information and provide for firs responder
access to clasdfied Federd data especidly as it applies to threast warning.

Establish a sngle Point of Contact (POC) for access to information and support from the
Federal Government for the Firs Response Community.

Accept the Civil Community Incident Management Sysem (IMS) as the standard for
federa assigtance to first responders and provide training to relevant military personne
in the IMS.

Resolve conflict between various federd agencies, as well as internd to DOD, on issues
of leadership, support, training and response.

Implement an aggressive technology transfer program from DOD, DOE, and other
Agencies dlowing for both deveopment and deployment of relevant technologies and

equipment.
Provide for a dngle integrated training methodology focused on inditutiondizing
Federd and Civil training within the first responder community.

Indtitute a program for providing experts and advisors to loca communities as and when
needed for the formulation of plans, programs, technology and advice on training and
eXercises.

Provide standardized, redidic training information and gods for firsg responders The
First Response Handbook.

Where practicd, obtan cerification and agpprova for use in civilian environments of
military equipment and personnd.

Provide a draightforward, consolidated and rationd method of Federal monetary support
for first responder training, preparedness and response.

For the Federad Government to take grester advantage of potentid information resource
in firs regponder community.

Task the DOD Defense Science Board (DSB) to perform a study of how technology can
be harnessed to support the medical mission.



CIVIL INTEGRATION AND RESPONSE

BACKGROUND

At the beginning of the Defense Science Board Summer Study, it was recognized that a dgnificant
pat of the effort involved in combating Transnationd Threats would involve a closer and deeper
reliance and cooperation with loca, civil assets than had heretofore ever been consdered. As a
result, a competency pand was formed to specificdly address this issue, the Civil Integration and

Response (CIR) Pandl, co-chaired by Mr. Michae Hopmeier and Mr. David Paulisor?.

The misson of the CIR pand was to bring into the study information, experience and representation
of the firs responder (fire, police, paramedic, emergency medicine) communities. The CIR pane
had three specific gods

¢ Educate the DOD participants on issues dealing with the civil sector in response to
transnational  thrests

¢ Learn from the DSB and others what the Federd response cgpability and policy is and
make this information avalable to the firsg responder community

¢ Make recommendations as to how the defense and civil communities can better interact in
response to transnationd thrests.

Unlike many of the other competency pands, a mgor aspect of the CIR Pand was interaction with
the other pands for the express purpose of providing ingght into the public safety community. Also
unique was the extent to which the gods, skills and knowledge embodied in the CIR pand had
impact and relevance on the other pands studies. This impact was fdt by and effected the other
pands ddiberations and conclusons to an unprecedented levd.

Also of import was the &bility for the members of the CIR pand to interact and effect the
conclusons, views and operations of a broad-based community, the civil first responders. All the
members of the pand have used the information and insght gained as a result of ther exposure to
the federd/defense community to effect not only the actions and policies of ther own respective
organizations but aso to influence other communities and groups as well. As is well known, the US
Army Chemica/Biologicd Defense Command (CBDCOM) has the misson to provide training to
many of the meropolitan communities but this training is not adways fully dosorbed a the
inditutiond  leved. Ingght gained by the CIR pand members was and is dready having an effect on
plans and preparedness in many communities.

The find portion of the CIR Pand misson is embodied in this report and the find briefing.

Recommendations and suggestions, as well as observations, are enumerated here and present the
fedings of a broad, capable and very knowledgesble cross section of the civil responder
community. While they may not represent 100% of the community they certainly provide
guiddines and a solid badis for further action and sudy. As in any large community, many different
opinions and fedings on dmogt every issue abound. However, it was intended by the make up of

2 Panel membership is at Appendix A



this pand tha the opinions and findings presented here be consdered as representative and rdiable
for the public safety community as a whole,

WHAT IS FIRST RESPONSE?

A vaiegty of definitions abound for what a first responder is and what is first response. An dmost
equa number of misconceptions Ao exig.

In generd, fird response may be considered the first organized group of people to arive a the
scene of an incident and provide assstance, coordination, direction or action. This is usudly some
combination of fire, police and paramedic personnd, normdly notified by a cal to 911.

It should be noted that consderable discusson has occurred over issues associated with an
occurrence on or in a federd agency versus in a dvilian aea The example normdly cited is the
Oklahoma City incident with the Murrah Federd Building. While some have pointed out that the
response was modified because this was a federd facility, in dl ways that mattered this is incorrect.

All military commanders have the authority to deploy personnel and assets domedticadly in support
of crises if this is needed to reduce loss of life or damage to property. This authority is limited as to
time it can be utilized without authority of higher command but exists nonethdess (see Annex D,
Volume | for an overview of dtatutory and of regulatory requirements and congraints.)

What this means in red terms is that the same response from the federd authorities would have
occurred whether it was a federd building or a private structure. Any local commander would have
immediately had authority to provide support.

Also of note is the response of civilian public safety agencies. In dmogt every case in the United
States, and in many cases oversess, a federd/military inddlation has some sort of mutua ad
agreement with local authorities to provide assstance in times of criss (this agreement works both
ways and there are numerous examples of locd military inddlaions providing specidized
assgtance such as ar trangportation and medica support to loca authorities).

One of the best examples of locd authorities augmenting a military criss is the ar crash that
occurred in 1992 a Pope AFB in North Carolina. An FI 6 collided with a C-| 30 transport while
trying to land a Pope AFB. The C-I 30 touched down safely, the F-| 6 pilots gected and the fighter
crashed into a parked C-141 Star-lifter. The resulting impact sent meta and 55,000 gdlons of
burning fud through a staging area where paratroopers were preparing for airborne operations. The
resulting firebal burned and/or severdy injured more than 160 personnd. The military medica
support was soon overwhemed and required asssance from the locad community. Almost
immediatdy following the incident the locad public safety personne were notified and responded
exactly as they would have had the incident occurred at the local arport as opposed to on a military
ingalation. This response included fire and emergency medica support as wel as police to assigt in
coordination and direction of assets. Most of the casudties were eventualy evacuated to San
Antonio where they were treated and eventualy released. However, without the immediate
intervention and support of locd authorities this catastrophe would have had a much higher number
of fatdities

One further condderation in evauating overdl response to unconventiona threets, while locd and
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even regiond public safety officids are engaged in deding with an incident other tasks and
incidents will 4ill occur. During the World Trade Center response and the Murrah Federd Building
operdtion there were gill motor vehicle accidents, shopliftin g and baby’s being born. It is not
practicd, or even possble, to focus dl effort on a sngle incident to the excluson of al other

responsihilities.

DEFINITION OF AN INCIDENT

Any incident, regardless of type or cause, can be broken into three distinct sets of activity: Pre-
incident to provide preparedness, criss management during the event and consequence management
during and &fter the event.

As is illusrated below, these sets of activity are not drictly sequentid but overlgp to form a
continuum.

Activities include

¢ Preldncident - dl those efforts, actions or resources identified prior to an event to prepare
for an incident. These include, but are not limited to, Research & Deveopment (R&D),
educdtion, training, intdligence, exercises, preparedness, policy development, pre-
postioning of equipment, infrastructure development, and generation of skills and
knowledge base.

¢ Criss Management - the event itsdf and the time immediaidy prior to and immediatdy
after the event. This phase involves direct intervention/involvement in the event and usudly
entails condderable confuson as well as reactive gpplication of avalable resources as
opposed to planned resources and responses. The criss is typified by highly reective
responses as opposed to planned proactive actions. Normadly, the crigs itsdf has the
shortest duration of the three aspects of the event.

¢ Conseguence Management - the mitigation, containment, decontamination and information
management of the event. This phase is generdly the longest in duration and includes
everything from mitigation of further damage to assessment and atribution of the event. In
the case of mass casualties, this is the phase where definitive medical care and
trangportation is provided. In other events the andyss, clean up and summation of the event
will occur in this phase.

THE CIVIL INCIDENT MANAGEMENT SYSTEM

The dvilian Incident Management Sysem (IMS) was previoudy cdled the Incident Command
System (ICS). The system was developed in Cdifornia in the 1970's as a response to multi-agency
problems encountered in mgor wildland fires.

This Civil Command, Control and Communications sysem was developed by a group of engineers
with defense industry backgrounds. The system addressed the following major needs:

¢ Common terminology and communications interoperability
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¢ Coordination mechanisms between diverse agencies

¢ Effective multi-agency coordination through the incident management and daff

¢ Coordinated alocation of scarce resources

¢ Adherence to the principles of chain of command, unity of command, and span of control.
¢ A sydem of daus keeping and planning

The IMS is now a dandard template in Emergency Management System (EMS) mass casudty
operations and firefrescue operations. The system is dso mandated by several nationd standards.
For example, the Nationa Fire Protection Association (NFPA) mandaies an incident management
sysem for hazardous materias operations, sructurd and wildland fire fighting, confined space
rescue operations, €tc.

The IMS conggts of an incident manager (with a management daff), and four functiond sections
cdled operations, logidics, plans, and adminidration. The sections are further divided into
branches. For example, a common format is a medical branch, firerescue branch, and Hazardous
Materids (HAZMAT) branch. The medica branch is then divided into the sectors of triage,
treatment, and transport.

A Kkey issue in response to unconventional threats is the integration of
management/command/control when federal assets arrive and atempt to coordinate with the on-
scene civil responders.

It is not practicd for any federd agency to assume the duties of incident manager. Nor is it practica

to assume that a DoD/DoJ agency would be subordinate to a civilian commander. The solution is
unified management, where civilian and federd managers operate jointly. Individuad sections of
both sysems would then coordinate a ther respective levels. For example, the civilian medica
branch would integrate with a DOD medicd unit. The IMS mode has evolved into an al risk

management system (not just fires) for other emergency response agencies such as emergency
management, and to a limited extent, law enforcement.

A mass casudty event is not a common incident. Most medica incidents are trested/transported by
a two-person team. These units can be described as “free lance’” providers, working within a
common system. Multi-unit coordingtion is common in the fire sarvices but infrequent in EMS,
However, a mass casudty event can only be managed by an effective EMSIMS. The functions of
decontamination, triage, treatment, and transport can only be coordinated by an efficient system.
When it is conddered that such events will be regiond in scope, and will consume logigtics a an
darming rate, command/control/communications become crucid.

Ladly, these events will require federa assstance from DOD and non-DOD agencies and specid
response teams. Coordination, liaison, and communications will be essentid.

The dvilian Emergency Management Sysem is composed of multiple agencies in multiple
jurigdictions and is derived from the following supporting infrastructure:

¢ State Emergency Plan (or dmilar title): The State Emergency Pan is the primary
document guiding the State's response during emergencies. It defines emergency roles and
responsbilities of State agencies.

¢ Multi-Hazard Functional Planning Guidelines (MHFP) (or smilar title): The MHFP
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provides loca emergency planning guidance in the form of a modd plan. Mogt jurisdictions
have used the MHFP as the basis for their emergency plan. The MHFP is organized around
key emergency response functions.

¢ Mutual Aid Plans and Support Documents. Severd documents generdly describe the
dructure and function of mutua ad in each region and may include a Maser Mutua Aid
Agreement index, Mutuad Aid Handbook, and discipline specific mutud ad plans such as
fire, law enforcement, medicd and EMS.

¢ An Operational Area Satelite Information Sysem (OASS) (or amilar title): An OASIS
guideline describes an information and resource tracking system for operationd aress. It
defines data and formats for reporting on key functions that include the MHFP functions.

INCIDENT MANAGERS

A key leadership podtion in a mass casudty terrorism event is the incident manager. In many cases,
there are not clear guiddines & the daeloca levd specifying who is in charge. Higoricaly, wdl-
meaning but competing agencies or command confuson caused by separate EMS, fire, and law
enforcement command posts has compromised incidents. In a mass casudty terrorist incident, the
management issue is more confusing because the event is a crime scene, a mass casudty medica
emergency, and/or a firelrescue incident.

If management challenges exidts at the loca leve, the problem exacerbates when date resources
arive, and becomes much more complex when federa agencies and/or DOD teams arrive.

In some dates legidation specifies who the incident manager should be. Usudly it is the fire chief
in mass casudty incidents, the emergency manager in disasters, and the police chief/Sheriff in law

enforcement incidents. In other dates, there is no legidation, with the matter being left to locd

preferences, higorica in nature, and often unwritten (None of the legidaion or informa rules relate
to terrorist events.)

When a myriad of federd agencies enter the picture, the challenges of scene management increases.
The Presidentid Decison Directive-39 (PDD-39) legidation specifies that the FBI is the lead
federd agency for crigs management. The FBI has extensive crime scene management experience,
and has exercised extensvely with DOD  and DOE to ded with possble crises that might involve
nuclear devices, biologicd or chemicd agents or high explosves (which may be “sdted” with
radiologicd materid). For post-incident consequence management, PDD-39 specifies that FEMA is
the lead federd agency.

MILITARY DOCTRINE AND TECHNOLOGY VS. CIVILIAN NEEDS

Military sysems and doctrine are designed to meet unique military needs. Doctrine, technology,
and traning focus specificdly on functioning in and countering incidents in a military/combat
environment. In a chemicd or biologicad unconventiond incident, for example, this generdly
includes extengve traning on the pat of dl personned within the affected area, specid equipment
and maerid desgned specficdly for this type of threat. The god of this training is successful
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achievement of misson objectives, which incdudes threat neutrdization with the lowest atainable
morbidity/mortdity rates and collaterd damage.

Condder the smple case of trying to trangport a casudty contaminated with chemica or biologica
agents. In combat, the person is triaged, secured in protective gear (if not aready in use),
decontaminated, and trangported in a military vehicle to the receiving medica facility. Subsequently
the vehicle is decontaminated. All personnd are functioning in protective gear and the medica care
fadlity is sufficiently prepared to handle the incident. The entire surrounding environment is
probably contaminated and, more importantly, consdered unrecoveréble. Information flow is
tightly controlled in this scenario.

The dvilian environment is vadly different in many respects Essentidly none of the surrounding
population is protected, none of the environment or infrastructure is expendable (it is generdly
consgdered unacceptable to bum office buildings or use caudic decontamination substances in
downtown areas) and control of the dtudion is, a best, margind (information flow is less
redricted due to media access). Condraints include the absolute necessty for limiting further
environmenta and personnel  contamination, whatever the cost. Further, while some military
vehicdles and materie are designed with the potentid need for decontamination in mind, that is not
the case in a civilian environment. Decontamination of a Greyhound bus or ambulance or fleet of
fire trucks with conventiona equipment presents a sgnificant chalenge.

A second issue is the question of doctrine and response. The military has a standardized set of
procedures for dealing with dmogst any contingency, induding unconventional incident attack.
Operationd military units participate in annud Ability To Survive and Operate - (ATSO) exercises
that address the unconventiona incident threst environment response. In contrast the civilian
authorities do not use this routine training gpproach. This gtuation is further exacerbated when the
federd and civilian agencies must interact as a team to jointly address dl aspects of consequence
management.

One of the grestest anticipated chdlenges by both the Unconventiona Incident Response Force and
the Center for Disease Control (CDC) Nationd Center For Environmental Hedth is a Generd
Emergency Cdl with the ability to integrate with on-scene assets and dabilize the gStuation. This
activity will require varying amounts of time and resources as there is no standard mechanism of
reponse in _the civilian community. even assuming early warning, detection and Stuationd (threet)
recognition. Consequently, the first responder community response will be based upon individua
community unit doctrine. As a result, no consgtent, anticipated response basdine and command
gructure will be implemented for integration with federal response.

One of the firg geps in dleviating these problems will be to provide accurate, timely information to
the firg responder community so they can recognize a dtuation of this nature, and provide
gopropriate, directed training so that an actud response will be consgtent, effective, and seamless
with other, higher level (i.e. State and Federal) assets.

WHEN DOES THE FEDERAL GOVERNMENT GET INVOLVED?

As noted earlier, numerous different Federd Agencies have overlapping jurisdiction for responding
to incidents, and further, the methods for involving them aso vary greatly. However, as a generd
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rule of thumb, mogt agencies will sdf-initiate involvement based upon information and notification
from a variety of unofficid, ad-hoc sources of information (persond phone cdls from colleagues,
watching an event occur on CNN). The involvement (agency, resources, level of preparation and
readiness, etc.) is Stuation and incident dependent and there is no universd norm. There are a s&t of
potentid dtuations where the federa authorities are dready present and prepared such as a
transnationa group threstening to use a nuclear device that has been uncovered by intelligence or

law enforcement agencies. These more prepared criss responses generdly result ether from
intelligence data indicating a credible threat or a high profile Stuation such as the G8 in Denver,

however, these Stuations are not the norm.

The point & which Federd Agencies become involved is usudly when: 1) an unconventiona threat
has occurred and 2) the locd authorities are unable to ded with the threat ether as a result of being
inundated and available resources become dradticaly insufficient or because no resources exist as a
result of the incident being unique. In ether case it is generdly not until severd hours into an event
that coordinated, knowledgeable and responsive support form Federa Authorities occurs. Up to that
point, response and assstance is based upon individud initigtive of loca and/or qudified (i.e
resources and trained) commanders to determine what leved, if any, of response and assstance
should be provided. For example, in the World Trade Center incident no DOD resources were
involved.



DIFFERENT RESPONSE CLASSES

It must be redized that, from the point of view of the first responder, the cause of the incident is

secondary. Whether manmade or accidental the first responder must react. Further, given the typica
“fog of wa” associaged with most emergencies, tha reaction will be based on incomplete,
inaccurate and potentidly contradictory information. Even if intelligence data prior to an event
indicates when that event may be immanent, any criss response will dmost universdly result in &
least partiad confuson. As a result, the first responder will create a generaized response pattern that
IS dedgned to address any contingency minimdly, though not necessaxily optimized for that
particular incident (i.e. responding with a fire company, Emergency Medica Technician (EMT) unit
and police car to every cdl). It should be noted that circumstances will sometimes modify this
protocol. For example, lack of funds or sgnificant burden on the system (large number of fires or
riots) may reduce the leve or immediate type of response.

As a reault, the response class is independent of the cause of the incident. Consequently, response
initiatives will, in dmogt dl cases, condst of one or more (usudly more) of the following classes of
incidents:

¢ Explosve Deondtions

+ HAZMAT (to include chemicd, biologicd and nuclear)

¢ Mass Casudty from any cause

¢ Supporting Infrastructure Degradation or Destruction- Telephone, Power, Water, Utilities

Whether responding to a nuclear explosion (dl four classes) or the Oklahoma City event (blagt,
mass casudty), a biologicd attack (HAZMAT, mass casudty) or an industrid chemica accident
gmilar to Bhopd, India (HAZMAT, Mass Casudty), the incidents will adways be some
combination of the above four classes.

Infrastructure attack is somewhat unique in that it involves, in generd, a more subtle form of attack.
It is consdered to range from destruction/interruption of power substations to jamming 911 lines.

While not generdly specificdly dedtructive, these attacks could be used in combination with
another attack to heighten effects and create greater confusion and casudties.

All these classes of attack will be addressed in generdly the same way with details varying in the
assessment, entry, casudty gathering casudty transport and medica support provided.

Each class of the above events occurs, not just on a daly but in some large municipdities on an
hourly basis. What distinguishes events of interest to this sudy versus every day events is the scope
or scde. If the event is beyond the capabilities of the locd community (i.e. more casudties than
available medica support, requirements for specid decontamination or equipment, etc.) than it fals
in to the category of unconventional and outsde assats (outside the loca community) will be
required. These assats may be as minima as a neighboring jurisdiction providing assgtance in
covering a community to a full-scde deployment of federa assets consgting of thousands of
personnd and support equipment. Whatever the cause and for whatever reason, assstance would
be required.



HAZMAT

HAZMAT (Hazardous Materids) describes a class of response involving some form of agent
(liquid, gaseous, solid or other) that is inimicd to human hedth and safety. Among other things,
chemicd, biologicad and radionucleides dl fdl in to this category. The public safety community has
dedt with HAZMATSs for years and has a variety of training and certification programs designed to
provide the skills and equipment needed to ded with HAZMAT incidents.

Traditiondly, most HAZMAT incident have either consisted of fues (gas, diesd, oil) or common
industrial compounds (chlorine, ammonia). However, over the past twenty years severd conditions
have been combining to broaden out these classes of “norma” HAZMATS.

Firg, growth and divergfication of heavy indusry, both domedticaly and oversess, has crested a
greater need for a wider ranging number of industriad compounds. As an example, in World Wars |
and 1l phosgene gas was used as a chemicd warfare agent. Today, it is used for severa different
industrial processes and is shipped dl over the world by land, sea and air.

Second, the modes of transportation have diversfied. No longer are small quantities shipped via
goecid courier but ingead large quantities of numerous different agents are regularly shipped
throughout the country. Further, as a result of changing industriad processes, numerous new
compounds and various environmental wastes and hazards are being developed dally.

All of this required that the first responder be prepared to deal with a vast aray of different agents,
both dngly and in combination. For example, when a train derails and tanks legk, the various
compounds are not segregated as to type or class, they dl mix, usualy under environmental stress
(i.e. fire or exploson). Further, in many cases the paperwork associated with these agents is
unavailable, inaccurate or maicioudy changed (illegd transport and dumping of hazardous waste
has become a large market in the US).

As was noted earlier, sddom ae any of these classes encountered in isolation. A HAZMAT
incident could (and probably would) be found in association with some form of accident or
catastrophe. This could be a motor vehicle accident, an industria exploson, a train derallment, a
terrorigt incident or a combination of these. Also, in many cases, these incidents will aso involve
mass evacuation and the concomitant shelter and health care needs associated with such an incident.

In generd, the firs responder must be prepared for, and deds with, a much grester number of
HAZMATs and HAZMAT incidents than any military unit. Further, the militay mantans much
better accountability for its HAZMATS S0 in many cases these incidents are easier to ded with in a
military sdtting than in a dvilian one

Findly, and perhaps most importantly, first responders are generdly prepared to ded with any
HAZMAT, a lesst initidly, whether a chembio wafae agent or an indudtrid accident (in many

cases they are one in the same). However, to the casudties and victims it matters little whether they
are injured or die from an ammonia tank car derallment or a terrorist attack with Sarin. This must be

congdered when scenarios are evaduated since it may be eader (and potentialy more effective) to
ded atank car of chlorine and blow it up in the middle of a city than creste a quantity of nerve ges.

Civilian HAZMAT capability vaies from jurisdiction to jurisdiction and can be minimd to
advanced. Training encompasses awareness through the operationa level. Operational and technica
traning is usudly provided to specidized units within an organization. Equipment includes sdf-
contained level 1-3 (HAZMAT protective) entry suitsin limited numbers with limited
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decontamination capability. The treating of victims is currently limited to specific antidotes and
decontamination for operators and open decontamination for the civilian population. Preparedness
includes mandated training in a recognized Incident Management System.

High Explosives

In many cases, high explosve incidents dso involve one or more of the other noted classes
(HAZMAT, Mass Casudty, Infragtructure). High explosve incidents have traditiondly been the
wegpon of choice of the terrorist as well as being quite common in industrid accidents and natura
disasters.

Also asociated with high explosve blagt is the high probability of sructurd damage and wide
goread digperson of shrapnd. High temperature combustion of incendiary products may aso be
associated with a blagt. The firgt responder must be prepared to ded with al of these results.

Paticularly troublesome is the recent use of binary/multiple devices desgned to lurein and
trgp/disable firs responders. This is a reaively new, and very disconcerting development.
Traditiondly (at least in this country) the first responders (fire and paramedic) have been considered
neutrals and not actualy targets of atack. This recently changed with the Atlanta double bombing
and the planned armored car robbery in Texas. In both these cases, incidents were designed and
implemented with the clear god of atracting and incapacitating/killing the first response force. Not
only does this effect the response to the initid incident but it aso changes the method of approach
to future incidents.

Mass Casualty

The definition of mass casudty varies based on municipdity, type of casudty and even time of
year. Also, extenuating circumdances aso change the definition. As a working definition, mass
casudty may be consdered any gStuation in which the initid response and reedily available firgt tier
(locd responders immediately available without recdling or depending on mutud ad) is not
aufficient to care for the casudties.

This dtudion fdls into two generd categories, overload in quantity and overload in type In the
former case, a mass casudty incident whereby hundreds or thousands of people are burned and have
crush injury or massve trauma (two jumbo jets collide over a busy arport and flaming wreckage
fdls into a subdivison or on a passenger termind); here loca medical authorities can care for and
treat the casudties as they would in any other incident but they are overwhelmed by shear numbers.
The latter case is where the skills and/or resources smply don’'t exist; a chemica agent incident
(Whether intentional such as Tokyo or accidental such as Bhopd) can overwhelm locd authorities
with only a handful of cases. Deding with the effect from biological agents can be much worse

Nonetheless, whether overwhelmed by numbers or types the locd EMS will respond by escalating
levels of resources and coordinating response as best as possble Most municipdities have some
plan for a “conventiond” mass casudty incident and practice them at least annudly. Few, if any,

ever practice ecdation to the point where resources beyond the immediate community mutud ad
agreements  extend.

Fire and EMS Firs Responder mass casudty plans are incorporated into the Incident Management
Sysem and are incdusve of medicd emergency, rapid intervention and triage components (Triage,
Treatment and Transportation), patient care components, morgue operations and ar operations.
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There is no current capability to treat large numbers (hundreds, thousands or tens of thousands) of
radiological, chemicd or biological exposures anywhere in the United States.

The hospital recalving sysem is currently no better prepared than the firs responder to treat
radiologicd, chemica or biologicd patients Nationdly, the recelving hospitd system is brittle,
vulnerable and may likey be incapacitated by any mass casudty convergence.

Infrastructure: Communications, Power, Water, Global Navigation System and

Other Support

One of the most complex, and poorly understood, threats to emerge in recent years is tha of
infradtructure attack. This threet, wherein the infragructure of a community is attacked, is
potentidly one of the most inddious tha may have to be dedt with.

Examples of this type of atack include jamming the 911 system, knocking out power substations

and/or tdecommunications nodes, causng traffic jams a key locations coupled to fase reports of
incidents or items of public interest and even infiltrating the Emergency Alet System with fase but
authenticated reports. Jammiry or sSmulaiing radio communicaions providing informatiion and
coordination to public safety professona might be particularly effective. All of thess, many based
on advanced technology and/or “cyber-attack” represent a new and potentidly deadly threat that
most loca communities, and even most federal agencies, are unprepared for.

The god of many of these attacks is to disrupt the exiding, response system, a system that might
potentidly be tenuous in the event of a mgor incident. This disruption and attack, while not
necessaxily resulting in casudties directly could potentidly result in dgnificant secondary problems.

In generd, it is bdieved tha these infrastructure atacks would occur in combination with other,
more direct attacks and be designed to augment and enhance their effects. However, this need not
be the case.

To prepare for these types of incidents, efforts should be made to make dl infrastructure systems as
redundant and robust as possible. The recently completed Presidential Commission on
Infrastructure Protection study addresses these sgnificant chalenges.
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OBSERVATIONS

A significant difference exists between Civil and Military training/exercises and experience.
Within the military the focus is on training, preparedness and exercises, designed to provide for the
pinnacle of performance should any of these resources and/or skills be required. In generd (with the
exception of the specia operations communities that maintain one of the highest operationd tempos
in the military) very little red world experience is gained.

In contrast to this, however, is the first responder community which exists at the opposite end of the

spectrum. With firgt responders, the mgority of ther training occurs on the job peforming the

duties in redity, not in exercises Further, the smdl amount of training time that is avalable is

overtaxed as it is The mgority of the training for first responders occurs amost as an apprentice
program where they learn on the job.

This dichotomy in peformance, atitude and, most especidly, avalable resources causes
consderable congernation and confuson between these two disparate communities. While they

share some common ground, Sgnificant differences Hill exig.

In the military, redundancy and excess cgpacity exisSts in many areas because sufficient resources
must be maintained to perform the defense misson. The infrastructure avalable to support military
operations (R&D, planning, training and exercise facilities, long range planning) do not exist within
the civilian firs responder community. Even the largest departments (New York City, Los Angdes,
Chicago) have no R&D department or funds for these efforts.

However, dl this being sad it must be noted that in the areas of public safety and emergency
response there is no comparison between the experience that the first responder community has and
that of the military. To put things in perspective, a typicd battdion chief in a mgor metropolitan
community (approximady equivdent to an O-3/Captain in the Army) may fight two to three
dructure fires in a day. A chigf on a mgor military ingdlaion might not have that many in a year
or even a career. The same comparison holds true for other incidents.

Of paticular note is the emergency medica arena. In generd, emergency physicians do added duty
in avilian ERs because that is the only way they can maintain appropriate levels of kill. In an inner
cdty an ER may have 1-3 high veocity gun shot wounds a night, many usng standard military
wegpons. Therefore, in order to maintain the skills needed to trest combat injuries ER physcians
work and function with ther civilian counterparts.

There is an andogous but somewhat different problem with medicd corpsman. While military
physicians are licensed to practice anywhere in the country, corpsman and medics are not. The
military does not encourage obtaining EMT certifications and the civilian community does not
recognize military medic training. As a result, this important occupation in the military has a great
ded of difficulty maintaning sufficient practicd experience. This problem is beng addressed,
however, by the specid operations medicd community in that they are now implementing, as part
of ther core curricula, a traning program in which the students spend severd months riding with
avilien EMTs in cities so they can gain this vauable rea world experience.
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The overwhelming majority of defense effort is focused on pre-incident and, to a dightly lesser
extent, on criss management with minimal national effort on consequence management.

In generd, the military and Federd Agencies view ther role in combating transnationd threats as
focused on ether the prevention of the threst from carrying out an operation or the direct
intercesson for crigs management following the incident. Issues such as training, inteligence,
R&D, technology evauation and deployment, doctrind development and periodic exercises are dl
performed in preparation for or attempting to prevent an incident. During the incident, defense and
federa intervention normaly takes the form of direct action (hostage rescue, force of arms,
perimeter security) or support (trangportation, communications, etc.). Most of the consequence
management aspects are confined to provison of supplies (food, pharmaceuticas, blankets, shelter)
and skilled personnel (medica support, combat and civil engineers).

Unfortunatdy, in many of the anticipated transnationd threst scenarios the local communities and
public safety organizations will gill be left to handle long term issues such as longer term life
support that they are currently unequipped to handle. Further, destruction or neutrdization of
ggnificant amounts of equipment is dso a very red potentid. It is probable that sgnificant portions
of the infragtructure (fire engines and ambulances, water supplies and even entire hospitals) could
be rendered unusable in a chernbio incident. This would not, however, dleviate the existing needs
and missons assgned to this equipment and infrastructure.

Transnational threats will involve non-military assets and targets to an unprecedented level
Traditiondly, & least domedticdly, civilian targets and infragtructure have generdly been safe from
mos forms of political terrorism; it has mosly been condrained to military and/or government
targets. However, today’s changing geo-political climate, societa viewpoints and increase in
transnational threats is based on smply causing dedtruction to draw attention as opposed to having
better focused targets for aggresson. These factors are changing traditiona concepts. Further, a new
class of threat, the economicaly driven, takes a much broader viewpoint of target viability.

The lack of a single coherent, well-defined and coordinated threst (i.e. the former Soviet Union) has
resulted in ggnificant DOD  downsizing and reduction of assets and resources, especidly in the
support arena such as firefightingand emergency medicine. This reduction is resulting in greater
reliance on non-traditiona forms of support i.e. domestic first responders in proximity to military
inddlations and federd faclities Almost without exception every domedtic military ingdlation,
and many oversess, have mutud ad agreements with the surrounding communities. This is due in
part to the need for added support during incidents as well as the recognition that the communities
and inddlaions are mutudly interdependent.

Many military and defense technologies do not map directly to civilian needs

Despite the saming dmilaity of meny militaay and dvilian missons ggnificant  differences
nonethdess exist. These differences, while sometimes subtle can have very dragtic and dgnificant
impact on the operation and integration of technologies and doctrine into operations.

As just one example, the demographics of the typicad military population is basicdly personne
from 18-40 years of age in peek physica condition who receive regular medical care and are dways
up to date on various inoculations and required medications. However, in the typica urban
community children, the old and physcdly handicgpped are not merdy anomdies but the norm.
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For that reason, pharmaceuticas that are prepackaged and dosed (i.e atropine and tupam
autoinjectors), safety gear (masks) and other items cannot be directly used from military stocks on
civilian populaions. An equdly important and gpplicable scenario exigts with the USMC currently
who now regularly deploy with stocks of insulin, digpers, baby formula and pediatricians due to the
high incidence of dependent evacudions during their missons.

Another example deds with the issue of cetification of eguipment. Genegdly the Defense
Depatment does not obtain Occupationd Safety and Hedth Adminigtration (OSHA) or Nationd
Indtitute of Occupationad Safety and Hedth (HIOSH) certification for its equipment. As an example,
OSHA does not recognize military chemicad protection equipment, Military Oriented Protective
Posture, Level 4 (MOPP4) gear, as being acceptable for civilian use. Yet nonethdess it is planned to
provide this gear to public safety personnd in times of crigs While they will use it during an
incident, because of the lack of certification this gear will not be used for training and exercises due
to the fact that any injuries may leave the community open to lawsuits for usng unapproved
equipment. This argument gpplies to a wide array of other items.

Consequence management is independent of cause.

Congderable discusson has occurred surrounding terrorist incidents and  attribution. The most
ggnificant chemica incident in the lagt twenty years was the Union Carbide accident in Bhopd
India in 1984 where more than 2000 people died in the first 24 hours, eventua fatalities totaed over
15,000 with a total of nearly 500,000 injured. While an indudtrid accident, it was nonetheless
handled in exactly the same way as if it had been an intentiona act (it should be noted that the same
plant exigs today in Virginia).

Wha this means in red terms is that while much of the discussons center around attribution and
proper response, from the point of view of the first responder this is secondary; the consequences of
the actions must be dedt with firg.
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RECOMVENDATI ONS

Implement a standing pane to act as representative of the first response community to the
Federal, Civil and Intergovernmental Agency Communities.

Currently, only one portion of the firs responder community, law enforcement, is even loosdy
represented a senior levels of the federd government respongible for setting nationd policy and
integration with the civil community. This occurs through the Department of Justice and the FBI.
Nether the firefighting nor emergency medicd communities have comparable representation, and
even the law enforcement representation does not necessarily meet dl of the requirements.

With the advent of the transnationa threat and the concomitant redization that dmost any response
involving federal assets will involve locd assets firdt, condderation and representation of the needs
and environment of the first responder must be factored into further efforts. An example of what
happens when this is not done can be seen in the difficulties in the implementation of the Nunn-

Lugar-Domenici  Program where, early in its implementation the god of supporting the firg
responder was lost and emphass was instead placed upon developing a federd infrastructure
divorced from the redlities of the first responder needs.

The Civil-Federd integration pand should condst of representatives from the various firgt
reponder communities (fire, law enforcement, emergency medicing). These members would be
recognized experts from throughout the operationd community with actud operaiond experience.
Every effort should be made to avoid populating the panel with personne who, while they may hold
postions of authority in this community lack operationa and relevant experience and knowledge.

The tasking of the pand would be to assst senior date and federal policy makers and agencies in
the crafting and employment of legidation and policies desgned to assigst the first responder
community. The god would be to improve the application of effort and resources a the federd
level to ensure that it truly meets the needs of the first responder community where needed.

Ex-officio members should include, the Commander, Director of Military Support, Director,
Emergency Management Indtitute, Director, Occupdtiond Safety and Hedth Adminigration and
other members forrn government agencies that may have ether interest or relevant experience. The
committee should exis within the executive branch and provide support to dl depatments. The
committee should be a de-facto member of any federd program having impact on the operations of

the fird responder community.

Implement a system to disseminate critical information and provide for first responder access
to classified Federal data especially as it applies to threat warning.

On many occasons in the past, Stuations have arisen where the federd government had information
that indicated the posshility of an event but, because it was classfied only vague references could
be made about it to the locd public safety officids This resulted in condderable frudration,
congernation and outright anger on the part of the public safety officids. Consequently, a reticence
to prepare for an incident as opposed to a heightened state of dert was sometimes engendered.

While certainly important and not to be overlooked, national security and classfication should not
be an impediment to the protection and support of the American people.

15



A sysgem should be implemented whereby public safety senior personnd (2-3 per community)
would be issued federa security clearances so tha they could sdlectively access classfied materid
when needed. Since it is impracticd to clear each one of ther facilities nor expect them to access
classfied materid sufficiently often to reman cognizant and knowledgesble of dl the various
procedures, their access would be drictly limited to materia which would be accessed at cleared
faclities (i.e. locad FBI, Secret Service, US Marshdl’'s, military and other qudified ingtdlations)
and every time they access the materid they would receive a briefing on its handling, safeguarding
and care.

Public safety personnel would be notified of the need to review classfied threat andyses ether by
persond vidts from locad agents or by unclassfied e-mals or messages tdling them to report to
their locd POC and access a particular piece of information that would be transmitted via secure
means to their contact.

MOUs would be initiated between each locd community and its cognizant support office defining
how they could contact each other and agreeing to provide support. Personnel given clearances
would be senior public safety personnd responsble for planning and direction of public safety
effort but NOT politicd leaders (i.e. mayors, city councilmen, eic) unless they had DIRECT
oversght and responghbility for this misson. When each individud retires or otherwise leaves his
postion his clearance would automatically be terminated.

These clearances would need to be provided to gpproximately 120 different municipdities (the 120
largest in the country account for about 80% of the population) with an average of 3-5 people per
municipdity. Total esimaied number of clearances would be less than 1000. This number is
aufficiently smal that exiding programs for clearance invedtigation and granting could be used
without undue impact on operations or cost. A new Presdentid Decison Directive (PDD) would
likely need to be drafted, and gpproved, by the executive branch with specifics on administering the
information sharing program. In the event that multiple qudified federd offices exig in a given
municipdity and they cannot agree among themsdves who should have the responshility, the
decison will fal to the FBI as to which office in any given area will provide support. FEMA could
maintan a daabase of dl communities, personnd and loca agencies participating in this program
and be respongble for ensuring that records are maintained and updated. FEMA could adso be
reponsble for disseminaion of information notifications but not for the classfied materid which
will be the responghbility of the originaing agency. FEMA will not necessxily have automatic
access to the information provided.

Egtablish a single Point of Contact (POC) for access to information and support from the
Federal Government for the First Response Community.

Currently dmost every Federd Agency has an established program to ded with emergencies and
crises, many of which directly impact the firs responder. Further, many agencies have multiple
programs, many mutudly ignorant of others. Findly, consderable misnformation exists throughout
the emergency management community as to proper responses plus “experts’ continue to pop up
damog daly.

To ensure the most accurate, timdy and effective dissemination of information a sngle point of
contact for first responders to cal should be created. This POC would provide day to day

information via a web dte backed up by a 24 hour specid hotline (suggestions for exercises
technologies, recommended sources of pharmaceuticals, available resources) as well as providing a
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vdidated, rdiable source for emergency information (proper methods of decontamination, plume
dispersal data, agent identification). Findly, this sngle POC would dso act as liason between the
various federa response agencies and assats and the incident personnd. FEMA might be a good
choice for the Federa point of contact

It is vitd that during a criss a dangle source of information exigts and further, that the responghbility
for coordinaing the various federd assets be left to the federa government and trained personnd,
not placed on the backs of aready overburdened responder personne on site at the incident.

Accept the Civil Community Incident Management System (IMS) as the standard for federal
assistance to first responders and provide training to relevant military personnel in the IMS.
Currently, the Incident Management System (IMS) is the closest thing to an available standard that
exiss in the nationd public safety community. The IMS, as noted earlier, was developed as a result
of the wild fires in Cdifornia It has snce grown into an dl-hazard method of coordinating and
deploying various and disparate resources from a large number of sources including federal assets,
date level resources and surrounding, though unconnected, communities.

The IMS will, by default, be the civil community C3 system that is used during a crisis by the loca
first responders. As such, it will be the system in place that the federal assets must adapt to and be
able to function with. Unfortunatdly, little knowledge of this sysem exids within the military and
federal assets that would directly support an incident.

To dleviae this lack of knowledge, any and dl federa personne, both military and non-military,
who will be tasked to assst and coordinate response to a domestic emergency should be trained in
IMS and it should be adopted as the doctrine for those resources directly tasked with supporting
first responders. The sysem should be taught in the same program and concurrently with current
traning so that federd commanders will be able to interact with their civilian counter-parts, thereby
improving operating efficiency during times of crigs

A number of classes and programs, not to mention books and texts, exist on the IMS. These classes
are taught throughout the country a various academies as wdl as by federa agencies such as the
Emergency Management Ingtitute within FEMA. The classes can be standardized and provided via
distance learning through any of a number of different systems including the Veterans
Adminigration, Nationd Guard, and Active Reserves in DOD.

Implement an aggressive technology transfer program from DOD, DOE and other Agencies
allowing for both development and deployment of relevant technologies and equipment.
Current regulations make it difficult to transfer equipment to locd communities and first responders
from federd or military stockpiles. Agencies tasked with directly supporting locd responders have
minima underganding or input into the DOD Research, Development and Acquigtion system.
Consequently, development and deployment of technologies to support first responders is not
optimized.

A forma method across the federd government to assess and provide for the input of government
technology needs of the first responder should be set in place so that, where not in contradiction to
the core missons of the nationd security community, these needs can be conddered and
implemented in the federd process. In many cases this input can benefit both the first responder and
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the federd community as, in issues of public safety, the firsd responder community has vastly more
experience than the federal agencies. Further, in the event that technologies and systems are
deployed that meet the needs of the first responder they will very likdy be adopted commercidly.
This will result in lower per unit costs, enhanced ability to provide support and logigics and aso
assg in the drategic goas of greater reliance on Commercid off-the-shelf (COTS) technology.

The Nationd Security Community (primarily DOD) should implement a policy to actively seek out
and obtain input and assgtance from the first responder community, on a nationd level, to provide
guidance, input and advice on Research Development and Acquidtion activities that may have an
impact on the firs responders and their colleagues in the federa community. Further, every effort
should be made to involve the firs responder community in the Test and Evduation (T&E) of new
systems as there ingght and resources could prove vauable for the federa community.

Once technologies are developed and deployed, or in the event that they are stockpiled by the
military or other federal agencies it is not practicad for locd communities to dso dockpile A
forma methodology for the trandfer of federa resources should be implemented. FEMA (with DOD
assgance) should be given the responghility to deveop an efficient method of transferring or
otherwise making avallable cgpabilities to respond to mgor crises. They have a sufficiently large
base of adminidrative and bureaucratic personnd as wel as having contact with many of the civil
infrastructure organizations designed to provide this type of support.

Provide for a single, integrated training methodology focused on ingtitutionalizing federal and
civil training within the firs responder community.

Current Federd policy, managed by the US Army Chemicd/Biologicd Defense Command
(CBDCOM), is focused a creating and directly providing specidized chemica and biologicd
defense training to and within the first responder community. In spite of dl the money spent to
date, this role is gill not beng effectively fulfilled in large pat due to a vast gulf between the
training needs of the first responder and the training capabilities of CBDCOM.

Further, CBDCOM and the DOD in genera, are unable, nor should they be required, to provide
regular evduation and dandardization of training, periodic exercises and mantenance of
performance and training records for the first responder community. Based on the current system,
after initid traning and a sngle follow up review agoproximately one year later the entire federd
program for each city is fully completed and no plan exigs for future federd training. If personnd
are trandferred or retire or a sgnificant period of time goes by without retraining and exercises then
the effort and money will have been largdy wasted snce any minimd cgpability will have been
logt.

Ingead, an effort should be made to inditutiondize training to and within the first responder
community. In accepting and embracing continudly updated sandards and indtitutiondizing this
new skill st as pat of their basc repertoire of skills and equipment, the civil first responders
community readiness could be drongly enhanced. The defense community should focus on
development of basc technologies, standards and curricula as well as providing specialized support
and specific training, in areas such as deding with wegpons of mass destruction and consequence
management.

To make this effective it is necessary to create some method by which the public safety community
not only accepts but embraces and supports the need for specidized training and capability to ded
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with unique, unconventiona threets.

Ancther method is the thoughtful and planned provison of federal funds, coupled to a well thought
out and implementable, long range, civil community drategy. Along these lines adoption of an
incentive program for the crestion of new dandards and cgpabilities within the civil community is
one posshility.

Incentives could be provided in the DOD Tri-Care system for private contractor hedth care
providers to maintain minimum skill and resource sets to meet the needs of unconventiona crises.
These requirements would incude mantaining minimum numbers of daff meeting soecid training
dandards (smilar to physcians being boarded and requiring continuing education units and regular
updated training). This would be a minor modification and augmentation of the adready exiding
sydem to verify and ensure proper training and that credentids are mantaned. By having the
existing system embrace this new training and certification methodology it becomes
indtitutionaized and a regular part of the operationd community and its day to day procedures. By
leveraging  existing capabilities and focusing effort and resources on augmentation and
enhancement, much could be accomplished at reduced costs.

Once this sysem is accepted by the medica community it can be extrgpolaed, a the civil
community leve, to the fire and law enforcement arenas. The role of DOD in this would be as the
conduit for incentive provison (through the Tri-Care Program) as wel as providing badc
information and standards for dissemination to the user community through its own channels. Once
inditutiondlized and accepted, this process could continue with a minimum of support and funding.

Ingtitute a program for providing experts and advisors to local communities as and when
needed for the formulation of plans, programs, technology and advice on training and

exer cises.

With the new emphasis and public recognition of the threat posed by chemicd and biologicd
wegpons, not to mention the increase in publicity associated with bombings and other acts of
terrorism, we have witnessed an overnight abundance of “experts’ on issues of counter-terrorism
and domedtic preparation. This sudden increase in overnight experts has been occasoned in large
pat to the large quantities of money tha ae being made avalable primarily through various
federd programs.

The Federa Government should provide a cadre of experts and a method of vaidating credentids,
a least those of former federa employees, so tha locd communities can be assured of receiving
accurate, timely and expert advice. Further, a capability should be made avalable which dlows
local communities to access expert informaion and consulting from professonds in the fidds of
public safety and counter-terrorism.  These must be experts who have passed rigorous training
requirements the federd government should impose as wel as having gained experience in red
world criss gStuations.

The consulting would include assstance in preparation of emergency response plans, planning of
exercisess and review of peformance. Asigance in identification of competent, qudified
professond services and information as well as providing on-Ste asssance and evauation would
aso be incorporated.

The key would be to provide some form of assurance as to the vadidity and accuracy of the
information provided to the communities to ensure that it is, in fact, the best and most accurate data
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avalable and that the plans are based on redity and supported by vaidated information and
intelligence.

Provide standardized, realistic training information and goals for first responders: The First
Responders Handbook.

As a reault of the sudden burgeoning interest, shortage of accurate, reiable and useful criss
response information has recently occurred. In just one recent example, the Atlanta/Fulton County
Fire Rescue Department recently conducted an experiment and exercise where they were trying to
define what is required to peform successful and effective chemica decontamination of mass
casudties. In this experiment they st up severd fire trucks with various arrays and configurations
of water supply and flow and had people wak through them; the goa was to determine the most
effective and expedient manner to perform chemicad agent decontamination on large numbers of
people. Georgia red clay (that the volunteers rolled around in) was used as the chemical stimulant.

While very obvious and readily avalable (at least in Georgia), red clay is not necessarily the best
dimulant for VX or Sarin to determine the effectiveness of a decontamination method. Nor should
individua departments and communities be required to determine on their own what methods are or
are not effective.

A handbook and database of lessons learned and factud and/or validated information should be
generated and widdly disseminated to the firs responder community. This handbook should be
reasonably short and specific and designed to provide basic information that a first responder might
require in responding to an incident. It should include data on the three basic tasks that the first

responder must perform in responding to an unconventiond incident:

¢ Recognition that an unconventiona incident is underway

¢ Immediate notification of proper authorities to provide assstance in deding with the
incident

¢ ills, techniques and avalable or fidd expedient technologies and resources to help
maintain the safety of responding personnd, reduce or prevent loss of life and minimize

destruction to property

Information in the handbook might include (but not be limited to);

¢ Ealy warning sgns for detection and human exposure to chemicad or biologica agents

¢ Recognition sgns tha an unusud Stuation may exig & some fadlity (growth vats usudly
found in facilities to produce beer, large quantities of chemicals, specia hardware, etc.)

¢ Expedient and effective means of both chemicd and biological agent decontamination

+ Congderations in responding to incidents such as near red time detection and classfication
of chemicd or biologicd agents

¢ Other condderations such as dedling with potentiadly hundreds to thousands of exposed
individuds.

¢ Points of contact for the sources and/or experts associated with unusud chemicd,

20



biologicd or radiologicd agents
¢ Deding with large masses of refugees for extended periods of time

The handbook and related database updates might be made available on an intemet web Ste so that
it can be distributed to appropriate users.

Further, a means for different agencies and cities to share lessons learned, experience and questions
could dso be provided. Both civilian and federa agencies have vast amounts of experience and
knowledge that, for a variety of reasons, is not yet being effectively disseminated.

It is recommended that the USMC Chemica/Biologica Incident Response Force (CBIRF) take the
lead, in coordination with the U.S. Army CBDCOM, in the development of this handbook since
they are both currently very knowledgesble in fidd operations deding with joint military/civilian
dtuations as wdl as having deveoped an effective rapport with the dcivilian public safety
community. This effort could be coordinated with various relevant professond organizations (i.e.
International Association of Fire Chiefs (IAFC)) to ensure that information is relevant, useful and
usable by the first responder community.

Resolve conflicts between various federal agencies, aswell asinternal to DOD, on issues of
leader ship, support, training and response.

On some city training occesons, the internd conflict between various federd agencies, most
notably within Defense, has spilled over into the joint and coordinated operations with first
responders. It is paently obvious tha there is ill condderable turmoil within the federd
government on how to ded with this nation-wide training, avareness and readiness effort.

This turmoail is directly effecting the capability and readiness of federa resources to support first
responders as well as creating a significant and negative perception of the capability of the federd
government to asss, protect and serve its people. The issues of who is in charge, what ther
missions are and how they will ‘be employed must be resolved and steps taken to see to it that the
internecine bickering ceases once and for dl.

Sources of confuson seem to resde in two principad aress;, the debate between the Director of
Military Support (DOMS), CBDCOM and CBIRF and the issue of roles and missions between the
FBI and everyone ese. DOMS, CBDCOM and CBIRF need to develop an effective working
relationship. Smilar problems exig in the R&D and acquistion aspects as wdl. Severd different
agencies are working on dmilar or pardle efforts to address the protection, sensng and response
needs of the nation. These difficulties dso exist between agencies.

Where practical, obtain certification and approval for use in civilian environments of military
equipment and personnel.

While it is generdly recognized that during times of criss any action required to safeguard the lives
of people will be taken this does not necessarily agpply in time of exercise and traning. This
dichotomy results in the possbly that equipment, skills and resources will be applied during a criss
and no experience in ther employment will be have been redized on the sde of the cvil fird
responder or the state/federal responders.
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As one example, congtant discusson occurs about providing DOD chemica protective equipment to
first responders for ther use. However, this protective equipment (eg. MOPP4 suits) is not
gpproved by either OSHA or NIOSH. Consequently, in the event that communities try and use the
DOD gear during a red event and someone is injured, or worse, they may be subject to costly and
lengthy litigation. Nonetheless, this DOD equipment will be used in a criss should it be available.

This same dtuation occurs in the redm of skills and expertise. Currently, military medics are not
cetified by any of the professond certification organizations that are recognized by various date
and locd governments. As a result they are unable to practice or exercise with ther civilian
counterparts. Nonetheless they will be employed in a mass casudty incident should they be needed.

The FEMA might issue a broad order which dipulates that any equipment procured by the federd

government that might possibly be used in times of criss to support joint cvil/military operaions
must be evauated for its ability to be certified by relevant civil certification and standards agencies

S0 that it can be safedly and legdly used in training as well as time of criss. The same should be
gpplied to medica and related sKill aress.

Provide a straightforward, consolidated and rational method of monetary support for first
responder training, preparedness and response.

Currently a myriad of different programs exist, with concomitant funding, to provide assstance to
firsg responders. The preponderance of these programs, many under the heading of counter-
terrorism, are o extensive that in a recent GAO report3 it was found that an accurate accounting
could not even be made of the number of programs, their cods or effectiveness.

A sgngle federa progran management agent for the support of first responders needs to be
designated to coordinate al efforts directed at this area While it will not change the fact that, as a
reult of the extremely broad nature of the misson many different agencies will be involved, some
attempt at coordinating these efforts must be made.

While FEMA has not traditiondly performed this misson they are nonethdess the obvious and,
with proper guidance and oversght, potentidly most effective agency. The Nationa Inditute of
Judsice currently peforms this savice for the law enforcement community, dong with the
Depatment of Justice but they have little or no knowledge of ether the firefighting or emergency
medical communities. These efforts need to be focused and should have the assgtance of the
advisory board discussed earlier.

Take greater advantage of potential information resource in first responder community.

Today's changing globd politicd dimate has had a sgnificant impact on many aspects of modem
society. In one of the most drastic, the enhanced and more readily accessble globd intemet
communications sysem and infragtructure has resulted in a coser and smaler world, information
wise, tha a any time in higory. Further, this coming together in information sharing is accelerating
a an adronomica rate. This has resulted in more diverse and geographically distributed businesses
and organizations and has made it possble to coordinate truly world spanning efforts by ever
sndler organizations and entities. While a podtive change in many ways, it has dso resulted in the

3 Combating Terrorism: Spending on Government wide Programs Requires Better
Management and Coordination (Letter Report, 12/01/97 GAO/NSIAD-98-39)
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ability of smdler and amdler, less sophidticated entities to engage in globd crime, narcotics and
terrorism. Geographic distance and unrdliable communications are no longer a burden to today's
cimind and terroris.

As a result, non-traditional sources of information can now be utilized to provide insght and early
indications of potentid crimind acts. One of these sources is the locd public safety agency,

epecidly law enforcement. The law enforcement community has an extremey well developed and

effective human intelligence capability, one larger, broader and more experienced by far than many
redize. While the domestic human intelligence system is focused primarily on domedtic crimes, as a
result of the ever integraing and diverse internationd groups in the United States, much
information of an international scope can be developed through the use of domestic assets.

A progran should be implemented to provide traning to dl public safety personnd on the
important warning indicators or other information tha may have a potentid impact in locd
communities. This information training should be provided to dl public safety personnd.
Concomitant with this should be the implementation of a centrd cdearinghouse for domedtic
intelligence so that data may be corrdated, compared and factored into intelligence and Stuationa
andyss. Al efforts to gather intelligence beyond what occurs in normal day to day operations
currently will be pursued but the data will be analyzed and correlated in a different and more
effective manner to hopefully provide new warnings and insights.

Vey drict controls and safeguards must be put in place on this effort to ensure that condtitutiona
rights and legd implications are properly respected.

Task the DOD Defense Science Board to perform a study of how technology can be harnessed
to support the medical mission

The importance of medicd support and technology, while acknowledged, is sddom given the
priority or condderation it desarves. In the find andyds, the only important aspect of any criss
response and the subsequent consequence management is the number of lives saved. In this given
that a Stuation does occur, the medica intervention phase of the response will aways be key.

Specificdly, it is recommended that a study by a DOD Defense Science Board (DSB) advisory
pand be peformed to evduate the current state of defense medica preparedness, available
resources, exising srategy for future employment and R&D and technology to meet these needs.
Concomitant with this should be an evauaion of the doctrine for employing new technologies and
resources and how that will support the overdl misson of military medicine.

The sudy would have two purposes, firdt, to identify where deficiencies exis and what changes
should be made to current policy and second, to devate the importance of the military medica
mission 0 it is on par with the other aspects of military intervention and response. The study should
be performed outsde of the military medicd hierarchy to ensure credibility and objective evauation
of the relevant points.
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ANNEX A:
CIVIL INTEGRATION AND RESPONSE
(CIR) PANEL MEMBERSHIP

The CIR pand was made up of respected professonas from the various dvilian first response
communities. These members included:

Michaed Hopmeier, is currently the Chief, Innovative and Unconventional Concepts,
Unconventiond  Concepts, Inc. He has spent the last 10 years of his career as both a technology
andys and high vaue program troubleshooter for a wide aray of government agencies.  His
specidties include specid operationslow intengity conflict, counter-terrorism, law enforcement, bio-
medica technology and unconventiond programs. He currently serves as the Director, Defense
Technologies, Defense Alliance for Advanced Medicd Technology, Operationd Advisor to the
DARPA Biologicd Wafae Defense and Mine Locaion Programs and Science Advisor to the
USMC Chemicd Biologicd Incident Response Force. He is currently collaborating on severd
programs to asss public safety community on addressng unconventiona thrests

Chief David Paulison, Metro-Dade Fire Rescue and Past President of the International Association
of Fire Chiefs. Chiegf Paulison is Chief of one of the largest metropalitan fire and rescue services in
the United States and an internationaly recognized expert in the fidd of public safety. Chief Paulison
has in his organization one of two internaiondly deployable Urban Search and Rescue Teams in the
country as well as being one of the most voca advocates for advanced technology and long range
planning for the public safety community.

Mr. Jeff-Abraham, Research Scientist in the Safe Guards and Security Technology Divison of the
Pecific Northwest Nationd Laboratory as wel as being a deputy sheriff with the Benton County
Sheriffs office. Mr. Abraham has extensve experience in law enforcement, customs ingpection and
perimeter control, specid operations law enforcement training and operationd lawv enforcement
issues. He is aso a recognized expert on issues of specia nuclear materid trafficking and terrorism.

Assistant Fire Chief Carlos J. Castillo, Metro Dade Fire Rescue. Chief Cadtillo is currently the

Assgant Chief for Operations in Metro-Dade and, as such, is responsible for managing and directing

the departments operations. This includes Miami Internationd Airport, the number two most heavily
used internationd arport in the world. Chief Cadtillo has coordinated the department’s involvement
in the devdopment of the system and procedures for internationa disaster response for the Office of
U.S. Foreign Disagtler Assstance and is a member of the International Search and Rescue Advisory
Group under the auspices of the United Nations Disaster Relief Coordinators Office (UNDRO).

Among other things, Chief Cadtillo helped to coordinate the disaster response to the Oklahoma City
Bombing by being one of the first people activated by FEMA to asss in the management of this
effort.

Deputy Chief Philip Chovan, City of Marietta Fire Department. Chief Chovan, asde from his
duties as a Fire Chief in a mgjor metropolitan fire department is dso an expert in hazardous materia

rejponse and has extendgve experience in generation of protocols involving chemica, biologicd and
nuclear materids and terrorist attacks. Chief Chovan was dso one of the principa planners for
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emergency response for the 96 Summer Olympics in Atlanta.

Henry T. Christen, Director, Emergency Services, Okaoosa County, FL. Mr. Christen, aside from
having been a battdion chief and Chief of Training for the Atlanta Fire Depatment is currently
responsible for emergency management and coordination activities with Eglin Air Force Base, one of
the largest military inddlations in the world. Besides having extensve experience in planning for and
responding to mass casudty events (hurricanes) Mr. Christen aso crestes and implements severa
joint operations plans for deding with HAZMAT, terrorig and military emergencies in coordination
with Eglin and the area military inddlaions He is currently co-authoring the definitive text on the
Incident Command System.

James P. Denney, Senior Executive, Los Angdes Bureau of Human Resources. Mr. Denney has
worked his way up through the ranks of the Los Angeles Public Safety system with experience as a
deputy sheriff, emergency medicd technician, Rescue Company Commander, Emergency Medicd
System Didtrict Commander and as a gaff officer, Bureau of Emergency Medicd Services and findly
as a senior daff officer in the Bureau of Human Resources. Mr. Denney is a recognized expert on
emergency response and planning and has been involved in numerous joint federd/loca operations,
both live and exercises. Being involved in the planning and implementation of programs for one of
the largest metropolitan areas in the country, Mr. Denney has developed an internationa reputation
in the fidd of emergency planning and public safety.

Louis Guzzi, M.D., Dr. Guzz is a triple-boarded in the fidds of anesthesiology, criticd care and
internd medicine. Dr. Guzzi is ds0 an internationdly recognized expert in the fidds of emergency
medicine and medica response to terrorit/HAZMAT incidents. During his time in the Army Dr.

Guzzi was a senior medicd advisor, and technology and protocol developer, for US Specid
Operdtions Forces. Dr. Guzzi has extensve and unparaleled experience and field operations
background in combat and emergency medicine, military as wel as cdvilian. Dr. Guzzi has regularly
been involved in the devdopment and implementation of medicd plans for unconventiona thrests
and is deeply familiar with the issues associated with joint operations among the military services and

the avilian community.

Paul M. Maniscalco, is a Deputy Chief with New York City Fire Department, Bureau of EMS. He
has been Commander of the 8th Divison (Brooklyn South and Staten Idand), Commanding Officer,
Specid Operations Division and filled many operationd posts in his career. Chief Maniscaco was
the EMS Incident Commander a the World Trade Center bombing as well as having been involved
in dmost every mgor terrorist and mgjor medica emergency in New York City in the last 19 years.

He is ds0 a Past Presdent of the Nationd Association of Emergency Medicd Technicians. Chief
Maniscaco is an internationally recognized expert in the fidds of emergency response & planning,

emergency management and public safety with specid expertise in unconventiond and terrorist
operdtions implementation and planning. He is currently co-author of the definitive text on the
Incident Management System.

Annette L. Sobd, MD, MS, FAAFP, COL, MC, USAFR. Dr. Sobe is currently a Senior
Researcher a Sandia Nationad Laboratories specidizing in training and medica issues associated
with terrorism and weapons of mass destruction. Dr. Sobel has extendve experience in emergency
medidne, traning and spedd opadions She has been a flight surgeon, occupationd  hedth
researcher and specidist in human factors. Dr. Sobel initiated the Air Nationd Guard's Care Force
Team concept in New Mexico, designed to provide direct support to civilian disaster response. Dr.
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Sobel is nationdly recognized as an expert in emergency medicd and terrorist response as well as
having worked extensvely in the preparation and employment of various training protocols designed
to support the civilian public safety community.

ADVISORS

Asde from the actud members of the pand, the CIR was dso supported by an excellent cross
section of military and government advisors. Included among this auspicious group were:

Major General Paul K. Carlton, USAF, Commander, 59 MDW. Generd Carlton is a leader in the
fidd of military emergency medicine and is currently refining the medicd support cgpability for
emergency civilian support within the USAF. He is dso supporting the development of new
protocols and operationa concepts for response to HAZMAT incidents.

Mr. Bob Ruth, Emergency Medicd Preparedness Office, Veterans Administration, Mgor Generd,
USAR. Mr. Ruth has been involved in the planning and implementation of the VA response to
medica emergencies, both military and civilian.

Brigadier General John Parker, USA, Director of Operations, Office of the Surgeon Generd.
Generd Parker has extensive experience in the deployment and operation of medicd and emergency
personnd in a variety of crcumstances, both purey military and joint military/civilian Stuations.

CAPT Rob Carnes, MD, USN, USMC Commandant's Warfighting Laboratory. CAPT Cames is
one of the principa advisors to CBIRF and leading severa efforts to develop chem/bio detection
technologies for use in fidd/domestic operations.

Mr. Chris Cupp, Director, Research and Resources, Defense Technical Information Center. Mr.
Cupp is an expet on information dissemination and research, two key areas in supporting the first

responder  community.
Mr. Ray Polcha, Nava Surface Warfare Center/OPNAV N-89.

Dr. Pat Vail, US Air Force Research Laboratory. Dr. Pat Vail is an expert on innovative technology
goplication as well as being a leader in the fidd of directed energy technology and (--Uubiquitous
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