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.. -- --- - --- -, 
TO: 

FROio(; 

SUBJECT: 

PR !':CIWEI\CE 

Cl I",m~dl.te 

C P"ollty 

('LAS SlF !CAT ION 

U TOP SECRET 
LJ SECKE'!' 

LJ R "ot 'lie l::::J cmWIDEt;T IA L 
I::l EFT () 

~ C LEA!I 

9/9/ 77 

-- ---- -------- ----- ---- ---- - --- -=-=-'-~~ 

DIRECTOR , FBI 
ATTENTION: FIELD COORDINATION, 

APPEALS AND CORRECTIONS UNIT, 
RECORDS MANAGEMENT DIVISION 
I'OIPA BRANCH 

.~SAC . BUT~ _, .' f. J I) I it' .:' / f. 
l;r r. / ' I) . , -' I ' A i. 

I=R\:CDd.tr im.·ORMATToN .PR-iVACY -Ac:i.f(FOI PAl! , . 
ADVERSE IMPACT ON FIELD OPERAT IONS 

Re8u81Ttdl{i' 8/16/77. 

Per sonne l of the Butte Division have been sur­
veyed ana the majori t y encountered no pr ob l ems caused by 
FO IPA. Five Agents indicated that theY had encountered 
mOTe re lucta nce to furnish i nformation fro~ other sta te 
and local agenCles than they had experienced prior to t 

~~::~~:n~~l;h:h~~~~~ ~~! ~~~~~~:n~:;~nn:~~~e t~~tt~! w "~) 
Ident i ty of the persons giving the Info r mation could '~d,J 
be Ma intained by the FBI . ThlS reluctance was exper ~ d 
part i cularly 1n not be ing able to ob t aIn basic infor~at lOn 
from such Ins t itutions as hanks, c re dIt unions, and utilIt y 
companies . So~e of these pr Ivate CO~?an leS expressed 
reluct ance to furnish eve n bac kground or address infor· 
ma tion for fear t he COlnpan auld be libel to civil 5<.1i t . 
I t was the concensus of the nts that In ~any i nstances 
the lnformat ion coul d be obt , but through the s l owe r 

to a Graod Jur y. 1!~ T c .... r ~. /70 ... 3-

.-., ", (/ iii Sf!' 14 19" 
'....Y. Burea u (AM) ( XEROX 

"1 . Butte 
VGM/sdj OCT 1319?1,~ 
( ') 

' To ... , 
e" •• ___ _ 

I" , 

o~ "" ,~,,' 

• r · • l 
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Date . .,-~9/l2/77 r------- ------------ ----- -__________ ___ _ _________ _ 
TO' DIRECTOR, FBI 

'M'ENTION 

r/ 
FROio! SAC, PijqEN I X (199-1 ) 

DIVIS I ON 

UN IT 

ENI , 
SUBJECT . 

41' .1" I 0/1 
rol PA M.AT'I'ERS -
LIAISON WITH lOCAL LAW 
ENFORCEMENT AGENCIES 

i' il -. 
AI5 Bureau ~" a .... ar". Phoeolx IS exper)enC!D!,: sOme 

dlftlcu lty 10 gaining access to cartalO aenSlt~ve local l aw 
enforcement lnfor matlun as a r Osult of FOIPA IOglslatlon. /!,) 
Local agenclos fear that the data will be released to ttl ~ 
publIC through FOIPA dlsclosure. 

In tbe ouar future, Phoenlx plane to meet wlth''---~ 
police legal adVIsors from key state agenclt's. It H; hoped 
that such a meetlng w1l1 restore confldence 10 the Bureau's 
ab1llty to t reat lnforma tlon as confldentJ. al. x,J 

/90 - 3 -
PhOenlX fe~ls 1hat 11 IS necessary to pr Ii! a 

legally or l.onted "fact sheet" WhICh would set forth 
legl.slatlve hlstory, specifiC stat~, court rulIngs , 
admlnlst r ative holdings, etc., upho~~ the FBI's rlght 
to witbbold l n ror mation rurnl.shed by non toderal law 
enforcement agencIes. -\lEG 11 - /(/1 <' ... 

r I if i 

The FOIPA reference manual (pages 115-177) notcs 
tbat exemption (b)(1)(D) 18 apprOpr 1ate in most lnstances 
to wlthhold l nformatlon prov lded by local law enforcement ___ _ 
a!,:oDcleS. 

t2) - Bureau 
'--'2 - PbOen1x 

CRW,ms,. 
(' ) 

ApP<' o.~d _ 

AU" lJ8n'l" 

[' 
. " - XtJ!u{. II SEP 14 W77 

-----" 
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o 

~ 
! 
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PX 190-1 

PhoenIx desires to know whether local ~uthorltles 
can be ~lven a 100 percont assurance that ~nformatlon wIll 
he lut hheld pursuant to the above exemptIon It the Information 
18 furnlshed to tbe FBI WIth the stIpu lation that It be treated 
as ConfIdential. 

Page 177 of the FOIPA reference manu.1 stat"g "It shall 
also be the polICY to release thIS type of informatIOn where 
cIrcumstances IndIcate release could not poSSIbly Identify the 
p)"ovlder." ThiS statement of cOnclusI on seems to he somewhat 
contradIctory when read alongsIde page 175 wblch Indlcates 
)n[ormatlon Itself Is to be protected as well as the source 
of the Inrormatlon. 

PhoenIX requests clarificatIon on the above pOint and 
further requests sufflClent legal cltatlons, etc., to provIde 
pollce legal adVIsors With a sound legal baSIS on which to 
adVIse theIr dapart~cnts In regard to th.s issue. 

-,. 

, 

• 



DOCUMEt{[ , ~3 ____ :-:-__ 

UNI TJ,.D STATf.S D[PAIlTMEr-T OF" J US TI Cl: 

~an Antonlo, ~exaB 

Ilay 11, 1978 

":'"'-.] " ,..~v"fllMf4c",, -

, 

.' " 
, . ' ,. 

" .~--

Cr-:IlE~L ,\CCOUlITIN(; Of"PICE (r:AO) STUDY 
'I'D r:VALUlI'!'F. TIll' T'H'lIC~ Tm: F'lf"!':no'l OF" 
I)JPO~TIOt1 lICT (FOIll) '""'If) PRIVACY AC'" (PlI) 
liRE lIAVIN(; ON LII\~ l:tlf"ORCEME)lJT JlCTJVIT!ES 
I'"R~:EDO.'t or DIPORNATJON PR1VlICY ACT I\}\TTER 

-------- ------
1 nformatlon C><chanqe Bet .... een FedeI""l, 
!>tate ane! r,(lcal La .... Cnforcement IIqenciefl -----

The federal !luI"el!u of Investioatlon, a l< a merrj>eI" of 
the lntclliqcnce community,is reqUlred on a continuinq hasis 

CO::1,.."un1tv 1ncludinqL _ _ . I ~nd to wor~ closely wlt~ other ;OT";rs of t hp t OtP l :jOQnCp b 

"'llitilry i"teillnenee organ zat ans . U1th the lJ"'l1"Jlcmentatl.on 
OF the Freedo~ of Information Act exchanqOl of ~nf 

, . 

·0 
ne eKe aMle 0 HI oma lOn e ween mCl"ber~ 

or the IntellHlen('c ,",Ortl'tunItv, it should ~e "oint.,d out thilt 
: "I ~ l"rOTl'latlon rOl.,qrte(' by one ''''Olney to anoth.,r cannot be further 

:,.1lssaninllted to a thlrrl a"ency tlhich delays the exchanqe of 
: 'l'l rOrl':1atlon "lthin the intelliqence communi tv ,~s ".,hole. )( 

, -
.. . , ,-.'. 
, -

" 
,-
1 In a~dltion to tf:le above, so,...,. ~ut·"ect .. of fllI 
l for~I"n cauntcrlnt('llinencc ca~c.'l cannot he checl:ed t'lrou'lh 
,tne recorrls of the !lustin, Texa.~ and '.:he San Antonio, TcY-a:'; 

},

POIICe Departments, due to t he fact that a record of the 
interest of the rill i .. mllintalncrl bv resnl'lctivc POllce 
,lcp"rt"",nts . 11150, the V . s . roatal Service malntains a 
~Irlttcn r .. cord of the rC<lUes ts of the Ffl1 for information 
cQ~ccrninq lndivlduals. ~hlS record'of the FIlI's investiqativc 

/7'tJ -J- JX/ 
"I"J, i~ document contains neI t her recoronendations nor conclu~iong 
of t'le rill. rt is the prooertv of the "'Ill and to 
vour aqency; It and ltS conte nts are not to be 
outSIde your aqency. 

, 



GENERAL ACCOUNTI~C OFFICE (GAO) STUDY 
'1'0 EVALUATE TlIE TMPACT THe FREEDOM OF 

-.--- --.---~~ 
CONllttl(NTIAl 

~ntere8t ~s available to the indlvidual in whom we ~ave thls 
investlgative interest. 

Law Enforcement Personnel's Ability to 
Obtain 'nfcamation from the ~eneral Public 

Immedlately followlnq the ul'Iplementation of the 
Privacy Act various offices of the University of Texas, Austin, 
Texas (UTAT), greatly re<;tricted the infomation which they 
were wlliing to furnlsh to the FB!. Prior to the Privacy Act 
this office receIved almost unl imited information from the 
ncgistrar's Office, Personnel OffIce, Aomlssions Office, 
InternatIonal oftice. and other divisions and departments at 
the UTAT. ~ow the information aVailable to the FBI is 
restricted to directory tyne information such as name, enroll­
ment status, area of study and f r aternal organi~ations with 
which affiliated. To further complicate matters, the F~I 
inqU1ry 1S alsO !"lade a matter of record in the student's file, 
areatly Ilmitinq the scooe of foreiqn counterintelliqence 
invest1gations. 

On several occasions, personnel of the San Antonio 
D1vision have received telephone calls from lndiv1dualS wishinq 
to lodqe a complaint wlth the FBI or furnish information to 
the FB! while refusinq to identify themselves without a quarantee 
of protection. When we have been unable to provide an absolute 
guarantee of conf1dent1ality to the caller, he ha~ refused not 
only to ldentifv himself, but also to furnish the information 
about Wh1Ch he originally called the FBt . 

Reductlon 1n Current Informants or 
potenual Informants' Resul tinq rrom 
present FOIPA Dlaclosure policies 

Efforts to recruit a number of inforMants in the 
foreign counterlntelligence field have been unsuccessful when 
lt bec~~e apparent to t he potent>al intor~ant that the FBI 
could not absolutely guarantee that his identity would not be 
d1vulged at some time in the future as havinq furniShed 
information to the PBI in sensitive areaq, 

, 
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DOCUMENr #.;.4'--__ _ 

n.U."-IlAI. llU ICIO A U uf INVf.S11I,aTlO,~ 
C1)NFIDENTIAt 

/" II,pI],.I'IH .. 11_", '" 
,,,. 11'. 

Scattl(', Ifu:,;hlnglon 
lby 11. J!l78 
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(GAO) 
THE 

The follo,"]nr: are It,,ms of law entorcem""t 1)("'sun""I'" 
lnabLllty to obUnn ,n(or .... ",t'on from the Rener"l publlc 

A) Soattle Clio 8(;-102. Bureau file 86-3202 

JUST DISTRIBUTING CmlPANY. INC. 
Kent. Wash,ngtOn 

Th,:,; IS an SDA loan case in which thO \'Ictlrn 
bank. Old National Bank. Scattle, Wash i ngton, who was a 
guarantor for the SEA loan retused to glve lnve"tl~atlng 
agents Informat]on concernIng the subJect In thIS case sLrnply 
because the subJect also happened to be a customer of the 
bank, InvCStlRatl~delays were encountered and aCents were 
reqUired to obtaIn grand Jury subpoenaes for thiS lnTormll.tlon, 

B) Seattle file 9]-4751. Bureau f,l", 91_59752 

In thIS Instance Investll:atlng "gents oht:llned 
lnformat lon that a possIble wItness In a bank robbery was 
employed a t SwedIsh HospItal at Seattl<" Washington Orl­
gInal InformatIon prov~ded only a phonetIC name for thIS 
employee and agent:,; contacted personnel offIce at SwediSh 
HOSPItal ]n lin effort to obtaIn the employee's complete 
name to faCil,tate InterView They were advI~ed on Janu_ 
ary 13. 1978, that S"'CdISh HospItal employment t""ordfi wo)'e 
no1: aV~llablc and that Sw(>dlsh HospItal woulrl n·f"",,, to 
IdentIfy th",r employe'" 

"'-I,tI , 

" A
'~ ... 

" 1f' 'I'h,>; d(lcum.,;nt contains oo""",;C' 
~ u. '~~k> ro('omllK'nrlal )On" nur COI1<'1,,0;Ion .. 01' 

All JNFOfl "'j\TlM' r, .. ~ .. th" Fill It I'" til" I'r<'p<:rty of 
vr~r,,,.~ _ .:'~'" '. FBI "nil '" lUrln(.'d to you I' rlp;<,nrv, 

'. It anll Itf. pruperty aro "ot to be 
1I",trll",I('1I ""tHuh· vuur ag<'l>CV -
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GEN~:RflL flCCOUNTING OFFICE (G/lO) 
STUDY TO EVALUII'm THE IMPACT THE 
Fm:EDmt OF INI'OIU~flTIOI'/ ACT (FOtA) 
AND PRIVACY ACT (PA) ARE HAVING 
m LAli ENFORCEMENT ACTIVITIES 

C) 

b 'lC 

Seattle [,ie 29-1965 

I I RaInier Natlona ~ank, 

EmpIre Way OffIce 
2/28/77 _ 3/29/77 

, 

CON~ENT\Al 

in tb~s bank fratLd and embezzlement case, 
Agent" VIsIted a former res~denc .. of the pr~me suspect 1n !In 

attempt to obtain add~tlonal background informatlon durIng 
the Investlgat:lOn. Th" owner of an apartmenthouse I n KIrk­
land, Washington, refusod to prOVide rontal app l l cat ~on for 
th1S IndIVIdual, CItIng pos",hle eonfllets With tho Privacy 

'0' 
D} Seattlo fl l o 29-2128 

I I 
Dank PraUd and Embezzle~ent 

Seattle First Natlonal Bank, who 15 a vict1m 
bank In fraudu l ent loan appllcat1onS, refused to glve the 
loan applications to Investlgatlng agents WIthout the ~ssu · 

ancl' of a subpoena, wh I ch created conSlderable extra work 
1n t h1S matter. 

E) Seattle fIle 87-15575 

I!NStID. aka 

I I 
Interstate Tr ansportatIon of Stol e n Property 

Whlle I nvest~gatlng thlS case, It became knnwn 
to the agent~ that UnIted AIrlInes at Seattle was a VIctIm 
1n that they accepted II stolen cbeck for airline passa!:"" 
The subject In th,s cllse attempted to buy Iln aIrlIne ticket 
In Seattle, WashInGton, uS Ing the same stolen Identlrlellt10n 
find United Alrilne computers Ind1cated to the tIcket agent 
that th1" check was stolen. Unl ted Aul1ncs refuRed to 1ssue 
tho tlck('t whIch had boen completed by the t\('.kct agent. 

2 
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GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EV"LUhTr. TIlE IMPACT THE 
FUl:EDOld OF INFORMA1'ION ACT (}'OIA) 
AND PRIVACY ACT (P"J ARE flAVHIG 
ON LAW ENI'ORCBMENT ACTIViTIES 

CO~DENTIAL 

Durln~ the course or InvestIgatIon, agents attempted to 
obtaI n thlS completed but unused ticket as eVIdence and 
were advIsed that UnIted Alrllnes would not make the sarna 
avaIlable to the rBr. 

F) Seattle fIle 87-15780 

I 
rmSIIB aka 

In thIS case, where stolen checks were cashed, 
the bank manager re f used to allow InvestIgatIng agents to view 
COpIes of these stol en checks WIthout a subpoena or a release 
from the vlctlm from whom they were stolen. 

G) Seattle fI l e 29-1944: 

I I 
PaCIfIC National Bank, 
Campus Branch 
12/76 - 2/77 

OUTIng the course of InvestlgatIOn In thlS 
ca~c, In an effort to obtaIn addl t lonal background informa­
tlOn, agents sought to reVIew employment records at the Bon 
Marche Depa r tment Store and were advlsed thut employment 
records were no longer avaI l able because of the Privacy Act. 
Ai:ents also attempted to secure information concernIng the 
subJect from Sears Roebuck Company and Nordstrom Department 
Store and "'ere advlsed that thIS lntormatlou was not avail­
able Without a court subpoena. 

H) Seattle (lIe 1 45-~EW 

I I 
ETAL 
1nter8t:1te Transportation o( Obscene Matter 

On )day 10. 1978, I'aclftc Northwest Power Company 
lnve~tll':atl"l: <"Igcnt .. th"t records cOncernlng subscrlber" 

• 

3 :,>..,,, I:M' . ," . 
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GENERAL ACCOUNTHIG OFFICI: (GAO) 
STUDY TO EVALUlITI,; Till,; IMPACT TIm f'Ill':!\OOM 
Or' INFORMATION AC'!' (POIA) AND I'RIVflCY 

, CON IJQENTIAL 

ACT (I'A) MIE HAVING ON I.A\II \·:NI'OltCt:;YF.NT ACTIVITlliS 

whIch had been prevl-ously furnishod without hesl taLlon would 
no longer be avaIlable becauso of Pr Ivacy Act and the fear 
of the compa ny t hat they could be ~u~d. 

t) Seattle fllo 76_4326, Bureau fIle 76_56782, 
Escaped Federal PrIsoner 

DurIng a recent .nveStlgatlon to apprehend 
subject , the SOCIal SecurIty AdmInIstrstlon at Seattle was 
contacted atter Investlgntlng agents deve l oped Inlormlltloll 
tho subJect was recelvl r. g supplemental SOCIal Socurlty IncOme. 
Ofhelais at Seattle CIted the Pnvacy Act In refu"Sal to 
supply 1Iltor'""tlon cOncernIng the fugHlve. The fugItIve t,.;~ 
was subsequently apprehended at Seattle, WashIngton, after 
the expense of conSIderable 11111e and manpower, and at the 
tIme of the apprehenSIOn, It was determIned he was currently 
receIVIng supplemental SOCIal Securlty income. 

J) Seattle fIle 156-27 

I I 
rn thIS labor matters case, agentS attempted to 

determIne what bank records were avaIlable concernlng the sub­
ject In order that they could be properly subpoenaed The 
bank, CItIng the PrIvacy Act, refused to detaIl What types 
of records were avaIlable and thiS resulted In a waste Of 
conSIderable tIme and the eventual issuance or approxImately 
20 subpoenaes for the grand Jury In order to obtaIn all 
pertInent informatIon, 

At this tIme It IS not possible for Seattle to pre­
sent any speCifIC InCIdences concernIng problems encountered 
In Inrormat i on eKchange betwee" federal, state. and local 
law enforcement agenclss or 1n the development or retentlon 
of Bureau inrormants. 

. y .'. , '~ "! l ; 0.-' (" !f. . 
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wl th a recent phYSlcal survell­
several lnstances were ?"",m"",,,,' 

O"'~' problems 

5 ' 

CONFlDENTIAL 

ClaSslf;t; by 1723, 
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DOCUMENT' ...l"<--__ _ 
• UI\1Tk;n ST ATES DU'A RTMF.NT OF JUSTICE 

• 
FF.nF. RAL l ' I)~r.AU O F lNI F. S1'1(:AT'ON 

,. "'ply. _".,.,... Sacramento, C!!llfornlll 
'.J<..Nt ~J_.J/'. ~,ay 11, 1978 

g:'tt ~ t'PJ: ~o~.7 N l~r..Il" "; 
I " 

CONFIDiNTIA~ 
GENERAL ACCOUNTING Of'nCE (GAO) STUDY 
TO EVALUATE TilE IMPACT TH.: FREEDOM OF 
WFORMllTION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING O~ LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTERS -----, ..... - ----

I. INFOR~TIO~ EXCHANE BETWEEN FEDERAL, 
STATE _"!:N,D. _LOC~~~ .ENFORCEMEN_,!:_AGE-,~.c:.~ES 

AS of thlS date, there has been no kno .. n adverse effect 
under POIPA on the exchange of lntormatlon between federal, state 
and local law enforcement agencles. 

u. 

'" 

LAW ENFORCEMENT PERSONNEL'S ABILITY 
TO OBTAIN INFOR."IATION FROM TilE GENERAL 
~,"~'~L~'C,,--__________ ~_ . __ 

at a local Sacramento unlverslty advised that 
has counseled him aga l nst furnlshlng infor-

records to federal l~~'~'~'~':'~'~W~'~'1!b~'~'~'~"~'~'~O~f~l l. e .• 
f lle • 

In an attempt to a fo.re~gn student at a loca 
Sacr~ento universlty for 1ntervlew. unlverslty officials declined 
Sacramento ' s request fo r a: .;;~:e i n locatlng subject. malnly 
because of the f"OIPA . q __ ___ I BuCile 
105-308841, sc-lOS - 3308., "j 

I I I . INFORMANTS OR 
RESULTING FROM 

(c./ ." ~-:Captlon of case omItted to 0 vl(Ite nece$$ ty 0 

:;:document.) )(. 

'" , . ThIS document contains nelther recommGndatlonS nor cOnClUSiOnS t .. _ .• _the Far . It ~ s the proper':.y of the FBI and 1S loaned to your 
.. \..: -"iagency; i t and Its contents are not to be d~stributed outSIde 

your agency. 
AI.I. 1"I'l'r: · 'AT'~'· ~r 

fii:r~I·· to " 

Y.p.~~r 
" 

,. 

of 
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• DOCUMENT 1_7,--_-,--_ 
UNITIW Sl,\.1'~;S D •. I'!dlT,\lENT Of' JV~ '''II; E 

Chicago, Illinois 
May 12. 1978 

• 

-
GENERAL ACCOUNTING OFFICE (GAOl STUD~ 

,,,= = 

TO EVALUATE THE IMPACT THE FREEDOM OP 
INFORMATION ACT (~OIAI AND PRIVACY ACT (PAl 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

POIPA MATTER 

Reference is made to Bureau airtel dated 
May J, 1978, advising of the above mentioned GAO study 
which began May 1, 1978. 

In order to a.sist in the evaluation of the 
FOIPA impact on law enforcement activities. the following 
response is being set out by the Chicago Office' 

L 

8y reason of ~ts location in a major transpor­
tatlon center, Chicago Office inquiries regarding Theft 
Fr~ Interstate Shi~ent (TPIS) and Interstate Trans-
portation of Stolan Motor Vehicl •• (ITSMV) matters are ~ 
III>lde on « continuing basis of RoIIilroad Police Agencies as iC:IC'?' 
well .s such quasi law enforcement 4gencies as the National ~ 
Auto Theft Bureau (NATD). Although they are acutely ~ 
aware of, and frequently refer to. the provisions of the () ", 
POIPA in individual case discuuions, no noticeably ~~ 

" adverse affect has been reported to date in obtaining ( .. 6S" 
. J Information from these $Ourc..... %-.1:' 

,. 
Hh~le no spec.fic Instances have been reported 

in this regard, the reluctance of the general public to 
furni3h information to the FBI is more frequently manifested 
in the attitude in a large urban area such as Chicago 
rather than in specific remarks which could be utili~ed 
in this response. 

This doc~nt contains neitLriPc~~H::: n::~Clusion. of the 
Federal Bureau of Investigation. It is the property of the FBI and 
is loaned to your agency; it and its content. are not to be distri­
buted outside your agency. 

, 
-==-.: . ' .-~ 
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GENERAL ACCOUNTING OFFICE (GAOl STUDY 
TO EVALUATE THE IMPACT THE FREEOOM OF 
INFORMATION ACT (FOIAI AND PRIVACY ACT (PA) 
ARE JlAVING ON LAW ENFORCEMENt ACtIVItIES 
rOIPA MATTER 

) . 

• •.. _----

SInce Septe~er 27, 1975, the effective date 
of FOIPA legislation, the number of criminal informants 
being operated by Spec ial Agents (5AS) of tha Chicago 
Office has decreased by 76\. Previous Chicago Office 
comnunications to the Bureau have attributed much of this 
decline to the Attorney General's Guidelines iSSUed 
DeCember IS, 1976. However, set forth below is an 
example of reluctance to cooperate by an Federal Bureau 
of InvestIgation (FBI) asset, attributable to FOIPA 
fears: 

tJ ']:, 

J lis an aaaet of long standing who has 
furnish InformatIon on a continuing basis for a period of 
years concerning high levels of the international communist 
movement. Much of the information gathered by this asset is 
disseminated at the highest levels of the U.S. Government, 
and the FnI has been informed by other agencies that reports 
of lnfonnation from thIS asset have an impact upon the policy­
making levels of the U.S. Governnent. In addition, this 
asset furnishes on a continuing baSis key Information being 
conducted by the FBI. "-{A,J A 

Since the advent of FOIPA, numerous documente 
containing information furniShed by this asset have been 
releaSed ~nder provisions of these laws . The asset has had 
access to these releasee documents Which tact has had a 
deleter40Us effect upon his relationship with the FBI. 
There has been a noticeable decrease in the volume of 
information furnished by the asset, and the asset has been 
trank to state that he no longer has his former confidence 
that the FBI can continue to maintain tba confidentiality 
of this relationship. On nu~erous occasions the asset has ( 
expressed reluctance to furnish infol'mation because he fears" v.) 

- , - -
. ---
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GENERAL ACCOUNTING OFFICE lGAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT {PAl 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

-:::. ~,,-="'''-
the ult~te release of such information under FOrA may 
result in physical jeopardy or in leaving him open to civil 
suit by ind~iduals who have been the subJect of his 
reporting. {!his as.et ha' not te~inated his relationship 
with the FBI, but the relationship is now a very tenuOUB One. 
Should this relationship be terminated, it would result in 

b C 

the loss ot extremely valuable ~nformation and severe damage 
to the national security interests of the United States~J 

4. Miscellaneous 

In a recent case captioned, "UNSUB; Theft of 
1917 Piper Single Engine Cherokee ..•. Elgln Alrport, Elign, 
Illinois, 7/31/77, ITSP - MT" (Rutile 87-14!>321, Chica90 
File 87-46483), an FOIPA request was received on January 23, 
1978, from the Office of the Onited States AVlatlon 
Underwriters (USAU) in Des Plaines, Illinois, "regarding 
the theft and identity of the indiv:u;luals involved." 

on January 2!>, 1978, the Chicago Office dlrected 
a letter to I l of USAU advuing that the 
information requested was being withheld under Title !>, 
United States Code (USC), Section SS2 (b) (7) IA) 
inasmuch as disclosure would "interfere with law enforcement 
proceedings, includlng pending U1v9Btigation. (It is 
Lmportant to note that a suspect has been developed as a 
result of our lnvestlgatlon ot this theft.) 

On Februal:Y 16, 1978, I I filed an Appeal 
from our denial of access to these records. The result ot 
this Appeal could be most significant, in the opinlon of the 
Chicago Office, for two reasons: 

1. If Bucce .. sful , the USAU or any other insurer 
can initiate action 1n a ciVil proceeding for 
recovery of funds expendprl in settlement of a 
claim. If the defendant in this cJ-vil action 
is a potential criminal defendant in the FBI 
investigation, then the aituation could well 
necessitate the use or FBI documents in a civil 
suit Piior to their introduction at trial in 
Federa CrLmrnal Court. Prejudice to the 
Government's subsequent prosecution would be 
a very real possibility. 

. 
• 3 -

, .. , 



• 
GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IHPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PR1VACV ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
rOIPh MATTER • 

2. If successful in this Appeal. tho USAU and 
oth~r lnsuretS could reduce the costs of 
maintaining their investigative staffa. opting 
instead for utilization of FBI reports and other 
doeuments obtained through the FOIPA process 
in effecting .ettl&~ents with clalmant. or. as 
above, in seeking to recover lnsurance funds 
from persons whole identity can be disc~rned 
from rQview of FBI documents. 

• -
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DOCUMENT 1-,,8 _ _ ~, _ 

l'NJ'fl:.ll ST\rl.~ !lll'.llnllj \T OF Jl~l"ICl 

h"tl~nd, 

~'''? "'f/I3III/c.... 
I 

o J-Il O~1.3 
GEN£RAI AC(OU)'"TING Ot'no.: (GAO) STUDYCONF~NTIAL 
1'0 EV(,[ Ui\TJ'. Till: I MP,\CT THE FIU":}:OO.1t OF 

INFCI;'I.\TtON ACT (J'0IA) AND PRIVACY ACT (PAl 
ARE Hi\\, I NC. O~ I~\\l £!'I~'ORCEMENT ACT I VI 'fI,,:} 

(I) Infon"atlon Jxchl\np;o Between Fedoral, State and 
Loer. I LAW En f orcertlf' n t /,j::;CIlC 11'>; : 

NOll ... 

(2) La'" I-:n/or,. .. ,..(>nt Pur!'onnf!l ' " ,l,lnllty tG Otta,n 
Information from the Gl'ncrnl !'~1:11e: 

,st, 1977, 
captIoned ' Portland rile 

[~~~'~~~~~~~~~~a r(Os en n appo n men, I I 
\.lIC 

1n I'!cparate interviews, expressed hesita-
tion and reserva t ,ons rel(lIrdinl: their co~ments concernlilr. th(> 
apPoint(>e, and df!"p'tc """"ranCe of confldeotl31Hy to accord 
"itf] reouests therefol", i.ndicated their answers and com"""nts 
we"" tempered thro"~h feal· of comprom i se. Doth expressly statcd 
they could be mOT" ("antiu!. )X'r~3!,~, hut for r<'ccntly publicized 
··lcak",·· froJ!! the U S. '.K!pllrtmcnt of J"sti('f! In othf'r matter!". 

(3) IlPd"ctlnn '" C"rr .. .,t I nforma nt ... or Potential 
Tnfor"ants lIes"lt1nl: from i>r,,"scnt FOlPA lli!;clOBlire 1'o)i("ies: b; 

On several oc<"."',o"s In the past l I an h ' [) 
Infor"ant o f the Portland DiVision who has f urnished reliable 
informA t,on r egarding the Amcrican Indian !lovement and other 
activis t groups, vOIced hIS conc"rn for hi'" salety o"t of fear 
that hIS ident ity would In the future be revealed despite presn"t 
as!'urances tha t his Ident it y WOul d be concealed. >.ALA) b) 

,)t , 0 ' 
On Ap r il 24, 19 

t hc recent indt ctmen t " of b ' 
ears 

.a " lce "'co lnves 10n 0 t ese ,nd,vIduals 0; 

"'Ill result i n the revealing of names of ioformants who worked 
in the field divls l ons 10 t he publlC. 11(' s t ated thllt If his ,W ) 
nam" IOc r .. ever released from FB I flies publicly he would feor lA 

J"'l t, '" . '" "" '~ A~ 3 '0 r ",0··" " '" t·" _a..,L fA... - 01. X J.J 
~. . iL f/ 

... - 1' .... '" ,HO-- CLOSURE; 
' . ' 00 , 



G~NUr~l ACCO UNT l NG OFF I CE (GAO) ~'UDY 
'to r.VAI UA'TI> TIl? Hli'A,T Tllr. f'l\];EDt'~ OF 
1I!ror.UA'rt(.)I' ACT (FOtA) ASD l>;lI~ArY IIl"r CPA) 
I,: . ":,\\" 11\0 o;~ ; At! ImI'OnCF'Ir.I\T AtTlVTTI':S 

CQ~\DENTIAL 

b2 f oJ' t,IR 1)(,l"sonnl snfe l y becal't<c of his Jon!;" :>ssodptloll wHII 
lJ-:;) tlw En! j nc! Ills cooper-llticr' 1n doOlcU!c s erll rlty in\roestlt;atl on" 

[ _ !'tated that wile II 'Ie be~an assist inc the FDt It was 
wi th til" und(!,-sta ndl ng thl t hili .df!ntlty lind the In/ol'''. l lon he 
turlll'lll('() ... ..,"J d all.:ly ... 1"0"'.111 cont ldoncul'..l'f\"l'1 d <)f1 tllll' '.lIld~l·_ 
~t:lnd l n~ h~ ha s cooprr~ted over tile y"ars ~\v:t 

C) 

IIdVIS", t at ,"..,cent 
n~"/I :lccoun S I n cea regon news pers regarding 
,'/I. "·r'3 1 made aVII 1 IGble onder t hfl Frecdo," ot Information Act Ilad 
dl~cIO!<f!d the nllrtles of several IndIViduals i n II profoSlllonal 
carmclty fro", Portla nd ,,110 had ae;slsted tile FBI and thc na,ur", 
ur Ihelr ~8s tshnce. This type of pub1ic~t y, according 10 the 
pOlenli~1 lIonrce, .. ould be de t r . men t al to a ny i nd"l.,1d",1 In 
hUSl nC1l !l "ho eleci.ed to coopente "lth the FBI ' ~ltJ.} 

( 4 ) :Hscel)aneu",.; 

A contihuing roncern 01 Agents h~ndlln~ Bank 'r~ud 
anll r.~1.ezz le.,rnt lnv!, ,, tl,;at)o",, ) s the Prl\'acy Art'" re"'trtction~ 
on ,\llfc105"re of inro r .... tion to 11 ',. pr~vate sector .. hero those 
con"clne<l :Ire Lo n k a anage"cnt offlr .. l" In ca",e .. . "volvlng dchl­
caholl!! 01 " .., p loyees of UQ nk s. p.rtlcuhrlv Ihose In fld "". lary 
poa'll<>nlf. Of par l tcuhr ,coJ'lct!rn ar,· fho!; e i nstances In which 
prof;o~''' llll n IS decl.,,,,<1 evon fhough a<l ... 8s 10n8 of culll are I'Inde, 
_1110 • rosulta n t lack of "publ i c record Infor ",atJ;on" "hlch could 
J ustify diSclosure The Portl ll nd Office be lloves that durlosu,·c 
of 9""h 1nforl:lllt10n to Ilank l nll authorities should be incltaln d in 
t he "ro"Ilne uses" pr OVIsions of the Pr I vacy Act or o lher ... t.<e 
provtded thrnugh l'('mcdlal leglllla t lon. 

I 
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Wnsh ln~ton FIeld Office 
Wa8h In~ton, D . ~. 20515 

'lay 15, 197' 

r.l:':I:r~I, ~ccn["IT(',r, ()"f'!,]. (';V'l) 
:::l'UJ)Y Ttl J:\'JlLlJATE Tllr 1' \PI1(-:" 1';'1 
PIU:t:TlO'( or I;>IFOR' \,'TI'l'1 ArT (rOT,,) 
lI'm PIIIVA,y ,\ C'!" ( n A) "'l.1' ;!iI\'l!lr: 
ON LA',v r; 'WOllcr-l!':l,'!" "C'J'IVTTlr:c; 
J>0IPA 'U':"TEr: 

The {oIIO\"n.: arc> 81tuatIon~ t>xp .. rlf'nc .. " 
"tf,CC In relatll,n to th(' aho'le C!l.ptlon. (11) 

1) I nforma t Ion exchanl':ed hetween Fnderal, 
~ta te and local lul'I enforcerent ar:enCle~. 

::0 specIfIc Sl(UnlIons are noted . (1") 

2) Law enforcePlent personnel's alnll t y 
to obt aIn I nformatIon from the 
gener al puh l l c . 

I'v thI" 
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':,\() STUil'l' 'l'O J;V '!,{;J\;,r: T"J: 
I "'!lCT ':' 'J: rr'")f.\"" V::-: ;n" T'T , "".,... '''-,., .. , ......, 

L-_____________________ ~~ 

~·FO SA super",,,,,,.,, ;""'P. !\,[vlsed ot nllner"\l'< In~tnnr(>" 

\"'wr0111 peo"I" are reluctnnt to f,,;rash In!o,.,...1.tlon to ti:<' 
r'll to,. fear of dIsclosure of thf'lr nRffl"S. GrHlcltlc attnhutlOr 
"r t.hl" rel11ctane@ tn ""11'~ is tllff,cult, 11<)\".,,,,,1', hec","'u' 
S,\s ar" heSItant to ll'J""t FfJ!P'" lnto the lnterview fnr f(l:lT 
ot"drYlnh up" the IntervIewee, potcntlnl source, or actual 
source. Conr:r(!s" reCOJ!.nl".erl thl" concept 1n the nT"'''C), ~ct, 

SUbs"'::tlon'!! (J) and (kJ In nllO\nn'~ the head of the "I:cnc'l 
to exeMpt part leu] fir Inv"<,,tlpll.tory rccoNls fro,.., c .. ,-tU] n 
requIrements ot the Privacy Act. The Attorne" General has 
el<erCIser.l h,S statutory 'Itlthoritv In TItle 28, Coue of 
rerleral !":egulatlons (eFfl) , Part lr."~, .. x<.>m!lt ln(~ p<trtlc,!101" 
FBI records from certain su!;sectlnn<., ot th" PrIvacy Act 
""cause to subject the r .. cords to t'l(' "rlvacv ,\ct "'""ld 
'"lnvad", t.lu: prlvacy of prl\·"t.., Cltl'~enS wh" provIde l~f"r­
matlon (to th(> F!II)" nnd .!Ould "lnlu1)lt private C:ltl"'.<.>n.<: 
from cooperatln~ wlth the nu", SlnCP. the records arc (>x(>mpt"d 
from Prlvacy Act reqUIrements and hecause the c:omplCXlty of 
the Prlvacy Act renders It cllthcult to explain, most SpeClal 
A~ents do not ratse the speeter of FOIPA In lntervlews an~ 
mnv never know, and therefore cannot deCllment to wtlat extent 
th" FOIPA has been a factor In t~e Interv i ewee's deCl~Ion 
to be coopera t Ive or cOl'lpletely canflHI In the Jntervi,,~'. (U) 

~) Re<luetlon lO eurrent lnformatlon or 
potentlal Informant~ resultla~ trom 
present FOIPA dIsclosure policies, 

[':':O::':':l.~(::::::::~~::::::==:~~ , j(SJ ~ 

_2_ 
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4) "11'JceUan<:ous 

The thread rur:nlr,1': through the abo y .. cited sltu"hans 
1'1 r.ot a YOI}> ... Tol(':\80 of Infol'T'l1l.tlon "~leh tdonllhp.", ,t .. 
contributor thC o:' cbv ellu"in .. hin to cea!;", r"rnl'lhln~ ,11'01"­
"a l lon to thl' FIll. 'l.nther , the COr.YPlOn threa.t! 1<; thp fear In 
the source'll I'l1n<l 111"t 801'"1011010' beeau 'If' of POI"·, 1110; 1'\""t1.t" 
,,» nn F1JI ~ourc(' tv11\ he tll<;cloRE'd. \fheth!"r tl1(> ~l\hl"etl"e 
f .. ar 1n the 1I0ll r el1'S nu nfl H' or 18 not p;roundcd 111 {",r.t 1'> 
,rreleva nt to our !'urpo" ... 1'h .. r ",eult to th" P.:) . (;ov"r nm"nt 
1S the SW'lC _ deprl"" tl o n o f that 1nlo"""t 10n t!lP Anuree 
would have furnll'hcd. ':':'0 only Question 1S - I .. till' fenT ,,, 
the Rouree' S cunu reasoeahly [ounded. Or arc ~jl" !lnur" ... • 
."hose cases are "n .. rAted "bove OVf!r relct1"!" t o P,),I>o\. (til 

Jt can ''''feIY 1:>e "'1I.1d tbat the ayer alle p"r!)<)n <loe" 
not understand .·OII'A. In 'net it can pOSFl l.bly !,)fl *"ld tl"l.e 
most lawyers do not unuers tllnd POIpA. \los t people lIee the 
l'OIPA as an 'amorpllOUs l'IechanUIII'I thAt fo rces r,ollcrl'lcnt agencies 
to release all typos or Intorma non that t h e Ill"encv woul(1 
otherWlIle ra ther not relellse. 'fhe ract that FOI"A appl 1es 
to the FOI 1s all th~t mos t " eople k now .nd \ 5 the f"ct upon 
whleh they make their deC ISi on to cooperate Or not to 
cooperat e. (ll) 

• 
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GAO SW P'c' TO f. '!ALU IITt T"f: 
I MPACT TIm FO IAPA Arr IlW I ';'-, 
ON" t.hlf r:WO'l.<.r.lt1fi AM' tV[TJJ:~ 

, 

TIl<' nn_~'r 'I- nOI rn ~ll"r ttl" ·I.<;clo<;" r <, 'l\"'(''''~'''. 
;:1(, an'Ul"er l 'i to <''(er'l't F!l r r r 'M l nal :mtl qeC" r ltv f,l .. ", 
f l"O'" FOJ ' " " ut1 r cl,' , 'l'hf!n "n,! onlv th(-n ... , 11 th ... ,~,., .. r lcnn 
pu' 1 \c ",'aln ·,n.V(! C<):lflll"n<, <:! t n t ', <, ln te .. rll " o· "'1 
l"1."!cor,h an<l " wl l l u ,,, tt) '.tep fOM a rtl n th Hfor"l\t.o.~. (:.I) 
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CUi~11TIAL I 
TO, DIRECTOR, FBI 

I\.'!'TENTION: ROOK 6280 
TRAINING !\NO RESF.ARCH UNIT 
POIPA BRIINCH 
RECORDS MANAGEK&NT DIVISION 

MEMPHIS (190-20) (RUe) 

Re Bureau airtel to Albany, 5/3/78. 

Enclosed tor the Bureau are five copieR of a 
IJIM captioned a8 above . bl 

E 
The source 
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General Acco~ntin9 Office (GAO) 
Study TO Evaluate The Impact The 
Freedom Of Information Act (FOIA) 
And Privacy Act (PA) Are Having 
On Law Enforcement Activities 

1) Information Exchange Between 
Federal, State and Local Law 
Enforcement 

In recent converaationa with two members of the 
Metropolitan Police Department (New Scotland Yard). in 
an inVestigation concer ning copyright matters. these 
two policemen stated that they did not furnish all 
information to the Federal Bureau of Invsstigation 8S 
they ~af in the p"st due to the Freedom of Information 
Act. Jf{lJj 

The New York City Police Department Intelllgence 
Division has among its responsibi l ities the responsibility 
of gathering intelligence information relating to terrorist 
mstters. They have developed throuqh the years police 
officers acting in an undercover c.pocity who are targeted 
against c~rtain bombing suspects. These suspects are the 
same suspects being investigated by this squsd. on several 
occasions. officials of the New York City Police Department 
have expressed grave concern about giving ths Federal 
Bureau of Investigation any information from these under­
covers because of the FOI A. They feel that should informa­
tion from these undercover officers be revealed to members 
of the public, their identities could easily be comprOMised 
and their lives placed in great danger. It is noted that 
they do furnish u. with inform.tion fr~ these officers; 
however, it is normally in abbreviated torm and the aROunt 
of which is actually excised before being given to uS is 
unknown. The amount of information being furniahed is being 
furni.hed becau.e the o f ficera inVOlved are professionals. 

7M3 docu",ent ~ont8ln" "'''I'~ .. ~ l~~'~:~~ 
rec~"""e"dMlon~ 1>0:- o~.,d,,~)~,." of 
the 1'n. It is t,"~ I'r~~~!'I~ of 

Itl. ',EI ftn~! ~ 1 ~ " ed t~ ynr ~8.n~1': 
it o<nd lU O~{"~"u are I>ot to be 
dlstrlbutad out~l~e yo~ &£on~l'. 
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However, should one of these undercovers be exposed 
because of the FOIA. it would probably be the last infor­
mal~on we ever qet from this source. 

1 I· 
UFKP - Murder 
(00: MObile) 
New Yock 88-1~135 

Personnel' II 
Information 

AVOld Prosecution (UfAP) Murder 

one family member and one associate refused 
assistance because ot fear their names would be divulged. 

• 
Escaped Federal 
(00: New York) 
New York 76-6126 

I 
Prisoner 

Four known associates stated during interview 
they feared their names would be divulged if they cooperated. 
Subject subsequently captured snd received sentence of 
imprisonment for 95 years. 

I I 
Interstate TranSportation of Stolen Property (ITS?) (F) 
(00: New York) 
New York 87-80957 

In /I recent investigation involving the fraudulent 
enc8shment of checks at the Banker ' s Trust Company, New York 

.,. ~Al 

-~.-----
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New York, wh~ch had resulted in a substantial loss to 
that bank, the FBI requested the turnover of evidence in 
this matter, i . e., account signature card and original 
checks, and the bank manager insisted on a subpoena prior 
to releasing the documents . Subsequently. a high official 
of the bank told Special Agents that he could not understand 
the necessity of a subpoena since the bank was a victim snd 
shOUld not be ha~perinq the Federal Bureau of Investigation's 
investigative efforts. 

This is Sn example of the frequent investiga­
tive delays caused by eonfusion on the part of banking 
officialS as to their obligstions under the privacy laws. 

Unknown Subjectl 
Theft of Seven (7) .4S Cal i ber Weapons 
From National Guard Armory, Queens, New York 
Theft of Government Property (A) 
(00: New York) 
New York 52-12284 

Potential witnesses with info~tion relative to 
the above-captioned theft were afraid to provide such informa­
tion for fear that at a later date their names would or 
could be released under an POlA request by the suspected 
thief. 

Unknown SUbJect; 
Harasainq Telephone Calla Received At 
The Egyptian Mission TO The United Nationa 
Protection of Foreign Officials 
COO: New York) 
New York 185 - 755 

Due to FOIA/PA ramifications, the New York Tele­
phone company procedures for access to subscriber information 
and toll records substantially delayed investiqative activity 
in the above-captioned cass. 

- ) -
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[00, New York) 
New York 90-183 
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A squad involv~d in investigations regarding 
terrorist matters has been in contact with certain legitimate 
enterprises regarding the possibility of starting a citizens 
reward program tor the apprehension of certain terrorists now 
charged with terrorist activity, the potential Bources of 
the financing of this operation have been extremely reluctant 
to cooperate because they fear their names will eventually 
become public and that they themselves will become the target 
of terrorist acts. Although thess bUSinessmen never speci­
fically state that the FOIA is the source of their problem, 
it must be considered 8S possibly being one of their fears. 

This squad has been attemptinq to contaot certain 
rr.elllbers of the news media in order to solicit their coopera­
tion alonq wlth the telephone co~pany's cooperation into 
legally determining possible locationa being used by 
terrorists. Members of both the media and the telephone 
company have expresaed a great reluctance to cooperate becauae 
they likewiae are fearful of their identitlee being made 
known and their companies being the targets of terrorist 
acts. Certain persons contacted have specifically mentioned 
the FOIA. 

This squad is currently conducting investigations 
into allegations that membera of the Church of Scientology 
framed an individual by the name of I J by 
mailing a bomb threat and arranging to nive net in ioted 
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for the bomb threat. Members of this orqanization are 
very litigation conscioua and have often filed under the 
POIA. 1n January of 1978,1 ~ a former 
member of the orqan~zation, expressea a qreat reluctance 
to cooperate in the Lnvestlqation becauae he knows that 
often Church meabers file under the POIA and he was afraid 
that. any information he provided would be disclosed to the 
Church of Scientology and eveptually hi; cooperation would 
be known. On Karch 2, 1978 ,( also former 
members of this organization, expressed s i~ilar reluctance 
for the sa~e reasons. 

In the fie l d of arson investigation, it is 
lmperative that investiqators have access to numerous docu­
ments relatinq to fire losses that a subject has incurred. 
In an effort to secure this information contacts with all 
maJor insursnce companies as well as the Pire Marshal 
Reportinq Service have disclosed they will provide no informa­
tion without first being given a subpoena . All of the above 
indicate that they have established this poliCy because 
they feel they can no longer furnish in fo~tion of thla 
nature to law enforcement agencies without the possibility of 
this being d1sclosed tbrough the FOIA or PA. They advise that 
their leg&l departments fee l that if a person learns that they 
have provided this information, they are then opening themselves 
up to civil suit tor doin9 so. 

3) Redllotion In Current 
Intormants Or Potential 
Informants Resultinq FrOM 
Present FOIPA Diaelosure Policies 

Source refused further cooperation beceuse of 
fear identity would be revealed. 

- 5 -
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No. York ] 

fear name 

, 

I 

SOurce refused further cooperation because of 
would be divu19ed. 

CI~~::I == New York I I 
Afraid name WOuld be disclosed. Refused further 

cooperation_ 

I 
I 

PC. who was ~n an excellent position to furnish 
or9ani~ed crime information advised he would not assist 
because of the FOIA. 

I 

<­
II. vised that he 

would preter t to be contacted n the future by Special 
Agents ot the Federal Bureau of Investigation, because he is 
concer ned that his identi ty may become revealed. He explained 
that he haa read accounts in new$papers of Federal Bureau of 
Investigation into~ant.· ident ities being revealed as a result 
of court actions and/or the Freedom of Information Act. ~ 

- , -
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e au lec was coopers ~ve an 
that he would be worth contacting in the 

future. When approached in this regard. the subJect stated 
that he did not wish to be contacted regularly by the Federal 
Buresu of Investigation and that his reluctance was based on 
the fear that his cooperation would become known and his 
business operation would then 8uffer.~ 

It is felt that the subJect's fear was at least 
in part a result of common knowledge of current FOIPA dis­
closure policies. 

Since lste 1972, an individual had been providing 
lnformation to the New York Office of the Federal Bureau of 
Investigation on a confidential basis. From the very inception 
of this relationship, this individual insisted that he WQuld 
not testify in a court of law. nor did he expect the FBI to 
disseminate any information he had provided to another agency 
which could divulge hia identity. 

In tim~ thia individual waa Ln position to provide 
information regarding top echelon, organized crime figures 
and top rate fraud schemes being perpetrated on the financial 
community. 

This source was extremely cognizant of current 
events in the law enforcement/judicial areas which could 
affect him personally. During oalendar years 1976 and 
1977, the New York newspapers, aa well aa other news media, 
were quick to sensationalize on the police/informant relationship 
and would attempt to identify confidential sources whenever 
poaaible. On these occasions, when an article would appear 
in a newspaper or periodical about confidential source who was 
identified, or when a judge demanded an informant's file to be 
produced in oourt, this source would discuss with his contacting 
Agents the Federal Bureau of Investigation's policy regarding 
these matter •. 

- 7 -
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In late 1971, this source, who had continued to 
prov~de e~cellent information about organized crime figures, 
begsn to ~kB himself unavilable to contact. When contacted, 
this individual insisted that he was no longer in position 
to gain the type of information in which the FBI was 
interested. and that he preferred no further attempts to 
contact hiro. The contacting Agents knows this source to be 
a con-~an who has depended on this style of life as his 
means of support for the past ten years. He haa no other 
means of earning a living, and he will continue to earn a 
liv~nq in this manner. Based On these facts. his contacting 
Agent knows that this individual will continue to be in 
a position to gain information in which the Federal Bureau 
of Investigation is seriously interested. 

At last contact. this individual stated thet he 

• 

was not goinq to cooperate with the Federal Bureau of Investi­
gation because he did not have to. Through previous discussion 
he had prepared his contacting Agent for the eventual termination 
of this confidential relationship by constantly calling 
attention to his need for absolute confidentiality. 

[~'~'~~M~i='=O='=l='='="=~="='==] I ~ Pugitivel 
it Xl 
m 
(00, Chicago) 
(Bureau file 174-7277) 
(New york file 174-2545) 

b 7C 

On January 24. 1978, thO r v 
that one of the pri~ FALN suspects. 
was applyin'l under the POIA. Sources c ose a 
that he was applyin'l because he wanted to see w a a'lents 
were working on his case and what the Pederal Bureau of Investi­
'lation knew about him. It is only by chance that the Bureau 
learned of his request. It is noted that he applied at 
Washin'lton, D. C., and the New York Office, whiCh ii the 
office investigating him as a suspect. was never even advised 
of his application. The information which was furnished to 
him under the POIA-PA was really of little significance; however, 
the New York Office is unaware of how many other suspects in 
pending matters may have applied and have <Jot ten information 
which may have jeopardized our investigations'~J 

- . -
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Much of the investigation being conducted by 
the New York Office bomb squad involves the FALN. vhich 
is bombing allegedly to further Puerto Rican independence. 
Recent l y. many nev8paper~, especially Spanish speaking 
newspapers, and radical pamphlet8 have carried artiCles 
pertaining to the Bureau's investigation into Juan Mari 
Bras and the Federal Bureau of Investigation into the 
Puerto Rican Socialist Party (PSP). These articles 
contain actual Bureau letters. reports and other serials 
Which when published in a very edited form tend to show 
FBI investigation into these areas in a very unfavorable way. 
Agents , when attempting to contact people regarding 
Puerto Rican independence, are now faced with c~ent8 
that we are not in fact investigating terrorist bombings, 
but rather conducting investlqationa in order to end the 
Puerto Rican Independence Movement . People making these 
comments often support their accusations by comnenting on 
sirnih,r newapaper articles. Atv,) 

Because of the FOIPA, the general public now 
believes it haa a right to all information. In the 
UNIAAC investigation, New York 183-340, artioles detailir,g 
the thrust of investigation and the identiti~s of a 
source as well as an undercover agent appeared in the 
New York Times. This information haa endangered the lives 
of the source and the undercover agent • 

Sources who were willing to wear a body recorder 
are more reluctant to cooperate because their names 
could be made public because of an lnclusion of 
their names into the Elsur Indices. In a caee involving 
a well known sports flqure, who wore a body recorder, 
sufficient evidence was not obtained to prosecute the 
subject; as a result oC the inveatiqation, the individual 
could be identified through Elsur Indices snd his life 
could be in jeopardy as a result ot thsse dillClOllureR')1I\ VI) 

, 

\ 
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'DOCUMENT ,-"""" ___ _ 
UNITElJ ST,HE:' [JJ(J'AJtThlENT 0 .. JUS "J" I\..E 

I. "'T~J",I" ... "'/" I. 
nk 11". 

f£IIi:H~!. llUl<~ AU 01" II<VF.~"fIGATIO~· 

Newark. New Jersey 
l\a~~, 1978 

·l;\;C. ·~3" ~'>J.J ~..yC"'" 

Gt;'Fl~!~T~~C~~~'~NG o;~'~~r:- f.TUm- CON~TIAl 
TO l:\'I\J,UlI'rr: "Hr: tHI',ICT OF' TIlr: 
rru:J:;,):)'l uF INrORHlI'rIO:! IICT (rOIA) 
firm PH", CY IIC1' (PA) 
hm: ur.\ .G ON I,1\.li ENFORCEl lENT 
1\CTIVI', ,";5 __ AA ____ A _______________________ _ 

The folIO'll;.,) lnform.~tion is set forth hy the )JewoUr. 
Office of the Federal Bureau of Investiqation (FaI) to comply 
>lith in-gtructions 1n Bureau il1rtel to lIlbany, datao Hay), 1978, 
and captioned as ahove. 

1. Inforr::atioil r:xchan'l" ~tween Feder"l, Stilt" 
and f,oeal Law !:nforeemcnt Agencies 

The various rederal invCS1;:lqativ~ agcncles such as 
Naval Tnvcstl<]<ltlVP. 5ervlee , Office of Speclal Investigatlon!; 
of the lIlr Froce, M1llt~ry Intelligence, etc., use different 
gUldellnes a!; to th~ ~prlication of FOIA and PlI ma~tcrs . The 
effeC"~ of thi!; has beon shown most stron~ly at the rcqularly 
scheduled mactil'lg5 of the Intcrdepartment IntelliGence Con­
ference. for Southern Ncw Jersey, generally held "t Trenton, 
!I~w Jers"y. lIttendecn "t the"e m"etlngs hr,ve st,lled thllt_ they 
arc t"t~luct~nt to dl!;CUr;~ mutual or CO,'1I'.10" technique!; <111<1 act i ­
vitie~ in th,., lntelllg<'nce 'la thering field because of the pro­
blems such discussions may generate under rOIA or PA. 

~;;::::;;;;::;::.:;;:=jh 7' 115 recently ar; nay 16, 1978, I \ 
Union Countv rrosecutOr's O(Cice , Elizabeth, New Jersey, 
st~ted that the rOJlI definitely h ad an erosiv~ and negative 
effect on lhe nva,lanlllty of informat~on that local sourcas 
would pasr; onto hi;n In which the Fedoral c.overnrnent had an 
interest. lie tol.:.ted th.:.t loca l sources Ili ll o~t(!n hesitato 
or no t provide ~nformatlon because of the tear of disclosure 
t hrough roll'. I'll. 

Tnj" document. containl' n~ith"r r .. commend .. tions nor 
conclusion" of the nil, !t'lS the property of the fill and is 
l oaned to your Ilgency: it and j 1s content:; are not to be di~-

~~:;~:~~i;~~::d~~~t,~:,.:'~~y~Ul. dqe~cY'!9 () _ S _ ~ 
fO·r~ ~ 

;~~~~;" ;~ 1 _ ' , ~: awN ' 'tIAL ~
-" St~ V ' , ) "1-- myw 

DATI: :l' IIJ!;vt ___ ~ ~'l'~ c 
--- - - .. " "A • _ ,. __ ~_" _. _._., __ ,_ '. ' 
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GErlr.MJ, IICCOUNTHIG OFFICE STUDY 
TO EVflJ.UflTf: THE IMPACT OF TilE 
["REl:OOIl 01' I~roRM1ITJO:1 lICT (F0111) 
TlNO P1l1VIICY lIeT (P/l.l 
1I11r. UAVING ON 1.lII; I:::-IFOl1cr:HENT 
r,C'l'! VI Tll,;!; 

---------~-----------------------

CON~NTlAL 

stdt.f:'d thJ.t hl.!I sources an d contacts 10 the Cuban community 
were reluct,mt to prov,ld" informatlon 1n this Fade,-al case lInd 
others uccauEe of the fca r of disclosure . 

'~~aJ lo.w enforcement agenc!es are aware of the 
FDI's attention 1..0 rcc:ol"dl,.,q <>11 lnforl:lation rcceivad frol:l the ... 
a.nd thu!;: appellc "'ore yUllrded in the infor"",tion th('y are will in') 
t o dlsscmlnate La us or, in some cases, simply refuse to be 
candid. 

1I recent !lcwHrk NAti~:al Acadrmy case involving 
I ! clearly undarllned the con -

ce.-n o f a proLC' ct:ed source toentify hllnselt" as the sour ce 
of derog~to~7 inCormntion ~nd who c l ea r ly s~lted that he wa~ 
aw,u-e rh,lt NUli r CCl<l would bdVg access to ~hi$ inform,ltion 
throu')h rOIPA. _ -t";t " ara int<'r­
via",ud su"ply refused t.O he eamHu Te<lard inq r due to 
their awaren(>~S that the d I vulgence of 8uchnor"'''tion would 
be caU8~ Cor personal r~pri sals. 

In " notllt·r "UI t~bil i ty t,'pe invnstlqat!.on, ~ local 
police ucpartmunt TeCu"ed to ~ake a T<,cord check on the appll­
cant ' ,; broLher wlthoUL ... \/aiver froln thE broth",r, becauso >-t 
was be11<'vCG Lhere w",", a pO'lsihlc rUIA or l'i\ viol,lt~on. CF 
11ew<lrk flle 116-45194. 

2. I,a" EnforceMents A:'ility tu Obtain Information 
From the Lenoral Public 

[:;;:;;:;;;;;;~N~O~":.1rk PlIo, 29- 7791, ruflects :..hat" key witness, t I inv01v"d in" cheek kiU',g ~chemc. is also 
inVOlved "'~th loansh,'rks. She is n(lt being fully cooperative 

_. -..... -

In thIS Cd"e, part1cul.lrly 1n ~dent.l(yin'J the 10"n~h"rkll ~J1Lh 
;,ohom !>he l~ dClI.lln<), in,J~,J:llLch >l:J she h<ls >l fe l\r of t:1C 10,,,.,­
Sh~Tk lnarnlnq "bout her t~lklnq to ~~e FBI by hi~ usc of the 
FOll'.\. 

2 

------_._--
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GCNI:H!.f. ACCOUN TING OPFI 
TO !:VfII,UATE TilE UIPACT 
FREEDOM or I~PORllll'rION 
;,NO PHIVIICY /l.CP (pA) 

CF: STUDY 
OF TilE 
hCT (t'OIA) 

, 

Cl:mmT ARE IIllVmC ON r..,\l~ CN!'QIl. 
ACTIVITIf,S CONf'tBtNTIAL 
---.------------------- ----.-------

The above in~o < 
fIt e "LI_--;--;;:==::::-c 

3. Reductlon l 
l n forrn.:>nts 
Policies 

:r«, ) 

Xc- ) 

"' l 
rm~t]tCrWr f; Urr.rn(lC i zed from Ilewark 

n Current Informant» or Potenti"l 
l~sult!n9 From FOl~PA Disclosore 

lew<\::k in fOrT:lilnts. 1 
!'O I I'II, " they undorstood it, ha::; milO" 

I 
<Iran tees of 

[)vdr'J 1917. t 
have ; nd~c,' l",d th;)t tI,,,, 
the~ vc~y wary of any qu 
JdcnlitlclI ~( they bec"ma 
Th<,y hi:l ve stilted they wi 
the I-'n! in the- !utur<> 1.11 

contH,ucd protection ()~ their 
the :luh)".:;\. of ". f'OTPII request. 

H t"r"'in"te tll.:!ir relationship with 

" that they cont l.nue their prc~ent 

, CON Ff)ttf/TiAl 
. . . . -_.- . 

e> 

b ;< 

b ll) 

'-' - -' ~ ... . _._--~ ..... ~ .. ~, - , . .. --..... 



GENEMI. lICCOUNT I NC OrFlCE STUDY 
TO EVIIJ.UlITf; TU,£: IMPlICT OF 'I'UE 
PRJ;t::!)(>M or W P01U'lATION lICT (FOIll) 
I\;m l'RIVACY ACT (I'1\) 
AnE IlhVlNG ON r,AW ENl'ORCEr-'.r.NT 
I,e'!' [V l'j'1 1.5 

---------------------------------

, CON)Ii<ENTIAl 

;),CL1Vilics only b"-c,\\,l~e th"y trust the "gent who h"ndles them 
will prot«ct them fron unWilrranteu exposure or hilr"ssment under 
the FOUlI. b l 

(Cil! 
I it c:ta€ei'! that l'Ie was conceL'ned over 

whethct" t he rUI ma~ntaincd a fUe 01, him an: ":':' ;': fBI 

[:'"~;l!~':'~'~b;'l~~cl <lny lnformatlon he might 9ivt_ rt _ _ _ _ I I t"Th~8 lndivldual further st.~ted fl a e a read 
~ny news; pur "rtlelcs whcreln FBI sources were being rcvcal~d 
an~ he wac concerned abo~t the c~velat!on of hl~ identity Dnd 

I 
(c..) 

hlS associiltion wlth the FUI, Ji( 

FBI ense Agent thilt he laCked 
F~" ~" . 

r ad"~~ 
;0" b (i~n cO! i n ~~~"':::'~' ":'=!!lW..I.>f':::::::i-, 

A criminal jnfor~ant who furnished vcrI' signi!ic~nt 
informarlon in Hew"r]: fi1o:- 26"G1182, a rinq typ<! c"'>c, aavls"d 
that h" (<'illed Cor hl& ll(e aftcr rea{hnq of cll"closure<; made 
under the rolPlI ;0" :let fo rth in va.'tous l~ew Jo:-r<;':lY news""'1'"r:; 
,md as a result thlS SClure(! \Illl no longer furnl"h inforF.i1tlCln 
that 15 "luquIar 1. n natur('. 

~. Miscellaneous: 

t'eom the penni. of view of the Iluwilrk Office of the 
Fill, the l"'!,ilct of the FOIAI'A ~s rcal (Illd in no way just a 
matter of pelception. 

!'tior to the FOTl'lI, 1\ rapl>ort existed with <;I!t>!ltantl"lly 
~ll t.he> b,lII"S in th(' ,<;t<lte of New J<,raoy. whereby lntormntl<>n 
cO:1cerllinq t!"am,;'lctlO:lS ill rl .. !positors acCOuntl1' and o~hcr infor­
,nation com:cernln9 depoSltors was made avtt\lable to the rln w.thout 
the u~o o( a subpocn<l. This "'as helpCul !'o r lead purpOucs 
lind to dctr,,'I:linc lC. in {"ct, the b,mk hlld intor"'lItion th<lt 
should be 511bpoanacd (0" tel"l I'UrPVSCll, !lunks will no lon,}cr 

CO~ENTIAL 

I 

-_._ . -"-'-' ---. ... -,_., - ---- --·· ·• _ _ d "_0 •••• _ 
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GENERAL ACCOUNTING orrrcr. STUDY 
TO EVALUATE Tilt IMPACT or Till: 
fREEDOM or INrORMATION ACT (rOlfI) 
AND PK1VACY ACT (PA) 
ARE HAVINC 0N UlW £NrOI'CI:t1tNT 
ACTrVl'I'I~S CON'lIIOENTIAL 

furni:;h information on this basis but require a subpoena for 
all their records. 

Increa:;ed demand for subpoenas hy bunks is obviously 
attrib\ltable to the fOI~A inasmuch as thp banK fears that their 
cooperation, if divulged, would be repre~ented to the public as 
an unp.thical business practice and thus would be counterproduc­
tive to their image and their businens. 

The advent of casino gaming in New Jersey has 
created a slgnificant la" enfot'<'ell'.l'nt prOblem in that 
organi7.ed crime inflltratlon of "this indQ:.tr)' must be curtai l ed. 
As a result of rOIpA, the FBI has been I>e"erely restricted in 
attempting to assist local and st~te authorities as to suitable 
applicants for jobs in thlS industry. Newark has been requested 
by the Casino Gaming Co~ission for the State of New Jersey to 
provide name cheeks. Because of possible Privacy Act disclosure 
the rBI could be liable und accused of providing information 
which prohibited the applicant from obtaining a job. Therefore, 
no assistance can be given in this area. 

In the final an~lysis a~ to t~e impact of fOIPA 
provisions upon the mis~ion of the FBI to investieate violat~c>ns 
of the laW"s oi the United S.:ates, it can t'r.ly he said that the 
impact is that of a nccat~ve force. 

The FOIPA has eroded the public's confidence in 
the FBt to maintain the confl.dentlality of their coo;>er ... tion d,S 
a matter of course. It has incN!d,slld the amount of time necess"ry 
to conduct 4n investir,4tion thereby costin!,: the t<lx-pavinp, 
citi;:;en. It hMI required 'tha't IWny invc"ciga'tive ar,(>n1:s be 
assigned to basically non-in\'esti~lI.tive duties in order thdt 
requests under the fOlf'A be h.1nd)ed within the very "hort 
st",tutory p"riod given to reply to that request. It h.~~ h ... d 
a chilli nit effect on the use of cno of the most powerful .1d­
jUncts of the invcstir."tive profct.~.ion, the infor,"C'r, ';y 
~tifllinc:. the fCdr of exposur!;' tnOf,e who would come forward 
with the information concerning the commia~ion of cr i minal act~. 

.. uility 
That th"r6 is no 

to investi!;ate. 

, . 
.. ... _ ... - ._---

doubt FOI?A has hurt the r~I's 

WNF(»ENTIAL 



DOCUMENT 1-1.'31-__ _ 

liNITED STAn ;S DEPARTMENT O~· JUSTref; 

n DU AL DUllEA \) o r INVUTlCArtol' 

PhoenIx, Arlzon, ,.1\009"."....,..,.. June 20 1978 
FWN , , 

• ~SIJi;~fW Ct61r.2p'~~"'C.U -" 
~~g~:l _~I: I 

GENERAL ACCOUNTING OFFte ! 
TO evALUATE 

INFORMATION ACT 
ARE HAVING ON 

REDUCTION I N CURRENT I NFORMANTS RESULT ING PROM 
THE PRESENT rolPA DISCLOSURB POLICY 

!Woke and 'l r~t an exp, 00511 proll"'" of o;:onf,ilcmtlallty 
the uut. j4,t.A} 

e) 

'------""-; 
/<> .... fl 

~'~'b.) ..... 
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GENERAL ACCOUNTING OVPICE IGAO) STUDY 
TO EVALUATE TIll IMPACT '!'HE PREmo/'! Of', etc. 

Btandln sou rce 

Thu 

';~~;:-::;::~~::"'~~C;~C"~:"~~:'CC~::C!::,,:!"· future ~cau8e he haa a tear of being uncovered, which 
he believes would subJect hla to severe bod'ly har N 
.11 repr,sal for hiS furnishing lnformat.on. 

INFORMATION BXCH~E 

The Phoenix polIce Dep~[t.ent. IntellIgence 
unIt. ha .. re<:ently prollulgated II p:>1Lcy ot no cKchang8 
of organized cri_ ,nformatlon ,nth tbe phoenu Offi"e. 
ThiS IS clearly not due to a lack of [rU8t, but has 
been ""pl".ned that it UI due to the posslb,l,ty that 
the information furnished aay at some future t'lle be 
dISclosed !'!nde. the P ..... doll of Inforut.on Act 0< 
PrJv"c)' Act. 

TlIe above is d~o the poUey 
POliCe Depa~tment Intelligence un.t. 

, 

, 

of the 'rellpe 

b 

'liAL 
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TO EVALUATE TIn: IMPACT THE FREl'DOH 01", etc_ CQt\f. J!e.L GENEII ... L ACCOUNTING OI"I"ICI! (GM) STUDY ~ 

In th,s same regard, Ar.zona Stale UnIverSity . : 
offlclale have a~opted an off.c.al polICy of non-cooperatIon 
wIth our InvestIgators since the Free40. of InformatIon _ 
P<lvacy Act. ThIS polICy 18 "arrled out at all levele of 
the Un I versIty'. ad.un •• trllllon. Pr I or to the Freedom 
of InformatIon - prIvacy Act, the UnIversIty wa$ 
moat cooperallve. 

InvestIgatIve cle[~8 of the PhoenIX OffIce 
have ... perlenced 80me diffIculty in obtaIning pol;c8 
Department f'les for revIew when made upon proper 
request. Th,g SItuatIon was due to confUSion and 
IIlsunderstand.n') of the f'reedo.. of InforaatlOll - Privacy 
Act upon the part of the supervisor o f the Phoeni. Police 
D"p~rt .... nt IdentlflcatlOfl DIVUIOn. Thu 81tuatlon haa 
been SinCe rect . fled by the !>hoen", Dlvluon Itatt .,ho 
.et WIth thIS supervisor and elar l r,~ any mlsunderstand,ng 
he .... y have had !elann,. to the I'reeOOI of [nfor .... tion -
privacy Act dIsclosures. 

,. 
ThIS documant contaIns n8ltha, ,ec~endations 
'}Or conclU81ona of the PBI. tt IS the 
Jlroperty of the PBI and 18 loaned to your 
agency, it and as contents are not to 
be dl8trlbuted outaJd~ your a9~ncy . 

• 
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~8rr'~f~~ ______ _ 

U~ITED ST,4.TES D~;P,4.Rl'ME "'T or JU,5T 1Ct; 

~Y.Of:IIA', KlillF.AU or IN,' UTlGATI OI< 

Chicago, Illinois 
June 27, 19711 

Referenee ia beinq lII.ae to Bureau airtel dated 
June 16. 1918, tldviaiDg of the cliptiOiled GAO study . 

The folloving exa~l.e of the effect of the FOlPA 
leqillatian upon Federal Burellu of lnvestiqation (FBI) 
inveaUqative effort.. ill the ChJ.clW;o Divilicm are ~in9 set 
out. for posaible leqialative attention regarding this mat.ter. 

1. ~ I 
~ \ Any heaitatlcy in illter-a~cy diacusaions cOIleerDing 

....., FOIPA dillCuniane ie beli.,.ad to be the direct raeult. of 01 '.'I ccrofuaiOl1 eurroundiDg tbe prO'l'isioaa of the ACt it.eelf. 
-.31~ e&pHtaHy following' publ1clled new~r aoooulits ot' FOIPA ,.. 5 ~ r.,.ellltiona, ADy ape.cific dOCUlMl1tatiOll to eupport this .gIP >- Cont.ntiOll h _ .. aillable at tlIe pnoHllt tt •• , althOlilJb one :c ~ ~ racent FBI encounter witb Il for.er A.aiatant United States 
• ~ ;,hqt Att~ney (,\USA) is perhaps pertinent in tMa regard . 

' "':5 I ~'" l.) f"I In respeDsa to an Fill inquiry cOllc.ruil'l'J applicant-
011 ""i we aultahll1ty _tt.ers, th.1. at.t.orney confide(! that siqn1fJcant 

00 inforaation, lIIe&lling'ful but derOqa~. wou14 not ~ fo;n:th­
cow! nq ooncerniaq the ..,plicant blew_ of the FOIPA . Ifhen 
pre •• ed by the FBI Aqent. upon thi. poillt, tile fonter ·1.1I'SA 
stated tbat. he hia_lf wou14 CClln, .. l hia client. not to 
furniah the PBI wit.h deroqat~y infw .tion hecauee 'you 
CaMot e .... n protect kiaq Hue.ein.· 

..... HERE SIiC. ..... ~ C·,',.' ' ~ 

I"·~ ""I 
"". '~<{ .. ~r ~. ~"" 

, . . .. 
.. 

- --_'.. t •. 
f 

• 

[ 0". ~ "I~' fI .... ~~" 
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OFF I CB (GAO) S'l'tlDY 
THE PREBCeI' C6 

PRIVACY AC!' (Pl.) 
ACTIVITIBS CQ~Nl\M2 

, , 
, 0 , 
L' " 

On May 23, 1978, a Speyial Agent of the F81 contacted 

former employce jd reQardinq 29-6292. She 
related Ihe tIOUld qladly verity hi. datel of employment, 
however, beyond that she felt that she may have trouble 
furniehinq any additional intorlllatlon bee .... e of the Priv<1lcy 

"," , 
She stated she would e:':V:'::':9]problem in releadng 

the infOl"lllation it the II\IbjectJ I authOl'hed the 
relea_ of llUIIO_ 

, ' 

POIA DO 
CQIIplete 

f .. 1. that the Ag~t. tt-.. 1v •• 

1 

j< 

.... 
_ery aUlXt 

~o, , , 

do '0_ The .ource allO citm recent court decision., partioularly 

- , -
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and that the PO#. and 
..... court ec a Ontl wt'e the praary r ••• on tor 

.uch. Ha noted that di.elo~. of hi. identity would moat 

... uredly coat hJ.. Ma l11'e. ~ 

• 
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FBIo~~~d~f~~'k r~dg~ 
to discredit Muslims 
By Rob Warden .. ",.., ., . 

. , .:' " 

.. 
• .. , . 

• • • . , . 
"-'- \. ' .. . 
,~:'$~" ~I 

:"-.-:" . I 

• "IT If ""UI! I.UI I eM __ .. . ........ ',_ "' __ _ oboIoI IlIe ... _. Inn U."'I - .... ~ ,,_ . ._ . 
'"'" Iho: u.r. ... ,. L • .,de _ . 
l)' .. lbo ... _ I "&I <nIIe01 01 1M , ~.b.. ___ bat _ .. m ' 
e ., 4111 ... n lll _ ... _ '" 
-' ...... ....... 

• • • • • 

• 

, 

·v-

I 

• 

-. 

.. 
• 

~-,,-' --

. . 

.. 

CO~ENTIAL 
• 

• 



I 

• 

•• 
• .. 

, 

- --"-/"" I-
M~~ 
~~ . 

• 

, 
e.o _rl"p -......... ~ 

' . 
• 

• 

• 

• 

• 
• .. • .. 

• • 

• 

.. 
• 

• 
• P.3 

Sec. 1 

• 

• 

1111\ -"' • 

5-15-iS 
SPORTS Yl",', ••• 

• •• 
c:! ... ,,.~ .. _, 

. ..... " ..... Q'huCHIC;\G I 

, 

• .. 

- -. .. . 



I 

• 

' .. 

. " 

------------------

• . . DOCUMENT , 
, '" , • 

6/28/78 

T ..... " Lh. roIlo".,.. .. ________ _ , 
IIIRTEL 

~, ,~"" -'" -,-""'~ , ' '' ...... -, -,=" ,=" ,-:"':-~:::;; 
,-, . , 

, 

TO, DIRECTOR, FBI 
ATTENTION, ROOM 6280. TRAINING AND RESEARCH UNIT, 

I FOriA BRANCH, RECORDS M1\N1\GEMBNT DIVISION 

Re Burellu airtel$ to Albany 6/16/78 lind 5/3/78, and 
DlIllas air tel and LHM to 8ureau dated 5/11/78. 

Enclosed herewIth for the Bureau is an originlll 
and four copies of LHK dated lind clIptioned lis above • 

For ~c information of BuroQu. Dallas submitted 
eight-page LHM on 5/11/78 setting forth the results ot an 
e~ten8ive all-office 8urvey concerning POIPA problems. 
The enclosed LHM /lin' Alte the LHM of 5/11/78 and IIets 
forth additional FOIPA problems cur~entlY ~nown to the_ 

Don .. omoo , REC-12Z / P tJ- "3 - 31 . 

b'lD 

The eources of the cited examplee arel 

COMPANY:\> INC. ! 

(Ene. 5r~,~ 
( 1 - 66-1751) 
(l - 190-00) .-

_._- .. 

, 
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2) Ascertaining Financial Ability case, 
Dallas fLle number not kno~n. 

.(3) L _____________ ~ 
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'DOCUMENf 1.Lj1~~ __ _ 

UNITED STATF,S DE I'ARTMF.NT or l USTie r. 
• 

F F.DJo;JIotL BUR""U o r rl<YESTlCATIO:O 

Dallas, 
June 28. 

Texa s 
1978 *:; 

._ .... , - "01."U)L~~~~ ... ·· •. ,t J 1," 
~,.LL-'~~.'b7l.J-

GENERlI L ACCOUNTING On'ICE: (GAO ) STUDY TO 
EVALUATE '!'HE IMPACT mE FREEDOto! OF !NFOJUIUITION 
ACT (FOrA ) AND PRIV7\.CY ACT (PA) liRE HAVING ON 
LAW ENFORCEMENT ACTIVITIeS: 

1) 11 potentlal wltness, who was managing a 
railroad yard in a Clty In T~xa8, advised a Special Agent 
of the Dallas f'Bl Oftice t.hat. he h ad intorilll tJ.on cOncern­
ing i l legal activitie s concernIng excBss i ve bIllIngs which 
were obtained through the influence of the preSIdent of 
the company . This witness would not fu rnish the Informa­
tion unless upon the lsauance of a subpoena to testify In 
a court of law, for fear of 1081ng his Job and subsequent 
f~ily security . This individual expressed h~mself in 
auch II manner to reflect lack of confidence in the lnteqrlty 
of go~rnmQntal records to protect his Ldent~ty . 

2) ~n indivLdual. ~n a pos it ion to know infor­
matLon about a federal government debtor. stated to a 
Special Agent of the FeT, Dallas , Texas, that she would 
not furnish any informatLon because otherwise the infor-

'. mation furnished and her identity could appear in the news-
{ papers . She made reference to all the lnformatlon that 

Irf ... "was be1.ng divu lged in newepapers 8S 11 r esu lt of rot FA 
""~ r equest.. . 

... <.;' ~ . 

, ~ 3) ~ Lndividutll, who UI Ln a poSl tion to ~ , } 
1'urnhh POll sible foreign countenntelligence informahon. ~)C'..7\.l).j 
advhed a Sp",cial Ag",nl:: of the DaUaa FBI Ottic;) that it 
is his opinion that the f ederal government cou ld' not ensure 
him confidential ity in~of the constant scrutiny by 
Congress of the FBI anl----jand the subsequent n~s media 
leaks _ Thi s lnd ivldual also stated tha t he would be fear­

ful that h is identity could be ')90~ 3:"'31 access ~Jf1.~ 

~-o\ ThIs doc~menl coo1.·,rIS r":thcr r~eommer.datlOr>S nor 
r ' j C,"lCk,,~r; Cl " C V.I :1 ,. ",: ",~;>erty cI th~ 
\,.t' FBI u~ " I:,:-~ , ; ., --' . ~~: -:' It ond Lt5 

"....... CCl".I'~L are "~1 ,~~ ' ,'_""""10<.1 OI.\t,oje ~our 
asency , , 
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GENERAL ACCOUNTING OFFICE IGAO! STUDY 

recorda by file public through FOIl'1I leghlatlon as ", .. 11 

as IIxtensive <:iV11 discovery proceedinq~ 8S exeropll:':"::d::::::::;;;t, 
by the SWP civLl lawsuit. In addition to the "bove;- _ -~ . ; I. 
this individual "'as concltrn .. d wlth fonner intelligence. '" :.'h. 
agency officers publishlng books and jeop&rft13ing the 
confidentiality of sources. In view of the abov .. , this 
indlvidual refused to cOOperate and stated that if the 
disclosure climate would have been more restrictive a! 
it was several years ago, he would have been more than 
"'1 111n9 to cooperate. X p,J 

,. 
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DOCUMENT I J.i1L __ _ 

UNITED STAT ES Dt:PAR1'M E NT Ot' JpSTICE 

fEDER A L BURE A U or IN,'ESTHaTlOl' 

Cleveland, Ohio 
,.~._R.f<r .. 
""" ..... June 29, 1978 CONF~TIAL 

b7 C 

-
All paragraphs ~n th~s commun~cation are unclas61f~ed 

except where otherWIse noted. 

1. Law Enforcement Personnel's Abllity 
to Obtaln Informatlon from the 
General Pubhc 

A. I I 
UFAP - DRUG LAW VIOLATION FUGJ1'JVE 

wanted 

Ci tl.ng 
lease ... 
Agents, 

tOO, CLEVELAND) 
Cleveland file 88 - 11549 
Bureau flle 88 - 71300 

Cleveland Feder al 
eo. 

; 

,. r!'!~:~~ "~'+L~f.i 
~3:.~1(gic5l.:~XJ -. --

Cleveland FSI Aqents checked wi t h the ce~or Human 
Services for infor.na t i on r egar d i ng the loca tion Of an 
armed and danger ous fugitive. The Center was ve~ hcs tant 
inl.till.Uy to volunteer any inforlllatl.on r89ar ding " ceYion 
due to the Privacy Act; but, af t er be~n9 conV1nc t ha t . was 
a very dJ::JS ~nd~v1dual, the Center vol unteered the ~nforma-
t10n tha waa currentl y etayin9 at a l ocal ~, where he 
was appre en by FBI Agents . 

• 

..... I' 

. ,~ 

'.' 

. , 
ClIIssif1ed 
Exempt from 
Date of 

. ')., ~I' 
~11 •• 6 

2 and 3 
Iood ini t.e 
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GENERAL ACCOUNTI NG OFFICE (GAO) 
STUDY TO EVALUATE THE I MPACT THE 
FREE!XIM OF INFORMATION ACT (FOIA) 
AND PRI VACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTI VITIES 

c. 1 I aka 
UFAl' - GIWib THEFT FUGITIVE 
(00: CI,EVELAND) 
Cleveland tlle 98 - 12560 
Bur eau file 88-78271 

, 

CONtwENTIA~ 

Cl tlng the Privacy Act, the Cleveland Credlt Bureau 
personnel refuBed to fur nl sh informa t lon re9ardln9~ I 
address ~yment, whi ch coul d have enabled t d EBI to 
apprchcn The Crad i t Bureau advued that such informa-
tlon woul e re eased to the FBI only upon t he issuance of a 
subpoena. 

( 

,,' 

----------------------------~ ~/ 
Al though neither the Federal Pr ivacy Act nor the Ohio 

Privacy Act affect the instltutlon, t he sensitive issue of prlvacy 
regarding college students has caused school officials to prohi bit 
the d1,,~1nation of lnformat1on f r om school records wlthout the 
written consent of the student. 

- 2 -
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GENERAL ACCOUNTING OFFI CE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOI A) 
AND PRIVACY ACT (PAl ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 
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DOCUMENT 1..LllLi? __ _ 

U NITF;D STATES DErART.~ ENT OF J USTlCE 

fEDEHAI. BI)N~"IJ or rNVEST1G~T I ON 

Alexandria , Vir!'ni. 
June 30, 197 

r-.,-Aoo3 CONiW.ENTIAL 

. ' . 

~ . 

t . 

GENERAL ACCOlltm:f«; OPFICE (GAO) SWDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INf1lilMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FitEEoo-I or INFORMATION ACT • PRIVACY 
ACT MATI!RS 

Information Exchange Between 
Federal, State and Local Law 
Enforcement Agencies 

No instances have come to the attention of the 
Alexandr ia Office of the Federal Bureau of Investigation 
(FBI) which would indicate thatthe Freedom of rnfoPnation 
Act (FOlA) or Privacy Act (PA) have militated against the 
exchange of information between Federal, State and Local 
law enforcement agencies. 

2. Law ~nforcement Personne l '5 
Ability to Obtain I nformation 
from the General rublic 

.. 
-" -

~:~ d~~'l!"Jt ~~n!'!1IJ ~.lth~ 
'u~"'.u,~t1 o"" no r <o"~hU ... , of 
tJ:-.71H. !t I. t~ .. pr~yor'l" of 
Ih. 181 a~~ •• h~M~ ,~ .. ~"" "_"'I 
It cd IU cont."u ~ .... not !o " 

(j.I 

, 

."''''"'~;'''' .. ~"' u~~ CON~NTlAL 
~%suRP . . 

, " 

~ 
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, CONFlOCN11f1L 
RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY 

TO EVALUATE THE lMPACT THE FREEDOM OF 
INFORMATION ACT (FOrA) AND PRIVACY ACT (PA) 
ARE IlAVIN:;; ON LAW ENFORCU<lE~'T ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT MATTERS 

I !!nkOO'ID Subject : 1 so tnown as 

Interstate Transportation of Stolen Property (ITSP) 
Alexandria fi l e 87 - 3206 

I~:::QWP SlIbjP£t.
1 
also known as 

Alexandria file 87-3294 

Officials of the Clarendon Bank and Trust Company 
and the First American Bank have refused to divulge information 
7egarding checking accounts at their banks in situations 
wherein they have not actually sustained any losses as a result 
of lra~actlons which constitute ITSP violations. Bank officials 
appear to be concerned for the privacy of their customers and 
fea r that the customers could learn of any such situations 
from files of the Federal Bureau of I nvestigation. 

- 2 -
CON~NTIAL 
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3. Reduction i n 
or Potential 
frOll\ Present 

• 

• 
• 

CON~EN1IAL 

Current I nformants 
InfOrDants Resulting 
FOI PA Dlsc losute Policles 

~o additional i nstances or illfo~atioll regarding 
this topic have come to the attention of the Alexandr ia 
Field Office. 

- 3* - CONtlS£NTIAL' • 
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DOCUME!IT 1-1""9'--_-,...._ 
CONFIDENT IAL , 

U1'i1TED STATES DEPARTMENT OF J USTICE j/,C,;:'" 

IIIlIlH ... U OF I NVUT I G ... Tlor; 
. 

l~ tlll""V" "Ilil"\ 
:..an AntonlO, 'le " <o,, 

June .lu, 1'."~ 

Gl.'~I..i<AL ACCO;", I'J"::'G ornc,: (GAO) ,s,'C;:J'! 
'10 LvALl,A: .. ,:,l IJ1rACT "IL l'!CU)O.1 ar 
WrOR1:AT!Oli ACT' (rOlf,) A..!J PRIVACY I.e:: (P") 
A/t<, iiAVUG Q,j i..A .. 1..;PlRCLrIL.>T ACTrVITlLS 
fRi.hiOH or IUrO~':ATIO.' PRIVACY Ae',' -''''lTeR 

All information set r okt), helo,", 1.5 ~'ld"nfiea 
confldential unless othePWlse ~~lflea. 

o OWl");" ~s­

c ".t t,ns lndlvldual 
should pe rhaps Bureau of InvestlRation (rSI), 
and furnish that agency a clet .. iled " ccount of h~s activitles. 

"' 

The individua l l"cr...sed cxplinn.ne tnat .... cent newspaper drticles 
nad convinced him that the ["r "igl,t :'lot r,,, IIble ~o protect n~S ? 
identity . Stncc the ind~v~dual anticipated enterlng ~;"e l .o(C) 
professIon , he thOU,,"lt it highly ;>rohahle that ~uch "XpOSUl'C 
might preclude or cc,,.,,,liC<lte hIS c<I!'eer. lie decllned to be ~I 
introduced to rBI ;orelgn Cou~terinte11 igence repr .. sentatives ~~~ 

·I'h i S 
of the 
vour agency; 
outside your agency, 

CQ,lrgF.1TIAL 

ClaB~ified by 1665 
Exempt froJ!lj'GDS . Category 2$3 
Date o~ Dec ~s5ification Indefinite 

neither recolmnendations nor conclusion$ 
property ot the raI and is loaned to 
contents are not to be distributed 

-- 1.1 
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-DOCUMENT I --,a~o?.-__ 
c 0 N i"....!.1? E N T I A L 

VSITI:.<l S'fATf,S DJ:.l'ARTMEr;T OF JLb) _E 

fEDERAL BUIIEAU Of INVESTIGATION 

201 Eut 69th Street ' 
New York, New York 10021 

July ~. 1976 

Oeneral Accounting Offlce (CAD) Stud- to 
Evaluate the Impact the Freedom of Information 
Ac t /Privacy Act are having on La;; En1'oreement 
ActivitIes POIPA Matter 

InformatIon Exchange Between Federal, State 
and Local Law Enfor cement 

ThiB occurred "'ithin the 

CON P IDE N T I A L 

This document contains neither recommendations nor conclus10ns 
of the Pederal Bureau of Investigation. It 1$ the property of 
the Federal Bureau of Investigation and is loaned to your agency: 
it and i t a contents are not to be distributed out81de your agency. 

/9ct;~· 
----------
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Inror~tion 
Act/Privacy Act are having on Law Enforcement 
Activities POIPA Matter 

2) 

I 

Law Enforcement Personnel's Ability 
to Obtain Information From the aaneral 
Public 

UPAP 
I b7C 

NY file 88-18123 

During the eourse of this inVestigation, a hotel 
doorman, employed at a hotel in Manhattan, was oontacted 
r"garding the fugitive's whereabouts. This individual 
appeared to have knowledge of the fug1tive, but stated that 
he was afraid that his 1dentlty would be revealed If he 
a~ldsted the FBI. The dooMllQ.Jl advlBed that he had read 
ill the newspapers that psr 1nf'ormants could be revealed 
and, therefore, he would afford no alsi8tance. All efforts 
tn convince this man that hi8 n~e would not be revealed 
"nre to no avail. (U) 

I I 
In attempting to locate a badly wanted fugitive 

"lk~';~~';'~;~'~:~;~lted by the FBI/DEA Joint Task Force, NYC, NI', had related that he "as peraonally acquainted 
wit t s n vidual. This source adv1sed that although 
he had seen the subject recently and he deSired to aid the 
FBI, he waa reluctant to asalat for fear of ca.promlsing 
his identity under the new Federal laws. (U) 

Seafarer. International ~ar1t1~e Union in 
Brooklyn , NY, will no longer provide information to law 
er,forceJllent agencles unless Berved with a lIubpoena. (uJ 

1) fleduction in Current Informants or Potential 
Infor~ants Resulting from Present FOIPA Disclosure 
Polici.!,! ______________ _ 

• 
\ 
\ 

---
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information ~ 
Act/Pdv8CY Act are having on Law Enforcement wN .... ~ENTIA[ 
Activities FOIPA Matter iMJ 

srebad she had read 
F. Buck.ley, Jr .• 
the FOIPA, A 

Buit 

• 

After reading the Buckley article, the info~nt 
was qu~te distraught and told this writer she felt SWP 
me~rB would take out some form of revenge on her should 
her identity and former association with the FBI be disclosed 
as she was sure it would. She said at one point she "mi9ht 
just as well go to work for that judge~ (who ruled against 
FBI in SWP casel. She stated that when she agreed to join 
the SWP to report to the Bureau, she felc her identity would 
never be disclosed by the FBI. Thill. vxiter a8~uxed her thet 
her name was not among the names of those whom the SWP was 
saekinq to make public , and that in .ffect, even those 
info~nts' names had still not been compromised even though 
the rulinq wae unfavorable to the FBI. Source was finally 
re- assured her identity would not be publicly disclosed~ 
however, had her name been one of those the SWP was seek to 
identify. extreme yODEt;:;;;11n WQuld have certainly been 
brouqht to beer on as evidenced by her fearB 
voiced to this writer. 

-3-
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General Accounting Off1ce (QAO) Study to 
Evaluate the Impact the Freedom or Information 
Act/Privacy Act are having on Lau Enforcement 
Activities FOIPA flatter 

(c.. 

, 
" Act or 

o Be ~aur", rough the Freedo~ ot Informat1on 
Privacy Act , whlch explanation h'" accepted. JJf 

C) 

[r:;=====~'~'~'~b~':":':::":':'~'~':':'~'~'~':-:'17jn~l'hed. capacity to recruit '-t::::: ~~ to the aBIIGt' a re-~ 

, , 

-.-

I 



General Aecounting Ottice (GAO) Study to 
Evaluate the Impact the Preedom ot Information 
Act/Privacy Act are having on Law Enforcement 
Activities POIPA Matter 

luctance 
of their 

to furnish information because of a stated (carr-Ll! 
identity being disclosed at ao~ future date. ~ 

An ex~ple followa: 

An Agent of tile NYO advised that a source of h1a 
whO formerly provided drug, loansharking. and other organized 
crl~e-related information now 18 moat reluctant to provide 
tll.ls type of information because the government can no longer 
prov1de for lila security. The informant specifically etsted, 
"if any organized crime f1sure knew he vas talking he would 
be k1lled lT1111cd1ately". (U) 

An organized crime lnfo~nt haB recently expressed 
great concern over the recent decision by the Supre~e Court 
not to hear a government appeal on a lo~er court ruling, 
ordering the Juatice Department to turn over Infor~ant files 
to the Soclal18t Workera l'art:. . The source h of the opin1on 
that it 18 onl: a m.atter of time before crim1nal informant 
fHes are made ava.1lable under ?OI-I'A. The informants 
productivity has recently decreased as a result of the above. (U) 

. 
Several attempt s have been made to re-open an in­

formant who, in the past, had been extremely cooperative and 
product1ve. This informant ~as closed due to a lack of 
production and all attempts to per8uade him to one again aid 
thi! Bureau have been negative. This informant refuses to 
cooperate agaln due to his belief that his identity and the 
fact that he 1s cooperating cannot be kept secure due to 
FOIPA disclosure policy. (V) 

It i8 realiged that the above ia probably repetitive 
however , 1a being aub~itted for your information. (V) 

C 0 H P ~'~~,T I A L"" 
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DOCIJMENr I ~"'LI __ _ 

UNIT ED STATeS DEPARTME NT Of JUS1'ICE 

f"El>lHA~ BIJIIEAU OF INYf.STIGATlO."-

Sacramento, Cahfornl3 
a July 11, 1978 
0.

" 
""" _,/~.Ic.r.: . lo<~r"q""'" CON~NTIAL 

.,....-o3-R61G.3 
General Accounting Offlce 

Study to Evaluate t he Impact 
The Fr eedom of Information Act (FOIA) 

and PT!vacy Act (PAj LS having 
on Law F.n{orce~ent Actlvlties 

The following are examples SubRitted by the 
Sacramento Division agents regarding adverse effects of 
the Freedom of Information/Privacy Act (FOIPA); 

Or Agp! 11· 1978 . nn jndluduAl bon ho~tacted 
,,'no was the (Subj e ct 
was a fugitive wanted for Unl awful Flight to Avoid Pro5e ­
cutlon - Fraud, and after his arrest on April ll. 1975, was 
indicted on a federal kldnaplng charge and a local homicide 
chnrge.) The father was In a unique position to furnish 
information regarding subj ect' s location; hOt.ever, a few 
houts after he was contacted by the FBI, s ubject appeared 
at the father's home and the father not onl y failed to advise 
the FBI, but also aSSisted In subject's attempted escape by 
loaning him a car. 

On April I I, 1978, a second contact w,th the father 
by Bureau agcnt (and before s ubJe ct was arrested as II result 
o f infonllation devdoped from another source), the father 
stated he had aSSlsted subject because he could not trust, 
and did not believe stat ements made by the FBI regarding 
sub j ect because of the recent publicity about the Bure au 
(all as a result of t he FOIA). 

As a result of help given subject by the father , 
subject was no t arrested untIl he had traveled 100 mIles in 
an attempt to avoid arrest , 

........... . ... .... .. . .................. . .... ... ..... . .... 

Th i s document contains neither reco~endations 
of the FBI. It is the property of the FBI and 
your agency; it and its contents are not to be 
ol.1tside your agency .• " " .• c n ••• • ·n • • nn ••• .,· • • , 

, 0 • ·'1 
• .c ••• , ~. 

\ .: . ;:E :;:,c.' tl Cl ... ::R;iISF 
S ""H .... ·1~. _ _ .. 

/10-.J - [,8' 

nor conclusions 
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G~NERAL ACCOUNTI~G OFFICE STUDY TO 
EVALUATE THE fMPACT THE FREEDOM OF 
I N FOR~TION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW F. NFORCEME~T ACTIVITIES SOORhENTIAl 

On "'ay 6, 1978, :;A ~ L at the Ve t e rans 
Affalrs traller located on t e campus of Callfornia St ate 
Unlv e rsity at Sacramento, did request frol'! a Veteran Repre­
sentative certaIn veterans course registrat Ion and app l Ication 
flies. At that time he produced the files of three lndi­
viduals and said that if more flIes were needed he would 
gladly p rovide them. 

[;~~. A subsequent VISIt to r eview additional records by 
SA ! I revea l ed that the Registrar , CalifornIa State 
Unlversl y, had been info r~ed of the records review of May ~, 
1975, and advlsed that Slnce the V.A. traller was located on 
carepus property and that the files may co ntain student infor ­
matIon of a priVate nature, school authority was needed before 
further access could be penDitted. lie further advised that 
the school could not permi t a reVIew of the flIes WIthout 
d.ircct permission of the s t udent or through subpoena. He 
stated that the r e were no V.A. regulations regarding access 
to said records and that on several previous occasions they 
had been examined by outside agencIes. 

The Cal ifornia Junior College Legal Counsel feelS a 
p:!'oblem exists regarding the release of s t udent records even 
when an agent is i n possesSlon of valid rel ease form.~ from 
the student . 

An FBI applicant furnished a release to secure all 
p"rsona l and financial records by the PBI . Wells Farso Bank 
r"fused r eleasing the information wlth or without a release 
b"cause of Right of Privacy. 

The Novembe r 29 , 1977, edition of th e 
cllrried a lengthy article concerning FBI i nvest' 
SllS and New Left dunng the per iod around I!HO. 
conta i ned direct quotations from i nternal 
enanating from both the Sacrallento OffIce 
effective ness and e xtev,J:.Wf info r mant 
both on and off campus ~J During that 
was the foremost source 0 any law 
Sacramento area. The article 
conversations and telepho ne 
SUS gfOU(I to tile source in an e f fort 
Who had Infiltrated the groUP3~lV-J 

, 
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• 
GE~ERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (ForA) AII'D PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES ~NTIAL 

The source felt that thlS was an unjustified 
dlsclosure of confidentlal information furnished by him 
~'hich could com.:elvably result ~v.opardy to hIS reputatton, 
e",plovment and personal safetY ~~J 

It IS noted that 
ar.d can-fully screened 
of these persons 
flIes, it would 
ill 

small, cohesive, 
ShoUld several 
of their _h, 

A hIghly sought·after fugitive, wanted for fraud 
and possible murder, was living under an assu~ed naDe in 
Reddlng, California. Three Congressional inquiries had been 
made regarding the status of the case because of notoriety 
of the subject's pnor actintles In the WashIngton, D.C. 
area, and false gove r nGent ~dentlty used In hIS assumed 
identification. Subject ... ·as perpetrating a new multi-hundr ed 
thousands fraud wlien !lgents be caine aware of his nel\· identity 
and pOSSIb l e location. Contact was made at his bank and the 
manager \oIas made aware of his status, but notifIed the 
subject, and his rationale for his act was because of FOIPA. 
The subject fled but was apprehended later due to an all-out 
State alert. 

The Main Post Office on Royal Oaks Boulevard 
refused to give home address of an Individual assigned P.O. 
Box 843 in CarmIchael, Cahfornia. An er.'lployec stated this 
is a change In poUcy due to the FOIA. The employee stated 
an ofhcial letter issued by the investigative agency 
out1inJng the cIrcumstances surro undIng the need for the 
P.O. Box will he requested in t he future. 

On or about May 15, 1918, an agent contacted the 
UnIted States Probation Office at Capitol \(all in Sacramento 
regarding the acquisition of informatIon (file review) on a 
s,..t'Ject (Sacramento file 76-2943). The anticipated fil!) 
review was in 1.ne with the usual investtgative procedures 
established for these type of cases; however, upon arrival at 
the U.S. Probation Office, tile agent was refused the file 
review for fear by tile case'agent tllat the reviell' ... ould be 
in vio l ation of the Freedom of Informatlon Act, and subsequently, 

I a contact of It supervisor at the U.S. Itoba t ion Office yielded 
the agent w1 th the necessary results. 

3 
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GENERAL ACCOU'ff ING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
I~FORMATIOS ACT (FOIA) AND PRIVACY ACT (PA) 
IS IIAVING ON (.AW ENFORCEMENT ACTIVITIES 

On or about March. 1978, an agent was contacting a 
p,>sslhle employer of a fugitive deserte r at WelRstock's in 
downtown Sacramento. and he made an i n1t ial contact w1th the 
pe rsonnel dI r ector of the above store. Agent stated the purpose 
for tho inqUi ry to a recept i onist and she conveyed the messace 
to the personnel dlrector . App r oximately 4S !lllnutes passed 
before the personnel dlrec t or r eceived Bu r eau acent. snd 
subsequently stated that the only r eason t hat she found it 
necessary to have the agent wait fOT such a long time is that 
she had to con t act the We lnstock store ' s attorney and find 
out Just what i nformauon could be lIIade available to Bureau 
agent. 

l~~ource at a local Sacramento univerSity advlsod that 
his legal~epartment has counseled hin aga 1nst furnishinc 
information fTom records to federal Investi stars b l 

In an attempt to 
Sacramen t o unive rsity for · 
dec l ined Sacramento's request 
subject, mainly becaus;"':';',tn.e 
3[)8843 , SC 105-331)8). 1I"..,~J 

I • e . 
Bureau fj Ie C) 

tudent at a local 
ty offiCials 
in locating 

hIe 10S-

An indiVIdual was located who was 1n a unique 
pusition to act as an operational asset in foreign counter­
intelligence actlvitles . While w1lling to assist the U.S. 
Government for patrlotic reasons, he was unwilling to have his 
name appear in FBI files because of the FO IPA. (Bureau flle 
!05-210494, SC 2nO - 2?J (J..J 

(loas trans • 
expressed concern about the 
through lnformation WhlCh -:: 
Freedom of Information Act. 
assistance to the FBI. 

safety, 
1"8rn 

, 
identities being determined 

be obtained through the 
have con ti nued their 

was concerned about hiS 

on whom he reported might 

~J 

Initial information furniShed by California Department 
of Corrections requested protection o f his source of information. 
He requested that for source 's safety he would hope source of 
information could be concealed. 

, 



• 

• 

eeNl'!CENTlA~ 
The ,..n.ger of lank of America, Wi nters, C.lifornla , 

drcllned to live loan appli cation Infor.a ti on unless approved 
by officiAl of Valley A\IlOnd Growers Cooperat ive, of ,,"iet! 
the 10.n was concerning . 

5 ' 

. 
\ , 
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DOCUMENt: , 1:aa.<I.-__ -'-' 
• 

, 

sirte 1 

TO, 

"'OK, ~IAL hl 

co..unicatlQn are c las s ified 

Encloaed tor the Bureau are thre. oopi •• of mAterial 
attached to covar letter captioned ·0. S. r.bor Party , -

On Z~2!i~' : Ite lephoni CallY 
contactedl ; -Ito Ilrranve tor intarview . lie advised 
he was 'IVy ra \Ie n be interviewed by the FBI o r perllOnnel 
of other intelli.enaeGCzumnity aq.nel •• ~.uae any i nformation 
he .. ight prov14. wollld be 8\1bject to r.l ..... under the Freedom 
ot Into~tlon Act (FOIA). He explained he h4d been aUbl ect of 
an FOIA r.l.... ainee time he baa become very c rcumopect 

~ :::::I::~. ",lout .. of' cODV'er ll . t i n!) with sf _____ ~ interview _. !!,c hedu led the 
tol. _ 

hlo 

0' .~:, Tho 
• ~e.or.n4u. under the letterhead ~~ 

(XlNFIDEIft'IAL __ • _ 

,Cl ... iti~ by &121 r:~~j~~:'~; 
SXaapt t: GDS, Cataqorha ":I , 3 
Data ot la •• itioation tp4:t'In't" 'z 
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" 

Oc , ;;t=-' =::J l~[""1~ 

• 

u 

, , -

of ~U, s. Labor Party" which i: ;Otitled -Documentation ot 
APL-CIO COntacts With FBI."! _ _ J ll9Ie appears 
on pago two of Exhibit 2. wille s II. ac-orandWII dated 2/18/76 . 
.... itlL.subject. "Nation.,l Caucus of Labor C"""'\J.t:t.ees (NCLC); 15b - ~ 

""~J " 
I I adM-sed the ..... terial he had provided and which 

.... 8. reIe •• ea could have possibly identified hi. without his 
~. Apparently hill natne had been r .. oo"'e<! trau several 
paraqraphs but wa_ inadvertently left in the body of the 
third paragraph on page two. He teels that whether inadvertent 
or in error or whatever, the dama'1e was dona. All" result. 
he is extr~ly reluctant to qrant intanoie"" to the FBI 
and other aqencies. "" t.A.J 

I Istated he has not ccacannicated wi t h FaIRO 
about this ~tter because to do $0 WQuld entail another communicatio 
that might be written with hi. na.e appearinq on it. which 
communication, might be rel.ased under a future FOIA request . 

~) 
SAl I att_pted to a •• ur 

would do it. UtLbie ~ protect his identity, 
confidentiality of the information he pro.id ••• 

the l"BI 

:;
,8;;itd but stated he would discu •• hi. contacts 01 t I _ __J OIl two oondltlons. One, that the iDforaation and Ilis 
en y be prOtected. Two, that any Y7?randum thW i .. writt 

regarding the interview 9tl:ctL~:a~ the PSI made the initial 
request for the interv1ev .. _ ~_ .difficulty 1n granting 
the interview v .... not that lidl- not want. to cooperate with 
the PBI, but t.he f;t that his name would be associated with 
the information. IJ.) 

It i. noted that durinq the !ntervi.,.! Iwaa 
friendly and desirous of assi.ting the Pal. ala r.luctanc. 
in providing inforaation va. bIlaed sol.ly on the fact tha t .!nce 
hi. nama va. rel ••• .-d. by the PIlI on one occasion, it can Mpp<'!n 
ag.in., and it would !\av. an adver,e effect on hill private 
business and hie credibility ... a colleqe profes.or . ,.,v.j 

2 

b7, 

, 
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I 

COUP'IDBNTI1I.L 

o has been interviewed in the pact 

by the and a!ll'lU!Ml<l the FBI ~~'~'~'~W~'~'~'~R~'~~)~~~~I, these con ac G. e sa s the same a~t tutur~ _ ~ 
as expressed .. bout FBI interviews. U) 

~volunteered the following aboud I 
initho~him about a year a throu'Jh v.'L''-.~'''''R''''':''':''''''"_.J 

to lecture at. several 
o and haa nad seve:.:al 
1 . tat.eel thatl Illas 

"'fllrer I is 1nte111q8nt and interesting in conver"'"tion 
an excell~~t SSiiN!,llnd of the Y.ngl 8 language and 11 & 900d 

and_ __ enjoy. l18ten1n9 to tho Soviet point of view on a 
variety 0 topics thay have discussed. Otrar then t~e lunches, 
they have Qn9.9~ in no social activitiea,_ J int.erests 
4'1!11! in the U. S. Government and its functioning. and !lotivities 
on Capitol Hill. ~) 

VO inter4st in I ~a8 explained tiS nerB: romJe!&id any questionablo 
ouao suspicion 110 ut 

1<>( 18 ear with who 

. , IThe PilI's i 
tct . H.. adv i. 
maierIa!' or Bcted in 
their relationship. SA-;;~ 
advitl:ed he ...aulci be in €Cuc 
suspicion in any future contacts. 

activities arous 

, 
I OiYf,I I 

J 
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Fro.ae ,~~ :J-2'·m • , 
DOCUMENT;! ea, 

TRANSMIT VIA 
• 

PRECEDENCE CLASSIF1CAT10X 

o Te1ei.!"" L:J lmll"dJllte o TOP SEeRET 
C r.co ... ,le o P"orlty o SECRET 

'" Alftel o Routine 0 

_'114111144-/ DEF'TO 

o CI.I::AR 

D.te 8/2/78 
--------------------- ------------- -- --------- ------, 

TO, DIRECTOR, FBI 

SUBJECT: 

(ATTN: ROOM 6280, TRAINING AND RESEARCH (TNIT, 
FOIPA BRANCH, RECORDS MANAGEMENT DIVlSION 
AND I NTI'LLIGENCE DIVISION, CI-l SECTION) 

FOIPA 

PORTLAND (190-1) (Pl 

ENPORCEJQ;NT 
MATTI':R 

Re Bur eau airtel to Albany, 6/16/78. 

'-

Enclosed for the Bureau are six copies of an LHH 
which 15 self- explanatory . 

The dateline 1S shown as WaShingt9il~' :"~. :'~. ~'::':O::.:':Ef~iL 
appropriate protection to the asset, who iS ll I~~~ 

SI·.I31 

_.. - -, 

.~ 

~ 
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DOCUMENT I-'''QY~_, __ 
, 

UNITED STATES DEI'ART~tENT or J USTICE 
, 

VEDEMA •. BUIIEAU 0., lN VESTl GATIO J< 

washtngton, n. c. 

2, 197B 

GENERAL ACCOUNTING OFFICE (GAOl 
STUDY TO EVALUATE THE IMPACT 
OF THE FREEDOM OF INFORMATION 
ACT (FOI PA) AND PRIVACY ACT (PA) 
ON LAW ENFORCEMENT ACTIVITIES; 

FREEDOK OF INFORMATION ACT HATTER 

CC' -

l~) ~n August 1, 1978, an l nforrnant of the f"BI, who for 
the past eIght years has nrovided highly reliable and va luable 
~nformatl.on concernl.nq foreign countenntelligence (lOCI), domesuc 
security (DS) and cr im~nal inve9t~9at~ons, advlsed that he was 
no longer 901ng to report FeI and DS Info~t~on to the Fsll 
Il~s decision not to furn~$h l.nfol."l!llltl.on in these Matterg Was 
due to h18 fear of be~ng comprom~sed through any court 
dec i sions whlch ~ay force the revealing of informant f },les. 
or as the result of t he Freed~ of Info~tion Act. ~l~) 

Specifically,' lnforl'lllnt referred to the recent 
orders by Judge Thomas Gr iesd in New York to u. S. Attorney 
General Gr~ffin Bell to turn OVer informant files, and the 
Socilll18t Workers Party (SWPl suit aqainst the FBI. Inforl'lant 
believed that the re lease of any FBI informant files WOuld 
Bet a precedent 1{,d there would be no guarantee of Confldentlal1ty 
in the f utur e A\\).) 

Informant stated that lf in the future the courts 
and the government can assure compl ete con fident1allly 
through future deCISIonS and aetlons, he would conSIder 
assistIng the FBI in Its lnvestigations!£oncerning for~ign 
counterinteillgence and domestic 5ecuritY~~~) . 

? _ L1a"i~hIA£ "P;\7~~ 
llt~1y on: OADR !:b ..... C)~ ~ 

ThlS docu~nt contaIns neither rec~endi1ions nor conclusions 
of the FBT. It u the property of t he FBI and is loaned to 
your agency; it and its contents are not to he dlstrlbuted 
outSIde your agency. 

"" •. <rY~ --~~'\ ) "~ ....... 
PI .<~ ••. .• .,,, , =--=..I~ 

, Z • ___ ~ 

i,

li
1

t'i' 0, ;---" ". ;:c:;1~I-,;-;-::>....:1f. 
III a" ".v , 

-.-. "" 

-1 *-

-
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'" , DOCUMENT f'i) frL-i,l-"::-C-: , 
C[..ASSlfo' ICATJO~ i _' TRANS~IT VIA 

o Tele~yPll 

PRECEDENCE 

o 1.".e<I",t.o 
o l'acB'lIlle o Pnoflty 

o TOP SECRET 
o SECRET 

• 

o CONFIDENTlA l. 

DEF'TO 
o CLEAR 

Date 

.M. DIVISION) 

?ROM: ADI C, NEW YORK (66- 6619) (P) 
D 

SUBJECT: GENERAL ACCOUNTING OFFICE 
(GAO) STUDY TO EVALUATE THE 
IMPACT OF THE FOIAIPA ARB_ HAViNG ON LAW 
ENPORCEMENT ACTIVITIES FOIPA HATTER 

A.: Enclos ed for your information I, one copy of a~ 
EM PubllShlng Co . advertisement di stributed at an ElviS 

Presley festival .n NYC, 8/6/76. 

Enclosure IS another example or the cOdmerclaL 
t abuse of the Fr eedom ot Information-Privacy Acta. 

--- 1 

On 7131118 J l advtsed " agent 
regarding biD ,. that because or the various ar t clea he 

the POIIPA he no longer telt sate 
~ellaved the FBI could not protect 
has thus made himself unavailable 

(/.0'1" 
Bureau (Enola . U\~ ·UAH) .co,. 
( 1 - FOIPA ) 2 C~.~ "(·~e 

1 _ Mew York .,. 

, . 1 " t~) · QI g CLASS 

_. . 
",I 

" • 

• 
0 '"" , ... 0 • , ...... 

c, 

, 
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DOCUMENT I .. "u." _ _ _ _ 

'. I 

UN1 T hD STATtS DE l' ilRnl f.NT or JUST,ICE 

• 
FED~RH aUREAU OF rNVEST 'C~TrON 

• 

. .. . 
. . 
• 

I!1PACT THE: FRI:EDOH OF INFOR:1ATION _ 
PRIVACY ACTS ARE HAVING 0« 
LA\~ ENFORC~E""I' ACTIVITlES 

COl,FIIlEKTIAL 

Information eKchanr,e between Federal, state and l ocal 
law enforcement agencies 1-______________ • 

TheN< are no reporte<l problems in this "rea . (U) 

Law enforcement personnel ' s ability to obtain information 
frOlll the general pubUc:_ _ ______ • 

'1 

were discussed w~th representatives 
rom t e company and the CD was subsequently advised that 

the company was concerned about the Freedoq of Infornation 
statute and had decided that they shou ld have no relationship 
with the FBI view of the f act it coul<l serio 

they were 

In Denver, Colorado, investigation determined a 
fugitive wanted for Unlawful Flight to Avoid Prosecution -
Escape , could posdbly be reached at a certain telephorie 
n~ber. The local tel ephone conpany was requested to advise 
where this number was located . They subsequently advised 
that the telephone number was a non_published number and due to 
the Freed~ of Information _Privacy Act (FOIPA) they could no 
longer furnish any info~ation regarding non- published telephone 
numbers to the FBI. They advised the information could be 
obtained only after issuance of a subpOOlna. (U) 

CONFlDENTLAL 
Classified_ " nd £~'\f by: 2110 
R:~i.TI: F~I~lJrGlj·2 T2J D) 

t..-.~U""":\ Thill document contains nli~ 1'- c- .o.t10ns nor conclusions of 
i "!Ohe rBI: It is the property of the. B . and is loaned to your agency; 

/ It and ~ts contents are not to be d:tstrl-buted autsid<:! your ... geney. 
'-'0."" " 

• 
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COHf)(lEm'IA1. 

I MPACT THl: FREEDOH Of I NrOR.'1ATION_ 
I'RIVAC'I' ACTS ARL HAVING OJ. 
LAW tNroRCEMENT A~~rVITIl:S 

, . 
• 

': • 

Attempts to locate a fugitive wanted for Unlawful 
Flight to Avoid Prosecution _ Hurder dete~ined that the 
Subject could possibly be located through a Denver, Colorado 
telephone number, The Denver telephone company wou l d not 
furnish the respollsible party and address for the telephone 
number without a subpoena <Jue "to the rOIPA. (U) 

J) Reduction in current informants or potential infonnants 
resulting from present Freedom of Information_Privacy 
Act disclosure pelicies: 

There are no reported problems In this area. (U) 

4) Miscellaneous: 

There are no pertinent co_ente. (U) 

" 

• 
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DOCUMENT I ""6..1..2 __ _ 
U!'ITED STAT~.S IJ£I'ART~U:NT OF J USTIC E , 

FEDE~AL BUU,AI) or INVI:STIGATIOI' 
san Franclsco, Callfornla 

,. ""PIT ......... Ro( ... 
FoIot .~. JllIluary 18, 1979 

" ") w, 
, , 

. 

C ON F IDE N T I A L 

IMPACT OF FREEDOM OF INFORMATION ACT 
(FaI .. .) AND PRIVACY ACT (PA) ON THE FBI 

The follow1ng examples deaonstrating the detr1mental 
l~pact of captioned act on FBI operatlons are belng submI t ted 
1n general terms in order to prot~t sensitl.ve information 
and Ldentit1es. All lnc1dents hereLn descrLbed are doc~ented 
and retrlevable through the San Franclsco Office.( u ) 

INFORMAL EXCHANGE WITH OTHER LAW 
ENFORCEMENT AGENCIES 

DurIng the course of an InvestIgatIon of a l leged 
vlol atlons of the Racketeer Influenced and Corrupt Organizati ons 
(RICO) Statute involving Interstate Transportation of Obscene 
MaterIal - ChIld Pornography, our Agents became aware of a 
parallel lnvest1gatlon belng conducted by the Internal Revenue 
Service (IRS). A cooperative exchange of i nformation between 
agencies would have, in all likellhood, elimInated duplication 
of work and resulted in a much ~ore efficlent and productl.ve 
prosecutlve effort. However, when approached by us. IRS advised 
that they are prohibl.ted from exchanglng information w1th 
the FBI and the provisl0ns of FOIA-PA. As a result. San 
FranClSCO feels that a great deal ot information relevant and 
probatlve to our case has been rendered unavaLlable . ( U ) 

OBTAINING INFORMATION FROM THE 
OENERAL PUBLIC 

In an ongoLng lnvestigatlon of allegatl0ns relating 
to the improper purchases of property under Federal Housing 

~ -' ! Authority programs. Agents have a contLnuing need fo~ background 
f 1 i informatlon relatlng to subJects frOM various companl es. we 
.., IT;';j : have recently been advlsed by II local utllity that henceforth, 
.! I.'. such infoIlllatl.on will only be supplied purtHlant to II subpoena. 0..1 

.., tv ~ .,. CUSS:~I~!> f,"') ",w";:1) BY fill 7~ £if • • , 
'
",r . """ ". 
OJ, ~ " , __ , _ ." 

;;- '? . 
, .t 

r~ ':,l. ! I,"; J,. <") 
" ' ~- " . I"'~f'- " I~;: " -"DO'" _______________ .......... ____ ""'_ ... ... of! _" lia.s _____________ ~ __ _ 

• 

• . ' 

ThIS doc~nt contains 
of the FBI. It is the 
your agency; It and its 
your agency . 

.- -- -. - .. - -- "- - . 

nor conclusions 
is loaned to 
distributed outside 
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IMPACT OF FREEDOM OF lNfORMATION ACT CON P I ~ N T I A L 
(FOIA) AND PRJVACY ACT (PAl ON THE FBI 

They are concerned that theIr disclosure of such lnformation 
to the FBI ~ay be revealed pursuant to an FOJA-PA release 
thus exposlng them to some sort of CIVIl liabllity. The' 
utIlIty sees the subpoena as the only way in which it can 
protect Its own lnterest. (uJ 

A Fraud AgAInst the Government Investigation 
InvolVIng numerous VIolatIons of Title 18, U.S. Code, SectIon 
1001 (False Statements) was instItuted as a result of 
lnformation provided to the FBI by a prIvate CItIzen. At the 
time the allegatIon was made, complainant expre&&ed great 
concern that her Identlty would be disclosed as a result of 
some future FOIA-PA request. The informatIon was obtained 
only after an express promlse to protect her Identity was 
given by the InterVlewing Agent. (V) 

Another Fraud Against the Government lnvestlg~tlon 
Involving false bllllng on governaent contracts as well 
as alleged i~prOprlet1es 1n the aWarding of contracts valued 
at several milll0n dollars was also instituted pursuant to 
InformatIon from a prIvate CItizen. That lnformat1on was only 
obtained upon an expre88 pro~i8e by the lnterviewlng Agent 
that the name and identIty of the complainant woul d not be 
documented anywhere ln out file. His reason for requesting 
such was that he did not believe that hl8 identity could 
be absolutely protected 1n light of FOIA-PA. (v) 

:::;;;;;:;~;;;;;;;;:;;;:;;:;;;;;;;::;;;;:::;;~;r." e reason glven ~or 
elr reJec 10n was a e nr was concerned with adverse 

publlC1ty whIch might result disclosure that they had 
cooperated wi th the FBI. 

~ ____________ ~ __________________ ~J 

CON ~,DENTrA L 

2 

• 
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IMPACT OF FREEDOM OF INFORMATION ACT CON F 1 DEN T I A L 
(FOrA) AND PRIVACY ACT (PA) ON THE FBI 

~)I 1 he referred our Agents to corporate legal 
for the purpose of attalnlng permisSlon. ThaL permisslon WlIS 
denIed because under FOIA-PA the bank and e~pLoyees IdentIty 
could not be protected. In addltlon , ~~e bank's chief legal 
counsel cited oeveral examples wherein thiS type of cooperation 
had been exposed to the detriment of the corporation and Its 
empIOyee.~ 

CO N FlO ~ T I A L 

, 
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DOCUMEl1T I ~.s",-__ _ 
UJI,lTED STATES DEI'ART.IU; "'T Ot· JIJSTICE 

COlil'KlfllTiAl 
sacramento

l 
Californi a 

January 7. I!Ha .. 
• . .. 

IMPACT THE fR£800~ Of INfORMATIOif'~'] 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORC~NT ACTIVITI ES 

. . 

The following are examples submLtted by Sacrament o 
Division Agentl regarding adverse effects of the freedom of 
Information!Prtvacy Acts (FOrPA) 

An Agent. while conducting an investigation to 
identify a child molester at Herlong. California. made 
contact wtth the county librarian regardin! the molester 
The librarian could have identtfied the me ester by reviewin~ 
her library cards but declined to do 80 because of the Privacy 
Act. 

Paci fi c Telephone and Telegraph, Sacramento, requires 
subpoenas for all toll records The Department of Ju~tice has 
rules that they will issue no federal Grand Jury subpoenas for 
our Unlawful Flight to Avoid Prosecution claSSification except 
when sctivel investi atin third arties for harbor in "--, 

t~~~~~ This individual. being pat r iot c, wanta -.'00,-------­
but due to his poattion in the community and extreme 

fear that the FBI lJOuld reveal his identity because of the 
FOrPA, he declined to furnish any lnformatio~ The r e j ~ po 
queation that he would have been an exceIlen9 pc J 

ctrf:~~'('~~J NI-~"""'+ ' 
OEeLA' ;;:' i ~ " J;. (~:,- ' .­
., - I\O?O 

This document contains neither 
of the FBI It i3 the property 
your agency; it and its 
outside your agency 
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TRA NS llrr VIA 

o Teletype 

o Fac"DlIle 

(IJ ";rte' 

~'R ! 
,DPCUME!lr/·_.t.,..qL-+-i _ _ 

CLAS SIFICATI ON: 

.oJ' ::r ~· ,' . D UNCL AS 
,!, ., . '.li 1/22/ , 

, , , , , 

,. .; , " ", .t.",", •• ,~*~ nllC_-:::"c'-"c''-'-:-cc:i --- ---- _. -; :;,u::m1':&- - - - --- - - - --- - _. --- --- -- -- --- - - -- --

FROM: 

n ' , . 
r 

DIRECTOR PBI (~- H --'-.- ~ 
• A'M'N:ratnr;;; and- Re8ear~~ U 

PO A Bta"clpRsslft 6~C"""'" 

LOS ANGELES (1 90- 255) (I) (P) 

OF INFORMATION -
PRIVACY ACTS (roIPA) 
ARt HAVING ON LAW ENFORCEMENT 
ACTIVITIES 

.. 

-

Bureau 81ttel to Albany and all o ffices dated 
12/L8/78. The following eUII_ples o f r ecent POIrA Impact 
on FBI operat ions within the LOS Angeles Divi sion are being 
submit ted f or the Bureau's information, 

Recently t wo Special Agents of the FBI in Los 
Angeles contacted a former criminal infor",. nt. During this 
contact. the f<HIIl"r cdmlnal inforraant int roduced the Special 
Agents to a young black ~an who waS a street type person 
with liraited education and who supposedly had infor. ation 
reqardlng an Ind ividual believed to be r esponsible fo r s",veral 
bank rObb.rles with the Los AnR"'lea ar",a. This individual 

~(y' 1~1~s:t: /'1 {}- 3 ~ /~ 7 
~ - Bureau or - LOS Angl'lles 

kA.J/sjl 

'" 

{C ( q,...,,.,.....J.!. £(lV 

ro IPP 
, 

, , 
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LA 190-255 

refused to cooper~te wlth the Special Agents because he 
was familiar with the provisions of the Freedom of Informa­
tion Act and felt his identity ~lqht be disclosed and the 
person he was giving Info!~atiQn about would learn of his 
:~~~ l t tv' (Tb' ) informatIon Is docu~nted in Los Angeles 

Recently another Special Agent of the FBI vas 
In contsct with an IndivIdual who had slglflcant Infor~ation 
regarding a large fraudulent withdrawal ring thst was defrauding 
banks in seversl states {ncludlng banks within the Los Angeles 
area. This IndH,ldu41 advised that he did not wish to 
be developed 88 sn informant and was extremaly reluctant 
to furnish any assistance because of the FOIPA. The Individual 
emphasized to the Agent that because of the POIPA, it was 
his opinion that the FBI could no longer protect the Identity 
of confidential source~ . {This infor.atton is documented 
in Los Angeles filel I 

tJ ReCeOtly ['95 AggelC$ hu had one highly placed 
informa~ 'terminate his relationship 
with the PSt because he believed he could not be assured 
of confidenth.lity . dThi$ ;f;ce of Information is documented 
in LOs Angeles fl11 .~} 

'" 

Islon 

ecause ese peop e were ~ware 
elT con dentiality might not be able 

by the FBI. , 

MISCELLANEOUS 

During the recent investigation of a theft of 
government documents case, the FBI, LOB Angeles wal supplied 
Information which indica tes that a former Special Agent 

, 
- 2 -
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LA 19()-255 

of the YBI. u'lng hi. knowledge of Bureau operation. acquired 
during hi. e.ployaent . hal been able to identify Infar.ant. 
fro. doc~nt. relealed under the FOtP~ to a pro.lnent 
attorney In San Pranclsco who reprelent. gr oups which in 
the PAil have been Inve,tlg.ted under do_a.tlc security 
capt Ions. 

• 

• 

\ 

• 
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1'D-36 \11<" 1-u-nl 
t· B I 

OOCUMOO\' • 

TRANSIiIT VIA' PRECEDENCF. CLASSIFICATIOt;· 

o Te"'t~pe o Im.,&d ... t.e o TOP SECRET 

o t'acl,m , le o PrIority o SECIU.:T 

0 AJRTEL o Routine o CON~'IDE!,\TIAL 
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FREEDOM OF INFORMATJON­
ACTS ARE HAVING ON LAW 

ENPORCBWENT ACTIVITIES 

, 

Re Olrector atTtsi to Albany, dated 12/18/78. 

a source's reluctance to 

,~';d :::::: ;:::;;::;::, because 
b exposed due to 

Recently, SA of the PhoeDlx Dlvlslon attempted to 
records from II loeal motel and was iUltially ref used 
to the records, the Clerk expressing rear ot release 
FOIPA, however , after sows persuaslO~ the intormatloD 
was made a:yaUable·fX.j 14 jEC.1l5 / f(rJ - / 3S 

,.n ~\"Iq 
,\, ",if ~ J~N 17 1979 ,-

\ 
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EVoN. 

, 
DOCUMENT 1.o3LI ___ _ 

rED ST,Ht.S UJ.I''\RTML'IT JLSTlU: 

FEDER A L B\,]II£ A V O F IN n :' :IGATIOl' 
New York, New York 
february l~, 1979 

General A~counting Off ice (GAO) 
Study t o evaluate the Impact the 
freedom of Inf ormati on Act/Privacy 
Act are Having on Law Enforce~ent 
Activities (fOIPA) Matter 

S E ~ E T 
l) Information Exchange Be tween federal, State a~Looal 

Law [nforoement. 

No adc1i t ional examples availabe . (U) 

2) Law Enforcement Personnel ' s Ability to Obtain Infor~tion 
From the General Public . b 1 

--;Th"j"''"'iCn"f'o~'=lIa;,;.;. o;:::n-;i~'''''p;,"o","j''"."';-;o"n;-;."n,."Cn;f'o;';.;i1i;'''''''o~o;n'f'i"C.;n"'"iC.'';-;b;.",;,". ,:=J(5 I 
without oustomer authori~atio~~adminiBtrative or judicial 
subpoena or search warrant . ~ 

Subsequent to enactment of falPA l egislation, the 
financial institutions have become increasingly concerned that 
any public disclosure of the aforementioned confidential relation­
ship with the fBI could cause them loss of confidence and business 
in the international business community, as well as the possibility 
of becoming involveo in an "international incident" that could t.v.J 
i=pac. on their ability to maintain and operate facilities abroad. ~ 

1,.:;-6.1 s E "t)4 E T 

ll1 'f. Clauified 
, 4 Exempt fNM 

3" 
-Date of Decl 



• 

• 
, 

General Accounting Off~ce Study 
to Evaluate the Im~act the freedom of 
Inforlllaticn Act/Pr:l.vacy Act arlo !laving 
on Law Enforcel~ent Activities (rOIPA) Matter 

• 

"';~;::.it is impossible to c!ocWllent. the total impact 
theoe laws had on overall investigative effectiveness, there 
has been a recent no1:iceable reluctance by "the banks to furnish 
financial information in FBI investi&ations. Legal Departments 
of ~everal New York banks are studying their disclosure procedures 
and it is the opinion of the NYO that financial infoVT~tion w~~~. 
become increasingly difficult, if not impossible to obtain. ~~~) 

3) Reduction In Current Information or Potential Informants 
Resulting From Present rOIPA Disclosure Policies. 

No additiona1 exa~ple6 avai1ab1e. 

SECRET 

eE"''''-' • • • ... - ~ '-. "-

• 
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[JN ITE U JUSTIC E 

f' ED£ RA L HU Jl EAtJ OF INVEST IGA TION. 
Los Angeles, California 

February 15, 1919 
. . 

1 Jil. 

II~PACT THE ~'REEOOI~ 05' INFORMAT10N _ PRIVACY 
ARE. HAViNG ON LAW Ern'ORCE!'.!';);T ACTIVITIES 

The following examples have occurred ~'i~hin tt:e 
;'05 Angeles DIv!slon ot' the FBI and Indicate an adVerse 
Impact upon the investIgative operations of the Los Angeles 
DIVISio:) by the Freedom of Infor::latloll Act (FOIA) and the 
?rjvacy Act of 1974 (PA), 

I. INFORMAT!ON 
S'l'ATE AND LOCAL 

FEDERAL, 
AGE'JCIES 

During the InvestIgation of an app:lcant for 
Exec~tl ve pardon and clel!'.ency . the Los Angeles DiVIsion 
requested tt:e Phoen1x ~lvls1on to contact the United Sta~e~ 
Proba:lon Office in PhoenIX to obtain the nece~sary file 
numbers so that Los Angeles could retrieve the applicant's 
probation records WhICh were stored at the ?ederal Records 
Cente", Laguna N.1guel, Callfornla, PhoenIX t.elephonically 
adv~sed the Chief Probation OfflCer in the Phoenix area 
has refused to authorize the FBI to review the applicant'S 
fl:e at Laguna Niguel and would not "ake the necessary 
telephone call to appropriate personnel of the Federal 
Records Center so that a revIew could be conducted, The 
ChIef Probation Officer further adVised he would only 
re:ease information regardwp: the appltca.:lt to the r'BI 
if hIS offIce first reviewed th .. apphcant's file. Chief 
ProbatIon Office adVIsed this was due to the ?CIPA. 
(Los Angeles flle 73-2422) 

IV, lolISCELLAN£OUS 

The following exaor.ple, while not specIfically dealIng 
~ .. H~. the FOIPA, 1ndicates general diffICulty the Los Angeles 

,2 Dlv~slon 1s having In obtaInIng lnfornation due to problems 
-, $10f prot-ecting the confidentiality of inforn.at.ton supplied 
~ to the Los Angeles D1vl510n, 

- , -
This document conta1ns neither recorumendation~ 
of' the PBI. It is the property of thO'! FB! and 
your ; it and its conte~re not to be 

g,~ In 
nor conclusions 
i~ loaned t.o 
di~tr1.b"ted 

-- --------

-



, 
, 

CONF/6tNTJAL 
IMPAC1 THE FREEOO~ OP !NFORMATIOK - P~IVACY AC~5 
"fifo HAVl,..:) ON LA ... • ltWORCfYf.N'I' ACTrVl'.:'H:s 

R~eel'l~~Y. an C!ltabl:8hed so:.::,ce of the Los A:1gclcs 
)1 ... 1,,10n was approached regard!ng !nroM"'..at l on the source 
~lght nave eoncernlng a revolutionary group based 11'1 
[.0" Angeles with (o:-elgn tH". The soc;rce e xpressed ,.eluc~lI.n., .. 
to orfer !n(orlllat:on clUng r:ewspaper 81't l <:lCII about Ll'.t' 
.BI being ordered ~y a j~dge tn rt1 3C ' Q: ~ t he !dentity or Its 
lnrO~8ntll. (:.os Arogel". f11\ KC) 

"l "IV., . I'A ' u hd ~_'J. ! ',L 

" -
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Fr .. IlI<v ,.,.,.,.1e. 
D.DCUMENT I. 

, 
" , I 3 3 

TRANSMIT \'IA PREC~D~"'CE CI-"SSJFICATION 
CJ T.!etype DI ........ te 

, 
o TOP st;CRET 

::J ~'ac.'.de rl Pr,,,,,,,, CSI';CRET 
[ A1rtel ~R_ .... o CO .... 'IDENTIA L 

TO, DIRECTOR, FBI (I~o·j) 
ATTN, ROOM "', 

FO!PA 

FROM, 

SUBJECT, , ACCOUNTING QPf'ICE (GAO) 
EVALUA'l'E THE IMPACT 

OF 'l'HE FREEDOM OF INf'ORKA1'ION ACT 

(FOIPA) AND PRIV";:,"'';zv''''i';,i'';,:A) ON 
LAW ENFORCEMENT " 

\ FOIPA MATTER 

Re Bureau ~irtel to Albany, 6/16/78. 

--------

'NO 

/ 
EnClOB~ for the Bureau are 

dealinq wlth the Com.unist part~~USA 
for filea under he FOl PA]{)tIfrJ 

'P~,:::,,:O::f'." "'" • requeet. 

The dateline on the encl0.ed LHK is shorn as 
Washington, O.C. to af!O~i~rotect10n ~o the as.et , 
Portland 426-QA, PO fileL-.J J ,,,.,,~, 

~.1 Jif~ J ot,. J.!:!!:.. 
, ~ .... V - 88 14i lBl!ltOn:w - "~.~= ,.Yo' ," b- iI.I i .. (It' .'" 

\~~ (o'~~ l:lasSlfled and f:xtend~ 4301 
~~ .. t Reason for Extenaton PC II, 1- 2 . 4.2 (2)(3) 
'!I\' Date for Review f 'jft.~.~ l!:!.hcation/)O/~9 

, "' .... . ' ..... X· II4/ $;-J--- 1- q 
2 - Bureau (Ene. 6) 2.:l i1' ~ ._~. 

:;gn:~~J' «, , 

,.,------------

-------
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DOCUMm ,-'?,'-'Y ___ _ 

UNITED STATES O[PARTME;';T or JUST'-CE 

PE DER~I. BUREAU OP 11<\'ESTIGATIOl'i 

Washington, D. C. 

March 1, 1979 

~8nrlBChiiltb -

GENERAL ACCOUNTING OFFICE (CAD) STUD~ TO 
EVALUATE THE IMPACT OF THE 

FReEDOM OF INFOR~TION ACT (Pot PA) AND 
PRIVACY ACT (PA) ON 

LAW ENFORCEMENT ACTIVI TIES; 
FREEDOM OF INFORMATION ANO PRIVACY ACT MATTER 

On F~bruary 22, 1979, a conf~dantial source, of 
known h~gh reliah111ty, adv1~ed that at a state-w1de meat1Dg 
of a state organ1zation of the C~unist Party USA [eFUSA), 
held dur1ng the fall -wlnter of 1978-1979, an announceu~nt 
was made by a long-tl~e establ1shed Communist Party (CP) 
leader, encouraglng all CP lI',elUbers to request thelr file!! 
fro~ the FBI. This leader further stated that the request 
for thelr flIes by CP members was creat~ng a r eal problem for 
the FBI and that all members should make thIS request If 
pOSSIble. Another Member announced to the gr oup that he 
had recently made such a request for hIS file from the FBI. 
Other members of thIS group have slso made requests for 
theIr flIes from the FBl.~~) 

The prlMe motivatlng force WIthin thIS CP state 
organlzatlon to have the membership make requests for 
thelr flIes 1S a party member and a local praoticlng attorney.~~) 

.<1 S·~r ""'-__ "" • ••• , 
".. "~ •• ~ .. ,-,f+1L • - ~ 

- .- "::2. _ iiIlI'IBI!!I'fI;\I, - ____ ... " 
' . 

DUE or R~' .­......,,-.If... ... J'3. • ~~ia~;~i;d and Exte~d by 4301 
Reason for Exten9ion CUI II, 1-2.4.2 (2) (3) 
~<)fOr Review for classlfication March 1, 1999 

~. 

"~ Sources whose ldentltles are concealed hereln 
ave furnished reliable lnformation in the past 

except where otherwise noted. 

ThiS document contains nelther reconmendations nor conclUS10ns 
of the FBI . rt 1s the property of the FBI and is loaned to 

~~~~i~~e~~~~ ~~e~:.lts conr,/?;_aj ~tiyZ, dlstribllted 

• 

---~-
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TR,H'SMrr VIA 
D Teletype , 

D Focllm,l" 

IX] Au1cl 

eo , 
PRf.CED~1<iCE 

D ImOled .. te 

. ~, "" r,,' ~ 1iIm:11 1:1" ·:,-····· . . . " .. ~ 

DOCUM[~'T I ~S: , 
CLASSWICATIQS 

o TOP SEC,R]';" 

'0 
D CLEAR 

I ~ " . . 
..... :', ' •. ' Dote 3/19/79 

• , , , , 

--- ----------~----~--- ------ ------ ----------------- --l . - '. . ~ 

F ( , , 

-

DIRECTOR, PBI (190-3) 
ATTENTION, TRAINING AND RES&ARCH 

UNIT. POIPA, rooM 62BO",~ 

SAC. DALLAS (66-1751) 

FREBDOM OF INFORMATION 
ACTS ARE HlWING ON lJ'.W ENFORCEMENT . . 

Re Bu~eau ai~te1 to Albany dated 12/18/78_ 

Enclosed fo~ the Bureau are o~Lqlna1 and fou~ copLes 
of a lette~head memo~and~ dated and captioned as above_ 

0> 

b7C 

Tho 

1. 1 
, ·1 

3. 

source of the c1ted examples a~e: 

, fe) 
,~ 

1 
CIVIL RIGHl'S 
00, DALLAS 
DL 44-7515 . .... ,i' 
UNSUB; THEFT OF 28 RIFLES FROM \11"":",,,,, 
CAL KlRTH SHIPPERS ASSOCI ATION, » 1 ~~~\1'" 
OM.LAS • TEXAS r ., l' 
~~s DALLAS (15- 12490) (t JV::';- -
~ 

L~ I q... . 
',i- >§IV U -h2 f O

' 1/ J r~,- 00, LOS ANGELES /'111: J - ~ U 
./ 't'lO.;&L 26-52063 Rtv 120 

("j-, Bureau (Enc :erSJ"'l° 
~ Dallas (1- 66-1751) 

(1- 90- 00) -.--
• . A. 

,.,~----
"'" "" o· ." ... ,. 

, 
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/. 1Iop(y. ""'- /I.<f« .. 
1)/0 N. 

UNITED STATES DE\'ARTMENT or JUSTIO: 

• 
rEDEIiAL BUREAU OJ' INVESTICATION 

Dallas, T<'lX<lS 
March 19, 1979 • ... ,,.., .:-' 

• 
IMPACT THE FREEDOM OF INFOlUo!.ATION 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Infopnants or Potentlsl 
from present FOIFA 

. , 

resulting from 
and privacy Acts. 

of the FreGdom of Information 

rnformatton Exchange Between Federal, State, 
and Local Law Enforcement Agencies 

1. permission was denied to interview several 
police officers concernlng a eivtl rlqhts lnv8stlqatlon of 
a suburban Dallas, Texas pollee department by an uSslstant 
Clty attorney. who represented the cEfleer .. , cltlng the Freedom 
of Information and Prlvaey Acts as possibly reveallng state­
ments WhlCh could be used agalnst the Clty 10 any future 
elll11 8Ul.t. 

Law Bnforcement personnel ' s Abl.lity 
Informllt l on from General public 

to Obtain 
0"'" O r-o ,il L 

VI () " :r> ,- .~'. 
'.... • J ' 

• 
" 0 " 1. Conf1.dentl.al lIource infoIT.Iatl.on reflected that~ :.,:-. 

an eroployee of II larqe photographic company 1.n Dallas, TeXII!l~::" 

This document contalns n~ither recommendations nor 
oonCluSl.OIUl of the FBI. It l.S the property of the FBI 
and is loaned to your agency; It and its contents are 
not to be distrl.buted outsl.de your agency. 

n" . 

L 
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IMPACT THE FREE..OOM OF INFORMATION­
p rUVAC'l ACTS ARE. HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

, 

w~s gOLnq to purchase stolen f 1fles as a gift for her 
husband. Efforts to l ocate the home address of the employee 
were negatl.ve. 

Attempts to obeaLn the address of the empl oyee 
from che p.raonnel department of her company Were delayed 
because o f fear the company might be sued f or releas1ng 
such 1nformat1on. citl.ng non-speCl.f1C prl.vacy legl.slatl.on. 
The company requ1red a Bubpoena to be 188ued to ohtal.n the 
,nformat1on. 

2. An apartment ~anager in Dalla~, Texas, WOuld 
not fu rolsh centr al records concerning a crimlnal suspect 
C1t1nq ganeral pf1vacy leglslation. The apartment nanager 
would not furnish the records wLthooe a subpoena. 

- 2* -

• 
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TRANSMIT VIA 

D.T..,lcty·pe 

o F"".,.ul~ 

t: R! ~ . 
DOCUMEHT I -"3,""_-;-_-

PRECEDENCE CLASSIF1CA'tION: 

[j h'''ed .. tecn~n~,TOP SECRET 
o Pr,orlty .... ~I"'...:UIltL'lECRET 

~ Aj~,, ____ _ L Rout .... 0 CONf'IDENTlAl 
I' ~ ;:; ,"(,f.UrlOIl e<tUHMID 0 EFT 0 
t.'. ,: ', ,~' , : .. ,.1]1.:1) 
t' .... ' - :,> t~l ~"J~ ~ o CLEAR 

______________ c~,~.:-:.l:~ ____________ ~.~e ___ - _C4'!C:C:C/c_7,_,9 _--_-_-_~, ______ _ 

, 
o 

, DIRECTOR, FBI (190-3) 

, 
RE, 

(ATTN: Training and Research Unit, 
FOIPA Ranch. Room 6280) 

SAC, LOS ANGELES (190-255) (1) {PI 

; -'~''''~C~T;;:::::::::-
T';"i'.v~FSR!:EEDOfoI OF INFORMATION 

:: ACTS ARE HAVING /--. 
• , I .. , 

, 
Re Bu reau aiIte! to Albany and all offices ~ 

12/18/18 . 

Enclosed for the Bureau are three copies of an 
LKM captioned as above and setting forth exa~ples of i mpact 
which have recently occurred within the Los Angeles Division 
of the FBI. 

• 

For purposes of retriev ing the location of the 
examples submitted at a later date the following file nu~bers 
are being set fort h which tile numbers correspond in sequence 
to the exa~ples in the LHM in the order in which they appear: 

h'- Bureau y - Los 

KAJ/sjl 
141 



I 

I 

• 

LA 190-255 

Mqflles 
Al'Igelu 
Mgel •• 

• • • 
• 

CONFIDENTIAL 
.M C=::J( fU:J(* I BUflle l OCt.) 

fin' !th-i" 
file 19&-171. Suftle 87-14034 1 

Los Angeles will continue to follow and report 
examples of l~pact in thi s area on a DOnt hly basis.' 

• 

- 2 · -
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DOCUMENT # ~1LJ.7 ___ _ 

UNITED STATtS OEPARTMEIH OF J U,sTICE 

r~j)ER~L 8UIlf,;AU Ot" lNV[SfH;ATIQ/>" 

Los Angeles, California 
April 11, 1919 

IMPACT 
THE FREEDOM OF INFORMATION . - .... 

PRIVACY ACTS ARE HAVING ON 
LAW ENFORCF.M.ENT M:TIVITIBS 

INFORMATION EXCHANGE AMONG FEDERAL, STATE AND 
LOCAL LAW ENFORCEMBNT AGENCIES 

of . b 1 

In August, 1978, Los Angeles Division of the FBI 
requested the Boston Division of the FBI to obtain informa­
tion from the Food and Drug Admini6tratton (FDA) regarding 
the failure and subsequent recall of a certain mechanical 
ite~ utilized in open heart Burg.cy . On or about March a, 
1979, the FDA advised the Boston Division of the FBI by 
letter that they were prohibIted by law and regulations 
from dl8closing certain InformatIon to persons outside of 
the Department of Health, Education and welfare (HEW). 
The information which was ptovided by the FO~ contalned 
numerous deletions which according to the letter "In the 
opin i on of the YDA, the information deleted need not be 
furniShed to you under the Freedom of Information Act ~nd 

This document contains neither recommendations nor conclUSions 
of the FBI. It is the proper ty of the FB I and is loaned 
to your agency; It and its contents ate not to be distributed 
outslde your agency • 

• 

• 
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• 

IMPACT 
THE FREEDOM OF INFORMATION 
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

• 

CO~ENTIAL 
is not covered by your request-, Because the Boston Division 
of the FBI was forced to abta!n the FDA material via a Freedom 
of Infornatlon Act request, a lon9 delay occurred in obt81ning 
the information. The original request was made by the Boston 
FBI sometlme in August or September, 1978 and was not released 
by FDA un t il March, 1979. The investigatIve matter being 
worked by Los Angeles involves the alleged counterfeiting 
of large quantltles of high reliab,LIty integrated circuits 
utill~ed ,n sophistIcated Ilfe support systems and medical 
equipnent . One recent death has already been attributed 
to the failure of a counterfeit part contained in a mechan ical 
device Which failed dur Ing open heart surgery. The investig~­
tion is of a high priority nature and vas delayed because 
of the ti~e lapse in obtalning the informatlon from FDA. 
In addItion, the infor~atlon deleated In t he mate r ial finally 
supplied by FDA Is cons idered to be critical to the prusuit 
of the invest igation of this matter. 

During a recent investigation an individual who 
WIIS interviewed by the Los Angeles FB I initially refu5ed 
to supply Information concerning the subject of the informa­
tion because he felt hiS Identity could not be protected 
under the Freedom of Information Act. After the Individual 
received assurances that his state~ent would not be made 
available t o the subJect under a Freedom of Information 
Act request, the individual f inally aubmit ted to intey view. 
The individual stated had he not received such assurance, 
he would have refused to cooperate with the FBT inasmuch 
as he feared revenge and retribution by the subject such 
the subject become aware of his cooper ation with the FBI. 

--- -- --. 

- 2* -
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DOCUMENT 1 .1l3c?l.2 - --

'" /IW, I'l00 .. R<I .. .. 
AA .... 

" 

UNITIW STATES D.:PAflTMr,r-;T OF JUSTICE 

FEDERA l , BUREAU OF [I<V~STrGATION 

St. LoUIS, MIssourI 
AprIl 17, 1979 

IMPACT THE FREEOOM OF 
INFORMATION -
P~IVACY ACTS ARE HAVrNr, 
O~ LAW ENPORCRMEST 
AcrrVITIES 
ST. LOUIS 01VISIO~ 

1979, a erai 

o;a~: ~ ., The inthvldual stated that he was reluctant 
~ !:; ... ;;> 0 SSIS e Federal Bureau of Invastlgatton because the , ". ·-.e hd d "" ,{ .,'""", organl:.:atlon a. In the past, released InformatIon an 
ci "~":"'; ' names to the publIC. The IndIvIdual was asked by the IntcT ­
de. :;'Ll.l;~ Vlewlng SpeCIal Agent If he waf) referrlog to the "Freedom 

'-,~ C. of Inforlllation Act," and thIS Ind i vIdual replIed In the 
affIrmatIve. 

ThIS InterVIewee advlsed th\! he WR 
concerned In thIS partIcular instance because 

xtramely 

J 

The lntervHlwlng Agent explained S~l\'cral of the 
"exemptlons" to this lndlvldual assuring him that hu; Identity 
could be protected, and the lntervlewee adVised that ~ased 
solely on this assurance, he would provIde the InformatIon 
requested If It came to hiS attention. The InterViewee 
gave the definite indication that he WQuld not have agreed 
to cooperate if hiS ldentlty could be known through the 
Freedom of Information Act. 

TbiS documont contains neither 
ot the FBI. It IS the property 
agency, It and Its contonts are 

conclUSIons 
of the FBl and is loaned to your 
not to be distributed outslde 

your agency. 

/90-3- J.13 
CO~rrrfAL 
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PRF.CF.OENCt -

o ! .... ed'ate 

o PII",.ty 

D~Cu~.~F..:T 1/ ~3~9'-~i ____ . 
, 

CLASSIFICATION-• o TOP SECRET 

(Xl SECRET 
o RO,,",nc I, f" f'I r-~ CONFID€STIA L 

',-: :.vht 10 UNCLAS E FT 0 

o UNCI.AS 
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RECORDS MANAGEMENT DIVISION, 
TRAINING AND RESEARCH UNIT, ROOM 6280 

SAC , WFO (190 - 1 Suo G) 

~T,Fl<EEDOM OF INFORMATION ",,,,,r f>I,; ARE ""HAVING ON LA'jl 
ENFORCEMENT ACTIVITIES -

wd 

WFO 

ReBualrtel, 3/20/79. 

Enclosed !lre origl.lllil 
captioned as above. 

and two copies of LHM dated 

" : Ihe interview was conducted 1n 

f1l~ Jrs) 
the investigation 

SrYtr:r 

eias 
Reaso 
0.<. 

fled and Extended by 42 
for Jix~: Felli. II , 1-2.4.2 (3) 
Revt~.;rOeclassificatl0n: 4/19/99 
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DOCUMEIIT I .54IJ!oe-__ _ 

UNITED ST.4.TbS Dl.I'.4.RT\lENT or J USTiCE 

FEDEHAL JlUlIt: .. lJ OF 1i\~ESTJGATIO,'; 

Ilashington, D, C, 20535 
Ap:-ll 19, 1~79 

IXPAGT mE FI\EEDOM Of INfOt!l1hTION 
P;,IVACY ACTS JUtE HAVING 0.'1 

lAll ENFORCEMENT ACTIVl TI&S 

P"OBl.i::MS lil1l{ CU,diN! INfO,jil.NTS 
0" POU:N!IAL INF{)i'./"WnS 

,lifT 

t:;;~;;;:;;;:;;:;;::::;:;:::;;;;:::;;:~;::;;;::;;;;;;;;~::2A~':::::t e emp oyee I'as 
e contro actor became the employee ' s 
or 30 years from now information furnished 
would be made public, thereby identifyine, 

U,e employee as has happened to other persons in recent 
times, The employee was not concerned with ~~ich release 
mechanism ~~uld cause this to come about, but the fear that 
it could happen caused the employee to rlecide not to 
cooperate, Special Agents plBn to tntervie" the employee 
again in Q fev"eeks, but at the ve:.-y leas t the FBI has 
been deprived of the invaluable information for several 
weeks until such time as the e~ployee decides to cooperate. 

This document contains neither 
reco1lllllcndations nor conclus ions 
of thf:O FBI. It is the property 
of the FBI and is loane~ to your 
agency; it and its contents are 
not to be distributed outside 
of your agency. 
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co, DOCUMENT I 3.L_-:----. 
TRAN$IW PRECEDESCE 

LJ h .. ,ed ... te 

CLASSIFICATJO~ F 

o TOP SECRET o Teletype 

o ~'.<.,,"d e 

eX Al RTKJ. 
o Priority D SECRET 

~ •• _ •• t 

o Ro~...,.·: - : .•.. _. (, . CON~'IUESTIAL 
t 0 UNC l.AS Ii: F T 0 

o UNCLAS 

r'" C,' -- -- --:.',:: ',C'"'' ,--" ----, --,~--.;~,~--~~--~,----" 
rro · 

RESEARCII UNIT, FOIPA BRA~CH . 

• 

" Be Bureau airteI to Albany and al l offices dated 
3/20/19. 

Enclosed herewttb for the Bureau are five (5) coples 
01 a LJUI captioned as above. 

Chicago will follOW aDd report all Inst ances of 
FOIPA interference 10 FBI Inveatlgatlona. For cert ificat ion as 
to the identity of the asset ~eotlon&d 1n part trne? coeD t1u 
of tbe enClg,ure, the Bureau ~y reter t o Sutt le_ _ 

I ,('CO) 

e - llurCIl'l (Ene. 
1 _ Chi cago 

Approved 

.~~ -, 
: ' ~' ~, .( 

.... . 0<,'. 

,,' ------------
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I. R.pl)', 1''- 11+< .. 
f\i. s. 

March 20, 
matter. 

CON~NTIAL 

lil\ ITLfl 5-flTl." IJLf'~ltT ,\l~ .. \T OF J L~T10_ 

fU».HAL HI MI At 0' 11<\·' ~T!G\ll"" 

CtllCG.I!;O. 1111no.l.s 

'i'IIh 
,cr 

"" 

Aprll 17, 197J 

I1!PAL"r THE FRRl:.UClW. OF INFORUA1'ION 
AND PRlVACY ACT ARE HAVING ON 
.:NFORC.t:!dF.N'l' ACTIVITIES 

Rctcrcace 1S being made to ilureau alrtel dated 
1979, roquestln~ fleld office response to capt~onod 

, 

The [ollow~ng ~nformatlon 18 being set out lnasmuch 
as it exemplifIes the etrects of Freedom of Inror~atlon_ 
Privaey Aets (FOrrA) legIslation upon investigat1ve effort~ of 
la .. enforcement personnel w1thin the ChlCago D1vision. 

.J 
1. , 

-, . 
'." Many examples have been cited whereby oftlcu.ls 
of the Veterans Admlnlstration (VA) have refused to provide 
background information eoncerning VA employees, many of whom 
have past crimI nal records . The VA bases their refusal on 
the Privacy Aet as interpreted by their l egal counsel. 

In addltlon and as an e~tension of the above 
pol i cy. a former pol tee O!flC~al at Lakeslde VA Hospltal, 
Chicago, who request" that IllS identity be protected, advlsed 
the FBI that he became aware of a kn~fing lncident in whtcl! 
the victlm cane to the VA Hospital for care. Althou~h this 
incident occurred off VA property, thls otticial was told that 
notlfication to the Chlcago PD wae fo rbidden 1n such instances 
and be was forced to report the incldent by an anonymo~s 
telephone call. 

No specl{lc FHI case nunber is available for 
citation regarding above. 

This document contalns neither recommendat10ns 
concluslons of the FBI. I t Is the property of PBI 
and is loaned to your agency; It and lts contents are 
not to be d1strlbuted outside your agency. 

..",.," 
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CON~Ef\ITIAL 
• 

2 • 

In an J.nv. st. i ... at.J.on ~"tll:l·.c, ' •. • DlIPLI .... 5. 
JLf';::rl<.~ "..I,:" .ort-} Tn D1 S:: >: i"'l: of 1111 :>0J.0 ('101), Cill"",!"", 
IllJ..'vJ.~ (eG 77· 22;;13). a ni oh-J'"a"kir-q 1"", ,nfoc cem!!nt 
oPl.cl"l ...,~ th- Stat" of l 11ino1." wno ls also a form!'r ~p. eVl,l 
,\C'-no;: of t:", Fe r t!;clin,.d 1;;0 COffill'~nt on " r,~l"tJ.v" of th~ 
a.n)licatlt, ~),:"r~S51!''' conc; rTl that: th i s d' co<> a tory info""'''t10"1 
".,uld 1"t,r b", nao" avai lab le to fa!"il y m"mb~rs u:;d'!r th." P,]JPr .. 

-o • 

o",~v~r, n~ 0 OWlnq O::.rop 
11',\ provisions have caused 1n 

~o~t valuabl~ ass~ts. 

contact l.T~q stating that 

"UI; 

h':!ll.tancy 10 has<.d on his i t a r o f being "cOInpror.lised via th~ 
Frl1o!':do:n of I nfoI'lllation Act " , The a S8!;! t lat ~!Ir offered to cut 
out th~ f i!lc~1I of th" i nd ividuale ut'lO:>'.r lnv·.st iqatl.on in an 
,·ffort to b", of alO,ust" ncO! but at t ho 51\,'" t lltl~. to prot~ct. 
:lll"s,lf fro:') a n FOIA n·l .. a lO'; . 

4. .Iise, llan~ous 

Non ... sub!:o. itt~d . 

,. 

CON~mAL 

- ----- ----------- .. _---- -------------~ 
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DOCUMENT # ~. '1fc;,3L-__ _ 

UNITlm Sl'AT' J::S DEPARTMENT OF' J US TI CE , 
!'EDtRAL BU ~ EAU 0 1' lXVIST1CATtON 

New York, Hew York 

General Accounting orrlce (GAO) 
Study to Evaluate the Im.pact the 
P reedo.:l or I nformat I on/Pr! vaey 
Act are HavI ng on Law Enforcement 
ActIvIties (rOIPA) Matter 

Information Exchange Bet ween Federal, State and 
Loeal Law Enforcement. 

No additional e xallples available. (U) 

Law Enforcement Personnel's Ability to Obtain 
Information From the General Public. 

poJJ oe,.,o ., .....:... 

'. , 3·., ·~t 
~>-\'j "'J,o'. 

C • El '" Rease 2 and 3 
OR O: 15/99 



GAO Study to Evaluate 
the Impact the freedom of 
Information/Privacy Aot are 
HavIng on Law Enfor cement ",ctlvltles 

, 

~ ______ J:J:c 

----iT"T.,--------- ---' 
J) Reduction In Current Informatton or Potential 

Informants Resulting FrOlll Present POIPA Disclosure 
Polictes. 

No additional axaIples available. 
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·DOCUMOO i 3:1._ 
_ TRAt'(SblIT VIA 

o T.,letype 

["J rac8,m,I e 

ac AlJtel 

PRECEDENCE 

o \., .... d'.te 

o P"Of"y 
L RO\Alne 

CI.ASSlF1CAT!ON 

TOP SJo;cRET 

DEF'TO 

r -- -~: ----~;~~;~~:~:~~;o~~~-- , 

9\.'ITENTION, TRAINING AND P.F.5EARC"l1 tr.'iIIT, 
~PA BRANCH, ROOM 6280) 

FROM: t,S~SA!': .... NTOfllO [19!l-OO) 

StmJtCT, 'TIlE FREEOO!l OF INl'ORHATION 
pnrv CY ACTS ARE HAVINC ON LAW 
BllFORCEMENT ACltVI'I'IF$ 

-. 
fie Bureau 41rtel to Albany dated 12/18/7B. 

\ 

Enclosed for the Bureau are five copies of an 
LI!~I eetting for\h the only known example of .. n adverse 
impact of the Freedom of Info~tion/Privacy Acts within 
the San Antonio Division for the p ... t month . 

ADMINISTRATIVE 

\ 

The ex .. 
a case .. nti tled 

e set forth in the e nclosed LflM concerns 

• o 
/ 

'" 

Approved ,,' -'.----------

• • , 
-_.--- .- ---_._ ... _-- ---
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CONSI!lU.1 iilL DDCUMElI'f I .,:,4;.,5" ___ _ 

UC>; IT£D STATES DEPAkTME NT OF J USTICE 

FEnERAL BUREAU OF , NVRSTICATION 

San Antonio, Texas 
,. ,...,., ....... 11+" .. 
N.I'I. 

I'1P1\f'T 'l'!rr rRf'P[IO" Of' J'lMR"l\"'II)'l 
PRIVACY !lC1'~ flRF: HII.VI>{r, O!l J.A'I 
£tlPORCI:!'EN';' A('TIVI'I'IrB 

In ea~ly March, 1979, information was received 

refused t~ 
~vu gc any 'n ormat~on conccrnlnq t e subject because 

) 

of thClC belief thac such disclosure, without the consent 
of the subJec t , would vio late the provisions of the Privacy 
Act of 1974. 

.IP'" 2do3 (,oUl~1""I4C.,,'V 
'."._ c. 

, 

b3-/Z07'3 
.I ,-' 

CoNlil'!lf.N11AL 

/. '10-3-
Thi s document con ains neither r ecommendations 

conclusions of the FBI. It is the property of the 
and is loaned to your agency; it and lts contents 
not to be distributed outside your 4gency. 

\ 
• --- -------
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I '" ·OOCUMENT' ~'//J;,---+ __ _ 

TRANS.lnT VIA 

o Teletype 

'" _ A Ail •• %","J_ 

PRECEDENC'iJOJlinI.. CLASSIF rCATlON· 
o r .... ftd •• te tf'U!ll1hfl'OP S.I!!CRET 
o PII,,:nty -'CJf5r:;CRET 

o ROlllmo 0 CONFIDENTIAL 

0 1':1"1'0 

, , , , , , , , , , , 
ALL l:fFO'lll'UtO'; Cl')nl1 W15l 0 CLEAR : 

.u;f,£1 N j~ \.iC;.MSllun note 4/24/79 : - _ - ______ ~.,-~ ... ~..:.~IlJ<II ___________________ _ ___ __ .1. _ _ .. __ .. , 

O . H"''R+'l~)I 

TO • • 

AITN: 
DIRECTOR, FBI 

MILWAUKEE (190-42) -P 

-

Bureau airteB to Albany, 12/18/78 and 3/20/19. 

The followint information was recently brought to 
attention of tne F! :; cnn;::;lor. Milwaukee Division, 

'"larding two separate. __ __ ____ ~lch are presently 
be ng operated by a Hi we. kee n .lc..) 

informatlo! in the past, expre51~~~n~::n 
the Agent might not be able to protect his 
and the informbtion he has furnished to the 
desired a&aurance that all possible steps to;j:,::::~; 
ident ity and information furnished would be t to p~event 
disclosu~e th~ough the FOIP~ requests made FBI. 

p~ovided 
worried about 
fu rnished to 
FOIPA 

, 
who has 

he ... as 

If{_ -3 -eJ , 
ere only at the present 
sourCQS, h~ever, due to 

may an effect upon the 
';~'"'n they will furnish in the future . 

APPf"""') 

53MAY 

(11M) .;.;.Jr.nii4, 
It'..J!-" <I,'''' ... ~o.'#1"- , 

. IF '2f--Pet L _ 
• 

• • ,, 0<>-, 

, 
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CONi')Q£NTIAL 
'" 

DOCUMENT I 'i2 , , 
TRANSMIT VIA 

o T e Lely!"> 

D ~'&c,,,,,le 

PRECEDENCE 

o [", .. edllie 

o I'" • .,ty 

CLASSIFICATION-
, , 

o TOP SEcRET 
, , 

o S!':CRET 
, , , 

o CONFIDENTIAL , , 
DUNCLASEFTO , , 
o UNCI,AS , 

o ROulOl\() 

".9'+ ]U'/III/kfI4o . ~ 
c. 

, l).te Sd l ZlZ!l , , "_ l __ 
--- -'----:,--:,-- - --,------,:~-------------------

TO: DIRECTOR , FBI (190- 3) (ATIN : TRAI NING AND RESEARCIl UNIT­
FOIPA BRANC~ ROOM 6280) 

;j"<>1 , 
s/iWECT: 

190-168) (p) 

Of INfORMATION 
HAVING ON 

· • 

• • • .",' , , 
" , 
~ bl 

LAW ENFORC.fliENT ActIVITiES - . _ 

Re Bureau airtel, 12/18/78. 

,hat instl"UCtions 
the Sheraton tha~uest 

;;"i;;,;:.;:i~.~ data is to to FBI ,L...-J or 
any other Federal agency without a subpoena as a result 
of the threat of disclosure,~?sed by the Freedom of 
Information - Privacy ActS .~) 

SA l Ipointed out t,.ll that the 
i ndividuals 1n question are neithe~tlzens nor 
permanent resident al iens , but only te~ora~ visitors 
of interest to the FBI . The information desired was ~erely 
verification of regis tration. I J however , 
respectfully declined to ~~~iSh an data as instructed 

.: ~ their General Counsel.vY(tA ) 10 --;]- 3 bf{' 
· {j'- Bureau Ret·69 .Jc7--

~ • - 7 MIIY ~J 1~19 :0,., 

I J ". ""'I . " • 
.2 '10 1£:.-' --" 

- ,':;-.3 -f. ... 

S:-17~'17 1'~' 
• 

Approved: ~./' 



TR}, . SIII IT VIA 
, 

o Teletypt, 

o FO<:.'., I~ 
~ -Al,RTE=L __ 

'x-

(! 

TO~ DIRECTOR, FBI (190- 3) 
A'fTN: ROCt1 6280 

SU8JECT: 

TRAINING AND ReSEARCH UNIT, 
RECORDS MANAGeMENT DIVISION 

(190-168) (p) 

,. 

Re Bu81ttel 12/18 /76 Illd BS 8 trtel, 5/17/79. 

Enc108ed for the Buu.u .re (lye cople8 
of III LHM on c.ptloned IIIIttet. 

\ 
No lnat.nce. of .dyerle imp. ct by 

FOIPA hive been noted in the Bo.ton D'vision 
during the pI!t month. 

Th. .. Lito! setl fo rth in LHM fol'1ll 

- . . - . 

5/17/79, 

J' JUII as 1379 

---.~-" . " . . .. ~ .. -.~.- .. , ... ~ .. -"' 

, 

Pel _~'_-;;. _ 
'.".0, 
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CONEl~NTIALDOCUM£tlT I :t.'iL2 ~.--
UNITED STATES' ;:;I'"ARTMENT OF J USTICE • 0 ffit; 

. S, P l;;_i> 
rED[~A L BURF.AlI OF l~· VF.'TIGAT[ON ~O 

Bos t on , Ma9Baehuaetts 

June 13, 1979 

IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

)::0 (1) 2.]~ 
<:f =0; ';!:b 
-' - - ...... 
;::; "'" .­

<> 
_(l~ . ' 

~ , '>: 

~ • , " 

vised 
that ,," 

b,(' 

Counsel of t he Sheraton Corporation to the effecc 
that no guest registration data is to be furnished b2 
to the FBlj lor any other Federal agency without 
a subpoc"a as a result of thc threat of disclosure, 
imposed by the FE"eedOOl of I"fonnation - I't"ivacy ActS.<IJ 

of registration. 
respectfully declined 
i"st E"ucted by the C;;.;; 

, . 

, , 

blC 

" 
4 m. 

'- ' ~'W ~, ·v , . 
• '\ ,1" 0, - " " :';1 

• 

, 
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DOCUMENT I ~,s-,-,l>"-~i __ eo, 
TRA!>"S!dlT VIA PRECE OF-NCE CLASSIFICAT ION 

, 
o Teletype o ! .. mod ,at.o 0 TOP SECRET 

o p"", Ity 0 SECRET , 
o ROIIh llC :tl11"'fh -hl.GONFlDENT IA L : 

C011mEN.tttU>CLAS E r TO: 

Iil ".IRTrT 

'. J.: 0 USCLAS : 
5./22179 I ,. , ., ,.~ ,,,~.3 Oat.. , 

- - - - atl'RCJrb3 - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - '- - - ___ _ 

TO, DIRECTOR , 
(ATTN, 

T'" 

SAp •. D;5ROIT (191)_200) 

OF INFORMATION _ 
ACTS ARE HAVING ON LAW 

EWFO PteBlf!lI'! rt9tIYTTIES _ 

Re Detroit airtel 

C.J 
A canvas of all supervisory personnel in 

Detroit Division revealed no other proble~B in the 
of FOrA/PI. during this period. 

~1"&-w.:.t.,il\"~ 
,G< ~~I 3-
~\t" 90 - • 

"" arBa 

eo NAY :.II '1'379 

Q _ Bu .... u (Ene. 
1 _ Dat .. oit 
JHB,.O: ,,, 

- CONFIDENTIAL KA'I'EltIAL ATTACRED - f~ 
'----------, 

Trana.llited 

, 
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DOCUMENf ,-'S:w/L-__ _ 

CONf1()ENT1AL 
• 

UNITED STATES DEPARTMENT OF JUSTI CE 

nmEKAL BUIII::AU OJ' INVESTIGATION 

/. Jrqoly. _ &f« .. 
FJo_ Detroit, Michigan 

I 

I 
I 

May 22. 1979 

Re : Impact the Freedom of Information ~ 
~ivacy Acts are having on Law 
Enforcement Activities 

Proble~s with Current Infor~ant6 
or Potential Informants 

-

I 
I ; !recontacted the 

Agent andtlitia tHat he hid aiEiald flU. C assiet the 

I <C) «.) 
FBI because he felt that his identity Might eventually be 
r e vealed under the Freedom of reorNtioD Act. He ~ated r. 
that hI'! believ .. that the FBI's,_ _ are I.....SI 
valid and necessary. but does not want to risk POB81 Ie 
repercussions that would result if his as.istance to the 
f BI bec .... public knowledge.ut' 

I I tc j 
I " • ~ 

CU~~ A""" 
m;/ <~.. .• 
nHf.. 0, ) 

I 

• • 
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, DOCUMiIri if .-iS1..::,2."-r, __ ~-~ , • ft)-ll6 JR.., r.-2~78) 

TRANSMIT VIA. 
o Te!oetype 

o Fae .... lle 
00 URTE} . 

'" , 
PRECCDENCI!: CLASSIf'ICA'l'IO!\i , 
o I .... edia~ o TOP SECflET 
o Pr,,,,,tty o SEC!!ET 

o Routine 0 CONFI[)E"~TIAL 

, , , , , , 
, 

'" 1;.( ., . ".'. ), CON J. ,:..·· hJ USCLAS t.: ~. T O : ~.. .: ' d' ,', r NJ£NTffttl UNCLAS : 

~ .'" . ,:~ .. _ .~.:~ ____________________ ~.~ __ ~:~8!~= ___ :t _____ _ 

I 

DIRECTOR, FBI (190- 3) 
TRAINING AND RESEARCH UNIT, 
FOIPA BRANCH, ROOM 6280) 

CHICAGO (190-0-SUB B) 

OF 
'!O~~,~:R!:'~, ACTS ARE 

HAVING Otl LAW EHFORCUlfllT ACTIVITIES 

Re Bu~eau Sirte! to Albany and all offices dated 
3/20/79. 

Encl05ed herewith for the Bureau are five (5 ) copies ,(J') 
of a LHM. captioned as above. ~ 

Chtcago '01111 continue to report 
interference in FBI invcs~igntions. 

,/' " 

The SOJm:Ln:i:::bned In 1:~6 

tost E- nees of FOIPA 

":) ." 
~ - Bureau (Enc~~ . , ~. 

1 - Chicago 

, 
~ J. , 

'--' 

, 

A p"",,,,,ed · ______________ _ ,,, ---------

• 
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CONfIDENTI~L DOCIJM8\'f I ~S:"->::3,,,-__ _ 
• 

V1<nn:o STATES DEI'AftTYENT OF JUSTICE 

I'I! D II R .. L BV RI!AO or I NVESTICATION 

Chic~go, Il l InoIs 
June 18, 1979 

mE IMPACT THE FREEDCM OF INFOHMATIOO 
ACT AND PRIVACY ACT ARE HAV l NG (t.I 

u.w EN FORCDiE21T ACTI VI TIES . 

Reference is bei ng made to Bureau airtel d~ted 
March 20, 1979, requesting field office reSponse to captioned 
matter. 

The following inform~tlon 18 bei ng set out 
inasmuch ss it exemplifies the effects of Freedom of 
Informstlon- Privccy Acts (FOlPA) legis l ation upon inveStigative 
efforts of law enforcement personnel wi thin the Chicago 
Division. 

1. Infomation exchall3e between Federal, stllte 
and local law enforcement ssanties; 

None l3ubmitted. 

2. Law Enforcement personnel ' s ability to obtain 
informat i on from the general public: 

None submitted. 

3. Reduction in current informants or potential 
infortnl!.nts resulting from present FOTP~ disclosure 
polici es: 

File 

This document contains neither recommendations nOr 
conclusions of the FBI. It 1s the ~Pfr of the FBI 
and 1s loaned to your agency; il:{d ,ontents arc 
not to be distributed ou~e y a . ,ew!), -

CllNFmENTIAL 
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• 

Freedom of Information Act. Asset s t ated that the forms 
needed for the release are in the pos session of individual 
supporters a nd members. ~u.) 

Asset adVised that thi S same project might possibly 
be going on in other cities . ~f) 

The above is cited inasmuch as it reflects an 
asset's concern regardi ng the release of information under the 
FOIA. c;<.:t'j (Cl2.SSified and Extended by l080). 

4 . Mi scellaneou s 

BU File 91- 53018 
CG File 91- 11115 

As t he Bur eau is aware , I 
~as convicted 1n United States District Co 
Distr ict of Illino i S 1n the case entItled 

to er 
• reeny; nc ersta e ansportation 

of Stol en and Incendiary Devices; 00; 
Chicago". This convict ion was upheld by the United States 
Court of Appeals and the Uni ted States Supreme Court. 

I r :;:;;:::;~~ s now fiUng ;II poH- appeal motion 
under SectionL 22SS , Irtle 26 , United States Code, and in 
thts connettion nas requested mater1al from the FBI, USA's 
Office, Chicago and Department of Justice, Washington, D.C. 
The material now uested is in addit i on to the 1500 
pages of mater ia hss already received from ths FBI 
under t he FOIA, f r om release he has filed an appeal. 

The above is cited only inasmuch as i t indicates 
the IllHnner 1n which a convicted felon can continue to extract 
FBI t i me and manpower long after he has been successfully 
prosecuted in a major case - a situation bel i eved to be beyond 
the intent of Congress at the enactment of the FOIA proviaions. 

- 2*-
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TRA~sllrr VIA 

D T"J.,\,)'po> 

o ~·.c .' "'oIc 

~ l'.lflT!:L 

PR~;CBIlENC'" 

o ]JIl ... d ...... 

o ],,,,,, ,ty 
o Root,~e 

CLASSIFIC""" IQS 

o TO P SECRET 

o SECR£'f 

o CONFIDENTIAL 

o Uf'{CLAS EFT 0 

o U~CLAS 
Due 0/13/79 

sl.{ , , , , , , , , , , , , , , , , , , 
DIRECTOR, 2BI 1190_3) COI/FIDEtITII\L 

, 
• , , 

..j 
< 

I\TTtJ: RECO!UlS WI...'UIGEMENT orvrsloN, 
TRll.tNIm lI!>'D Rv.SEARCH UNIT, 1'Iool! 6280 

Fnorl, S.'\C, '10'0 (190-1 SUb C) 

IMPACT THP. FRP.EOO~: OF I ~lro:;uI!\TION ~ 

PRIVACY ACTS A.'tE Ill\VnJ:; 0:1 LA!1 
3!p E!IFOnCEI·!EHT ACTIVITI~S 

' <, 

' " '" • • 
'" " dated 

Re Buairtel , 3/20/79 . 

Zncloscd are original 
and captioned as above . 

• . ' ." : ". ' .. 
and two copies of an L~\ 

• 

"' with 
The ex?,ple 

'1FO file ! 
eitfld in 

I7te) 
> 

the enclo~ed LHM i~ in connection 

-, 

CONFIDEtJTI.'IL 

Classified and ~xtet.ed by 4 5 
neeson for ~xten9io FCIM II, 
Date of !l.evia"l for ela~sification: 

:2 l. Bur e au 
1 - WFO 
MJB:mkg 

fjjCWS:'t:£ 
(Ene . 3) 

, . , . . -.. 

(3) 

, 

• .-

e., _____ _ 
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OOCUME//f I-"a~ __ _ 

Uf'ITED STATES [)[]' ·\RTM l,; jI;T Of' JUS-TIer. 

FEDERAL HURF.AU or lr.VEST1C .. T10.'\( 

~'!llshington, D. C. 20535 
.'.uquSt 13, 1979 -" 

!/:PI\CT TfC :>P.':: :';OOI! OF viFOrulNrloN 
PRIVACY .1Cl'S r..:rs HWnlG otl LA'. 

r:NJ>O!lC':: :::; ;jT ACTIVITI ES 

PROBLEllS '11TH CU:t;l.BIIT IN70RI-:Nn'S 
OR WlfNTI.'\L INl"'ORlt\lITS 

, " . , .' 
" 

, , 
, , 

ldenUty might 
Preedom of 

This document contains neither 
recOl<i,«!ndatione nor concluaions 
of the FBI. It 1.8 the property 
of t.'!" POI .mel 1.6 loaned to your 
a~ncy; it and its contents are 
not to be distributed outside of 
your agency. 

Co } 

x 

" 
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~. 1\ I DOCUME.'fl i ~5"'l[;i-+i ~:~. ~'-
PRECEDENCE 
o hll,edllie 

CLASSW1CATIOl\' 

D TOP SEtRE" 

, , , , 
TRANSMfr VIA 

D Teletype 
o ~"CSlmlle 

~ AIRTEL 
o p"",'!y o SECRET (In{,rt,r.;-p'''' , 

~~ ~.. ." U, •• ' ..... ,;.,~ , o Roul ' l>(: 

CONr~NTIAL 

o CONFIDENTIAL 

DEf"TO 
o CLEAR 

, , , , 
Oate 10115/79 : 

------------------------------- ;t,,~;§fi~;,;;~~'d~ 
TO; DIRECTOR, FBI (l90.3) R_A,:;;.··. 1.S (c. J 

Attn: Room sao OECLASSIFYON:X! 
Training and Rese ... rch Unit 03 ",,, '-''----
Record Managelllent Division - ~V IIIIU 

fROH; SAC, DENVER (190- 60) (P) 

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON 
~ ENFORCEMENT ACTIVITIES 

All paragraphs are uncl ... "ified unless noted. 

Enclosed for the Bureau Il~ five copies of an LAM 
regarding this matter . 

Re Bureau airtela to Albany, 12/18/79 and 3120/79 . 

The cllse referred to in the LAM 
follows: 

c:;J _ Bureau 
1 _ Denver 
RSP/eip 
(3) 

(Ene. 
~ 

6) (RM) 

CONn~' IAL 
CtE by 2110 
Reason (2)(3) 
DRD 10/15/1999 

CONFIDENTIAL MATE!UA', .,"",CHED. 

T. o" .. "tted _ .. ;;;;;;;;-__ ", .. _ _ 
Ill ....... ' (1',_, 

~) 
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COli¥<c;" ,AL OOCUMElff f -"1,,,,,0---,, __ 
U"'IThD snn.s DJ::I'.~HT.\!l!: lH OF JL ST IC£ 

, FI"'!'~" 
In /\<ply. Pko .. lIof .. .. 

''''1'1. 
Denver, COlorado 
October IS, 1979 " 0': 

IMPACT THE fREEDOM or INfORMATION _ 
PRIVACY ACTS ARE HAVING ON 
LAW ENfORCEMENT ACTIVITIES 

All paragraphs are unclassified unless otherwise 

"" , 

marked. 

11 

" 

Infono.stion 
enfaro_ent 

exchange aJaong 
... sencies: 

federal, state and loc al l aw 

There are no reported problcll',s io this area. 

Law enforcement personnel ' s 
from the general public: 

ability to obtain info~ation 

3) Problems with current informants or potential informants: 

There are no reported problems in this area. 
, ' 

.. ~ . 
~) Hiscellaneous: 

are no pertinent comments. 
". . q l >t",_~~,,-, ""j 

,. 'T,tI'-w~d~L" '" . . ~~ ,,-.i/ 
• 4 b 

Classified and £xtende~: 2110 I 4 ... ~ " .b o 
Reason for Extension: 1M, II, 1-2.~.1 (2)(3) 
Datea Review for D.cla ficatl.on: October 15 , 1999 

Thie document containe neither reco.Qendation8 
or the FBI. It is the property ot the FBI and 
your agency; it and i~s contents are not to be 
outside your agency. 

" - ' '\'p '" 
'. ,'}:\i', I. ,(. , ' - . ' .... ' , 

nor conclusions 
is loaned to 
distributed 

, 
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_ TRA~SMIT vIA 

o Te-letypo 

o ~>8c.",,,le 

lil -.f.'r.RT"" .. bh----

F B [ 

PRECEDENCE 

o l.".ed .. "" 
o PILOILty 

D Routme 

oocUl!l1lT I Jr.,!.' ""',----

¢11Nr.itic.~nA , o TOP SRCRE'r I 

C LASSIFICA,TION' 

. , 
o SECRET -f<:.c ~ , 
o CONrIDE~~'4''':>-O~: 
o UNC1.AS fo: f."~ <:.0,~/)",,, 
LJ U)I;CLA$ ~.J::: ~" ,,' ' . -0.:, .. 

Dote 10116/79 ~r,:;~;",';';l"q", 
r -- -- -- -- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - _ L _____ _ 

TO: DIRECTOR, rBI (19))_-.3.1... 
ATTENTION: ROOIi 62110 

FROM: 

TRAINING AND RESEARCH UNIT 
,OIPA BRNICH 
RECOR DS MANAGEMENT DIVISION 

SAC, PHILADELPHIA (190-95) (P) 

SUBJECT: GENERAL ACCOUNTING OffICE (GAO) 
STUDY TO EVALUATE THE IMPACT Of 
THE FREEDOM or INfORMATION ACT 
(rOIPAJ AND ?RIVACY ACT (PA) ARE 
I\AVING ON J..AW ENFORCEMENT ACTIVITIES 
rOIFA MATICR 

Re Philadelphia airtel to the Bureau dated 9/1~/79. 

Enclosed for the Bureau are the original and 
three copies of a letterhead melDONIldum reflecting dif­
ficulty whieh was encountered by the Ph~ladelphia Divi­
s~oo ~n regards to the rreedo~ of Information Act and 
the ?rivacy Act . 

The infor~t~on provided 10 the!;';~~~'~~'~)~'~'~'~e;';';:;r ne:rAPd"n J § fron p:l'la.delPhla file I ___ I 
_ _. 00: Phibdelphl. l[te Bureau ((;1 

num er 15 not ava11a e. Ui 1 

Ci2- Bureau 
1 _ Philadelphia 

PL/i:pep ", 

(190-3) (Encls. ~) 

(190-96) 

Tunnult.ed _""';;;-__ "'''' __ '''''_\>0,) IT, ... 

179 

,~----
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OOCUMENT I ... Q."""-_ _ _ 

/. II~. P_ 11+< ., 
/\1 •. ". 

Ll\JTED S I'.t'n ,$ Dl l'AlIT.\I I:. i'<IT 0 .. JLST I O: 
, 

l'ED t; ~ A t B U~ t;A U 0 .. IN V ESTI G~T I<):< 

Philadelphia, Pennsylvania 

Oc to~er 16, 1979 

IMPACT THe FREEDOM 01' 
INI'ORHATION - PRIVACY ACTS 

ARt; HAVI NG ON LAW ENfORCEMENT 
ACTIV IT I t;S 

cr.',~ ut ,.· -..... " 
• ".. I 

Reduction In Infor:nat1on frol!'l Current Infor"k!' l5 Or 
Potentla l I nforl!'lan t s Re sultlng f~~ PresEnt 

FOIPA DIsclosure PolIcIes 

This doewnent eon, .. ins nelth<!r I'ecommenda_ 
t10ns no:' conclusions of t he fBI. It is 
the property of the rBI and is loaned to your 
agency. It and its con t ents are not t o be 
distributed outslde yo ur agency. 

• •.. ., '. V' 
- 1* -

. ' .' , 
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01., 

• 
11\A~Sloll1 ,'lA 

L.j T"lNy!", 

o .'.co, ... t" 

OOCUMENT G 
Fill 

O TOP 

C ~'~'~"'~EL",-__ 

PRECEOJ:;)/CE 

o h.-.llll.e 

D P,,, .... ty 

n RoutIne o GO)olFlDEr,,["lAL 

fiL l:r1'(I/1l'.l no;/ rc~' II ~ fSI o UNCt..A$ E ." T () 

Cj Li).:CLAS 

IjllW<>o"lSJ': r ----------·-----'·:::::::.:.=c-~ --- .. --- ---- -- --- -----
TO: 

FROM : 

SUBJECf: 

r' 
I 

r~'IJ,...rLLE 
RESEA RCH UN IT _ 
ROOIII~80. J BH) 

(190-79) (P) 

./IJACT THE FREEDOM OF n.FORIlATICIi _ 
PRIVACY ACTS ARB HAVING ON LAW 
ENFORCEMENT ACI"IVITIES 

He Louisyille a1rtel aDd 

.......... ,­
""'" ... , -..... ~ .. -

EDclosed for the Bureau 1s the original and three 
cop ies of an UIK settillg forth one Instance in the Loulsville 

I 

DivlSion wberelD the FOIPA wts the bases for 

referred to witbin instaDt !JUI, ls 
airtel and LIIM to be Dynau, dated 

• 

set forth 
11/5/79. 

b andCC.j 
in 'referenced 

• 

I 

P" - -----
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DOCUMEi'IT I -'~/L' ___ _ 
UN ITE D STATU DEPARTME NT Of' JUSTICE , 

fU>E RAL BIJU;AU 0" J:<V E~TIGATION 

Louisville, Kentucky 
November :5 , 1979 

co~E\'mAl 

IMPAcr THE 
PRIVACY ACTS 
ENFORCE MENT 

MISCELLANEOUS ( 

This document contaIns ooltter recaNErDd.tlons nor conclusIons 
o f the FBI. I t is the property Of the FBI and is loaned to 
your agency; 1t and lts cODtents are Dot to be dis tributed 
outside your agency . 

, , 

1.11 
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'"' 
DOcuun;r I JI.,i>"-+1 -...,--

TICA"S~IT VIA PRF.CF.DENCIo: 

::J Teletype 

, 
cus SIFICA;IO,,"nli~U\n~" 
o TOP SJ:!;CR£T IJUUTIltP).. .~ • 

._ ra.,,,.,le 
~ '. t ":T!!L 

L. PT 'Of lty 

o Ro"u!IO' 

D SECRET ~:~~~. J 

L:J CONFIDEt--r\A L o!';""{ :,~ u"'~"(~c;'Dt.t ,, 
o UNCLAS t: F T 0 bi~r~.~'to;,.;$I'J"", " ~ 
o USC1.AS ' 

Oaw 10/19179 : 

r-- ---- -- -- --------- ---- - - , ------ --------- -------------
TO: OI:tr.CTO:', !-''It (190-3) -- , 

' .T"f';l, ~;:COMS !:J\!lr,G!mmU DfVISIO:l, T'nlm~ 
c.'1tl r':::!;EM1Cll UNIT, :l.OCl!! 6280 

sr.c, 70 (190 -1 !;ul:> G l 

Il·P'l.CT THE !"!'.EEOO1: OF ! ~r.:'O:l:'."TION -
nIV.'l.CY .,CT$ .\11.1: H.'.VI."G O!J Li"., 
::UF()!tCl:t'.ENT .'l.CTIV!TI:::~ 

ReDu~~rtel, 3/20/79 , 

Znc:108"d i1rc original and two copi ... of i1n LHll 

dilted and ear>tione<l us ilhovo . iiI 

enclollod !,WI i.!l The fir s t eX"'1lPl~ . cited iPt-j". 
in connection with '.:1>0 fi1ell ___ ...J~· 

Lm! i, i n 
1'he second eX~""'~:':.:':":""'j<enclO.!led 

connection with \fro file L ~ ... / 

r-:; ~ Bureau 
'----? - l'lPO 

MJD:..-ikg 

PI 

• 
(nne, 3) 

• 
p,,-----
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DOCUM2:T G .JI1i .. , ------­

"""rED ST"l"f.S OLP"wr,'lENT O~· J USTICI: 

'!allhington. ":. c. 20535 
Octo~r 19. 1979 

CONJ*:I~'lIAL 
,. 

, 

, , 

~·''''''''T ""'" """'''''''''''··0' ""0"',',-0" , .... P'"-.. ........ " ....... "" •• A.' •• ~ •••• " ' .... _ " ... v,~_ 

.-:'r~'1~ HlWING Oll L,\· :::IT.''O'::':!!3I:l' .'.CTIVITIC:S 

L<~\< =:n!orcement ~rson!\el ' s :.bility to Obtain 
In!"orn~tLon fron th~ Ganer~l ru~lie 

C========~=<I------
?ro~lems with current In!"or~~nts or Potential 

In!ormants 

an asset re~ested 
c:' .. " c rminated because !"Ie 

0:'" hIS rel<:tionship ,·lith the ::'9t could '>ecome cOI1")romi::ed ~';: 
some !uture time thru posslble disclo9u~e thru the ?rcedo~ o! 
!n~orrnt:tlon .\ct. Asse t stated he understood tha neces'lit.," 
of. the 701 obtaining the information he might be able to orO­
vide, but he was fearful that :,is future carear could ·be 
seriously affected should his relat i onshi? ~Jith the FaI 
beco"l(! known . 

This Oocument contains neither ClI:;~:I;~t! 1 ~\J\..t..... 
r ecollumdDtions nor conclusions •• -- ~ 
of the FBI . It is the 9roperty D~.1Y or.: l':.··~ 
of the FBI <lnd i", loaned to your "b-\\o~ 
agency; it and i ts contents ar e ') C) \.), ,,q,s 
not to be di stributed outside of 
your 8gGncy. 0::. .. . --•. ...,.. 

roSSI' l':t~ 
R"A"-t'· _ ~.J, 
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TRANS!II!T VIA 

o Te\~tyl>" 

~ F"".,Ol')C 

"" J>l"~~~L~l~ g~l" .. ,ct4 
.), ' ::,.<;,,:, .; . . 

PRECEDENCI!. 
o I.It.cd ...... 

::J p,,,,,'Ity 

FBI CONFIDENTIl\L 
RBCORDS MANAGEMENT DIVISION 
TRAINING J\NO RESEARCH UNIT, ROOM 6280 

FROM: SAC, HF'O (190_1 Sub 0) 

IMPACT Tl&: FReEOOM OF IN!>OlUtATIO!i _ 
PRIVACY ACTS ME H!WUIG ON LAW 
€NFORCEMENT ACTI VITIES 

RcBuairtc l . 3/20/79 . 

. -.-

Enclosed are ori ginal and two copies of an LHM 
dated and cllpl:.ioned as above. 

The eXMlple t~;:t ::'~~':'~rj~rf! (~~lOllb-: connection with WFO fil _ _ J ~ __ / ' LHM is i n 

CONFIDENTI I\L 

Cl assified lind ~.cd:kby '5 
Reason for Ex t .. ion , 1M II , 1_2.4. 2 (2. 3) 
Date of Review r Dec sification: 11/19/99 

( -;-1 Bure au (Ene . 
Y- \'fFO 

MJB:mJtq 

p, 

, 



DOCUM[tIf 1 ... i$L... __ _ 

VNITl:D ST"TES ." .. "CO,.", 

Hllehington, D. C. 20535 
November 19, 1979 

• • 
· • 

• • . ~. 

I!~PI\CT THE FREEI)(»1 OF ItlFORMATION - PRIVACY 
ACTS A,R,E It/WING ON r.AW ~;NFORCEMENT A.C1"IVITISS 

PROBLEMS I'IITH CUR.'l:ENT INFORMA.'n'S 
OR POTEI."TIlIL I/!fORMANTS 

Asset stated he be 1eves the L.".,,,"".,,,", "0-,," elationship with the FBI cannot be 
suff1Ciently assured as a result of the Fr eedom of Information 
Act. ASset was fearful his family and friends might Suffer 
and that he himself miqht 
relationshlD with the P 

This document contains neither 
recommendations nOr conclusions 
of the FBI . It is the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your ag<3ney . 

CONFI)tNTIAl 

--
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FjJ.036 HI. ,. 5-~~1" DOCU~:[,:T # , 
~'n I 

, , 
TRA:'<SMlT VIA P1U:m;DENCE CLASSIFICAT} ON' 
o Te \ety,,", o 1.,lOw ",t" o TOP SECRET 
o Facs,m,le C p",..l\y o SECRET 

'" Airtel [' Rout,,,,, Q CONFIDENTIAL 
, " 0 UNCLAS EFT 0 

, , . ' ' . o Ui'WLAS 
• , .. -- --- ---------_____ __________ _ .. _~"~_::-::C'~"'::'c::-:! __ .. __ . _ 

TO : Director, FSI (190-3) 
(Attn; Training and Research Uni t, 

FOIPA Branch, Room 6200) 

FROM~/~, Albany ( 190-1 Sub B) (P) 

SUI\JECT: IMPACT TIlE FREEDOM OF INroRMATl~'iiN~-" '"Mi 
PRIVACY ACTS AR.E HAVING ON UW '" ,.,. 
ACTIVITIES - ALBANY DIVISION 

Albany 
Re Bureau airtel to Albany dated l 2/ IH/7H and 

strte1 t o Bureau dated 11/16119. 

" 

12110179, 
one inter-

t o Agents 
telt his 

competitor. coul d 
requested FOIA intor-

8iven dat a to the FBI . 

Albany will k eep Bureau advised on a ~nthly bas i., 
per instructions a. set forth in re Bureau atrtel . 

3 - Bureau 
1 - Albany 
M\«l :pac 
( 4) 

Approved _ ____ _ _ _ 

-, 

,,, -----
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J-Jt; ,Re. ~2';'7fl [;"""' ·00 I ,,OJ ,,'.1 ... 7° , 
eo, , , 

TR ANSMIT \'lA. PRECEDENCE. 
, , 

o ToLetype o I",,,,,,dllle 
, 

0 , 
CJ I'"acs, .. ,l" o p,,""ty o SECRET 

0 41.D.Ti' o Rout,,,,, o CONFIDEm lA1... 
.' "'t n UNCUS E FT 0 

. '. o USCLflS 

[hlo ..,,::c"~/,:'c'"IC7C'':c:c3 
----------------------- - - --- -~ ---- -- ----------------

roo DlREC'l'OR, FBI (190-3) 
(ATTN TRAINI NG AND RESEARCH UN I T 
FOIPA BRANCH , ROOM 6280) 

FROY. SAC, ST. LOU tS (66-2764 ) 

SUBJECT: 1I4PACT THE FRE![)()~ OF INFOIUtATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 

Re SI... alrtel to Burea~, 11/15/79. 

Enclosed for Bureau IS an orIgInal aDd throe copIes 
of Let terhead Vi~randum , tbe source referred to IS 

I I~I" "' 
b7D 

2- Bu reau ( Enc l s. 4) 
1- st. LoUIS 

JlN/dlk 
(3) 

,,'------------
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I. R."Iy. ,.,.... R<j.< .. 
FIIoN. 

DOCUl"XT f'..:1U' ___ _ 

UNITED Sl'ATl::S DEPART;\tENT O}' JUS1'H';E 

St. LoUIS, /lf l SSOU"r1 
December 18, 1979 

• • 

IWPACT THE FREKDQW OF INFOR~TION_ 
PRIVACY ACTS ARE HAVING ON 
LAw ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 

On October 29, 1979 B source of the St. 
LuUIS Dlvlsi on 01 the Federal Bureau ot InvestigatIon 
reported that members of the Harriet Tubman Club, 
B CommunIst Club of the Mlssourl DIstrIct of the 
COmmunIst Pa r ty at the United States of AmerIca, 
w~r~ conSIderIng making Freedom 01 I n formatlon Act 
Requests to obtaIn Federal Bureau at InvestIgation tiles 
on IndiVIdual members.cW.~ 

• 

• 

Reason 
(2&3) 
Date of 
Oeccmbe 

I' " " 

__ I' , 

" . , • S , ;J 
• 

,~4 
f led a~~'tended by 4279 

E:<tenslOn Pelll, II , 1-2.4.2 

eVlew f or DeclaSSifIcatIon 
18, 1999 

.. -
• 

" ~ . • .. 
• 

, , 
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TRA1'$Mfr VIA 

o Teletype 

PRECI:;J)ENCE· 

o l .. me<!lO.te 

C p",,,,,ty 

o RolA'"' 

eo, 
DOCUMEIIr f _1-<:').'---+1 _. __ 

CLA~SU'[CATIO'" 
• o TOP SECRF.T ." o SI:;CR€T ,:'. ," ~ o CONFIOF.NTb"'L.'· 
• • 

Cl UNCLAS E F 'M\, . , , 
o U~C1,AS . :: 

j C!l,~t'71!J , , , 
'. , , , , 
" , . , .,' 

Dale 2/29180 I ,. __ .. __ .. __ .. _-_._. ' ---------------------------------------
UNIT, 

FROI1. SAC, DETROIT (190-200) 

ACTS 

Re Detroit airtet to the Bureau, dated 1/21/80. 

. Detrolt has not encountered any additional probleos 
in captlonad area during this reportlng period (1/20/80-2/19/80). 

Detroit will continue to ~onltor this survey closely 
end keep Ae;enta in the Detroit Diviaion alert as to the . 
illlportance of !l8king problems known to appropriate personnel. 

1 CC 
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1'11"1\$\\11' "IA I'RI':(,~llF: "CF: , F.~.~""l~ lAl.2PS~k\Wol ;.JJ.l3L+----
;..... [_-.. .. te t.",,4Iilul!I<?rop SECRET 

o ~''''.,.,le 

~ AIRTEL 
a PBorlly U SECRET • 

:-J Ito.h... 0 CONFIDENTiAL 

.oJ t !lo ).'" .. ~; ,,'~' <~~LAS J:; f T 0 
11'](;" ~ ',_ .. : .. : ~ ~;tjIdNCLAS 
c.'" •. ".~ !"~" I 

." _ , . Dale 2/22/8°. r 
~·,.L ••• 

- ------------------------------------------ ---~-- -
TO DIRECTOR, FBI (l90-3)(A'I'TN RECORDS KANACEMEN1' ---1 

DIVI SION, TRAINING AND RESEARCH 
UNIT, ROOH 6280) 

f"RO~ SAC. wm (190-1 SUB C) 

LHPACT THE FREEDOM OF I NFORMATION ­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Re Buteau liftel datad 3/20 /79. 

Eneloted are the or1g1n.l and two cop lea of an 
LHM dated and captioned as above. 

\lith wro 
The px.ufle 

cUeJ 
t n the en cloeed LHH ia in connection 
t/ 

Q Buteau (Ene. 
f':: WFO . ;:,18iJmAl 
KJ'B. so 1 CC DETACHED V0 
(3) -

,------_._-- --' .. , 
,,, 

• 

- --- - --_. -- .. _- .. _-
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UNIT I:: D STATES DEP.~RnIE1H OF J USTICE 

• • • 
f'EDEtt""" }lOMU. O OF INVEST I G"TION 

'<lll,lil.ngton, D. C. N-. ~·'-11AL· 
February 22, 19S0 cmt I..,t.i~ 

LMPACT THE FREEDOM OF 
INFORMATION-PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 

PROBLEMS WITH CURRENT 
UIFOIU-'.ANTS OR PO'rENlIAL INFORMANTS 

ASset 3dvised that 
the Federal Bureau 
to avoid law suits 
of Informatl.on Act 

while they desired to cooperate ,ont 
of Investigation, the action was taken 
which may arise as a teBult of Freedom 

"' 

requests If'~~~? 

g:~~~'FC~ ~2621'w'MVi.i 
D~f-1b7'J '-1 

This dQcuoent contains neither 
recommendations nor conclusions of 
the FSI . It i s the property of 
the FBI and is loaned to your agency, 
it and it9 contents are not to be 
distributed outside your agency. 

l' 
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la R.fJJ. _110/ .... 
AIo ri. 

DOCUME::T' .'10 "'5' _ __ _ 
UNITED STAn.S 1l!::l'AR'DI.lcNT Of' JUSTJCE . " . 

F EOM~tifnu;l~U, °li.'r."C'.ESTI[HTi?!' 
.'ebruary 22, 1980 v 

• 

IMPACT TIm FREEDOM OF 
INFORMATION -PRIVACY ACTS 

ARE \{AVING on LAW ENFORCEHENT 
ACTIVITIES 

PROBLEMS ~.' ITll CURReNT 
INFORMANTS OR POTr.~lAL INFORMANTS 

" 

the Federal Bureau of InvO!atigation , the action WBB tak~n 
to avoid l aw Bui ta which may arise as a result of Freedom 
of Infor~tion Act requests. J~. , 

. ~',~!;);'i!3 ~Q't2&1~f---

.' '.' . .• \ I 
• ,_1_ 

03-1to'1.3 

-; ~. >eQQ;,,,,\oSb . 
. .;..-, .'. .q,'\..6-0t0 

30'-( \'r5 

This document~conta1n8 neither 
recommendations nor conc lusions of 
the FBI. It b the property of 
the FBI and 1s loaned to your agency! 
it snd ita contents aTe not to be 
distributed out.ide your agenty . 

. , .. -
'" 

-

• 
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U~lTen STATES GOVERNMENT 

Memorandum .u· • 
h . " • 

,A'1~9~O~-~'~S~""~ 

FOI-PA 

, 

Docu~~mT # 7(, 
. . .' . '."-. 

UN1TI:D !ITA TiS DE PAIIT~I!JoIT 01' JUSTICE 
P&DRR.'IL BUIIE.AlI 0' MVESTIGATlON 

" !K~ , 
DAn: 2/12/90 

as we 

lnformatlon without a subpoena, even though 
requ~re s~e. 

e such 
RTFPA does not 

OC, --

The above 15 another clear Indication of the adverse 
effects that FOJ-PA and ite resultlnq philosophy has had on 
lnvestig8tive responsibilitlcs of FBI. 

In opinion of TIlII'.pa, there appear" t.o be a need for 
an educational process to be initJated by FBIHO throughout 
the field and on to various companles lOegarding the impoSSlbillt}' 
of obtaining lI. valld subpoena 1n Fel cases where the objective 
1s not prosecution. In the alternative, FBIHO should inltiate 
scme "fforts to develop a procedure whereby an Adm~nistrative 
Summons or sane type of Adminl-$trative -Subpoena" may be 
furn l-shed to these agencies and canpanles that are not 
canplying with RTFFA and ins 1st on receIving II "subpoena" 
even 1n FCI cases where none can be validly l-ssued .. 

. q, 

.J 
, , 
, 

'--
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OOCUMENf I -':1t:l1~ _ _ .... 
... :"17..£:'> STAT E.S OOVERNMU1T 

Memorandum CUNITED stATBS DEPARl'NUIT or JUS'J1CE 
r~D[IIA L .8UlltAU op INVESTlGATIOK 

( 
" . . 

; SAC, TAMPC190-1 su~ 

" I L/ C-. -------' 

." ... 1 
1/1S/80 

FOI-PA Analyst 
it was dlsclosed 
as a repository 

that SAs encounter 
informatlon 

of FOI-PA. 

FBIHO reques t s each fleld divislon to submit 
information regarding any dlf f l culties encountered as referred 
to above andl I has been furnlshing such information 
to Bureau ut h ung main file 090-1) . 

In Vlj'" Of t he above and after consultation I land S I it is recommended that" new 
"F"",r..'-"" '.;'.opene tIS a repository for type information 

above. 

with 

'" mentioned 

In line wlth the ahove recommendation, the writer 
wishes to submit the following t wo incidents which occurred 
dUrlng the course of off l clal FCI investlgations and in both 
cases, informatlon was den led SAs because of restrictions 
1n FOI-FA, although partlcular reference to FOI-PA was not 
mentioned by personnel contacted, 

r(C"' " ; During c~urse of investi gation , Tampa File J 
(Huhl'" j) , WFO conducted inquiry with Merc ant vessel bl 
Persoone Di vi sl0n, 2100 2nd Street Southweat, Washington, D. C. 
(presumably Federal agency) and after personnel at that office 
vari fied that according to SSAN N~~r furnished by SA, the 
subject was ldentical wlth merchant seaman in their records, 
SA was advised that no additional data regard i ng subJect could 
be furnished wlthout a "release from subject" or a "subpoena ) 
from U. S. Olstrict Court, Olstrlct of Cnlumbl~, Washington, 
O. C." 

<OJ 
The other incident involved Tampa case I 1 (Sufi!e 

not. aVailab~'~ wber;~p :,;m:' t?i:,(ision cover e-d lead" lit !tfs 
concerning t _ _ VSiHiami airtel 1/4/80, advised 
INS informe l aml t a due t o r ecent Federal Court decisions 

o Tampa "lr. ~ 
(l - 190- 1J ,,~{i - ·· lIjA~ 

JJO/bam - _, 
(2) I ~8uy U.S SavlnOs Bondi Regularly on th , PIIyrofr Sav ngs Plan 

~ --. 
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DOCUMENT I ~7l./;8'E.-__ 

CON);jQnlTlAl 
UNfTED STATES DEPARTMENT OF JUSTICE 

FI; DE RAL BUftUIi 01" INVES TI CATION 

Washlnaton Field Otftee 
Washin"ton, D. C. 20535 

ilia)' 20, 1980 

IMPACT THE YREEDON OF 
lKPORWATION-PRIVACY ACTS ARE 

RAVIIfG ON LAW ENFORCEWRNT ACTIVITIES 

This document eontains neitber rec~endatlons 
Dor eonclusions at the FBI. It 1. the property 
of tbe FBI and 1s loaned to your agency ; it and 
tts eontents are Dot t o be d18trtbuted outside 
your ageDcy. 

CONF1WHIAl 

, 
'" ... 
, 

• • • 
, 

• 

------- '-'-
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I~PACT TOE YOIPA ARE DAVING 
Oli LAW ENl'ORCEIIBNT ACTIVITIES 

Informants 



-
WFO Idrtel to D\,.ctor 
RE: tHPAC'I' 'I1i2 P'Rr.:EDOM 

ARE HAVING ON lJ\W '';;ro, 
190 - 3 
ADDCND!)M; FOtPA DR1I.IICH , RECORDS MANAGeMEMENT DI'lISlotl. 6/1';/90, <':"1 ", .. 

No further action Is required by lieadquartera. 

'" 

, 

------, 

" 
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DOCUME:i[ i -,7,,9:...-~: __ _ 

T RANSWIT VIA 

CJ iI, ... dlo~ 

" , 
1'OPSECRET' : fJ.~~ 

. -

:::; Foco,.",:" 
"'", A, del 

o Priority o SECRET O~~ .. )~ 
o CONFIDENTIA L. '" -l}~~O .. C 
o UNCL.AS EFT 0 ~: ~.;"I 04>,..-

o UNCLAS : ". "'/~"', , 
8/15/80 , , .• , r----------- ------- ---- ------------------------ -------

TO! DlREt"lUR, FBI (190-3) 
(Attn: Trainiog and Reasarch Uoit, • 

Recorda Kanagement Divlsioo, Room 6280) 

'
I ] / ",,,,.,/ SAC, SPRINGFIELD (190-23) 

I -- D' 
SUBJECT : 

I 
I 
l 

He &reau airtel to Albany, 3/20/79. 

I 

! 

Enc loa ed for the Bureau 1s the origlDal and three 
cop ies of a letterhead memorandum pertaining t o captiO[Od .,ttlP-' 
Tbe incident aroee 1n connection ,,1 tb Sprinlrfield file ) 
no Bureau fi l e number availahl e. 

I 

i 

Canvass of employees of the Springfield Division did 
not reveal any other incidents occurring during the Qooth ot 
7/15/80 through 8/IS/g0 concerning captioned matter, 

18-1P .. 3 
COSSiFl£O BY' 
F\EASON 15 
qECt_ASSIFY ON. "-' __ 

I 03-~o'~ 

"" . • "'" <?t> ~~ Bureau (190-3)( Enc. 4) 
'+-l ~ - Sprine-lield (190- 23) 

DJC/dc 
I (3) 

Ap~o",d' ______________ ___ 

I 
I 
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DOCUMCIT ~~. , 
COl till \IlL 

UNiTED STATES DEPARTMENT OF JUSTolCE 

FEnERAL BUREAU OF INVESTIGATION 

Springfield, Illinois 
August 15, 1980 

I~PACT THE FREEDOM OF INFORMATIO~ 
PRIVACY ACTS ARE flAVING ON LAW 
ENFORCEMENT ACTIVITIES 

~w Enforcement Personnel's abIlity to obtain 
~nformatlon from the general publIC. 

risk of 
furn18hed 

:~i::::::L:::.:~i ';:~:;lj[!::::ff:;:;~~.;;: person commented ' ." ~ 1ntormation puhlic 
sources. did want to run the 

name later appear in the media as baving 
to tbe Federal Bureau of Investigation. 

Tbis document contains neither reoommendations nOT conclusions of tbe 
FBI. It is the property ot the FBI and IS loaned to your agelloy; it 
and its oontents are not to be distributed outaide yOUr agency. 

CONrjDmTIAI 



DOCUo;EI!f 1.J:8l!./ _-;-, _ _ 

'" TRANS!.!lT VIA PREceDENCE CLASSIF ICATION. 

, , , 
41, 14-

o Teletyp. 

o Pac'"III. 
lllJ AIRI'EI. 

o I • .,ed .. le 0 TOP SECRET 1:Jp~!I/ ~", . 

~ 
,.. . .t.l'Q;>. ,I, ( " '~'" 

o Priority C'" ["r" \ 1Xl seCRET O,' r.''!:r- ' ' '-',Iv 
DRoftt,,,,, 0 \\ '; 0 CONFfOEr<.,IAL ~tlf :4s;'-oJ".:'I,~ ~ 

CJ UNCI.A$ Il: F TOt , 
o UNCLAS : 

r __________ _____ • __ ___ ______ ____ • __ __ 'O~ •• ~,-,.l:,0:/~2~1~;8;C'~~.::-:-:-\i 

TO 
""IT AEAsml ,-

FROM 

SUBJECT 

~\~Or~ lr':' 

For the Information ot the FOIPA Sect ion, RMT 
Djvls1on , the f ollowIng 1s set forth as an ex~ple of the 
adverse impact upon the Bureau 's FeI responsibilIties of 
the you.: 

, 
'5) , 

concer n of a future re ea~e 
of FBI doc~ent8 under the which could reveal the ex-
tent of his cooperatIon with the Bureau. This occured 

after the pr otectlons of Ti t le ~. U. S . C. Section 552 
(I) regarding the protection atford.d classified materiel 
aRplat ned to him. The aleet remain& cooperattve and 

be in a pot i tion to provide per tinent information 
Bureau, but the max tmunm benetit ot thtl oprortunJ-ty h"' i :t.: lost due to t he FOIA. ~ '90-3_ 

, 

( 
3 '. - , -'-

2 • 

ECW:rac 
(6) 

Approvtd· ________ _ 

/111 Jl< ,""­
I'/<l;jdnd -
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TRAN~Nrr VIA-

o T"Ie.Vpe 
o Fae.LlIlle 
® AIRTEJ 

~-" -"'3 C'. A.~,. If :' ,~ " , 

'" 
o h.medlate 

o Priority 

o RoutIne 

-

eJCUMmr .. .l/!",:l,,-+-: - --, 
CLASSIFICATIOl'-

o TOPSECflET 
o SECReT 

o CONFIDENTIAL 

DUNCLAS EF TO 

o UNCLAS 

, , , , , , , , , , , , , , 
D .. te _--""I"'"'UI",.,'-_--I' , ----- -- ---------------------------------

TO: DIRECTOR. FBI (ATT'N: TRAINING AND RESEARCH UNIT, 
FOIPA BRANCH, ROCM 6280) 

fRCt1: SAC , Ct«CAGO (190- 0- SUb IS) 

Re Bureau a1~tel to Albany and all offices dated 
3/20/80 . 

Enclosed for the Bureau are five copies of an LHM 
captioned as sbove. 

For the information of tne 8.Jreau, tbe unidentified 
subject 
Chicago mentioned 1n t~i':::.:':':~:p:.:n:Y:i:n:.~L= ... =:i:'=i:n:.:o:':V:':d::,:ni csse entithd, L E II~ 

/{ 

0- Bureau (EnC'jC 
1 - Chicago 
THB:mfli 
(3) 

Ap,",oyed - _-" 

-- -, 

-_. --.--~ 
o MAR ~il 1~2 

------
. './ 
" 

': L' I 

,,' ---- ---



-----------------------

'. Roo", ', .... ~.I.,,~ 
~ ... M. 

T>~ 
ACT 

. . 
DOCUI!<1:r I ;tl!::,>-------

u.s. Dcp&lUDenl ofJ\1I1ice 

• 
Federal Bu~a\l of JnvestLSlllioD 
Chicago. Illinois 60604 

• • 
March 24, 1982 .> 

" 
IMPACT or THE FREEDCti OF INFOiMAnOO ;. 
AND THE PRI VACY. ACT 00 LAW ENFORCEMENT 

A.CTIVITIES 

The following information is being set out inasmuch 
as it exemplifies the effects of the Freedom of Information -
Privacy Acts (FOIPA) legislation upon investigative efforts 
of law enforce~ent personnel within the Chicago Division: 

The subject was advised that the i nformation 
in that instance WIlS clas$ifled and shoul d not have been 
released. It was explained that it: was only through an 
oversight and p~cedures have been put in place to prevent 
any future occurances. It is not known at this time if this 
explanation has put the subject's fears to rest, IlG hi~ 

cooperat ion is not yet assured. 

" 
This document contains nether recommendations nor conclusions 
of tile FBI. It h the property of the FIll and 1s loaned 
to your agency; it and its contents are nQt to be distributed 
outSide YOU1: agency. 

"',...." -. rl <,,' 11-
• • 

'IJ'3 

ENCLOSURE 

• 
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Memorandum :---:.'-•. ~. ~ -= 

I 

, 

I 
, 
~ 

.' ,r , - , b7C , 
~" 6/3/83 • o • 

00 

, I 
, 

, 
IMPACT THe PREEDOM OF INFORMATION-PRIVACY ACTS 

::. IfOJl'A) ARE RAVING ON LAW)'!ijfORCEMBNT ACT1V.l"I:I£S 
J 

putfTse, To record receipt of attached sub~ts81008 from 
the ntelligence Di yi sion reqardi ng captioned subject. 

Attached ace three pages of Bu~isaions fro. the 
.~C! Division SUbMitted to the POIPA Section for 

use in feUng the Director tor hill teeU.ony before the 
Subca.mit tee on the Constitution, Senate Judiciary Committee, 
on Aprll 21. 1983. Al l three SUb~lssion8 are entitled ·l~pact 
of POIPA on Asset Development- and all oro C'"CRit t ed FP:RET . I::: ::::~~s19ng !flU hrnisb,d by ls The latter two wer~ vI 

• II\-< ~1'71 ,.J. t,. Ia., •• ,../,. "..j ~ .,,};;.,;j '" "*' nk 
lM-· 

(2) 

That the attaChed mater ial be filed as "i,,' f i le to this me~orandu~ i n Bu ftle 190-3, 

- -
/9fJ-3 

SECRET MATERIAL ATTACHED - _ .. 

<_ ••• " 
'''' o. _ ........ -
e.' • •• " _ -'''''' --­,.---.­,_,<_ -. .... ,~. ­
OK .. __ 

f" . .. , .. _ 

f_,~ .. __ 

.. ~C ... .... ', ..... -
"~-'. -..... w', ... . ,_ 

10 JUl 14 t9SJ 

~v:t;py'Nt!/R.'(."" 
AIO ASON' 15 \ C. ) 
_,_,._~,rv"" ~ I 

, . ' . ,j. '.- - - - ----

::-:- " --

~ . 
7 "1'('" lye,\ 

"'l,l') 
03-~ ~''O'fIIt' 



DOCUMEIIf I -"'ilfl"'-__ _ 

,-----,(>J 
RE: NEGATIVE IMPACT Of~N FBI ASS ET DEVELOPMENT 

This communication i s class i fied "S~ret" Iq it3 
enM-ty. 

It is obvious FOIA had a 
Interviews. 

, ."":'"':'" ~ 
SbIl,ET 

C1asXJfied by IS 41 
Decl a~ifY on; OADR 

:m, P) f ,,-:{)I,.\.\15 
1.J.'" T. l ____ _ 

, 
•• 

" , 



RE: l!'lPACT 

i . . 
- SFGpSnz,AmWILL 

of 
elf FOIPII all l\SSET DI!VELOPI-tENT 

, 

[:::::;::~Urin9 January, 1983, I ::1!1Sed SA I I I ):hat he planned to contact ! I Labor 
XtEacM,nd other SOVle"s at tb/' SOvletassy concerning 
some ac~de~lC r esearch. L ~tatcd that he was w1111ng 
to provlde results of hl.!; meeb .ng wlth FBIHO but he did not 
want to be des i gnat ed as a ;ymhQ ! number source of the 
~ashlngton FlCld Offl ce. I Ltated that he has provided 
lnformatlon to the FBI in t e past; howeve r, due to an FOIPII 
mistake hl$ name was relea ed and this has caused some 
embarassrnent to h1m . ~) '" 

rovlded 

I during January, 1983 . He s t ated that he was once 
an 10 ormant for the Bur eau and that hlS name wan lnadvertently 
released apd be 18 now involved 1n the ~atlonal Lawyers GUild 
lawsui t . I I colMlents related to the difficul ty the FBI 
must be haVing In developi ng qual~ty assets who are not afraid 
of be~ng e xposed through FOIPA . (FBI files do r eflect! I 
was an ~nformant until we d1.scont~nued his SerV1.Ces.) rADlj 

r" II 

S8l!lCEl;'1I1111IT£l • 

clasu M ed by 353 
Declasf\- fy on: OADR 

, 
• , , • 

, , 

• 

lJ 7C 
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• 

NEGATIVE 
....1 ;;';:;;JV t5 / 

IMPACT O}-FOIPA ON FBI ASSET DEVELOPMENT 

This co_unication is classified "Secret" i ll .ts . 
entir y. 

B 

115 ) 

~%! Clas . ie 9954 
Dec i ss i fy : oXOR • 



TRANSMIT VIA 
o Teletype 
O F ..... 
[!\ /lirtd 

TO , 

.ltOM : 

F" 
PRECEDENCE 
o Immadtele 
0 '_ 
o Roul~ 

OIltF.CTnR, FHI (ATTF.~ln~ . 

~AC, NEWARK (lq~_nn) 

D'JCUMEKf .f! 
CLASSIFICA nON 
D TOP SECR&T 
o SECRET 
o CONFIDENTIAL 
o UNCLASEFTO 
o UNCLAS 

Dale "1171 AI • 

.' , , 
TA'!. UNIT) 

.... RF.F.OOH OF INFOR"IATInN - "RTI'ACv ACTS ("'fIIPA) IofAI"IF.RS 

Re Bureau routin~ ~lio dated 1/1Q/B4. , 
In relPonJle to reference Rurellll routinp. sli", the 

'ollowinp. ~ublltantive "roblem~ were noted bv invest1p.lltive 
oersonnel 0' the Newark O"iC~f~J 

Newark 'ile g29B-7~ 8ur~lIu file Inn-J (CDU~A) certain 
individuals contacted as potentilll Assests have reFused to 
coonerate hecause FOIA mi~ht ~ke their coonerlltion known . b7C ' 

For .,our informatiC"Tl, i1urin), thel linvesti"Btion 
(Newark file ~8A-12741, Bureau file R~-RnR 4) nUMitnua FRI 
documents were found in her orhon cell which were obtained ;, 

'0 

throu~h FOIA. It is felt that many 0; theae documents should 
never have been provided 'nr her, 118 thllV ecmtainad sensitive 
inf.ormacion , a~ well as the identitv of local nolice nF'ieer~ . 

<f.
'-,6 

Bureau 
_Newark 

ADRlcn 
<4, 

Trlll1l111ltted 

- ___ o __ ~ 000 

7- '" 

,-
o 

jNumll<lrJ (TmeJ 

, 

- - - '-~-"~-
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DOCUME!Ir I -:J 8'l:!L_---

• C~~~~JL·\L 
II. INFO~~TION EXCHANGE BETWEEN FEDERAL, STATE AND LOCAL 

LAW ENFORCEMENT AGENCIES 

•• 
A. FEDERAL AGE NCIES . .. 

U. S. Department of Co~e rce 

In early 1977, in 4 foreign counterintelligence 
~atter, the Dep4rt~ent of Co~rce, WashIngton, D. C., refused 
4 request from the Tampa Di v is i on to disclose a l ist of 
export products destined for t he Soviet Union. As a result 
of this refusal , which the Department of C~erce based 
upon the FOIA, an experimental InveRtigative approach had 
to be discontinued. 

Federal Deposit Insurance Cor poration (FDIC) 

The fallure of a bank in Denver , Colorado, had 
resulted in FD IC receive r ship to l iquidate the assets. 
Fraud was suspected within the bank. Although this matter 
was referred for FBI investigation , bank records in the 
hands ot the FDI C could not be reviewed without a subpoena. 
The FDIC cited provisions of the Privacy Act for refusing 
access. 

Federal Bureau of Prisons 

In 1975, 4 bank robbery suspect at Los Angeles 
was determined to be an escapee from the Federal Prison 
at Terminal Jsland, California. The suspect was a known 
heroin user, who had been employed and treated in a federally­
funded narcotics prevention proqram. The program supervisor 
was contact ed 1n order to obtaIn any l nformatlon to locate 
the escapee . Due to federal privacy l egislat ion, the scpervisor 
deC l ined to furnish any information concer ning the escapee 
from the ptogr~m fllea. 

Mi li tary Installations 

Approxi~ately a year and a half ago, a disbursing 
officer at Port Carson, Colorado was incorr ectly continuing 
to send payments to a dese r ter, The officer declined to 
furnish the addre8s o f the deser t er to FBJ A~.ts bl cause 
of h1S underst anding of th~ li'OIPA laws. fI- -1()O;s "-L,,~J,. 

;!ASSI~[T"Y ~..1~ , ... 

-
. ~~;t~~; ~ ... ,~l __ 

• -. .. ,',./ . . .. ' . 
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In Savanah, a ~eque8t was ~de by Army Author!t.es 
to dete rmine the status of a posslble deGert,! subject. 
In an eCfort to establish the sUbject's unit assignment, 
s milItary hospital was contacted and verifled the subject 
was a patient . The hOspltal refused to [elease the s ubject' s 
unIt assignment or other Information regarding hIS status, 
due to proviSIons of the PrIvacy Act. 

An attempt by the Savanah o f fice was made to contact 
the owner of a weapon which had been entered Into NCIC, 
to determine it it had been recovered. As the owner had been 
in military service , the Army Personnel Off ice was requested 
to furnIsh his separatIon address. That Office advised 
the record subject had requested his forwarding address 
not to be released, under the Privacy Act. Accordingly, 
this forwarding address was not furniShed to the FBI. 

• 

An indIvidual , his wife and child had assumed 
the IdentIty of a retIred military famIly . Through this 
identi ty they received medical care at numerous military 
hosp ital facilities including Fitzsimons U. S. Army Hospital 
at Denver, Color ado. According to the ArlllY, information 
in the files at Fitzsimons could not be obtained due to 
the Privacy Act, without a "Letter of Seed" or subpoena, 
although the loss at FItzsimons alone exceeded $12,000 . 

• 
I n e civil r,ghts InvestIgation at Newport, 

Rhode Island , the victim was treated by a Navy physician 
assigned to the United States Naval Regional Medical Center, 
Newport. Agents determined from the sta ff at the Medical 
Center that the physician had been discharged from the 
service. Howeve r, CIting the Privacy Act, the staff wpuld not 
prov Jde his for warding address. 

• 
Dur i ng investigation of a civ.l rights violatIon 

at Memphis, Tennessee, it was determined a witness might 
be assigned to a nearby Nava l Air Station. The base 
was contacted to verify whether or not t he witness was an 
enlisted man assigned to that facility. However , military 
spokesmen decl.ned to furnish any Information, based on 
the Privacy Act . Subsequent Independent investig~tion 
deter~ined the witnes~ was in fact a navy enlieted man 
attending a specialIzed cless at the naval base. Nevertheless, 

- 2 
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CU""'"'"'' , N~~,~~ ch i ~f petty otfice~ in chafqe of the class still declined 
to confirm the witness was In his class, based on a possible 
violation of the Privacy ~ct. tn order to make this witness 
available for FBI InterView, It was necessary to contact 
the Base Commander's Office. 

National Aeronautics and Space Administration {NASA) 

An employee of the General Counsel's Office, 
Kennedy Space Center, Cape Kennedy. Florida, was contacted 
in ardet to obtain the last known address for a former employee 
and refused to release this information, referencing ·Privacy 
Act" restrictions. 

o. s. Postsl Service 

On December 15, 1977, while conductinq a fugitive 
investigation. a Speelsl Agent of the Milwaukee Oivision 
requested a Postal Service employee to direct him to Route 5, 
Rice Lake , Wisconsin. Replying he feared it might be a 
violation of the Privacy Act for which he could be subject 
to a $5,000 fine and a civil suit, the postal employee 
declined elthcr to furniSh geographic location of Route 5 
or to answer any further FBI questions. 

Securities and Exchange Commission (SEC) 

In an Unlawful FI.ght to Avoid Prosecutlon Investigation, 
records pertaining to the subject of the investigation were 
requested from the Securitics and Exchange Commission. 
The SEC delayed release of the .nformat ion twenty-four hours 
in order to examine the ramifications of the Freedom ot 
Information Act. 

Social Security Ad~inistration 

In Deeember 1975, an PBI fugitive investigation 
led to a possible current address of the fugitive in fi les 
of the 21 Paso Social Security Office, Local Social Security 
representatives advised the fugitive's add ress in file could 
only be released under subpoena. However, when Bubpoena was 
issued by the U. S. Dist ri ct Court. El Paso, Texas, An SSA 

.. ,.. ! 

- , -
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regional attorney advised information reque~ted 1n SSA files 
was not subject to subpoena under U. S. Code. It waG sliggested 
II relative of the fugitive cooperating with the FBI could 
go to the Social Security Office In 81 Paso lind apply under 
the FOIA for the fugitlve's address. In January. 1976. II 
cooperating family IT.ember by Freedom of Information request 
was given by SSA all the Information the FBI had unsucessfully 
requested. 

• 
Recently, the Plattsburgh. New York Resident Agency 

received Information from the New York State Police {NYSP) 
concerning II possible Fraud Against the Government: An 
individual was allegedly receiving full Social Security 
disability payments, but the NYSP wele 1n possession o( 
documentation showing this inrlividu~l was working full time. 
However, b~5ed on provisions of the Free60m of Information­
Privaey Aets, the ehief of the local Plattsburgh Social 
Security Office declined to furnish any In!or~ation concerning 
the individual or hiS possible reeeipt of SSA disability 
p~yments. 

u. S. Treasury Department 

In an PBI fugitive investI9~tion, the subjeet's 
father was determined to be a u. S. Treasury Department 
employee In San Francisco. After several weeks delay, while 
agency attorneys were consulted concerning Privacy Act 
considerations, the FBI was finally permitted to review 
a personnel status form from the father's tlle in hope of 
locating a current address for the subject. Applicable 
personnel regulations required that the form be updated 
every twelve nonthsl however, the father's form was dated 
19 months previously and contained only the subjeet's 
pre-fugitive address. The form delinqueney was pointed 
Out to the agency, with the PBI's suggestion an "update" 
by the employee ~ight provide the needed address to locate 
his fugitive son. The agency took this matter under advisement 
for several weeks, and later tnformed the FBI the Privacy 
Act required the FBI's investigative interest be divulged 
to the father if he were asked to update bis personnel 
status form. Consequentl~ this line of investigation was 
discontinued. 

• 
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Internal Revenue Serviee (IRSI 

During a recent Strike Force Operation which 
included the FBI and IRS in Wilmington. North Carolina. 
the U. S, Attorney's Office requested information from 
prior tax returns of the subjects of this joint investigation. 
Despite approval of the Strike Force Attorney. and the 
Regional Office of IRS in Atlanta, Georgia, the FOIA off icer 
of IRS in Greensboro. North Carolina, refused to turn 
over the requested tax reeords based on his lnterpretation 
of the Privacy Act. He expressed fear of being sued 
at some future date if he disclosed the records, and only 
produced them after a two-month delay upon dIrect order 
from a senior IRS Official. 

Veterans Administration 

In an Interstate TranSportatlon of Stolen Motor 
Vehicle investigation, the only lead available to the location 
of a witness was Infor~tlon the witness was an outpatient at 
the Veterans ~dministration Hospital in Indianapolis, Indiana. 
Officials at the Hospital confirmed the witness' outpatient 
status, but refused to fUrnish the witness ' address, citing 
the Privacy Act. 

• 
The following article appeared in a recent edition 

of the Commercial Appeal, a local Memphis, Tennessee, newspaper: 

-Police complalned yesterday that they were not 
contacted by MemphlS Veterane Hospital officials about a 
58-year-old stabbing victlm vho entered the hospital June 7, 
until after the patient died Wednesday. 

"Lt. Don Levis, assistant homicide squad commander, 
said the patient, TOIl! Echols of 1517 Airways, 'probably 
could have told us who had stabbed him or at least what 
the circumstances were if we'd only known about the case. 

'Ae It was, we dtdn ' t get any word about the stabbing 
until after he died and nov. if It tur ns out to be ruled 
a homicide, ve're stuck with a mystery murder ve'll have , 
to vork from sc ratch.' 

"EchoLs complained to hospital doctors of severe 
abdominal pain when he entered the hospi t al and doctors 
said they found an old abdominal stab wound when they operated 
on hi~. He died at the hospital at ),02 p.m. Wednesd~y. 
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~LeW1S said that when 8sked why the hospital tailed 
to contact poli ce about the stab wound. hospital authorities 
said that they did not want to violate the federal prIvacy 
laws. 

"!\o rullng had been made on the death lats yesterday." 

B. STATE LAW ENFORCEMENT AGENC IES 

Agents who work On II frequent basis with the Indiana 
State Police Intel ligence Unit have advised this unit has 
expressed concern abovt sha r ing the ir sensitive informant 
lnfor~ation with any Federal agency because of the disclosures 
being made under the FOIA and PA. The ISP Intelligence 
UnIt continues to e xhibit a cooperallve attitude when dealin9 
with knOwn and trusted Federal Agents~ however, they have 
advised they do not desire to be contacted f or Information 
by Agents who are not personally known t o them. Their 
rationale 1$ that they can tr~$t the Agents they know to 
properly conceal the identity of their Infor~ants, even 
if the information were to be later reLeased under the FOIA 
or PA. 

• 
The Phoenix FBI Of f ice has noted a trend to exclUde 

Agents working organized crime /latter s frOJ:l key inteLLigence 
meetings in the Phoenix area. Several atate law enforcement 
officers have mentIoned a concern for the security of information 
in connection wi th FOI?A disc l osures as the reason for the 
closed ~eetlng$. Phoeni x undertook e f for ts through meetings 
with state and local law enfor cement agencies to improve 
their understanding of the FOIA and ?A legislation. These 
e f forts have not met with ccaplete success . 

• 
The Attorney General for t he State of Maine has 

advised he intends to fOl low a policy concern ing the rel ease 
o f state records to be in conformity with t he FOIPA. Consequently, 
in applicant baCkground investigations, Maine State Police 
arrest reco rds concerning relatives ot applicants are not 
aade available to the FBI. 

• 
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The State of Te~as has a privacy act entitled 
the Texas Open Records Act, which is patterned after the 
Federal Freedom of Information Act. This Act limits access 
by federal .nvestiqators to certaln records, incl~din9 
Civil rights Investigations. 

• 

C. LOCAL [,AW ENFORCEMENT AGENCIES 

Due to FOIA and the Privacy Act, difficulty has 

• . , , . 

been experienced on several occasions in obtaining information 
from the New York City Police Department (NYCPD). Some 
officers have stated their reluctance to make infor~tion 
available concerning subjects of local Investigation because 
of these Acts. The Drgani2ed Crime Control Bureau and the 
Intelligence Division of the NYCPD have expressed cOncern 
over the FBI's ability to protect sources of information. 

• 
Tn a Roston civil rights investigation. in which 

the subject was a former employee of a Rhode Island law 
enforcement agency. the head of that agency advised subject's 
personnel file contained several previous conplaints concerning 
his alleged brutal.ty. However, the agency refused to ma~e 
the personnel f.le or information contained in it available 
to the FBI. out of fear the subject would have access to 
this information under the Privacy Act. 

• 
In a recent civil rights Investigation, an effort 

was made to obtain a copy oC a UtIca, New York Police 
Department report of the VIctim's death. Local authorities 
would make the report available for review but deeline~ 
to provide ill copy for inclusion in the PBt's investigative 
report. Anticipating a civil suit would be filed against 
the city and polIce department arising from the victim's 
death, they questioned the ability of the FBI in view of 
the FOIA and PA to maintain the local report in confidence. 

• 
A representative,of the Los Anqeles Police Department 

Intelligence Division has stated he is very reluctant 
to furniSh infor~ation regarding possible domestic revolutionaries . 
He is fearful such inforMation could inadvertently be released 
pursuant to the FOIPA. 

• 

• "', > 
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11 detective of the Union County Prosecutor's Office. 
F.lj~abeth , New Jersey, was contact ing his local sources 
relatlve to the whereabouts of a former Elizabeth resident 
who 1S now a federal fugitive charged with murder. The 
detective sald his sources and contacts in the Cuban community 
!n Ellzabeth were reluctant to provide information in thiS 
federal case or others because of the fear of disclosure 
under the FOIA. 

• 
The fol l owlng letter was directed by the Chief of 

Police 1n Portland, Or egon, to the FBI: 

Dear Mr. Barger: 

With respect to FBI files being made acceSSIble 
to persons or organ izations pursuant to the Privacy Act 
or the Freedom of InfocRation Act, I request that all 
investigative records of Information, from whatever Portland 
Bureau of Pol ice source (includlng the Portland Police Buteau 
II .. an organization, It .. employees, etc .), in your files 
be protect ed and kept confidential. 

If such protect ion cannot be assured to this 
organlzat i on by the FBI, we will only be able to cooperate 
in the exchange of non-sensltive , non-confidential information. 
The Portland Bureau of Police would not be able to pass 
on sensitive lnfor~ation to the FBI without this assurance 
of conf i dentiality, and the etfectlveness of the working 
relationship between our organizations would be greatly 
diminished. 

Very truly yours, 

B. 11.. aaker 
Chlef of Police 

• 
Former Los Angeles poll ee Chief Edward DaV1S 

stated in the early part of 1977, thet if any Information 
is released by federal law enforce~nt agencies as II result 
of II request under the POIPA, which indicated that the source 
of information was the Los Angeles Police Department, he 
would no longer allow his depart.ent to furnish information 
to any fsderal law enforcement agencies. 

• 
... 
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A [epr~sentative from the Ctlminal Conspiracy 
Section of the Los Angeles Pollee Department has stated 
his se~tLon lS very reluctant to dis~uss infor~ation ~oncerning 
poSSible Intelligence operations of the LAPD. The represen~,tive 
stated he feared this Information could inadvertently be ! ., '_ 
celeaset:! by the PBI to !!In Individual pur5uant to h15 FOIPA ~ 
request. 

• 
In ~Ivil rights matters, offl~er5 of the Green5boro, 

North C!!Itolina, Poli~e Depart~nt have been cautioned by 
their dep!!lctmental attorneys that, when interviewed as subjects 
by PBt Agents, they should respeotfully decline to furniSh 
any information baled on the 5th Amendment. They have been 
cautioned further that any statement they do mI!Ike to the 
PBI would be subject to disclosure under the POJPA. 

• 
The Little Rock Police oepart~nt and the North 

Little Rock Poll~e Depertment will not share their informants 
and, ~re importantly, a substantial amount of their informant 
info'~tion on federal violations, for fear an informant 
will he disclosed aCCidentally by the PBI through a request 
in conneetion with the Preed~ of Information-P[iva~y Acts. 

• 
It has been observet:! the exchange of Information 

among local police, state and federal investigators at the 
monthly meetings of the Columbia, South Carolina area Police 
Intelligence Organization has decreased subetantlally. 
Because of uncertainty over what inforaation may meet FOlA 
or PA t:!isclosure ~riteria, there is very little 1nformation 
exchanged at these meetings. 

• 
In the latter part o( 1976, the FBI Milwaukee 

Office experienced a reduction in th. information that could 
be Obtained from Milwau~ee Police Departaent records relating 
to cases other than applicant ~atte(B. For a short period 
o! time, only limited investiqative Infor~atlon would be 
released to the PDt; however, an understandln9 vas formulated 
whereby any arrest record not reflecting a conviction would 
not be diBBQmlnated outside the PBI. To maintain relationship 
~ ith the Milwaukee Police Department, this understand i ng 
15 still Incorporated 1n Milwaukee investigativs communications. 

• . . 
.' : , 
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Since the Spring of 1976, the New Orleans Office 
of the FBI has encountered an express reluctance by the 
New Orleans Police Department and Jefferson PariSh Sheriff's 
Office Intelligence Units to cooperate 1n furnishing written 
information to the FBI on security, as well as criminal, 
matters. A me~ber of the NOPD Inteil l gence Unit stated 
that, despite past FBI assurances that all intelligence 
infor~ation would be considered confidential, it had been 
learned a former black activist, who had made an FOtA request 
to the FBI was furnIshed a copy of an intelligence report 
previously furniShed to the FBI by the NOPD. Although this 
document did not reveal the ident i ty of any NOPD informant, 
that local agency advised it had no choice but to decline 
to furn ish further written information to the FBI, in order 
to prevent this sltuat.on fraN arising again. 

• 
In the course of a fugitive investigation, a 

Cleveland FBI Aqent was denied information contained in 
City of CLeveLand employ~nt records, due to the Privacy 
Act. Subsequently, the Cleveland Agent was able to obtain 
these records through a federal search warrant whiCh was 
served on Cleveland City Hall. However, because of delays 
reqUired to obtain the search warrant, the Cleveland Agent 
~issed apprehending the fugitIve at his place of employment • 

D. FOREIGN LIAISON 

:0 recent r;""ersatl:n; !lltb t .. o mQ;herSI~~ ;~e 
investigatlon concern nq copyrlg t ~atte r8, t esc officers 
stated they did not furnish all Information to the Federal 
Bureau of Investigation as they had in the past, due to 
the Freedom of Informatlon Act. 

• 

[~~;;;;:;;:;;~~~;;;;;;~;;~;:;;;;;;;;~~;:~~::::~j " I <lI'CJ.H,",U S aetIOi!1'J1 ageiSt tue .Bl oecaooe Of tlie feat I 1«:..) 
of seeIng his name in the newspapers. He advised the promise 
of confidentiality by law enforce~ent In today's political 
environment is worthless. ~ 

• 

, 
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A citizen who has close contact with a foreign 
police agency discontinued his association with the FBI 
because he feared that, unde~ the FOIA, information might be 
released which would Identify either himself or tbls foreign 
police agency. 

• 
In the past two years, several Agents have had 

contact with foreign police representatives visiting the 
United States. These representatives have come from Westetn 
countries, SOQ6 of which have e~perlenced internal problems 
with ter roris~, including Great Britain, France, Canada 
and Sorway. These police representatives generally offered 
the observation that, despite their high rega rd for the 
reputation and professionalism of the F8I, they be l ieved 
(one said It was sadly a~u8ing) al l of the fIne efforts 
of the FBI are sometimes diluted, if not negated, when the 
investigative results have to be fu rnIshed under the FOIPA 
to the subjects of investigations. This same dismay over 
restrictions on the PSI was relayed by a person who traveled 
to I srael and visited the Israeli Pol Ice. 

, 

, 
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Ill. ABILITY OF LAW ENPORCEMENT FERSONNEL TO OBTAIN INFORMATION 
PROM THE GENERAL PUBLIC 

A. AIRLINES , 
" 

In an PBI case, United Airlines at Seattle, Washinqton, 
had accepted a stolen check for airline passaqe. As United 
Airlines computers indicated to the ticket agent the check 
was stolen, the airline refused to Issue the tlcket which 
had been completed by the ticket agent. During the course 
of FBI lnvestigation, United Airlines was requested to 
surrender the completed but unused ticket as evidence; 
however, the company declined to make the ticket available 
to the FBI due to the POI PA. 

B. APARTMENT OWNERS 

A Richmond Division clerical employee, who is 
also employed by an apartment complex, advised this me~orandum 
was prepared by the apart~nt manager relat i ve to release 
of confIdential Information concerning tenants, 

"In response to many of your questions , our attorneys have 
advised uS to follOW this procedure, 

11 "NO POLICEMAN OR OTHER SIMILAR 01'FtClAt IS TO BE ADMITTED 
TO ANY RESIDENT ' S APARTMENT WITHOUT A SKAReH WARRANT. 

2) "NO FOLICeMAN OR OTHER SIMILAR OFFICIAL IS ALLOWED TO 
SEE A RESIDENT FILE WITHOUT A SEARCH WARRANT OR A SUBPOENA. 

3) "ALL SUCH OFFICIALS MUST SHOW lDENTIFICATION. 

"We cannot give out the follOWing lnformatlon, 

1) Resident's income 
2) Resident ' s outstanding bills 
3) Resident's Jllethad of payment 

~We ~ give ou~ the following Information, 

1) Resldent's address 
2) Resident's marital status 
3) Resident's forwarding a'ddress 

"Please he courteous to all police officials. 
to them that you arc prohibited from releasing 
information . 

. ' . f " " . 

- 12 -

HOwever, explain 
confidential 

, , 



• 

, 

"If you have any questlons about this procedure, contact 
your rental coordinator.~ 

"Res,dent Managers must circulate thlS me~ to all employees. ff 

C. BANKS 

Citing the Privacy Act, a large Denver bank would 
not make available details of a particular financial transaction 
without 8 subpoena, although the bank was the vehicle in 
a posslble 2.2 ~lliion dolls! fraudulent ITSP transsction. 

A focmer president of another Denver bank obtained 
loans using fraudUlent finanelsI state~entS. The former 
employer bank would not make aV811able to the FBI the personnel 
file. the loan file, or the results of the Internal audit 
regarding the president's activltJes, based on the Privacy 
Act. ThlS .nformation was not available trom other sources. 

• 
In ~ m~)or Fr~ud by Wire Jnye6tlgatlon includlng 

RICO raMlfications, General Counsel for wells Fargo Bank, 
San Francisco, adY1Sed that even though the subject of the 
investigation was in present default with the b~nk, no records 
would be ~de aY~llable to the rar without a subpoen~ duces 
tecum. The General COUnsel stated it was possible the 
subJect might at some future time enter into negotiations 
with the bank removing himself fron a default position, 
at whiCh time the bank would place itself and its officers 
in a position of great liabillty. ~eeording to the General 
Counsel, this liability would be based upon the fact the 
Privacy Act had prohibited the bank from releasing informatlon 
to the FBI Without a subpoena duces tecum. 

• 
During an investigation concerning disappearance 

of $1,000 from a Los Angeles bank, investigating Agents 
contacted a senior vice president to request background 
information on a particular suspect bank e~ployee. The 
vice president advlsed that, due to recent federal and state 
privacy legislation. he could not furnish personnel informa­
tion concerning this employee, as he feared that the employee 
might then have grounds to file a law suit for invasion 
of privacy. 

• 

• 

- 13 -

;-------- ------ --



, 

, 

In an investigation originating i n Chicago involving 
false sta tements to an estimated 50 to 6S banks resulting 
In 3 . 8 million dollars in law SUits, the San Francisco FBI 
Off i ce served a subpoena for bank records at Wells Fargo 
Bank, San FranCISco, and additionally made req uest to Interview 
bank officers who had been per30nally contacted by subjects. 
Wells Fargo, a victim of the scheme, would not permit the 
requested interviews without additional subpoenas directed 
to the of ficers involved. By way of e~planation. the bank 
advised the Privacy Act prevented discussion of any information 
concerning a bank custooer without subpoena . 

• 
In a recent Honolulu investigation regarding Interstate 

Transportation of Stolen Property, an Agent was denied information 
contained In bank records which would have been of lead 
value in locat i ng the subject. The bank personnel, including 
the vice president, c ited the Privacy Act as basis for refusal 
to disclose this lnformation. which would have indicated 
where the subject was cashing bad checks. 

• 
In an investigation involving al~~st $eOO worth 

of bad checks, a request was made to review and obtain certain 
bank records at El Paso Nat ional Bank relating to the subject's 
checking account. An assistant cashier at the bank denied 
the request, citing the Freedom of Information Act and Privacy 
Act. This erroneous denial of informat ion resulted In a 
tWO-MOnth delay in the lnvestigation. 

• 
An i.nd ividual obtained a loan on hon.e improv.ements 

i nsured by the FHA. The loan was detaulted and the State 
National Bank of Odsssa, Texa •• made a claim and was paid 
by the FHA. During subsequent inv •• tigation by the FBI. 
the Stat. National Bank of Odessa, Ttxas, refused to furnish 
the FBI any informat ion concerning the loan without a subpoena. 
The reason given for the dental of lnfor~ation was the Freedom 
of Infor~ation Act and the Pr ivacy Act. 

• 
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The First N~tional B~nk of Midl~nd, Texas, was 
: .the victim bank in a Bank Praud ~nd Embezzlement - Conspir!ilcy 

C!ilse. Losses suffered 1n this case were approximately 
$476.000. Bank offlcials advised that under b~nk policy. 
which was b~sed on the FreedoM of Information and Privacy 
Acts, they would furnish no lnformation to the PBI without 
a subpoena duces tecum. 

D. CReDIT BUREAUS 

Citing the Privacy Act, Cleveland Credit Bureau 
personnel refused to furniSh information regarding a fugitive's 
address and e~ployment, which could have enabled the FBI 
to ~pprehend him. The Credit Bureau advised that such 
information would be released to the FBI only upon the issuance 
of a subpoena. 

• 
The policies of the Credit Bureau of Greater lIouston, 

influenced and shaped by the lmpact of the Preedom of Information 
and Privacy Acts, have lim. ted the information that is available 
to the PBI, as follows: 

(a)In applicant cases, even when waiver forms have 
been executed by the applicants, the Credit Bureau 
will not identify businesses where the applicant~ 
have delinquent sccounts. 

lb)In crimlnal cases, the Credit Bureau wlli not 
ldentify businesses where the subjects (or other 
pertInent lndividuillls) haYe applied for credit • 

• 
One of the larger collection agencies in St. VQuis, 

Missouri, hillS refused to furnish information regarding individuals 
who are subjects of Yet investigilltions, and hillS specificillily 
stated this reluctance 1s billsed on the FOIPA. 

e. EDUCATIONAL INSTITUTIONS 

In June 1978, a state universIty registrar was 
contillcted for asslstance in obtalning student documentation 
for an undercoYer Special Agent. The registrillr declined 
to cooperillte in the investigation, commenting his cooperation 

.. --
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would requite h i m to knowingly misrepresent the un'versity. 
He e~pla ined the Pr ivacy ACt was very c lear as to what he 
could or could not do: he was even prevented from furnishing 
,"formatlon to parents of students, even when the parents 
were entirely paYlnq fOI their child ' s education. 

• 
Agents of the HonOlulu Office , in criminal investigations, 

sre unable to gain access t o registr a tion and/or academic 
records of current and prior students at the University 
of HawaiI. The only lnformation available is publlC source 
lnfoI~at lon which Is contslned in the Student Directory. 
The explanation for denial of access by UniverSity of Ha wa ii 
personnel is the Privacy Act. 

• 
During the fall of 1977, an SA of the MObile Division 

was conducting a background investigation involving a Bur eau 
applicant. The applicant'! attendance at a community colleqe 
in Alabama was vetified but the agent experienced diffiCulties 
obtaining detailed infor~ation, even though the applicant 
provided the FB! with the required release . SchooL of f icials 
refuaed to provide the agent with the names of the applicant's 
former l nstructors and attributed their position to the 
Privacy Act. 

• 
Our Lng a Civil Rights inquiry recently, a local 

university stUdent stated incidentally that she was taking 
s Govern~ent course in whiCh the professor gave extra credit 
to students who requested files on themselves from the FBI. 
The student herse lf recei ved extra c redit, even though the 
PBI responded to her FOIPA request that no files were 10cated 
identifi able to het name. • 

Arizona State Univers ity otficials have adopted 
an offlCial policy of non-cooperation with investiqstors 
since the enactment of the Freedom of Informatlon and Privacy 
Acts. This policy is ca rried out at all levels of the 
UniVersity ' s ad~inistration. Prior to the Freedom of Information­
Privacy Acts, the Univers ity was most cooperative. 

• 
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At Boulder, Colorado, in connection with applicant 
type investigations, there have been instances in which 
Individuals displayed a reluctance to furnish derogatory 
Information after being advised of the provlsions of the 
Freedo~ of Information Act, even though it was poInted out 
that their identitles could be protected. No information 
has been aVBilable from the Office of Records and Admissions. 
University of Colorado, Boulder, except in those instances 
where a signed release was provided. 

• 
During a recent Foreig" Counterintelligence investigatlon. 

college records concerning the subject were unavailable 
without a release from the subject or a subpoena, due to 
fear ot violation of the FQIPA. PersonneL at the motel 
where the subject stayed would furnish only limited lnformation 
eoneerning this individual, due to the FOIPA. 

• 
In connection with a fugitive Investigative matter, 

s transeript supervisor at a major upper - midwest university 
advised on April 16, 1976 , that in the opinion of the university 
administrators, no information could be released to Agents 
of the FBI concerning the fugitive without hlS eonsent 1n 
the form of a signed release granting authority to do 80. 
The position of the University was said to be in compllanee 
with provisions of the Privaey Act legislation. 

• 
In a recent FBI fugitive investigation, information 

waG developed that the fugitive might be a student at State 
Technical SchOOl, Memphis, Tennessee. This Institution 
was contaeted and inforaed the investigating agent that, 
as a result of the Prlvaey Act, no Information from records 
could be released to the FBI. The institution would not 
confirm whether or not the fugitive was currently a student. 

• 
During the investigation of an $11,000 Bank Fraud 

and Embe~~lenent vlolation, the University of Texas at El 
Paso was eontaeted !ega!di~g the Bubject. UTEP officials 
refused to disclose whether or not the subject was a veteran 
receiving VA educational benefits. The UTEP ad~tnistration 
cited the Preedom of Information and the Privacy Acts as 
the reason for not providing the requested VA information. 
This denisl of tnfor~tion resulted in a two-~onth delay 
in the investigation. 

- 17 -
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F. HOSPITAt.S AND PHYSICIANS CDl!rIa{//nil 
In an applicant investigation at Auburn, Alabana, 

a WaiVer was.provlded the FBI to obtain aedical records COncernlnq 
hospitalization at the health center of an educational institution 
there. The school physiCisn refused to provide any lnfor~tlon 
either to the FBI or to the applicant, even after the latter 
personally went to the health center to sign a second waiver 
drawn by the scbool. The office of the school president 
advised refussl to [eless. info[~tion was due to the Privacy 
ACt. 

• 
An indIvidual identified 8S operating a check 

kite scheme with banks in Indiana, Ohio and Pennsylvania 
had been hospitslized in a St. Louis hospital. Investigation 
deternined this indiVidual had initlated his check-kite 
scheme from a hospital telephone. Nevertheless, hospital 
officials, citlnq the FOIPA, refused to verify his hospitalization 
or date of confinement. 

• 
In an FBI fuqltive case, the Aqent atte~pted to 

obtain backqround data on the fuqitive from a private hospital 
in Indianapolis, where he had been a forae! patient. Hospital 
officials eKpressed the belief that Pederal Prlvac1 Law 
inhibited them trom verityinq the subject's status as a 
former patlent, much less releasinq backqround information 
on him. 

G. HOTELS 

A hotel in San Oieqo which is a part of a large 
nationwide hotel chain refused to furni.h information on 
quests, including foreign visitors. without a subpoena due 
to the enact~nt of the FOIPA. 

• 
During a fugitive investiqation of a subject wanted 

by federal and local authorities foe extortion and firearms 
violations, a Special Agent of the New York Division eontaeted 
the seeurity offleer at the Rye Town Hilton Hotel, Port 
Chester. New Yock. The purpose of this contact was to develop 
background information on a former employee of the hotel 
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who W~5 an assOCiate of the fugitive. This e~ployee all~edly 
had.k~owLedge of the fugitive's current whereabouts. Security 
officials at the hotel refused to furnish any information 
from their files without a subpoena because they felt they 
were open to civil litigation under the provisions of the 
Privacy Act. 

• 
Numerous hotels and gambling cssinos in the State 

of Nevada, which woul d formerly furnish information from 
their records on hotel guests and gambling customers during 
routine Investigations, now require a subpoena before they 
will release any infor~tion to the PBI. The res son given 
by hotel offlc.als for subpoena is for hotel protection, 
1n the event of a law suit, following an FOIPA release given 
to these subjects of ,nvestigation. 

H. INSURANCE COMPANIES 

Information submitted to Medicare throu9h Aetna 
Insurance Company, whiCh would sh~ medlcare fraud perpetrated 
by the staff of a unlon-owned hospital in Anchorage, AlaSka, 
was withheld by Aetna citln9 the Privacy Act. It was necessary 
to obtain a Federal Grand Jury subpoena for the desir ed 
information . 

• 
In the field of arson investigation, major insurance 

ca.panies and the Fire Marshall Reporting Service have stated 
they will provide nO information to federal law enforcement 
agencies e~cept under subpoena. They advise their legal 
departments believe this position is necessary for protection 
against civil suit, in the event of an FOIPA disclosure. 

I. LEGAL PROFESSION 

On May 5, 1977, a nationally known U. S. District 
Court Judge refused to be lnterviewed on an applicant matter 
because he wanted any ,nforMation furniShed about the applicant 
to remain confidential. It was the jU~ge'5 opinion the 
PBI could not prevent disclosure of this information at 
a later date to the applicant under the Privacy Act. 

• 
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In response to an FBI inquiry concerning an applicant. 
an attorney who was a tormer AUSA confided that significant 
infor~a tion. ~anin9ful and derogatory. would not be fortheoming 
concerning the app licant because of the FOIPA. When pressed . 
by the FBI Agents upon thlS point, the former AUSA stated 
that he hlmself would counsel his clients not to furnIsh 
the FBI with derogatory information In applicant-suitability 
matters. 

• 
During an investigation in March 1978, by the 

~ansaB City Office. private attorneys ~re interviewed concernJng 
the qualifications of a candidate for a Government position. 
These private attorneys initially declined to furnish derogatory 
information in their poses. ion concerning the candidate, 
in v i ew of the prOVisions of the Privacy Act . They did 
furnish pertinent information on a promise of confidentiality. 
and it IS unknown what intormation they withheld due to 
fear of the effect of the Privacy Act. 

• 

In a background investigation of a person considered 
for appoint~ent as U. S. Ma9~strate, a U. S. District Judge 
before whom this candidate practiced law declined to furnish 
any information which would be divulged to the candidate 
under the roU. 

• 
A federal district judge was ~nterviewed in a 

background investigation concerning a depart~ental applicant. 
The judge stated he did not feel that the FBt could provide 
confidentiality concerning his statements . He declined 
to furnish candid comments concerning the applicant and 
stated he did not wish to be interviewed concern ing any 
FBI applicant investigations in the future. 

• 
A proainent attorney in Dayton, Ohio, was contacted 

concerning an applicant . He indicated he was in a position 
to furnish uncomplimentary information concerning the applicant, 
but advtsed the inte r viewing agent that due to the FOIA 
he would not do so. Thereupon, he furniShed a brief, neutral 
cOlMlentary . 

• 
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In connection wIth a suitability investigation 
concerning a n~inee for U. S. District Judge, two attorneys 
contacted in July 1976, expressed extreme reluctance t o 
furniSh th~ir true opinion regarding the qualifications 
of the candidate. They indicated they were fearful that, 
shOUld the candidate be appointed to s judgeship and later 
learn of their statements, he would find a way to punish 
them professionally through his position. The attorneys 
eventually provided their comments after receIving an express 
pro~ise of confidentiality; however, there is no assurance 
that they were as candid as they might have been before 
the FOIPA. 

• 
In a recent background Investigation conducted 

by the Las Vegas Off ice pertaining to a Federal Judgeship, 
one attorney contacted advised he had derogatory information 
concerning the judicial candidate. However, he declined 
to furnish this information to the F8! stating he felt the 
Information would eventually be disclosed to the applicant 
under the Privacy Act. He felt that, if this disclosure 
ever occurred, he would be unable to practice before the 
applicant's court. 

J. NEWSPAPERS 

In a Corruption of Public Officials case, recent 
conside ra tion was being given for change of venue to EI 
Paso, Texas. The EI Paso FSI Office was requested to review 
newspaper clipping files to determine the amount of publicity 
in the El Paso area the corruption matter had received. 
On April 10, 1978, a newspaper editor in EI Paso, Texas, 
advised that, in light of the Freedom of Information Act 
and the Privacy Act, no information from newspaper clip~ing 
files would be made available to the FBI except upon service 
of a subpoena. 

K. POLITICIANS 

Recent l y in a Southern state, the State Chairman 
of one of the state's two major political parties was interviewed 
regacding a presidential apPoint~nt. This individual was 
advised of the provisions of the Privacy Act at the outset 
of the interview and requested confidentiality. He made 
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one or two state~ents of a derogatory nature and then requested 
that these statements be disr&garded. He advised that, 
although he wes aware h.s Identity CQuid be protected under 
the Privacy ACt, he was not confident this protect,on would 
be effective. After the above state~nt, the Interviewee 
would provide only a general statement rcgard.ng the appointees's 
honesty and terminated the Interview. 

• 
In Oklahoma, a highly placed political figure Offered 

to furn.sh Information to the FBI concerning a multl-million 
dollar Act of Political Corruption. The information was 
never received because the Agent could not guarantee that 
his .dentlty would not later be inadvertently dlsclosed 
through sophisticated queries sent to the FBI through the 
Freedom of Infor~atlon Act . This source feared that the 
adversary in this matter could collect pleces of information 
from the FBI through the Freedom of Infor~ation Act, then 
assemble the Information, possihly uSing a computer and 
identify the source. 

• 
During the course of a PubliC Corruption investigation. 

the interviewing agent 1n a southern office detected reluct ance 
of witn~.s police officers to provide complete information, 
subsequent to a discussion of the Freedom of Infor~ation­
Privacy Acts. It was the opinion of the interviewing agent 
this reluctance was based on apprehension by the police 
officers thiS Information could be made available to the 
subject, a trial Judge before whom the police officers 
frequently appeared. 

L. PRIVATE COMPANIES 

During a routine investigation, a Special Agent 
sought the coop~ration of a company personnel manager to 
detet~ine the subject employee's residence fro~ company 
records. Citing the restrictions of the Privacy Act. the 
personnel manager would neither confirm the subject's e~ploy~ent 
With his company noc prOVide any background Infor~ation. 

• 

• 
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During a recent national security investigation tt~~~~ 
I1')II01vln9 possible Foreign Agents Registration Act Viohtion:/~:!'~!17 
a 1eod was set out to interview the owner of an electronics ,'. 
firm r~ardin9 the purchase of loudspeakers and other electronics, 
used by foreign nationals In a public demonstration. The 
The owner of the electronics firm refused to dl$close this 
Information unless a subpoena was issued, stating he feared 
the customers who rented his equipment might learn of his 
cooperation, unde r the FOIPA. and bring a civil action 8g8lnst 
the e lectronics firm tor breach of confident ia lity. 

• 
In connection with bank fraud matters being 

investigated in the Charleston Resident Agency. an auto 
dealer refused to furnIsh time cards of employees because 
he would violate the Privacy Act. 

• 
Because of the Preedom of InforRation and Privacy 

Acts, the policy of the Shel l Oil Company limits the type 
and a~ount of informat ion that the c~pany wi ll prOvide 
to the FBI regarding an applicant for employment. The personnel 
clerk for that company advised that, even when an applicant 
has executed a waJver form, the only information Shell 
will furnish regarding the applicant's employment is as 
follows: verification of employment, dates of employment; 
position and salary. 

• 
During the course of investigation in Spokane, 

Washington, agents sought to review employment records 
at the Son Marche Department Store and were advised that 
employment records were no longer available because of .the 
Privacy Act. Agent; also attempted to secure information 
concerning the subject fran Sears Roebuck Company and Nordstrom 
Department Store and were advised that this Infor~ation 
was not available without a cour t subpoena. 

• 
In a Dallas lnvestigative satter regarding an 

electronics eompany, a former employee of the company who 
was a prlncipal witness became fearful that he would be 
sued by the subjects oC the inVestigation and the cOftpany 
if he prov ided information to the FBI . He was reluctant 
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because he believed this information would be available 
through the FOIP~I if the crlnlnal a l leg ation wa s not 
uitl/la tely resolved in court, he teared he would becorr.e 
civilly liable. On several occa~lons, this witness asked 
What his civil liability would be and expressed reluctance 
In prOVid i ng Intor~ation of value to the investigating Agent . 

• 

Another Dall as Inve'tlg.IIVe ~atter was based 
on 1n fonurlon furniShed by b .... 1n ••• _n in a 1111\&11 town 
in Texas . When they initially furn ished the in for~tion. 
these sources Baked that they not be called upon to testify. 
Being bUSinessmen In a small town . they expressed fear the 
.n!ormation they prov ided would be used again st them and 
harm the ir bus ines8es. When these sou rces learned Infor~tlon 
which they furni shed Might be obtained thcough the provisions 
at the FOIPA by the investIgatIon .ubJect., they .tated 
they would not fu rn iSh any further information to the PBI . 

• 

In a fugitive investigation, in forma tion was developed 
that the subJect wa. a former employee of an oil company. 
When contacted, the oil company ma nagettent declined to furniSh 
any background Intormatlon fro. their personnel files concerning 
subject " fo r .. r employment. The stated reason for not 
fu r n i sh Ing thla i nfor.ation waa concern for possible tuture 
c~pany liability s hou ld the fact of PSI cooperation bec~ 
known to the subject under the FOIPA. 

M. PRIVATE LENDING COMPANIeS 

An equal Credit Opport unity Act case involved 
a liMited lnvea tlgation based on a Departmental me~orandum 
which directed that 14 forDe! employees o f a loan company 
be identified and intervIewed. Citing the Pr ivacy Act, 
the loan company Legal Counsel declined to Identify to the 
PBI the 14 fOCM' employees. Insuad, he had hb current 
e~ployees aake peraonal contact with these 14 Individuals 
to request the ir per.lssion t o ,elea •• their nsme. to the 
PBI. ThIS Indirect process delayed the lnvestlgatlon for 
a one-week period. The co-pany was also asked t o release 
loan applications of certain individuals who had been granted 
loans within the past 18 months. On the baB l s of the Privacy 
Act, the loan company declined to [_l.ase the.e financtal 
documents. 
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N. PUBLIC UTILITIES 

During a recent security Investigation, a lead 
was set forth fOt the Savannah Division requesting uti l ity 
checks to be made to obt ain Information regarding certain 
Individuals. Officials of a Georgia ut i lity were contacted 
and advised that checks of their records would not be possible 
due to the provisions of the Privacy Act. 

• 
In Maryland, a local securIty oltice of the telephone 

company referred a "blue box· case to an FBI resident agency. 
However, the conpany refused to furnish any data concerning 
the principals involved in the violation without obtaining 
a subpoena for telephone company records. 

• 
In a fugitive investigation, the Indianapolis 

Office was given reliable infor~atlon concerninq the non­
published telephone nu~ee of the fugitive's location on 
the Christmas holiday . The FBI holiday 8~pecvisor tried 
in vain to obtain the location of the nu.ber from vario~s 
officials at Indiana Bell Telephone Company, and the fugitive 
wa s not apprehended. Indians Bell lnsisted a subpoena was 
needed, based on FOIPA constderat10ns, before this type 
of {n(orastion could be released to the FBI • 

• 
Due to FOIPA ramifications, New York Telephone 

Company procedures for access to subscribe! information 
and toll records substantially delayed investigative actiVity 
in a Similar FBI case. 

o. QUASI [.AW ENFORCEMENT 

On January 17, 1976, the disciplinary board of 
the Suprerr,e Court of Pennsylvania advised that, because 
of FOIPA considerations, all requests for infor~t ion by 
t he FBI must be in letter form and a release authorization 
si9ned by the applicant must be enclosed with t he request 
letter. It was intimated that a written request might not 
elicit all infor~ation if the disclosure could cause difficulties 
foe the board . 

• 

• 

- 25 - • 



• 

-

• 

The AmerIcan Quarter horse Association, Located 
in Amarillo, Te~as, will no longer provIde any Information 
to law enforcement agencies or Investigators unless served 
with a subpoena. This ASSOCiation has In the past assisted 
the FBI in coverage of aspects of the racing Industry. 
The ASSOCiation has advised ItS current restrictive pollcy 
)s the direct result of FOIPA legislation. 

P. TRAVELER'S AID AND FAMILY SERVICES 

A DetrOIt kidnapping case Involved a 65-year-old 
victim who had been brut",Uy beaten, st ... bbed and left for 
dead in a rural area of Ohio. The vlcti~ could only 
provide nieknames for the kidnappers. Investigation revealed 
th ... t the subjects had attempted to gain transportation trom 
the Traveler's Aid SOCiety in Detroit, Mlchigan. The Society. 
after beIng advlsed of the urgency of the matter. nevertheless 
refused to supply Information on December 20, 1977. from 
records which would identify one of the subJects and possibly 
reveal the whereabouts of both subjects. ThiS Information 
was subsequently obtained the next day bv subpoena duces 
tecum and teletyped to a Texas Oft Ice wlthin a few hours 
after receipt. Both subjects were arrested in Texas on 
December 26. 1917. However, a few hours prior to the arrest. 
one subject shot and killed an individual in Texas • 

• 

~rn s any In or 
by a la~ful court order. The Privacy 
basis for this retusal to coop~rate. 

Q. UNIONS 

On alleged Privacy grounds, Seafarers International 
Maritime Union in Brooklyn, New York, will no longer prOVide 
infor~tion to law enforce~ent agencies unless served with 
a subpoena. 

• 

". I •• [ .. ,,;;<:,... . 
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Outing the course of a Racketeer-Influenced 
Corrupt Organizations case involving certain union members 
and company officials, the investigating agent contacted 
non-union employees concern I ng alleged harassment by union 
members and the firing of several r i fle shots at non-unIon 
members. A prospective witness to a particular incident 
declined to furnish any information to the FBI, On FOIPA 
grounds , stating that, "the Government just can't keep a 
secret anymore." 

• 
In a similsr FBI case, a labor union Official 

refused to furniSh infor~ation to the Baltimore FBI Office. 
He clai~d he would have no confidence in the security of 
his Information In view of the ability ot individuals to 
obtain thel! files under the FOIPA. 

R. WESTERN UNION 

During the course of an inVestIgation to locate 
and apprehend a fugitIve, a Special Agent and a cooperating 
WItness attempted to obtain informatIon fron the Western 
Union Office, Jacksonv ille, Florida, concerning a telegraph 
money order and message sent to the cooperating witness 
from the subject . Employees at the Western Union Company 
advised they could not dlsclose any informatlon regarding 
the Iloney order or message, due to "Privacy concerns," without 
a court order. 

--.. • 

• 
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IV REDUCTION IN CURReNT INFORMANTS OR POTENTIAL INFORMANTS 
RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES 

A. DEVELQPKENT OF POTENTIAL INFORMANTS 

Outing thp past four months. three individuals 
were separately contacted In an effort to obtaln their cooperat i on 
in organl~ed crime matters. Each of these individuals advised 
the contacting agent they felt thei! conf,npntlality could 
not be maintained due to current ~UIA legislation. It is 
belIeved these :nd'.viduals would have been cooperatIve had 
they not feared the FOtA and they woul~ have been valuable 
FBI informants. Because of the Wide publicity whiCh the 
FOrA has receIved, these Individuals were well aware of 
the publIC'S ability to gain access to infoemation in FBI 
files. 

• 
Shortly after a ekYJaekl~9 began, an identified 

caller stated to a Special Agent that he was a medical 
doctor and that the skyjac~er was probably identical to 
an Individual who was an Qutpatlent at the pyschlatrlc 
clInic whare the caller was employed . He stated the individual 
was schi~ophrenie and was dangerous to himself and to other 
persons. The caLler sU9geste~ that a psychiatrist should 
be avaIlable during all negotiations With the skyjacker. 
The caller"s ldsntlty was requested since he was obviously 
knowledgeable concerning the skYJacker and could furnish 
poSSible valuable information in an atte~pt to have the 
skyjacker peacefully surrender. Despite the fact that 
several lives were In jeopardy, the caller stressed that 
he was unable to furnlsh hIS name because of Federal Privacy 
Act requlrements and termlnated the call. Because of this 
telephone call. the FBI did have a pyschlatrist available 
during negotiations with the skyjacker (whO had been correctly 
Identified by the caller) and the skYJacker's surrender 
was accomplished without loss of lives or property. 

• 
For approximately three years, a telephone caller 

knOWn to the agent only by a code name furniShed information 
in a wide variety of cases, from drug-re l ated matters to 
terrorism. The caller never identifi.d himself and advised 
he could never testify since to do so would risk death. 
The caller finally terMinated his relationship. eKpresslng 
fear that an inadvertent release of Information by the FBI. 
under the FOtA, might identify him . 

• 
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An individual in a position to know information 
about an FBI subject stated to a Special Agent at Dallas, 
Texas, that she would not furnish any information lest It 
and her identity appear in the newspapers. She made reference 
to Inror~ation WhiCh was being published in the press as 
a result of an FOIPA request. 

• 
An agent of the Jacksonville Division was recently 

in contact with an individual believed capable of providing 
reliable d ir ect and indirect informat i on regarding hlgh­
level political corruption. This individual advised his 
Information would be furniShed only if the contacting Special 
Agent could guarantee that the individual ' s identity would 
never be set forth in any FBI files. The contacting Agent 
attributed this individual's reluctance to have his identity 
set forth in FBI files to a tear of the FOIPA and its effect 
on the FBI's ability to maintain confidentiality of infor~atlon 
from lnfor~ants. 

• 
I n August 1976, an FBI field office contacted 

a potential crimi nal source, to determine why he was not 
now providing the FBI with information as he had been in 
the past. This potential source replied that he was In 
feat of losing his job and of retaliation by individuals 
about whom he might furnish in formation. The potential 
source asked if the FBI could guar_ntee the confidentiality 
of his relationship and of the information he furnished . 
Be stated he was particularly concerned about confidentiality 
in l i ght of the FOtA. In view of his apprehensions. this 
individual Is no longer being contacted by the FBI. 

• 
A particular Organized Crime case involved an 

investigation to identify male juveniles being transported 
interstate for the U$e of no.osexuals. Due to fear of reprisals 
stemming from FOIA disc losures and Privacy Act p r oblems, 
various school Officials would not cooperate in the inVestigation 
to ve rlfy the identity of the juveniles. In the same case, 
prominent citizens in a c~unity displayed reluctant cooperation 
with the FBI out of fear of FOrA disclosure. 

• 
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In Portland, Oregon, a potential source advised p 
he would not cooperate with the FBI due to fear his Identit""l;l""rl~ 
would be publicly revealed, which WQuid b@ detnmental to V'~,~}j;-
hls profession. This potential source referred to news ' 
accounts In the local press regardIng material made avaIlable 
under the FOrA, which had disclosed the na~es of several 
indIYlduals In professional capacities at Portland who had 
ass~sted the FBI and the nature of their assistance. This 
type of publicity. according to the potential source. would 
be detri~ntal to any individual in bUSiness who elected 
to cooperate with the FBI. 

• 
A SpeCia l Agent advlsed that an ind I vidual in 

a high management poSition In II state agency wished to provide 
information to the FBt on a confidential basis. During 
one of the agent's initlal conversations with this source, 
confidentiality was requested, specifically that the source's 
name never be mentioned In FBI files due to "past legislation, 
Preed~ of Infor~atlon Act, etc." This person was in a 
poS i tion to furnish Information concerning White Collar 
Crl~ and political corruption; however, the potential source 
sub8equently refused to cooperate with the FBI, i n spite of 
the Agent ' s assurances. 

B. CIUMINAL INFORMANTS 

A Newark criminal lnfor~ant, who furnished very 
signIficant Information in an autonobile ring case, advised 
he feared for his life after reading In various New Jersey 
newspapers of dlsclosurec made under the FOJPA. AS a r esult, 
thIS source Will no longer furnish information which is 
singular in nature. 

• 
Several attempts have been made by the New York 

Office to reactivate a for~er source , who had been extre~ely 
cooperative and productive . Current atte~pta to persuade 
the source to once again aid the PBI have been negative. 
The former informant refuses to cooperate, as he believes 
his identity cannot be kept secure due to PQIPA disclosure 
policy. 

• 
,.. ... , , . . ' /",-J' .. ""I 
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An I nfor~ant of the Mob i le Di vi sion was recently 
closed Inasmuch as the sou rce advised he felt the PBI could 
~ot efflcient~y prot ect the con f identi a lity of his relationship 
and hiS Identity. due to t he FOIPA. This source has previously 
provided excellent Information regardi ng qa~bLing and organized 
cr i me In the Mobile Division . He stated that he IS afraid, 
if his name ('vee surfaced as providing information to the 
FBI , he WOuld lose hiS bUSine ss and eve r ything he has worked 
for In his life. 

• 
A Top Echelon In f ormant of the MobIle Division 

was recent l y closed as he would no longer f urnish Informa tion 
to the FBI, because he was conce rned about his identity being 
made known as a result o f recent d i sclosures of FBI i nformation 
and confldent i al source s. 

• 
In 1976, the Al buquerque Di viS i on had an active 

lnformant who stated he would no longer continue in that 
capacity because it was hi s belief , as a r esult of the FOIPA, 
his identity and confidentlality could no l onger be protected . 

• 
In an ITAR-Arson Investlgat lon, an individual 

in the Albany a rea was s ucess f ully developed as a potential 
source of infor~a t lon conce rnl ng racketee r ing and political 
cor r uption . How,",v,",r, upon learnI ng of the provisions of 
the FOIPA, this Individua l req uested that his conv,",rsatlons 
not be reco r ded and refused further coope r ation. 

• 
Another field o f fice in for~ant re lated a conversation 

which occur red between a l ocal atto rney and several organized 
crim,", f I gures . The at t o rney comment ed that within the next 
fe w years the FBI will be severely restrict ed in its effor ts 
to obtain information f rom conf i dentia l sour ces. He stated 
that he fully expect ed t he provis i ons of the FOIPA would 
be sucessful l y utilized In Identifyi ng FBI i nformants . 
Agents subseq uently cont acting this val uabl e source have 
noted a subt l e reluctance on his pa rt to more fully penetrate 
the partlcular organl ~ed crime ac t lVltles which he Is In 
a position to cover. 

• 

• 
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An PBI Office in a ~ajo[ North Central City has 
received information from several reliable informants that 
~ost Organized Cri~e members In the area have been inntructed 
to wrIte to FDI Ueadquarter8 requestln~ file lnfnew-atlon 
pertaining to themselves. These informants have advised 
the sale purpose of this process 18 to attempt to identify 
Informants who have supplied Information to the FBI on 
OrganIzed Crime matters. The FOJPA Branch of the Records 
Management Division, PBI Headquarters. has advised that 
such requests have heen submitted by virtually every Organizen 
Crime Figure in the ares. 

• 
A Boston informant who has a great deal of knowledge 

concerning the Hell's Angels motorcycle gang IS reluctant 
to fu~nish information on the qang because of the FOlA and 
PA. He has considerably reduced the aMOunt of intormation 
he fu~nlshes to the FBI. 

• 
A Boston informant who has furnished conSiderable 

information concerning the Weather Underground and the Prairie 
Fire O[gani~ation advised that he is very upset about the 
FOrA. He has l earned through conversations with ~mbers 
of the cOunter-culture that former and current extremists 
are writing to FBI Headquarters under the FOIA in an effort 
to Identify and expose informants. The informant indicated 
he is app~ehensive about the Bureau's ability to properly 
safeguard information furnished by him. 

• 
A long -tl~ confidential informant in San Diego. 

CaLifornia, finally stated, "I can't help you any more'due 
to the Freedo~ of Information Ac t ." This Informant had 
previously furniShed valuable Information which led to arrest a 
and recovery of Government proper ty. Even thougb the pro~ise 
of confidentiality was explained to the informant. he still 
refused to furnish further Information. 

• 
An establJsh~ SOurce of one FBI field office 

had furnished information concerning, relative who was 
a faderal fugitive. The fugitive was artested and subsequently 
made an FOIPA request fo c the investiqation concecninq him. 
Based upon the information released. the formec fugitive 
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reached the conClusion it was probably his relative who 
had furnished information concerning him to the FBI. This 
former fugitive subsequent ly threatened the 11fe of the 
source and the source's family, and the source 18 now fearful 
that hlS relatlve ~ay pass on hiS suspicions to other FBI 
subjects. 

• 
A for~r Salt Lake City informant had regularly 

furnished information resulting in reeav.ty of large amounts 
of stOlen Government property and the arrest and convlction 
of several subjects. In a pending Salt Lake Clty cssc, 
the forMer informant refused to coopera t e because of his 
fear ot the ~IPA, which he felt would in fact jeopardi~e 

his lIfe should he continue cooperating with the FBI. 

• 
I n January 1918. the New York Of fi ce received 

information one prime FALN suspect was applying under the 
FOIA for his file. Sources close to the suspect advised 
he was seeking to discover the FBI's knowledge of his 
actiVities and the identities of Agents who were investigating 
him. 

• 
In a Western Field Office. a forrner highly productive 

confidentia l informant advised that he did not feel secure, 
due to widespread publicity concerning FBI infor~ants and 
the FOIA legislation. ~e stated that, although he continued 
t o maintain hi s confidentiality regarding his relationship 
With the FBI, he was not su re that the FBI could do the 
same. Oue to this source's feelings, he discontinued all 
contact with the FBI. 

• 
In Philadelphia, an informant furn ished information 

concerning LeN {La Cosa Nostu) fi9ures and on organized 
crime conditions in Northeastern Pennsylvania. Subsequently, 
the source acquired the conviction that, under the Attorney 
General's FOIPA Guidelines, guarantee could no longer be 
given that his Identity wo~ld be protected. Accordin91y, 
the source decLined to furnish any further information to 
the FBI. 

• 
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In one No!theaste~n FBI Field Office, on three 
separate occasions persons under develop~ent 8S O!g8nlzed 
crime Informants have decl~ned to furnlsh informatlon of 
a confIdential nature, if the Information IS reduced to 
writlng In any form. These sources have cIted media accounts 
of persons murdered by underworld figures because their 
identitIes were discovered as the result of the FOIA. 

• 

One FBI field office adVised that a conf.dential 
source. whO previously had Top Echelon Status and who had 
identified several members of the La Cosa Nostr a, was discontinued 
In April 1977. This source had read an article in Ti~e 
MagaZine (April. 1977 i$sue. page 221 which had identified 
two former FBI sources who had been slain. The FBI could 
not convince the source that his own .dentity In the future 
wou ld be fully protected. 

• 

In March 1978 . the Drug Enforcement Agency (DBA) 
waS advised that an informant of the Atlanta FBI Office 
might be in a position to provide ti~ly inforMation concerning 
large narcotics ship.ents. in exchange for a reward from 
DBA and the guarantee of confidentiality. A local representative 
of oEA responded that confidentiality could be guaranteed 
by DBA only in instances where the Informant was operated 
by DBA as a source. DEA reward ~ney could be paid to any 
lndiv idual supplying information: however. the true identity 
of an FBI source would be reflected in DBA records for such 
payment. The FBI source was advised of the results of inquiry 
wi th the DBA. The SOUrce subsequsntly furnished the identities 
of the drug subjects of which he had knowledge. This information 
was disseminated to DBA. However. the source declined to 
have further contact with these subjects. tor fear hiS identity 
would be made known at some later date under an FOIA request 
to DEA. 

• 

CllflF/b&JTJAI 
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A Boston FBI informant is well connected to the 
organized crime ele~ent in central Massachusetts, Boston 
and Providence, Rhode Island. Over the past year the Informant's 
productivity has dra~atically decreased. Consequently, 
this decrease was discussed with the informant, who stated 
that he had bequn to doubt the FBI's ability to protect 
the contents of its own files and information provided by 
I~S Informants. He had learned that an organized crime 
figure had received over SOO pages of FBI Anti-Racketeering 
Reports and was unquestionably trying to identify informants. 

• 
The crimInal Intormant coordinator of the Boston 

Division has been told by an individual, who would potentially 
be an excelleQt source of criminal Infor~ation on the Boston 
waterfront, that even though he had cooperated with law 
enforcement personnel In the past he WOuld never do so 
again. He stated that he was afraid that one day, as the 
result of FOIPA, he might ·see his name in the Boston Globe." 

• 
In Dallas, an infornant who has been furnishing 

information to Special Agents of the FBI since 1953, regarding 
gambling, prostitution, stolen goods, and criminal Intelligence 
information, when last contacted by an Agent indicated he 
would nO lOnger furnish any informatton to the FSI due to 
the fact it could be disclOSed under the FOIPA. The infor~ant 
felt hiS personal safety could be jeopardi2ed by the disclosure 
of hl~ identity, and he no longer wanted to take the pers~al 
r , ~k and ptovlde information regarding criminal actiVities. 

C. SECURITY INFOflHAN1'S 

100 

• 
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An individual, who 15 In a posi tion to furniSh 
possible foreign counterintellIgence infor~ tl0n, expressed 
the opinion the Federal Govern~nt could not protect 
hiS identity in view of the constant scrutIny by Congress 
of the FSt and etA and the subsequent news media leaks. 
ThlS Individual also stated he would be fearful that 
h i ~ Identity would be rcvealed through access to records 
by the public under the FOIA, as well as extenslve civil 
d i scovery proceedings exemplified by the SWP civil law Buit. 
In addition. thlS Individual e xpressed concern over former 
intelligence agency officers who were publish i ng books, 
possibly jeopardizing the confldentlality of sourceS . 

• ,,' 

• 
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"',..,. 't . . I , '/". An .n formant express ed deep concern over security . "".;. 
and posslble d15closu r e of hlS re lat i onship wl th the FBI, • 
noting recent Instances i n which ~~r sour c e s had been icentfflec 
in the press. The infor mant, who had prOVided cC l tical 
lnformation for many year s in mat ters of the hlghest sensItIvity, 
requested that his relationshi p wi t h the FBI be terminated 
and t hat his name be ~eleted fro~ all FBI r ecords. 

• 

I Hie l rHor li nt rib l'epesteaII' vOict"o concern o ver posslblL(C) 
dlsclosure of hlS ident i t y through the POtA. The source 
has now r equested that a ll contacts be minimi~cd 111 frequency 
and duration. that a ll i nfor mation fu rn ished be paraphrased, 
that hlS rea l or code names never be used , and that access 

informat i on be seve r ely rest r ict ed Within the F81. 

~~~~~~~~~ 
infor ma t ion fur n ished haz 

• 
A forme r source of e~ce llent quality was recontacted. 

Slnce hiS bac k9cound was s uch t hat he could develop information 
of value concerning the t e rrorist Pue r to Ri c an , ndependence 
group known as t he FALN . Aft e r three hou r s of conVersation, 
the former source agreed to cooper a t e with the FBI but only 
In a ve ry limited manner . He et ated that due to the FOIA 
he lonqer believes that rBI Agents c an assure hlS complete 
protection. He made It clear that he wlil never again !unction 
as deeply as he had pr eviously In behalf of the FBI, noting 
that d isclosure of h i s ident i ty would most a ssuredly cost 
hfIJI his hfe. 

• 
An Indiv i dua l who has r equested his identi~e 

o;orecred And WhQ has QrOY~ded :n ~Qrma t l;n ~:( t j : r:F~ (C) 
Is so expressed concern pe r Inen o reve aE n oS '~~entity 
as furnis hi ng i nfor mation to t he PSI . This individual queried 
the Special Agent involved in t he investigation as to whether 
his Identity could be pr o t ected and s ta t ed t hat he was concerned 

. ... , 

• 
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a regular bas I s by t~e FBI. 

• 
l~embers of an otganiu.tlon whIch IS currl'nt l y 

under i nvestigation In the domestic security IIrell mad .. 
several FOIPA requests to the FBI. Based upon this Information. 
one ~mber concluded that a particular Individual had been 
providing information to the PBI . ThIS conclusion was based 
not so much on the release of particular information or 
the Identity of the indiv idual who furnished It, but 
upon the fac t that much of the infor~ation went back many 
years. as well as up to the present . This member concluded 
that only one Individual could have provIded Information 
of thiS nature over such II long span of t ime. The source 
who provided the Informat ion conVinced both the member and 
the organization that thlS ~as not the case and that th i s 
sou r ce was not the indlvldual who provided Information to 
t he Federal GOve rnment. However, while the situatIon ended 
f avorably, potential for harm to the source was 9reat. (Note 
this example l! very genaitive.) 

• 
I n Septembe r 1917, a former SpeCI a l Agent adVised 

the San Antonio Of f ice that an informant had contacted h Im 
upon learning that an FBI subject had obtained documents 
under the FOJPA. The In tormant expressed the fear that 
his ident Ity as a confidential source against this subject 
would be revealed. ThIS subject was trYing to Identify 
Individuals who had provided Information to the FBI concerning 
hu act ivities. 

• 
In a Western FB I Office, an IndiVIdual was contacted 

in a recent foreign counterintelligence investigation, as 
he was in a poSition to furnish valuable Information on 
a continu ing baais regarding the subjvct. Although this 
potential source displayed an othe rwise cooperativ~ attit ude, 
he sta ted he WQuld not furnish information for fear his 
I dentIty might be revealed at some future date due to prOvisions 
of the freedoll of Information Act. 

• 
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Melllbecs of an organization dedlcated to bnn9in&~tl~"~I:1'. 
about a militant, worklng class lIIovelllent based On Marl'!s"- 171\ .. ,,: .. ; 
Leninlsm, recently discussed the FOIA. A dec'9ioo was r eached . 
to 11<9;!- 'lquny to both the FBI lind the! I 

I under proviSions of the FOIA requesting information 
concern ng the organizatlon. It was thereby antlcipated 
that II C~parl$On of lnformatloo concerning Ind ividuals, 
including dates, tlmes and actlvltles, would Identity lnformants 
in the organization. 

• 
In 1976, II most valuable and productive FBI ,nformant 

ceased his activity in behal( of the Bureau. His [eason 
for this decision was his concern over the FOIA, whi ch he 
believed offered the d18tinct possibility of discl081ng 
his identity as an infor~ant. This source prOvided coverage 
on two major subversIve and/or violence-oriented groups 
of investigative Interest. 

• 
An FBI Agent was once told by an Informant that 

"he would trust the Mafla to keep a secret more than he 
would the Bureau . " 

• 
Rerentlu an Infprmant A I bl 

,.. J 9 
expressed great conccrn over the possibilIty of his Identity 
being disclosed. The source stated that he recently read 
in a local newspaper that foreign viSItors CQuld gain access 
to FBI records through thr FOIPA. 

• 

• 
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Since the advent of the FOIPA, numerous documents 
containing informat i on furnished by an FBI asset of long 
standing have been released under p rovisions of these laws. 
These releases have had a deleterIOUS effect upon the asset's 
relat 10nship with the FSI. There has been a noticeable 
decrease in thv volu~e of information furnished by the asset, 
who has been frank to sta te that he no longer has his former 
confIdence that the FBI can ma i ntaln t he confIdentiality 
of his relationship. On numerous occasions, the asset has 
e xpr essed reluctance to furnish Information which he fears 
might be released under the FOIA, resulti ng In hIS physical 
jeopardy or leav ing him open t o civil sui t. This asset has 
not yet terminated his relationshIp wlth the PBI, but the 
relationshIp is now a very tenuous one . 

D. I NFORMANT SAPETY 

An informant of the St. Louis Off ice has e~pressed 
concern that individuals about whom he was providing information 
we re requesting their PSI filea under the FOIPA. This 
informant expressed fear for hIS pe rsona l safety and that 
of his fam1ly. This source had in the paat provided reliable 
and corroborating in formation about individualS who have 
been convicted o f federal cti~es 1n the Easte rn Oisttict 
of Mis50url. There has been a recent reduct ion in amount 
and quality o f the sou rce's information . 

• 
On several occasions in the recent past, an informant 

of the Portland Oivision , who has furnIshed reliable informa­
t lnn has vOl ced his concern for hlS safety out of fear that 
his 1dent ity would in the future be revealed , under the 
POIPA. He stated that when he b@9an ass isti ng the FBI it 
was his understanding that hiS identity and the in(or~tion 
he fUrnished would always r e.a in confidential . 

• 
A key wltness of the Newark Field Off ice concerning 

a check-ki ting 8Che~e lS aiso involved with loansharks. 
The witness Is not being fully cooperati ve I n the case, 
par ticular ly 1n ldentitying a loanshark with whom the witness 
IS dea ling. due to tear the loanshark will learn of the 
cooperat ion with the FBI because of the FOIPA. 
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v. MISC£LtJ\NEOOS (OTlI&R RELEVANT EXAMPLES) 

A. SUITABILITV INVESTIGATIONS 

In an appllcant investig~tion, an official of 
the Ports~uth, Virqlnia Police Department refused to be 
candid 1n his remarks pertainlnq to the applicant in view 
of the PrIvacy Act and the Freedom of InformatIon Act. 

• 
In a recent Newark National Academy case, a 

protected source expressed concern less he be identified 
as the source of derogatory information . He clearly indicated 
he was aware that the applicant would have access to this 
information through the Pr i vacy Act. Other offlcers interviewed 
simply refused to be candid regardinq the applicant, due 
to their awareness that the information might be released 
to lIim . 

• 

In another Newark suitability lnvestigation, a 
local pollce department refused to make a record cheCk on 
the applicant's brother without a waiver fr~ the brother, 
because it was believed there was a possible POIA or PA 
vJolation. 

• 
Special Agents of the 1I0nolulu Division have recently 

observed a general reluctance by local law enforcement officers 
to furnIsh derogatory heresay information in suitability 
investigatlOns. Members of the law enforcement community 
have been apprlsed of t~c access and disclosure provisions 
of the FreedOJll of Information and PriVacy Acts {FOIPl\!.· 

• 
In a backqround lnvestigation of a police officer 

nominated to attend the FBI National Academy, a nUMber of 
police officers within t~e same department requested that 
their derogatory comments not be reduced to writing. They 
cited the proviSIons of the FQI" as their reason. 

• 

. . , 
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A former high official in an upstate New York 
Clty was being considered for a White House staff position. 
An individual in that ~unicipallty refused to conment since 
he belIeved the candidate would be able to obtain thlS 
info[m4tion through the Privacy Act. The official, who 
was aware of the Act'~ prOVIsions, stated he st.ll belIeved 
someone in the White House would have access to comments 
lIIsde. 

• 
During a 1~78 SPIN Investigation In Miami , the 

interviewee advised he was a bUSiness competitor acquainted 
w, th the appointee. He InquIred as to what degree of confi­
dentiallty could be prOVided if he furnished information 
rL~a[din9 the appointee. Privacy Act provisions were explained 
to the interviewee. ThiS was not a sufficient degree of 
confidentiality and he would have nothing to Bay about the 
appointee. • 

During the same SPIN investigation at Miami, an 
officer in Dade County advised he had derogatOry background 
infor~ation concerning the appointee. He saId he did not 
wnnt to "go on record" with the FBI concerning this information 
in view of the Privacy Act. He stated that he consldered 
the information so pertinent tnat It requir&d hIS dIrect 
contact with the House Committee on Assassinations, which 
had requested the SPIN investigation. After receIving 
the officer's Infor~atl0n, the House C~ittee requested 
the FBI suitability Investigation be discontinued. 

B. LAw SUITS 

A $600,000 civil suit was filed by a Honolulu 
plaintIff against a neighbor regarding derogatory information 
provided the PBr approxiaately 20 years ago concerning the 
plaintiff in a suitability investigation. The FQIPA request 
made by the plaIntiff allegedly had enabled her to identify 
the defendant as the Bource of the derogatory information, 
which she claimed In her lawsuit was defa~atory. The civil 
action required the defendant to retaIn private counsel 
at great personal expense and r~sulted in personal trauma. 
The defendant's retained counsel was successful in obtaining 
dIsmIssal of the suit on the technical defense of "Statute 
of LimitatJons.~ The prl~ary ISSUe of whether or not a 
person could sue an individual who had provided information 
to the PBI was not addressed. 
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In early 1976, an employe' in the Los Angeles 
Ilivlslon cont,,"cted that office concerning certain derogatory 
informat ion furnished In 1967, on an ellployee who was th"n 
seeking a poSitIon w1th the White House staff. ThiS individual, 
who had subsequently made a Privacy Act request to the FBI, 
determIned that the for~r employer had provided derogatory 
information concerning her, and threatened to sue the employer 
If correction of this lnfor~~tlon was not (orwarded to the 
FBr. The employer ' s written retraction of the previous 
information was subsequently submitted to the PBI Los Angeles 
Division, in order to avoid any potential civil entanglement. 

• 
An unsuccessfu l applicant for the poSitiOn of 

Federal Bankruptcy Judg~ Obtained h~s file Vla the FOIPA 
concerning his background investigation . He subsequently 
determined that several former e~ployers and law partners 
had furnished derogatory Information to the FBI cOncerninq 
him. He has filed civil suit against these former employers 
and law psrtners and also filed an FOIFA ciVil suit against 
the FBI. 

• 
Recently the Legsl Counsel for a large Sheriff's 

office located within the Tampa DiViSiOn requested copies 
of the FOIPA legislation out of concern that information 
released by his department Or perSOnnel might result in 
civil litigation against them. This agency has since requested 
confidentiality for ~ll perSOnnel handling record checkS 
and is reviewing Its current policy on disseminating info[",,,­
tion to Federal "gencles. 

• 
According to a former informant, an FBI subject 

who had been active in dissident activities during the 
1960 ' s and early 1970's and who had traveled through several 
Third World countries since that time. ohtained his file 
under the FOIA. After reviewing the file this requester 
decided his for~r Wife should sue the FBI and for that 
purpose furnished her with information from the file. 

• 
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In Septembe~. 1975, an editor ot an underground 
newspaper in the Wisconsin lIrea filed suit against the PBI 
contending the Bureau had lfr,properly withheld information 
under the FOIPA. Once this matter was ~eviewed by a Federal 
Judge in Madison, Wisconsin. files pertaining to numerous 
activists ~n the Madison area, among who~ was an raI Informant, 
were released. As a result, the identity of this informant 
was made known resulting in the loss of a very valuable 
source. Sirillarly. release of affinity files hom a local 
police depart~nt in Wisconsin caused the 108S of another 
valuable FBI source. 

• 
A subject found guilty 1n an ITSP Little Rock 

csss. subsequently filed a civil action against witnesses 
against him In that w~tter. Being unable to determine the 
identities of all witnesses, he has made several FOIPA requests 
through the Little Rock Office. His lntention is obviously 
to discover the identities of additional wltnesses whom 
he may Join in hlS civil suit. 

C. POLICE DEPARTMENT OPERATIONS 

In 1~77, a requester through his attorney received 
over 200 pages of FBI documents pertaining to himself and 
an organization. He had previously believed that a local 
police officer was sy~pathetlc to hie views. From the FOIA 
release, the requester was able to deter~ine that he had 
not "turned" the police officer, who was 1n fact forward1ng 
to his department what the requester had said in confidence. 

• 
Another FOIPA requester had been tried and copvicted 

of two ~urders in Cleveland in the early 1970's. From FBI 
documents released as the reault of an FOJPA civil actIon, 
his attorney professed to know the identity of the Cleveland 
police department source who in fact had furniShed valuable 
information on the requester's murder convictions. 

• 
The New rork Clty police oep~rtment (NYCPD) Intelligence 

Dlvision has the responsibllity of gatherlng information 
relating to terror 1St matters. Police officers acting 1n 
an undercover capacity are targ~ted against certain bombing 
suspects. Officials of the NrCPO have expressed grave cOncern 
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about giqing th~ FBI any Information from these undercovecs 
because of the FOIPA. It is noted that they do furnIsh 
the PBI ~ith Information, normally in abbreviated form, 
from their undercover offIcers. Should one of these under covers 
be exposed because of the roIA, it would be destructIve 
or the protessional relationshiP between the NYCPD and the 
PBI. 

D. LOUISVILLE, KENTUCKY KLAN IU!L.EASE 

Embarrass~ent. distrust and stralnad relationship 
between the Louisqille Division of the PBI and ChiefS of 
Police of the LoUiSVille DiVision of Police and Jefferson 
County Police Department haqe resulted from sn FOIPA request 
pertaining to Klan infiltration of these locsl law enforcement 
agencies. On Septe~ber 19, 19J1, the wLouisville Defender w 
newspaper csrried an article csptioned -FBI Documents Say 
12 to )S City County Cops In KKK,· and reported .nformation 
from the FOIPA release. These disclosures related to 1976 
efforts which reportedly had been ~ade to establiSh a unit 
at the United Klans ot ~arica at Louisville which was to 
have a rne~bership li~ited exclusively to police and ot her 
law enforce~ent officials. 

E. SeAttLE NEWS RELEASE 

On June 16, 1978, the Coalition on Government 
SpYlnq, publicly identified as an organization formed by 
the American CiVIl Llberties Unlon, The AmerIcan FrIends 
Service C~ittee, and the National Lawyers Guild, presented 
a copy of an PBI document consisting of several pages at 
a press conference at Seattle. Washington. The document 
was a teletype sent by Seattle to Mlnneapolis and the Bureau 
during the Wounded Knee InCIdent of 1~13. Th.a document 
without question Identified a representative of the news 
~edia as subsequently furnishing information to the PBl. 
although he was doing so unknoWingly throuqh his news 
director. The release of this Information under the FOIPA 
has had a severe impact on the liqes of the two newsmen 
Involved. 
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F. FBI HANUALS f\:n~,·, It ... , I ' ,.~. 

""" In the fall of 1977, the warden of a state penitentiary 
expressed dismay ~t a current news story which described 
how the FBI had released Agent's handboo~s lnd manuals to 
a prison 1nmate, under the FOIA. When told this story was 
true, the warden declared that, rather than release such 
material to prison inmates, he would rather ignore such 
a law. 

• 
An individual 1n Oklahoma City requested the FBI 

to pe rnit his review of the FBI Manual of Instructions. 
This request was nonored and the PBI processed 970 pages 
of the Manual of Instructions and mailed these materials 
to the Oklahoma City FBI Offlce In March, 1978. for his 
review. A letter was then sent to the individ~al requestinq 
that he come to the Oklahoma City FBI Office to review the 
processed material. He never responded to thls invitation. 

" -" ''''''r . . . 
• 
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and captioned as above . 
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The informan t advisee he fecls being 
in this positlon could only <lo harm to hlS reputation " i.E it 
ever com",:: out ." 

':'hi.s docume:lt conta i ns nelther 
"ecO<mlcnda tions nor co().c1usions 
of the FDI . It is t:..,c property 
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TO: DIRECTOR, FBI (19Q_3) 

(ATTENTION: Tra~nlng and Research Unit 
FOlfA Branch 
RoolII 6280) 

FROM: SAC, SAN FRANCISCO (19-500) 

SUBJECT: IMPACt OF FREEDOM OF INFO~~TION 
PRIVACY ACT ON LAW ENFORCEMENT ACTIVITIES 

Re Bureau sirtel to Albany, dated 12 /18/78. 

Enclosed for the Bureau are thr~e copies of an 
~ describing an incident demonstrating the detrimental 
impact of FOIPA on Federal Bureau of Investigation operations. 

, , 

"-

TransmItted 
I ", ------------



, 

_. 

UNITED STATlS D.~~M"p:1f~;r or J~STICE 
FEntRAL 6URtAU'~F'~t~ATI01< 
San Francisco, California 

July 17, 1979 

IMPACT Of fREEDOM OF INFORMATION 
ACT (FOIA) AND Of PRIVACV ACT (VA) 
ON THE FEDERAL BUREAU Of INVESTIGATION 

The following example demonstrating the detrimental 
impact of captioned Acts on Federal Bureau of Investigation 
operations is being submitted in general terms in order to 
protect sensitive information and identities. 

--_._----------------------------------------------------------
This document contains nC!ittter recoJllllendations 
of the FBI. Ie is the prop.er~y of the FBI and 
your agency; it and its con'i'f't\t;s 1Jre not to be 
outside your agency. 
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