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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

June 16, 2004

JOHN GREENEWALD JR
THE BLACK VAULT HEADQUARTERS

NORTHRIDGE, GA 91325

Subject: FILE NO HQ 190 3
FOIPA No. 0897051- 000

Dear Mr, Greanwald

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts
(FOIPA), Title 5, United States Code, Section 552/552a. Deletions have been made to protect information
which is exempt from disclosure, with the appropriate exemptions noted on the page next to the excision
In addition, a deleted page information sheet was inserted in the file to indicate where pages were withhald
entirely. The exemptions used to withhold information are marked below and explained an the enclosed
Farm OPCA-16a:

Section 552 Section 552a
={b)(1} D{ENT HA) L{dH3)
@{b)(2) Ofb) 7 )E) D)
C{b)(3} BBH7HC) Ligk)(T)

B(bNTHD) Ofk)2)

OfbH7NE) C{k}3)

OB}7HF) O{k)(4)

C{b)(4) Sb)E) C{k)5)

C{b)(3) O(bHg) C{k)(G)

C{p)(6) Ck)(7)
204 preprocessed pages are enclosed. To expedile requests, praprocessad

packages are released the same way they were onginally processed. Documants or information onginating
with other Government agencies were not referred to those agencies as part of this release.

® You have the right to appeal any denials. Appeals should be directed in writing to the Co-
Director, Office of Information and Privacy, U.S. Department of Justice, Flag Building, Suite 570,
Washington, D.C, 20530-0001 within sixty days from receipt of this letter. The envelope and the
letter should be clearlty marked “Freedom of Information Appeal® or “Information Appeal " Please
cite the FOIPA number assigned to your request that it may be easily identified.
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O The enclosed material is from the main investigative file{s} in which the subject(s) of your
request was the focus of the investigation. Our search located additional references, in files
relating to other individuals, or matters, which may or may not be about your subject{s). Our
expenence s, when idenl, refarences usually contain information similar to the information
processed in the main file{s). Because of our significant backlog, we have given priority 1o
procassing only the main investigative file{s). If you want the references, you must submil a
separate requast for thom in writing and they will be reviewed at a later date, as time and
resources permil,

¥ See additional Information which follows.

In addition {o this preprocessed material there are 10 sections remaining with approximately 1,000
pages. |f you desire this additional information, you may write in. Please be advised. this additional material
will incur a fee of ten cent per page.

Sincerely yours,

D lheldy

David M. Hardy

Section Chief,

Record/Information
Dissamination Section

Records Management Division

Enclosuas {2)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

IA} spocilically authonzed under crilena estabeshed by an Execulive ordor 1o be kepl seorat in the inferes! of natonal defente of
loresgn policy  and (B} are m fact properly classdied pwsuant 1o such Execubwe order:

ratated solely [0 e aemnal personnal ndes and praschces of an agency.

specitically @ cempted from disciosure by statule (ofher than saction 552b of this tilie), provided ihat such statute (A} requires thal

the matters be withhold from the public 0 such a manner as lo leave no discretion on tha ssue, of (B) Eﬁlﬂhhﬁhﬁ parficular critena for
withhalding or relers 1o parhicular types of matters o be withheid;

Irade secrals und commarcial of fimancial miormanon oblawsd trom a pérson and prvileged or conbdential,

inlar-agency of iNtra agency memoandus of kilers wiich would not be avaiiable by law to a party olher than an agency in liligation
wih ffie: agency

personnel and medical liles and smiar liles tho disclosure of which would constdute a ceary unwarraniad invasion ol personsl prvacy:

reconds o dormation compaded lor Bw enfarcement purposes, bul anly 1o the exlent thal the produchion of such law enlorcemant
recards or information (A) could reasonably bo expected o interfars with enforcement praceadings, (B) would depnve g person af a ngi
to a kair trial of an impafal adjudicaton, () could reasonably be expecied 1o constitule an unwarranted invasion ol persanal prvacy,
(D} could reasonably be expected to duclose the identity of a conlidential source, including a Stats, local, or foreign agency of authonty
or any private nalituton which fumished information on a conflidential bass. and, in the case ol record or information compded by

a ciminal law enlorcement authonty m the course of a crirmnal investigabon, or by an agency conduching a lawiul nabkonal secunty
smialagence wvesigalion. miormaton fumshed by a conbidential source, (E) would discioss echnques and rocetunes for law enlorce
mant frestgalons O prosecutons . of would deciose guidelings for law enlorcement investigabond o prosecutons i such disclosure

could reasanably be ¢opecied to risk circumvention ol fhe law, of (F) could reasonably be expected 1o endanger the lile or physical
saloty of any individual

cantained o or tekalisd 1o examinabon. opetaling, or condstion repods prepared by, on behall ol dr for ine use of an agency responsible
bar the regulation o pupenision of Timancal inshiubong, or

geolopcal and grophyscan informahon and data inCiudin MADS  CONGEMNG wolls
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

information compiled in reasonabie artcipahon ol 8 cnl acton procesdng;

maternal reporing Invesigatve alforts pertaining to the enforcement of criminat law including eMons 1o prevent, control, oF reduce crme
of apprehend criminals

intprmabion wiheh s currently and propsiy classbed pursuant o an Exsculve order in the iflareat of he nabonal detense or
Inresgn pobcy, Ion example, miormaton wwyvoleng inlelbgence sources or methoos,

mmiw compied o taw enforcement purposos, ofher [han chmnai, wineh dud nol esol o ioss of 3 nght, beneht or

privilege undiy Fedeml programs, of wheeh would identity 2 source who lumished information pursuant 1o a promise that hinhed igantity
woild e bl i confidence

matenal mantined n connection with providing prolective services to the Prasident of the United States o any other mdividual purswant
o the auttionty of Title 18, Umnted Statss Code, Section 3056,

required by statute to be mamtameand and used solely as siatistical records

rrveshigalony makiial compded solaly o Ihe purpose of delermuneng susilability, elgebeiity, or qualthcatons for Federal Cwvihan empioyme il
o for access 1o Classibed mtormabon. e dsclosure of which would reveal the sdentity of the person who furnished nlormabion pursaan:
10 a promise thal hher identity would be held n confidence:

lestng of axaminaton matenal used to determing individual gualilicatons for appointment o promahion in Federal Governmen! sennce
Ihe reteasse ol winch woukd compromise the tesling or examination process,

matenal used 10 delimine potential for promabon in he armad serices, INe dsciosure of which wolld reveal the danlity of Ihe parson
wo furmshed he maténal pursuant 1o a promise thal heshes identity would be held in confdent o
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ATTENTION: FIELD COORDINATION,
APPEALS AND CORRECTIONS UNIT,
RECORDS MANAGEMENT DIVISTION
FOIPA BRANCH

FROM:

- il e

'NFORMATION -PRIVACY ACTS (FOIPAY:

SUBJECT:

ReBuairtelly 8/16/77.

Personnel of the Butte Division have been sur-
veyed and the majority encountered no problems caused by
FOIPA., Five Agents indicated that they had encountered
more reluctance to furnish information from other state
and local agencies than they had experienced prior to t
passage of the FOIPA and reasons given were that it w A
questionable whether the confidential nature of the ' y}
identity of the persons giving the information could &
be maintained by the FBI. This reluctance was exper d
particularly in not being able to obtain basic information
from such institutions as banks, credit unions, and utility
companies. Some of these private companles expressed
reluctance to furnish even background or address infor-
mation for fear the company would be libel to civil suit.
It was the concensus of the nts that in many instances
the information could be obt , but through the slower
process of subpoenaes after th tter hadﬁ?een presented
to a Grand Jury.

1 - Butte
VGM/sdj
(3)

0CT 13 fg77 .
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TRANSMIT VIA PRICEDENCE CLASSIFICA FION |
] Teletype * ] Immedate L] TOP SECRET :
[ ] Facsimile [ Priority [ SECRET i-
] Airtel ] Roubime [T CONFIDENTIAL |
CITEFTO ]
[ CLEAR }
|
e ] Dae 2T 4
TO: DIRECTOR, FBI
TTENTION RECORDS MANAGEMENT DIVISION
FOIPA SECTION
TRAINING AND RESEARCH UNIT
FROM SAC, PHQENIX clgp 1) _
-1{ ;é f:-’l"t _.f H Flu'l E'ﬂ!’r}r " f
SUBJECT* ¥FOIPA MATTER J ¥
1 LIAISON WITH LOCAL LAW AN

ENFORCEMENT AGENCIES

As Bureau 1s aware, Phoénix 1s experienclng sSome

enforcement information as a result of FOIPA legislation.
Local agencies fear that the data will be released to th

publie through FOIPA disclosure.

In the near future, Phoenix plans to meet with
police legal advisors from key state agencies, It 1= hoped
that such a meeting will restore confidence in the Bureau's

abi1lity to treat i1nformation as confidential.
Jf;l a

Phoenix feels that LL 18 nE:’;EHEZI‘y Lo pr
legally coriented "fact sheet" which would set forth
legislatave history, specific statw ., court ruliogs,
administrative holdings, etc., uphmg the FBI's right
' to withhold information furnished by non federal law

' enforcement agencies. -qEc-E8— 175,

The FOIPA reference manual (pages 175-177) notes

that exemption (b)}(7)(D) 1s appropriate in most instances
to withhold information provided by local law enforcement

e — oy T —

agenciles,

’
e\

difficulty 1n gaining sccess to certaln sensitaive local law 2;3)

C? -~ Bureau . i { (O] {1 SEP 14 1977
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Phoenix desires to know whether local authorities
can be given a 100 percent assurance that information will
be withheld pursuant te the above exemption 1f the information
18 furnished to the FBI with the stipulation that 11 be treated
as confidential,

Page 177 of the FQIPA reference manual states "It shall
also be the policy to release this tyvpe of information where
clrcumstances indicate release could not possibly i1dentify the
provider." This statement of conclusion seems to be somewhat
contradictory when read alongside page 175 which i1ndicates
information 1tself 1s to be protected as well as the source
of the information.

Phoenix requests clarification on the above point and
further requests sufficient legal citations, ete., to provide
police legal advisors with a sound legal basis on which to
advise their departments in regard to this issue.
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In K o Plaase F
ﬁk:?. Yo San Antonio, Texas
May 11, 1978 BM,
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63-RoN3 GENERAL ACCOUNTING OFFICE (GAQ) STUDY
TO EVALUATE THF TMPACT THE FRFEROM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (BA)
ARE HAVING ON LAW CNFORCEMENT ACTIVITIES
FRELEDOM OT INFORMATION PRIVACY ACT MATTER

—_— =

Information ECxchange Between Federal,
State and Local Law Cnforcement Agencies

e W

- The Federal Dureau of Investigation, as a member of
the intelligence community,is required on a continuing hasis
to work closely wit i

cormmunity including
military intellirence organizations.

A
T712th the 1mnlementation

of the Freedom of Information Act exchange of inf tiocn
ioc bag hoon aduarcoluy affactad j L bl

<)

T

Turther compllicate the exchange ot 1nformation hetween members
it should »he mointed out that

E of the intelligence community,
- 7« tnformation renorted by one arency to another cannot be further
= Jdrsseninated to a third acency which delays the exchange of
*  <winformation within the intelligence community as a whole. }(
T -l
RH& 1 In addition to the above, some subjects of FBRT
iy g for=inn counterintellicence cases cannot he checked throurgh
f‘}_ ykhe records of the Austin, Texas and the San Antonio, Texas
Jrplice Deonartments, due to the fact that a record of the
. interest of the FBT is maintained bv resnective police

the U. 5. Postal Service maintains a

tha recguests of t@e FRI for information
This record of the FRI's investigative

70~ 37~ 3K}

This cdocument contains neither recommendations nor conclusions
of the I'DI. 1Tt is the proovertv of the PBI and is loaned to

vour agency; 1t and 1ts contents are not te be dj P
outside your aqgency. . NT‘AL

departments.  Also,
written record of
concerning individuals.




CENERAL ACCOUNTING OFFICE (CGAO) STUDY

™ EVALUATE THE TMPACT THE FREEDOM OF #
CONPROENTIAL

e — e —— = e e i . e i

interest 15 available to the individual in whom we have this
investigative interest.

Law Enforcement Personnel's Ability to
Obtain Tnfromation from the General Public

—mrT—— . T

Immediately following the implementation of the
Privacy Act various offices of the University of Texas, Austin,
Texas (UTAT), greatly restricted the information which thev
were willing to furnish to the FRI, Prior to the Privacy Act
this office received almost unlimited information from the
Negistrar's Office, Personnel Office, Admissions Office,
International QOffice, and other divisions and departments at
the UTAT. Now the information availlable to the FBI is
restricted to directorv tyme information such as name, enroll-
ment status, area of study and fraternal organizations with
which affiliated. To further complicate matters, the FRI
ingquiry 15 also made a matter of record in the student's file,
areatly limiting the scope of foreign counterintelligence

investigations.

On several occasions, personnel of the San Antonio
Davision have received telephone calls from individuals wishing
to lodge a complaint with the FBI or furnish information to
the FBI while refusing to identifv themselves without a guarantee
of protection. When we have been unable to provide an ahsolute
gquarantee of confidentiality to the caller, he has refused not
only to identifv himself, but also to furnish the information
about which he originally called the FBI.

Reduction in Current Informants or
Potential Informants* Resulting from
Present FOIPA Dasclosure Policies

Efforts to recruit a number of informants in the
Foreign counterintelligence field have been unsuccessful when
1t became apparent to the potential informant that the FBI
could not absolutely guarantee that his identity would not be
divulged at some time in the future as having furnished
information to the FBI in sensitive areas.

b e VL sfi, LR
IJ_JNT%E Rl ad
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GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF CD‘MDEN'HAL

——— e e p—— —

The San Antonio Division has experienced no decline
in the number of current informants due to the disclosure
provisions of the FOIPA,

E}scﬂllanenqi

Recent nublicitv concerning the possible identification
of FBI i s used against the Socialist Workers Party
prnmpteaE:;;f::Itn telephonically contact this office expressing
concern o possibility of his potential identification
as an FBI informant. [e exnressed concern for his career if
his activities on behalf of the FRI become a matter of publaic
knowledge. It 1s questionable 1f he would have assisted the

FBEI had he known that there existed the possibility of his
ultimate identification as an infu ‘ﬁ&i

[bn September 29, 1977,fa Fﬂrmgr Special agent of the

FBI telephon cally ccntacted the San Antonio office and advised
tnat;:::f;;I contacted him at his residence and expressed
his fear at his identity as a confidential informant of the

FRI would be ascertained by an individual who had obtained

ooumen Jfrﬂm the FBI under the provisions of the FOIPA,
rther told the former Special Agent that the individual
W

ho had received the documents was trying to identify those
other individuals who had provided information te the FBI con-
cerning his activities.

%

TN T
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DOCUMENT # 4.

UNIFRD STATES DEPARTMENT OF JUSVICE EHNFIDENTIAL
|

FLDERAL BUREALU OF INVESTIGATION |

I ftuply, Please Hefer to Seattle, Washington ‘

May 11, 1978

Re  GENERAT, ACCOUNTING OFFICE (GAO)
STUDY T0O EVALUATE THE TMPACT THE
FREEDOM OF INFORMATION (FOIA)
AND PRIVACY ACT (PA) ARE HAVING
ON LAW ENFORCEMENT ACTIVITIES

The following are items of law enforcement personnel's
inability to obtain i1nformation from the general publie

A) Seattle [1le 86-102, Bureau Ti1le 86-3202

JUST DISTRIBUTING COMPARY, INC
Kent, Washington

This 15 an SBA loan case 1n which the viectaim
bank, 01d National Bank, Seattle, Washington, who was a
puarantor for the SBA loan refused to give investipating
agents i1nformation concerning the subject i1n this case simply
because the subject also happened to be a customer of the
bank. Investigatiwdelays were encountered and agents were
required to obtain grand jury subpoenaes for this information.

B) Seattle file 91-4751, Bureau file 81-597352

In this 1nstance i1nvestigating agents ohtained
information that a possible witness i1n a bank robbery was
employed at Swedish Hospital at Seattle, Washington uri-
ginal information provided only a phonetic name for this
employee and agents contacted personnel office at Swedish
llospital i1n an effort to obtain the employee's complete
name to facilitate 1nlerview They were advised on Janu-
ary 13, 1978, that Swedish Nospital employment records were
not available and that Swedish Hospital would refusc to
1dentify their employeco

SAaRm . 5 oyt

4 3
-iy9¢ This document contains neithe

Frepdty o '3 obo recommendat ions nor conclusions of D\_\\‘%ﬁ

the TBI It 18 the property of th P qg

FRI and 15 loanced Lo your agency, f‘}_%”)ui._"

1., 2t and 1ts property are not to be ‘fbﬁa'
distribmted oulside your agency
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GENERAL ACCOUNTING OFFICE (GAO) :
STUDY TO EVALUATE THE IMPACT THE CONMEN“AL
FREEDOM OF INFORMATION ACT (FOIA)

AND PRIVACY ACT (PA) ARL HAVING
ON LAW ENFORCEMEKT ACTIVITIES

Cy Seattle file 29-1965

bee ;ajnler ;ﬂtlﬂnﬂl Bani,

Empire Way Office
2/28/77 - 3/29/77

In this bank fraud and embezzlement case,
Agents visited a former residence of the prime suspect 1n un
altempt to obtain additional background information durling
the i1nvestigation. The owner of an aparitmenthouse 1n Kirk-
land, Washington, refused to provide rental application for
this 1ndividual, citing possible conflicts with the Pravacy

Act

D} Seattle file 29-2128

Bank Fraud and Embezzlemsnt

Seattle First National Bank, who 1s a victim
bank in fraudulent loan applications, refused toc give the
loan applications to i1nvestigating agents without the 1ssu-
ance of a subpoena, which created considerable extra work

1in this matter.

E) Seattle file B7-1353575

[ ]

Interstate Transportation of Stolen Property

While investigating thais case, 1t became known
to the agents that United.Axirlines at Seattle was a viclim

in that they accepted a stolen check [or airline passape

The subject 1n this case attempted to buy an airline ticket
in Seattle, Washinpgton, using the same stolen i1dentification
and United Airlince computers indicated to the ticket agent
that this check was stolen. United Airlines refused to 1ssue
the ticket which had been completed by the ticket apont,

gL EN:}A!
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GENERAL ACCOUNTING OFFICE (GAO) COMDENT]AL

STUDY TO EVALUATE TIIE IMPACT THE
FREEDOM OF INFORMATION ACT (FOlA)
AND PRIVACY ACT (PA) ARE HAVING
ON LAW ENFORCEMENT ACTIVITIES

During the course of investipation, agents attempted to
obtain this completed but unused tickst as evidence and
were advised that United Airlines would not make fthe same
avalilable to the FBI,

FyY Seuattle file BT7-15780

r_ﬂﬂﬂuﬂ__akﬂ
In Lthis case, where stolen checks were cashed,
the bank manager refused to allow invesligating agents to view

copies 0of these stolen checks without a subpoena or a release
from the victim from whom they were stolen.

G) BSeattle file 29-1944:

Pacific National Bank,
Campus Branch
12/76 - 2/77

During the course of investigation in this
case, 1n an effort to obtain additional background informa-
tion, agents sought to review employment records at the Bon
Marche Department Store and were advised that employment
records were no longer available because of the Pravacy Act.
Agents also attempted to secure information concerning the
subject from Sears Rocbuck Company and Nordstrom Department
Store and were advised that this information was not availl-

able without a court subpoena.

HY Seattle file 145-NEW

[ ]

ETAL
Intersiate Transportation of Obscene Matter

On May 10, 1978, Pacific Northwest Power Company
advised investipgating agents that records concerninpg subscribers

-
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GENLERAL ACCOUNTING OFTFICE (GAQ)

STUDY TO EVALUATE THE IMPACT THE FREEDOM

OF INFORMATION ACT (FOIA) AND PRIVACY

ACT (PA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

which had been previously furnishoed without hesitation would
no longer be available because of Privacy Acl and the fear
of the company that they could be sued.

1) 8Beattle file 76-4326, Bureau file 75-56782,
Escaped Federal Prisoner

During a recent investigation to apprehend
subject, the Soeial Security Administration at Seattle was
contacted after investigating agents developed information
the subject was receiving supplemental Social Security income.
Officials at Seattle cited the Privacy Act in refusal o

supply i1nformation concerning the fugitive. The fugitive b

was subseguently apprehended at Seattle, Washington, after
the expense of considerable time and manpower, and at the
time of the apprehension, 1t was determined he was currently
recelving supplemental Social Security income.

J)}) Seattle file 156-27

In this labor matters case, agents attempted to
determine what bank records were available concerning the sub-
ject 1n order that they could be properly subpoenazed The
bank, citing the Privacy Act, refused to detail what types
of records were available and this resulted in a waste of
conslderable time and the eventual issuance of approximatcly
20 subpoenaes for the grand Jury in order to obtain all
pertinent information.

At this time 1t 15 not possible for Seattle to pre-
sent any specific 1ncidences conceraning problems encountered
in information exchange between Tederzl, state, and local
law enforcement agencies ar in the development or retention
of Bureau informants.
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APPENDIX CﬂﬂhﬂEEﬂTIAL
K) f‘gureau file

b1 cq

[ Jeo
e

™ WFO b1

In connection with a recent physical surveil-
lance 1n captioned matters, several instances were encountered

in which investigating agents encountered problems b use of
the Freedom of Information Act. Agents were gdg]ﬁgﬂiﬁ

I 3,

CONFIDENTIAL

ClassifNd by 1723,
XGDS, Catepory 3,
Indeafin :

hE+
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DOCUMENT # _& -

UNITED STATES DEPARTMENT OF JUSTICE

P
FEDERAL RUREAU OF INVESTICATION

In Reply, Ploase Refer to Sacramento, California

AER e g T ——

GENERAL ACCOUNTING OFFICE (GAQ) STUDY
©3-ROMD TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) el
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTERS
I. INFORMATION EXCHANE BETWEEN FEDERAL,
STATE AND LOCAL L&W ENFORCEMENT AGENCIES

— e — v — N S S W —

As of this date, there has been no known adverse effect
under FOIPA on the exchange of information between federal, state
égﬁ) and logcal law enforcement agencies.
)
™
]

1. LAW ENFORCEMENT PERSONNEL'S ABILITY
TO OBTAIN INFORMATION FROM THE GENERAL

PUBLIC

- e —— e —— - _— F

g @E urce at a local Sacramento university advised that
his 1 epartment has counseled him against furnishing i1nfor-

mation fr school reccords to federal igvestigators because of
the F i

) (t In an attempt to locate a foreign student at a loca
Bl = ¥ O Sacramento university for interview, university officials declined

My Sacramento's request for sistance 1in locating subject, mainly
because of the FOIPA. Bufile
105-308843, EC*lﬂ5*33DE.ﬁ ﬂwj j::::ji:l

L]

-
=" 8

ITI. REDUCTION IN CURRENT INFORMANTS OR

'-1-:. -
o Xy POTENTIAL INFORMANTS RESULTING FROM

AR T FOIPA DISCLOSURE -

ﬁ !' —
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el

i

3
; . (c/
"' _ =Caption Oof case omitted to obvliate necessity OL classilfying ENLS
2 - ! Ldocument.) X

L

(1™
“This document contains nelther recommendations nor conclusions of

3_§the FBI. It 1s the property of the FBI and 18 loaned to your
. i magency; 1t and 1ts contents are not to be distributed cutside
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“ DOCUMENT # 1 e

UNITED STATES DLPARTMENT OF JlJJﬁ'!’IL'E

FEDERAL BUREALD OF TNYESTIGATION

Chicago, Illinois
In Reply, P er
F[L,'tﬁ:-" eane: Biefir:: May 12, 1978

F’-.I:H-'m
_— o

GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTER

Reference is made to Bureau airtel dated
May 3, 1978, advising of the above mentioned GAO study
which began May 1, 1978.

In order to assist in the evaluation of the
FOIPA impact on law enforcement activities, the following
response is being set out by the Chicago Office:

1. Information exchange between Federal, state
and local law enforcement agencies:

By reason of 1its location in a major transpor-
tation center, Chicago Office inquiries regarding Theft
From Interstate Shipment (TFPIS) and Interstate Trans-
portation of Stolen Motor Vehicles (ITSMV) matters are Q. 2
made on a continuing basis of Railroad Police Agencies as Wi

well as such gquasi law enforcement agencies as the Hatinnal;&&i

Auto Theft Bureau (NATB). Although they are acutely O
aware of, and frequently refer to, the provisions of the s
FOIPA in individual case discussions, no noticeably v
-~ adverse affect has been reported to date in obtaining ""'3@
< ainformation from these sources. Gy :

5 2. Law Enforcement personnel’'s ability to
obtain information from the general public:

“d
-
While no specific instances have been reported ‘"éi
in this regard, the reluctance of the general public to ;
furnish information to the FBI is more fregquently manifested

in the attitude in a large urban area such as Chicago
rather than in specific remarks which could be utilized

in this response. 7&r‘ 3 B QXB_L{

This document contains neitéﬁl recommendations nor conclusions of the
Federal Bureau of Investigation. It is the property of the FBI and
is loaned to your agency; it and its contents are not to be distri-
buted outside your agency.
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GENERAI, ACCOUNTING OFFICE (GAQ) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF e ————
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) | I
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

FOIPA MATTER

o

3. EReduction in current informants or potential
informants resulting from present FOIPA
disclosure policies;

Since September 27, 1975, the effective date
of FOIPA legislation, the number of criminal informants
being operated by Special Agents (SAs) of the Chicago
Office has decreased by 76%. Previous Chicago Office
communications to the Bureau have attributed much of this
decline to the Attorney General's Guidelines issued
December 15, 1976. However, set forth below is an
example of reluctance to cooperate by an Federal Bureau
of Investigation (FBI) asset, attributable to FOIPA

fears:
lw)
Chicago File l--"- )

Bureau File

I 15 an asset of long standing who has
furnished information on a continuing basis for a period of
years concerning high levels of the international communist
movement. Much of the information gathered by this asset is
disseminated at the highest levels of the U.5. Government,
and the FBI has been informed by other agencies that reports
of information from this asset have an impact upon the policy-
making levels of the U.S. Government. In addition, this
asset furnishes on a continuing basis key information being

A

conducted by the FBI. b«)

Since the advent of FOIPA, numerous documents
containing information furnished by this asset have been
released under provisions of these laws. The asset has had
access to these released documents which fact has had a
deleterious effect upon his relationship with the FBI.
There has been a noticeable decrease in the volume of
information furnished by the asset, and the asset has been
frank to state that he no longer has his former confidence
that the FBI can continue to maintain the confidentiality
of this relationship. On numerous occasions the asset has
expressed reluctance to furnish information because he fears %(lﬁ}

-

= o .__u—--—__..._._-
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GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF e —

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) T
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTER

the ultimate release of such information under FOIA may
result in physical jeopardy or in leaving him open to civil
suit by indiyiduals who have been the subject of his
reporting. [This asset has not terminated his relationship
with the FBI, but the relationship is now a very tenuous one.
Should this relationship be terminated, it would result in
the loss of extremely valuable information and severe damage
to the national security interests of the United States

4. Miscellaneous

In a recent case captioned, "UNSUB; Theft of
1577 Piper Single Engine Cherokee....Elgin Airport, Elign,
Illinois, 7/31/77, 1ITSP - MT" (Bufile 87-145321, Chicago
File B7-46483), an FOIPA request was received on January 23,
1978, from the Office of the United States Aviation
Underwriters (USAU) in Des Plaines, Illinois, "regarding
the theft and identity of the individuals involved."

On_January 25, 1378, the Chicago Office directed
a letter to | | of USAU advising that the

information requested was being withheld under Title 5,
United States Code (USC), Section 552 (b)) (7) (A)

inasmuch as disclosure would "interfere with law enforcement
proceedings, including pending investigation. (It is
important to note that a suspect has been developed as a
result of our investigation of this theft.)}

On February 16, 1978, | J filed an Appeal
from our denial of access to these records. The result of
this Appeal could be most significant, in the opinion of the

Chicago Office, for two reasons:

1. If successful, the USAU or any other insurer
can initiate action in a civil proceeding for
recovery of funds expended in settlement of a
claim. If the defendant in this c¢aivil action
is a potential criminal defendant in the FBI
investigation, then the situation could well
necessitate the use or FBI documents in a civil
suit prior to their introduction at trial in
Federal Criminal Court. Prejudice to the
Government's subseguent prosecution would be
a very real possibility.

_._,..pn.:.'—-‘-ﬁl--«_-'——"s'm_:-
_3_ FF:_HTI'-——-____‘__H
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GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

FOIPA MATTER

m
M-

4.

If successful in this Appeal, the USAU and
other insurers could reduce the costs of
maintaining their investigative staffs, opting
instead for utilization of FBI reports and other
documents obtained through the FOIPA process

in effecting settlements with claimants or, as
above, in seeking to recover insurance funds
from persons whose identity can be discerned
from review of FBI documents.

_— L




DOCUMENT # .2 gt

f

UNITED STAILS D PARTMINT OF JLSTICE

FEDLUAL BUREAU OF IMYESTIGATION

F“.’,H"nf* drogon -19- 1“
ay 17, 1978 8 2 é;ﬁ"-{?uf-yw&-h
/

3 ©3-R6763
GENF Al ACCOUNTING OFFICE (GAQ) ETUD‘f ONFMNTlAL

TC EVAI UATE THE IMPACT THE FREEDOM OF
INFCLMATION ACT (TOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIRS

in Reply, Pimase Refer to
File Ao

(1) Information Ixchange Between Federal, State and

Loeal Law Enforcement Agfencies:

None .

(2)

Information from the General

Law Enforcement Personnel's Ability to Oktain
Pal l1c:

gust, 1977,

' Portland file /¢
Presidential appolintment,

in separate interviews, expressed hesita-

tion and reservations regarding their comments concerning the

appointee, and despite assurance of confidentiality in accord

with recnuests therefor, indicated their answers and comments
Both expressly stated

were tempered through fear of compromise,
they could be more randid, perkans, but for recently publicized
Jpartment of Justice 1in other matters.

“"leaks" from the U S.

capftioned

(3) ®Reduction in Current Informants or Potentia)

% Tnformants Resulting from Present FOIPA Dlisclosure Policlies

On several ocrasions in the pﬂﬂfl? an [
informant of the Portland Division wheo has furnished reliable
information regarding the American Indian Movement and other

-~ activist groups, voiced his concern for his safety out of fear
that his identity would in the future be revealed despite present
B2

assurances that his identity would be concealed,. lA)

By
L |

c:

T

5

32 On April 24, 19 b

«va the recent indictments of B2
z L_jﬁ ears .
-5z 8 e Justice Department investigation of these individuals 2l
E'E; will result in the revealing of names of informants who worked

in the field divisions to the public. He stated that i1f his
name were ever released from FEI files publicly he would fEﬂf;%(@#}

?'L/f -‘j 92){3‘5_' L I”“ é’hiu.ﬂdﬂ

LOSURE -

-2 8
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PONCIDENTIAL

GENENAT ACCOUNTING OFFICE (GAO) STUDY

TO TVALUATE THE IMPACT TII FRLEDUM OF
INMTORMATIOGN ACT {(FOIA) AND PRIVACY ACT (PA)
AZT TAVIKG O 1 AW ERFORCEMENT ACTIVITILS

- —

2 for his personal safety becavse of his Jong association with
o [:Ef::EEf:jnd his cooperation in domestle security investigations,
by stated that when he began assisting the FBI 1t was

with the understanding that his 1dentity and the information he
furnished would always remain confidential. sqd on this under-
standing he has cooperated over the years -j

c)
advised that recent
news accounts in Local vortland, Oregon newspapers regarding

gnt1erial made avallable under the Freedom of Information Act had
disclosed the names of several individuals in a professional
capancity from Portland who had assisted the FBI and the nature
of theilr assistance. This type of publicity, according to the
potential source, would be detrimental to any indxvidual in
business who elecied to cooperate with the FBI A:Luq

(4) Miscellaneous:

A continuing concern of Agents handling Bank Fraud
and Embezzlement investigations 1s the Praivacy Act's restrictions
on i{isclosure of information to the private sector where those
canceined are Lank management offlcials i1n cases involving defal-
cations ol emplovees of banks, particularly those in fidvciary
positions, Of particulari concern are those instances 1in which
prosecution is declained even though admissions of guilt are nade,
with a resultant lack of "public record information" which could
Justify disclosure The Portland Office belleves that disclosure
of such information to banking authorities should be included 1in
the "routine uses" provisions of the Praivacy Act or otherwise
provided through remedial legislation,

5 g
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“ DOCUMENT # _9 e

UN.TED STATES DEPARTMENT OF 1 _ATICE

FEDERAL BUREAU OF INVESTIGATIN

Washington Field Office
Washineton, D. €. 205158
May 15, 197" SFCRE™

GLALEPAL ACCOUNTING OVPICL (710)
Sl UY TN TVALUATE THT IMPACT TN
FRELDOM 0T INTORMATINN ACT (TOTA)
AND PRIVACY ACT (PA) ARI UAVING
ON LAW LNFORCTVENT ACTIVITITS
FOIPA MATTER

— Prpere=—

The followinm are situaticons experienced bw this
nffice 1n relation to the ahove cantion. (1)

7 nAS/BAW Conn_

| 1} Information exchanrged hetween Federal,
1% State and local law enforcerent aFencles.
EE”E 20 specific situations are noted, (I')
L |
Wi
‘f -21\-1 2} Law enforcement personnel's ability
g I ":?_\.. to obtain information from the
§;'-' ™ general public.
E;:ﬂih
& 2% A. WYashington Field Office (WFN) file
T 7] ]
? H
| B3 A8 M‘

O,

Caterories 7 and 3
Tication: Indefinite

Cxempt from GD

jo a2 ki
Date of DNDeclas

"rASS &% EXT. BY S¥
TEARAN-PCTY T S

Classified by &?

*ﬁd"‘-"w*n“'%. 5- 'd-li This doruwmenk gsriams =# inel

> E-p.-al-l-lhv 2] .rj i ﬁl.f, e memomneddolc 3 per rorelodions ol

g 5 the FBE ™ » thg pew. 1 el

= 2 tha Ikl o 1 s l2 s 0d 13 poar agency,
11 bt it amd gl coatanid aiw Fol o h."',-
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A0 STUDY TO IVALUATE T STOFT
IOACT O\ TRAbA, AR T
P L Y o BT b e T o o B
£

W'D SA supervisors anve wivised of numerous instannes
viriereln people are reluctant to fornash informataicon to the
™I for fear of disclosure of their names. Opecifie¢ attraibutiorn
nf this reluctance to FNIPA 15 diflicult, however, hecause
SAs are hesitant to inject PNITA 1ntoe the interview {Tor fear
of"drying up" the i1nterviewee, potential source, or actnal
source. Congress recopnized this concept in the Privacy Act,
Subsections {(3) and (k) 1n allowin» the head of the nmency
to exempt particular investiratory records from certain
reguirements of the Privacy Act. The Attorney (feneral has
exercised his statutory authoritv in Title 28, Code of
Tederal Nepgulations {(CFN), Part 17.97, exemnting particular
FBI records from certnin subsection- af the Privacy Act
because to subject the records to the Privacy Act womled
"i1nvade the praivacy of private citi-=ens who provide infor-
mation {(to the FRI)" and would "inhibit private citi=ens
from cooperatins with the FBIM. Since the records are exenpted
from Privacy Act reguirements and hecruse the complexity of
the Privacy Act renders 1t difficult to explain, most Special
Apents do not raise the specter of FOIPA 1in interviews and
may never know, and therefore cannot document to what extent
the FOIPA has been a factor in the interviewee's decision
to he cooperative or completely candid in the interview. (U)

1) Reduction in current 1nformation or
potential informants resulting from

present FOIPA disclosure policles, b1

A. wWFD file
' )




GAQ STUDY TO EVALUATE TIT
[MPACT THL FOIAPA ARE TAVING
ON T.AR LNPORCEALNT ACTIVITILS

(T




GAO STUDY TO EVALUATL THE
I 'PACT THE WOIAPA ARE UAVING
0% LAY LPOPCIII T ACTIVITIFS

™, Rk Jll#[T

(- R

4) ‘fiscellaneous

The thread running through the above cited s:ituations
1¢ not a FOIPA release of information which identifies its
contributor therebv causinr him to cease furnishing infor-
mation to the FRI. Rather, the eommon thread s the fear 1in
the source's minid that somehow because of POITA his identity
a5 an FTBI sourcoe will he disclosed. Whether the subjective
fear in the source's mind 18 or 18 not grounded in fact 1s
irrelevant to our purpose. The result to the 1.5 , fovernment
1s the same - deprivation of that information the source
would have furnished. Tae only question 1s - {5 the fear in
the source's mind reasopahly founded, or are the snurces
whose cases are narrate:d above overreactine to TNOITPA, (1)

It can safely be sald that the averare person does
not understand FOIPA. In fact it can possibly Le said that
most lawyers do not understand FOIPA., \ost people see the
FOIPA as an ‘amorphous mechanism that forces goverment ZgeEncles
to release all types of information that the apencv would
otherwise rather not release. The fact that TFTOIPA applies
to the FBI is all that most people know and 1is the Tact upon
which thev make their declision to cooperate or not to

cooperate. (U)
P sfeer




GAO STUDY TO EVALUATE TWE si¥rrr
IMPACT TIE FOIAPA ALT IIAVINA
ON LAY DNFORCT'ICNT ACTIVITITS

The answer 18 nor to slter the disclosare pvoeoess,
The answer 1s to exempt FYT eriminal and securitv files
from FOIPA entirely. Then »nd onlv then will the Ameriean
pulblic arain "inve confidence wn t'e interritvy of PRI
records and ' willine to step forward vith information. (1)
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i'a_,,f SSlHY DH r.'a.rLLﬂ—— Date _ 5/16/78
TO; DIRECTOR, FEI

COPRENTIAL |

TRAINING AND RESEARCH UNIT
FOIPA BRANCH
RECORDS MANAGEMENT DIVISTION

L

FD-36 ‘:h,_h, 7.27-TE1 Jl - ﬁ |

_ N . 781 DOCUM 5 /15, SN O
oo viar ,, ' !
TRAM: ..o VIA: PRECEDENCE. CLASSIFICATION- :
[] Teletype [ Immediate [1 TOP SECRET |!
] Facsimile (] Priority [] SECRET [
[ Arrtel [ Routine ] CONFIDENTIAL |
|
I
I
!
|
]

f SAC, MEMPHIS (190-20) (RUC) .
JECT: La‘éusm_accuunrmsm (GRO) @
_STUDY TQ EVALUATE THE IMEACT

THE FREEDOM OF INFQEMATION ACT-~{FOIA)
AND _PRIVACY ACT (PA) ARE-HAVING ON

W TIES
FOIPA MATTER
-_-_.-.-._-—-

Re Bureau airtel to Albany, 5/3/78. 4o

Encleosed for the Bureau are five copies of a
LHM captioned as above. b

The source ferred to in the enclosed LHM is
i_ F Memphis fil ureau file
._ REC-122
| 7%_ 3« 3x1

s é{-‘
"4IP (5]
D v
AlE “931 ) st
@-Euruau (Enc., 5) ﬁ:: ~ o Bt
1-Memphis '1]1:‘1!: V |
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CONFIBENTIAL pocUMENT 7 10
UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
New York, New York

May 19, 1978 §+9.3p
V93 4024 ) B o,

'."1._'.-1_- sdlp v Y _, 3
61.R6
General Accounting Office (GAOD)
Study To Evaluate The Impact The
Freedom Of Information Act (FOIA)

And Privacy Act (PA) Are Having
On Law Enforcement Activities

1) 1Information Exchange Between
Federal, State and Local Law
Enforcement

Y

o

In recent conversations with two membere of the
Metropolitan Police Department (New Scotland Yard), in
an investigation concerning copyright matters, these
two policemen stated that they did not furnish all
g information to the Federal Bureau of Investigation as
q they’i;l(d in the past due to the Freadom of Information
Y

Act. }

The New York City Police Department Intelligence
Division has among its responsibilities the responsibility
of gathering intelligence information relating to terrorist
matters. They have developed through the years police
officers acting in an undercover capacity who are targeted
against certain bombing suspects. These suspects are the
same suspects being investigated by this squad. On several
+ occasions, officials of the New York City Police Department
w have expressed grave concern about giving the Federal
; Bureau of Investigation any information from these under-
\ covers because of the FOIA. They feel that should informa-
tion from these undercover officers be revealed to members
% of the public, their identities could easily be compromised
w B and their lives placed in great danger. It is noted that
e j‘ they do furnish us with information from these officers;

TaF

i=

g
i
=
=

0z
* o a however, it is normally in abbreviated form and the amount
" of which is actually excised before being given to us is
i’”_:'f = unknown. The amount of information being furnished is being
cE A furnished because the officers involved are professionals.
This docuoment eccntEing nejfne- Clasgifiod by i -
recopmendations nor cencluasaps of Exempt from GDS, _M

the F31. It ls the prarariv of Date of Declassifi Indefinils e
ahe YBI apd Ii= a2 od t4 your ageney;

it annd 1ts coaveald area not to ba @6 e 3
E nEURE

distributed outside your agenay. s
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However, should one of these undercovers be exposed

because of the FOIA, it would probably be the last infor-
mation we ever get from this source.

2) Law Enforcement Personnel's
Ability To Obtain Information
From The General Public

—_—

nlawtu g 0 Avoid Prosecution (UFAP} Murder
(00: Miami)
New York B8-18188

Associate refused assistance because he felt his
name would be divulged.

= Murder
(00: Mobile)
New York 88-15135

One family member and one associate refused
assistance because of fear their names would be divulged.

q |
Escaped Federal Prisoner
(00: New York)

New York 76-6126

Four known associates stated during interview
they feared their names would be divulged if they cooperated.
Subject subsegquently captured and received sentence of
imprisonment for 95 years.

| |

Interstate Transportation of Stolen Property (ITSP) (F)
(00: New York)
Mew York 87-B0957

In a recent investigation invelving the fraudulent
encashment of checks at the Banker's Trust Company, New York

- UMy




New York, which had resulted in a substantial loss to

that bank, the FBI requested the turnover of evidence in

this matter, i. e., account signature card and original
checks, and the bank manager insisted on a subpoena prior

to releasing the documents. Subsequently, a high official

of the bank told Special Agents that he could not understand
the necessity of a subpoena since the bank was a victim and
should not be hampering the Federal Bureau of Investigation's
investigative efforts.

This is an example of the frequent investiga-
tive delays caused by confusion on the part of banking
officials as to their obligations under the privacy laws.

Unknown Subject;

Theft of Seven (7} .45 Caliber Weapons

From National Guard Armory, Queens, New York
Theft of Government Property (A)

(CO: New York)

New York 52-12284

Potential witnesses with information relative to
the above-captioned theft were afraid to provide such informa-
tion for fear that at a later date their names would or
could be released under an FOIA request by the suspected

thief.

Unknown Subject;
Harassing Telephone Calls Received At
The Egyptian Mission To The United Nations

Protection of Foreign Officials
(00: New York)
New York 185-755

Due to FOIA/PA ramifications, the New York Tele-
phone Company procedures for access to subscriber information
and toll records substantially delayed investigative activity
in the above-captioned case.

sy
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New York 90-183

Tnmate witnesgses at the Metropolitan Correctional

Center (MCC), New York, New York, could not be convinced
that their identities could be protected because of FOIA
legislation and refused to cooperate in an investigation
concerning contraband sales of drugs and liguor by a

federal correctional officer. Saild witnesses feared
reprisals by the correctional officer and her fellow
officers at a later date.

A squad involved in investigations regarding
terrorist matters has been in contact with certain legitimate
enterprises regarding the possibility of starting a citizens
reward program for the apprehension of certain terrorists now
charged with terrorist activity, the potential sources of
the financing of this operation have been extremely reluctant
to cooperate because they fear their names will eventually
become public and that they themselves will become the target
of terrorist acts. Although these businessmen never speci-
fically state that the FOIA is the source of their problem,
it must be considered as possibly being one of their fears.

This squad has been attempting to contact certain
members of the news media in order to solicit their coopera-
tion along with the telephone company's cooperation into
legally determining possible locations being used by
terrorists. Members of both the media and the telephone
company have expressed a great reluctance to cooperate because
they likewise are fearful of their identities being made
known and their companies being the targets of terrorist
acts. Certain persons contacted have specifically mentioned

the FOIA.

This squad is currently conducting investigations
into allegations that members of the Church of Scientology

framed an individual by the name of | i by
mailing & bomb threat and arranging icted

“UUCONDAMAL
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for the pomb threat, Members of this organization are
very litigation conscious and have often filed under the
FOIA. In January of 1978, a former
member of the organization, express a great reluctance
to cooperate in the investigation because he knows that
often church members file under the FOIA and he was afraid
that any information he provided would be disclgsed to the
Church of Scientoclogy and ew on would
be known. On March 2, 1978, also former
members of this organization, expressed similar reluctance
for the same reasons.

¢

In the field of arson investigation, it is
imperative that investigators have access to numerous docu-
ments relating to fire losses that a subject has incurred.

In an effort to secure this information contacts with all
major insurance companies as well as the Fire Marshal
Reporting Service have disclosed they will provide no informa-
tion without first being given a subpoena. All of the above
indicate that they have established this policy because

they feel they can no longer furnish information of this
nature to law enforcement agencies without the possibility of
thies being disclosed through the FOIA or PA. They advise that
their legal departments feel that if a person learns that they
have provided this information, they are then opening themselves
up to civil suit for doing so.

3} Reduction In Current
Informants Or Potential
Informants Resulting From
Present FOIPA Disclosure Policies

b2
aw

Bureau AN

Source refused further cooperation because of
fear identity would be revealed.
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b New York L

bHIn Source refused further cooperation because of
fear name would be divulged.

l-
New York

Afraid name would be disclosed. Refused further
cooperation.

Su——

PC, who was 1n an excellent position to furnish
organized crime information advised he would not assist
because of the FOIA.

New ankl I

Refers to perscnal hesitancy to divulge certain
information because of the FOIA.

€
| !adviseﬁ that she
would prefer 0 be recontacted by Special Agents of the

Federal Bureau of Investigation. Citing the increasing

frequency with which details about contacts between United

States intelligence agencies and their sources have appeared

in the "New York Times," in other national publications, and i
on radic and television, the source indicated that exposure (e
of her relationship with the Federal Bureau of Investigation
could cause great perscnal damage to her p 1
well as catastrophic, perhaps fatal damage

_ advised that he
would prefer niot to be contacted in the future by Special
Agents of the Federal Bureau of Investigation, because he is
concerned that his identity may become revealed. He explained
that he has read accounts in newspapers of Federal Bureau of
Investigation informants' identities being revealed as a result

of court actions and/or the Freedom of Information Act. JB{?

-
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Ject was cooperatlive andg inlormative
that he would be worth contacting in the
future. When approached in this regard, the subject stated
that he did not wish to be contacted regularly by the Federal
Bureau of Investigation and that his reluctance was based on
the fear that his cooperation would become known and his
business operation would then ﬂuffEI-jP

It is felt that the subject's fear was at least
in part a result of common knowledge of current FOIPA dis-

closure policies.

Since late 1972, an individual had been providing
information to the New York Office of the Federal Bureau of
Investigation on a confidential basis. From the very inception
of this relationship, this individual insisted that he would
not testify in a court of law, nor did he expect the FBI to
disseminate any information he had provided to another agency
which could divulge his identity.

In time, this individual was 1n position tc provide
information regarding top echelon, organized crime figures
and top rate fraud schemes being perpetrated on the financial
community.

This source was extremely cognizant of current
events in the law enforcement/judicial areas which could
affect him personally. During calendar years 1976 and
1977, the New York newspapers, as well as other news media,
were gquick to sensationalize on the police/informant relationship
and would attempt to identify confidential sources whenever
possible. On these occasions, when an article would appear
in a newspaper or periodical about confidential source who was
identified, or when a judge demanded an informant's file to be
produced in court, this source would discuss with his contacting
Agents the Federal Bureau of Investigation's policy regarding

these matters,

CONRORNTIAL -



CusPTRIAL

In late 1977, this source, who had continued to
provide excellent information about organized crime figures,
began to make himself unavilable to contact. When contacted,
this individual insisted that he was no longer in position
toc gain the type of information in which the FBI was
interested, and that he preferred no further attempts to
contact him. The contacting Agents knows this source to be
a con-man who has depended on this style of life as his
means of support for the past ten years. He has no other
means of earning a living, and he will continue to earn a
living in this manner. Based on these facts, his contacting
Agent knows that this individual will continue to be in
a position to gain information in which the Federal Bureau
of Investigation is seriously interested.

At last contact, this individual stated that he
was not going to cooperate with the Federal Bureau of Investi-
gation because he did not have to. Through previous discussion
he had prepared his contacting Agent for the eventual terminaticn
of this confidential relationship by constantly calling
attention to his need for absolute confidentiality.

4) Miscellaneous

b70
I F Fugitive;
AT

EID

(Q0: Chicago)

(Bureau file 174-7277)
(New York file 174-2545)

On January 24, 1978, this offic i information
that one of the prime FALN suspects,
was applying under the FOIA. Sources close
that he was applying because he wanted to see what agents
were working on his case and what the Federal Bureau of Investi-
gation knew about him. It is only by chance that the Bureau
learned of his request. It is noted that he applied at
Washington, D. C., and the New York Office, which is the
office investigating him as a suspect, was never even advised
of his application. The information which was furnished to
him under the FOIA-PA was really of little significance; however,
the New York Office is unaware of how many other suspects in
pending matters may have applied and have gotten information
which may have jeopardized our invastiqatiuns.%j
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Much of the investigation heing conducted by
the New York Office bomb squad involves the FALN, which
is bombing allegedly to further Puerto Rican independence.
Recently, many newspapers, especially Spanish speaking
newspapers, and radical pamphlets have carried articles
pertaining to the Bureau's investigation into Juan Mari
Bras and the Federal Bureau of Investigatiocn intoc the
Puerto Rican Socialist Party (PSP). These articles
contain actual Bureau letters, reports and other serials
which when published in a very edited form tend to show
FBI investigaticon into these areas in a very unfavorable way.
Agents, when attempting to contact people regarding
Puerto Rican independence, are now faced with comments
that we are not in fact investigating terrorist bombings.
but rather conducting investigations in order to end the
Puerto Rican Independence Movement. People making these
comments often support their accusations by commenting on

similar newspaper articles. jk{xﬂ)

Because of the FOIPA, the general public now
believes it has a right tc all information. 1In the
UNIRAC investigation, New York 1B3-340, articles detailing
the thrust of investigation and the identities of a
source as well as an undercover agent appeared in the
New York Times. This information has endangered the lives
of the source and the underceover agent.

Sources who were willing to wear a body recorder
are more reluctant to cooperate because their names
could be made public because of an inclusion of
their names into the Elsur Indices. In a case involving
a well known sports figure, who wore a body recorder,
gsufficient evidence was not obtained to prosecute the
subject; as a result of the investigation, the individual
could be identified through Elsur Indices and his life
could be in jeopardy as a result of these dis:lnauresZ}*(Lﬁ}
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UNITEDL STATES DEPARTMENT OF JUSTIVE

FEDERAL BUNEAU OF INVESTICATION
anark New Jersey
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GL ' ENAT, ACCOUNTING OFFICE STUDY
TO LVALUATE THE TMPACT OF TIHE
FRUEENDN OF INFORMATION ACT (r'OIA)
ARD PR"™ CY ACT (PA)

X
st ARE 12\ .G ON LAW ENFORCEMENT

B el T S —
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#ﬂj The following information 1s set forth hy the Newark
Office of the Federal Bureau of Investigation (FBRI) to comply
with instructions in Burcau airtel to Albany, dated May 3, 1978,
and captioned as ahkova.

1. Informatici Lxchange Between Federal, State
and Local i.aw Enforcement Agencies

The various Tederal investigative agencies such as
Naval Investicative Scrvice, Office of Special Investigations
of the Alir Froce, Military Intelligence, etc., use diflerent
guidelines as to the aprlication of FOIA and PA matters. The
effect of this has been shown most stroncly at the recqularly
scheduled meectings of tlhe Interdepartment Intelligence Con-
ference, for Southern New Jersey, gonerally held at Trenton,
New Jersey. Attendecs At these meetings have stated that they
arc rveluctant to discuss mutual or common technigues and acti-
vities in the intelligence gathering field because of the pro-
blems such discussions may generate under I'OIA or PA.

b7C

As recently as May 16, 19?5;' )
Unicon County I'rosecutor's Office, Elizabeth, New Jersey,
stated that the FOTA delinitely had an ercosive and nogative
effect on the availability of information that local sources
would pass onto him 1n which the Faderal Government had an
interest. lec stated that local sources will ofiten hesitate
or not provide information because of the fear of disclosure

through TO1a PA.

This document containg neither recommendations nor
conclusions of the rbl. 1It-i1s the property of the FBI and is

loaned to your agency; it and iis contents are not to be dis-
tributed outside your agency.
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GENLRAL ACCOUNTING OFFICE STUDY
TO BVALUATE THE IMPACT OF THE
PRECDOM O INFORMATION ACT (FOIA)
AND PRIVACY ACT (PA)

igl;gﬁ:;fg ON LAW ENVORCEMENT CONFFE{NTIAL

T S S S S A S e e e S

ho a specific case, he cited Newark casc capticned sarese

|

stated that his sources and contacts in the Cuban community
were reluctant to provaide information in this Federal case and
othaers because of the fear of disclosure,

l.ocal law enforcement agencies are aware of the
F1's attention Lo recording all information receivad from them
and thus appear more guarded in the information they are willing
to disseminate Lo us or, in some cases, simply refuse teo he

candid.

! jonal Academy case involving
clearly underlined the con-

cern of a protected source to identify himself as the source
of dervgatory information and who clearly stated that he was

aware that Nisi 14 would hdv £= his information
through FOIPA. wter-
viewed simply refused to be candid regardingjl due to

their awareness that the divulgence of such information would
be cause for personal reprisals.

In ancther sultability type investigatiaon, a local
pelice department refused to make a record check on the appli-
cant's brother withoul « vaiver from the brother, bocause 1t
was believed there was a possible FOIA or PA violation. CF
tlewark file 1l6-=45184.

2, Law Enforcemants Ability to Obtain Information
From the General Public

Newark File: 29-7791, reflects Lhat a key witness,

—EE Thom e = & gy

involved in a check kiting scheme, is also
invelved with leoansharks. 8She is not being fully cooperative
in thi1s case, particularly ain identifying the loansharks witlh
whom she 1s dealing, inasmuch as she has a fear of the loun-
shark learning about her talking to the FBI by his use cf the
FOTTN,
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GENLRAL ACCOUNTING OFFICR S5TUDY ’
TO CVALUATE THE IMPACT OFF THE

FREEDOM O’ INFORMATION ACT (FOIA)

AND PRIVACY ACT (PA)

Actrvires CONFYBENTIAL
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The z2bove information was summarized from Newark
Files Gr)

3. Reducticn in Current Informants or Potential
Informants Resulting From FO1IAPA Disclosure

Policies o

Durirg 1977, Newark infurmﬂntsla =TI
have indaicaled that the POIPA, as they understood it, has maac
them very wary of any quarantees of continued protection of their
identities 1f they become the subject of an FOTIPA request,
They have stated they will terminate their relationship with
the FEI in the future and that they continue their prosent

; CONFIDENTIAL
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GENERAL ACCOUNTING OFFICE S5TUDY
TO EVALUATE THE IMPACT OF TIE
FREEDOM O INFORMATION ACT (FOIA)
AID PRIVACY ACT {PA)

AR HAVING ON LAW ENFORCEMENT
HCTTIVITILS
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activities only because they trust the Agent who handles them
wil] protect them fron unwarranted exposure or harassment under
the FOIPA, b

c |

gtato e Wwas concerned over

whether the FBI maintained a file ol him a he FBXI
| el any information he might giv |
hig individual further stated 2t he hag read

many newspaper articles wherein FBI sources were bheing revealed
and he was concerned about the revelation of his identity and
his association with the FDI.

r advised an
FBI case hgent that Re lackctd conticence in the FBI's abilit
to nrotecd has adoentidv o 1 i

Fe(©

A criminal informant who furnished very significant
information in Newark file 26-Gl11B2, a ring tyne case, advised
that he feared for his life after reading of disclosures made
under the TOLPA as sct forth in variocus New Jerscy newsnapers
and as a result this scurce vi1ll no longer furnish information

that 15 singular in nature.
4, Miscellaneous:

From the pownt of view of the Newark 0ffice of the
FBI, the impact of the FOIAPA a5 real and in no way just a
matter of peorception.

Prior to the FOTPA, a rapport existed with substantially
all the banhs in the State of New Jersey, whereby uinformation
concerning transactions in depositors accounts and other infor-
mation concerning depositors was made available to the 'MMI without
the use of a subpocna. This was helpful for lead purposes
and to determine 1L, in fact, the bank had information that
should be subpcenacd for trial purposes. Banks will no longer

CORFDENTIAL |
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furnish information on this basis but require a subpoena for
all their records.

Increased demand for subpoenas by banks is obviously
attributable to the FOIPA inasmuch as the bank fears that their
cooperation, if divulged, would be represented to the public as
an unethical business practice and thus would be counterproduc-
tive tco their image and their business.

The advent of casino gaming in New Jersey has
created a significant lawv enforcement problem in that
organized crime infiltration of this indgstry must be curtailed.
As a result of FOIPA, the FBI has been severely restricted in
attempting to assist local and state authorities as tn suitable
applicants for jebs in this industry. Newark has been requested
by the Casino Gaming Commission for the State of New Jersey to
provide name checks. Because of possible Privacy Act disclosure
the TBI could be liable and accused of providing information
which prohibited the applicant {rom cbtaining a job. Therefore,
Nno ascistance can be given in this area.

In the final analysis as to the impact of FOIPA
provisions upon the mission of the FBI to investipate violations
of the laws of the United Scates, it can conly be said that the
impact is that of a negative force.

The FOIPA has evoded the public's confidence in
the FBT to maintain the confidentiality of their cooperation as
a matter of course. It has increased the amount of time necessary
to conduct an investigation thereby costing the tax-paying
citizen. It has required that many investipative apoents be
assipned to basically non-investipative duties in order thart
requests under the FO1PA be handled within Lhe very short
statutory period given to reply to that request. It has had
a chilling effect on the use of cne of the most powerful ad-
juncts of the investipative profession, the informer, sy
stiffling the fear of exposure tnose who would come forward
with the information concerning the commission of eriminal acts.

) That there is no doubt FOIPA has hurt the FOi's
abllity to investigate.
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INYESTIGATION

Phoeni1x, Arizona
June 20, 1978
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GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT AETI‘JITImNF m\_
m FOIPA MATTER

REDUCTION IN CURRENT INFORMANTS RESULTING FROM
THE PRESENT FOIPA DISCLOSURE POLICY

The Phoe
valuable FBI asset
as a direct result INAGLIItyY OUe to the FULPA

to make and giﬂft an express promise of confidentiality

to the asset.
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GENERAL ACCOUNTING OFFICE (GACQ) STUDY

TCO EVALUATE THE IMPACT THE FREEDOM OF, etc. CE Hmm‘j
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standinﬂ source
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future because he has a fear of being uncovered, which
he believes would subject him to severe bodily harm
tn reprisal for his furnishing information.

INFORMATION EXCHANGE

The Phoenix Police Department, Intelligence
Unit, has recently promulgated a policy of no exchange
of organized crime information with the Phoenix Office.
This 15 clearly not due to a lack of trust, but has
been explained that it 18 due to the possibility that
the information furnished may at some future time be
disclosed under the Freedom of Information Act or
Pr ivacy Act.

The above is also the policy of the Tempe
Police Department Intelligence Unit.

, [LEI&N}(DH*HIAL




TO EVALUATE THE IMPACT THE FREEDOM OF, etc. Cﬂ

GENERAL ACCOUNTING OFFICE (GAD) STUDY l.

In this same regard, Arizona State University
officials have adopted an official policy of non-cooperation
with our invest:igators since the Freedom of Information -
Privacy Act. This policy 15 carried out at all levels of
the University's administration. Prior to the Freedom
of Information - Privacy Act, the University was
most cooperat:ive.

Investigative clerks of the Phoenix Dffice
have experienced some difficulty in obtaining Police
Department files for review when made upon proper
request. This situation was due to confusion and
misunderstanding of the Freedom of Information - Privacy
Act upon the part of the supervisor of the Phoenix Police
Department Identification Division. This situation has
been since rectified by the Phoenix Division staff who
met with this supervisor and clarified any misunderstanding
he may have had relating to the Freedom of Information -
Privacy Act disclosures,

3%

This document contains neither recommendations
r conclusions of the FBI. It 1s the

property of the FBI and 1s loaned to your

agency; it and 1te contents are not to

be distributed outside your agency.
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUKREAU OF INVESTIGATION

Chicago, Illinois
el 1o June 27, 1978

GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FOIPA MATTER

Reference is being made to Bureau airtel dated
June 16, 1978, advising of the captioned GAO study.

The following examples of the effect of the FOIPA
legislation upon Federal Bureau of Investigation (FBI)
investigative efforts in the Chicago Division are being set
out for possible legislative attention regarding this matter.

1. Ipformation exchange between Federal, state
and local law enforcement agencies:

Any hesitancy in inter-agency discussions concerning
FOIPA discussions is believed to be the direct result of
confusion surrounding the provisions of the Act itself,
espeeially following publicized newspaper accounts of FOIPA
revelations. Any specific documentation to support this
contantion is unavailable at the present time, although one
recent FPBI encounter with a former Assistant United States
Attorney (AUSA) is perhaps pertinent in this regard.

: F:j-.'?“' _L-—-'" e
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In response to an FBI inquiry comcerning applicant-
suitability matters, this attorney confided that significant
information, meaningful but derogatory, would not be ferth-
coming concerning the applicant because of the FOIPA. When
pressed by the FBI Agents upon thie point, the former -AUSA
stated that he himself would counsel his cllients not to
furnish the FBI with derogatory information because “"you
cannot even protect King Hussein."
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This document contains neither recommendations nor conclusions of the
Federal Bureau of Investigation. It is the property of the FBI and
is loaned to your agency; it and its contents are not to be distri-
buted outside your agency. &
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GENERAL ACCOUNTING OFFICE (GAO) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF \
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) N‘mENT\N_
ARE [AVING ON LAW ENFORCEMENT ACTIVITIES CO il
FOTPA_MATTER

2. Law Enforcement personnel's abilit
obtain information from the general public: b

On May 23, 1978, a Special Agent of the FBI contacted

reluctant to £ ground information regarding

f ormer emplnyewd regarding 29-6292. She
related she would gladly verify his dates of employment,
however, beyond that she felt that she may have trouble
furnishing any additional information because of the Privacy

Act.

She stated she would have problem in releasing  _
the information if the mbjmtﬂ authorized the o

release of same.

3. Reduction in current informants or potential
:Ln!armuntl resulting from present FOIPA
dlsclosure pollcies:

- PN
-Naw Left ) 5
Chicago Fil :'.) J( 1

Bureau File J

R
C)I:fem—nmrm
wWab T n
nd was such that it was s that he could develop
information of value concernin .

<,

! He acknowledged that this was true; however,
e sta a ue to the FOIA he no longer believes that

FBI Agents can assure his complate protection even though ha
feels that the Agents themselvea will make every effort to
do 80. The Bource also cited recent court decisions, particularly

-2 - CONFIDENTIAL




GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF

e mavene o aw svponcenens aerrviriss - CONBRENTIAL
FOIPA MATTER

those in the SWP law suit which hay sy inced him th

and that the FPOA and

simllar laws and court decisions were the primary reason for
such. He noted that disclosure of his identity would most
assuredly cost him his life. %

e CONFIDENTIAL
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FBlOused Jlac

judge

to discredit Musiims

By Rob Warden

CIMNMEF JUWE James B Parssma of
US Dustrict Counl wox “olilized™ by the
FBI in a counterintelligence program lo

_duseredd Lhe Black Muslims in Lhe 19508,

special agent @ charge of the bureru's
Chicogo office at the Lime

eves ol the general black populace or
through whuch factwndhism among (he
lendership could be created

|

name-calling

Parsons, mterviewed by
Deilavan, Wis . where he was attendmg
a jucdicial conlerence Thursday, smd he
has “no reaction” to the wlalomenis m
the memos ““To me Lho languape “uli-

lized 13 enderstandabie, but from a pu
hic siandpont i will not be undersiood

“] think the documents reflsct the fact
that 1 had besn Lhteatencd back 3

sgamst or use my nfluence o
one, | am responsible for whal | sad




(Mevnt Cligalag In 5-.p-l|:- ﬂ-ln-}

.S@uﬁch

; Y W, South, Chicage's welk

black radm per.lmhtr and joar-’

nalii, was designated a “poteniial se.u-
g;r informant” by the Federal Bureay

Investigalion 1n 1968, according lo.a
document released under the Freedom
of Information Act. '

“The FEI's officual definition of a po-
tentinsl secyrity miormant 1s an “manid-
ual in a position lo become acline m or
closely connected with a subversive or-

BL termed radlo star
p@tenmtﬁ“ mmrmm

B - g

ganization or mielligence activilies and |

malng an affrmatine effort to obtam
l;-:} I!.fl.l.'l:rllh current informalion Lo r.h-_

Socth, 59, host of “Hotlme,” a popular
night lalk wow on radwo siatron
N, and former cnlummst (or the

American, sad he never (ud
that would meel that dﬂ‘bnl-

“~eTHIS 15 an outrage. reslly incredi
"ble,” he saxd “I'm wondermng if this u
something to smear me. Maybe they did
this just to hurt someone who has been
against them all Lhase years ™ -

An FEI! esman In Washinglon said
the bureau erred in failing to delete
South's name from the document before
# was relcased. The spokesman would
ool comment on South's statement abowut
a poasible smear.

Falsely identuving persons as infor
mants was a frequent techmque n the
FEBI's counterintellizence  program
- Against black activisis m the 1960s, rec-
" erds show

The memo contawnung South’'s name
“wak from the lale FBI direclor, J
grdﬂnu!-rr te Marbn W Johnson, soe-

1n charge of the burcau s 1u -

nhum:t It was dated Dec. 12, 1968

" IT SAYS: “Asthonty granted to qmg-
mate eaptioned indiidual [South] a bu
reau-approred PSI [potenlial security
informant] and to procesd lo develop
him as a secunty informant . . . .

« *In view of subjeet's nifflmgness to

* assisl your ofhee m a comlidenlial as-

signment, and his ewcelient potential, ot
sugpested vou corsuder profeciing his
tdy with a symbol number at 'n

dale "
South saud he recalls two nur.ting:
. several telephone comversdlvns

& L . -
-ui?uhuun_-hnuumuiuduJ
4ol remember, He sasd he was polite,

Sut “didn't co-operate’ and, in lact, mn:,.
ts.li:llﬂlhefﬂl:mth:rlﬂn

After (he Democratic HIIII‘MIEMI
wdtion 1 1963, the FBI came s°d askel
;s some qUaslions about someons wiww
hid been on my show,” he said. *[
them 20 munutes or @ hal! hour.
even longer, but I dudn't tell

swEﬁEtif‘M

(Indiceis pages, nace of
atwEpapsi, cily and aigie.
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DOCUMENT # 150 i

Transamit the following

Type n plamtext or codel
ATRTEL

T o T TiPrecedencel

—— o & e S e — N S S S e e - — o — — — — — — — — — s g et o

TO: DIRECTOR, FBI
ATTENTION: ROOM 6280, TRAINING AND RESEARCH UNIT,
FOIPA BRANCH, RECORDS MANAGEMENT DIVISION

SAC, DALLAS (66-1751)
L

GENERAL.ACCOINTING .OFFICE-{GAN) STUDY TO EVALUATE

————m =

THE_IMPACT THE FREEDOM OF INFORMATION AGT (FQIA) =~ |
AND PRIVACY ACT (PA)_ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

FOI

"BUDED: 6/30/78

i,
i ﬁf“ Re Bureau airtels to Albany 6/16/78 and 5/3/78; and
& pDallas airtel and LHM to Bureau dated 5/11/78.

et |
BEy
D4

Enclosed herewith for the Bureau is an original
E and four copies of LHM dated and captioned as abova.

. ‘ 0 For the information of Bureau, Dallasz submitted
ﬁ‘; eight-page LHM on 5/11/78 setting forth the results of an
_ extensive all-ocffice survey concerning FOIPA problems.
¥ The enclosed LEM mipplemants the LHM of 5/11/78 and sets

¥ forth additional FOIPA problems ¢:7rent1}.r known to the,

; “"'-. -;.1 Dallas Office, REB‘]-EE ?ﬁ.—- ? _3' )

The sources of the cited examples are:

B D 1) I I captioned, I ]

ET AL; MISSOURI-KANSAS~TEXAS RAILROAD

¥
>

q-hl
¥

e

Fdﬁ:lf'.l.; ] \
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JERELN
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o
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e
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2) Ascertaining Financial Ability case,

e Dallas file number not Known.
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DOCUMENT # Lo

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Dallas, Texas

3; June 28, 1978 glﬁ?ﬂyal lh

. <818 2003 0 5

GENERAL ACCOUNTING OFFICE (GAO)} STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF INFORMATION
ACT (FOIA) AND PRIVACY ACT (PA) ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES:
FOIPA MATTER

“'-"'L..

l) A& potential witness, who was managing a
railroad yvard in a city in Texas, advised a Special Agent
of the Dallas FBI Office that he had information concern-
ing illegal activities concerning excessive billings which
were obtained through the influence of the president of
the company. This witness would not furnish the informa-
tion unless upon the i1ssuance of a subpoena to testify in
a court of law, for fear of losing his job and subsequent
family security. This individual expressed himself in
such a manner to reflect lack of confidence in the integrity
of governmental records to protect his identity.

2) An individual, in a position to know infor-
mation about a federal government debtor, stated to a
Special Agent of the FRI, Dallas, Texas, Cthat she would
not furnish any information because otherwise the infor-
hod mation furnished and her identity could appear in the news-
_ﬁ; papers. She made reference to all the information that
was being divulged in newspapers as a result of FOIEA

'Y requests, )
Bt
o 3} E_:} individual, who 1s 1n a position to
¥ 3 furnish possible foreign counterintelligence information, ﬁu")
. advised a Special Agent of the Dallas FBI 0ffice|that it
. is his opinion that the federal government could not ensure
.Eg him confidentiality in of the constant scrutiny by
“ E Congress of the FBI an and the subsequent news media “7

L

& leaks. This individual also stated that he would be fear-

E ful that his identity could be revealed through access to W
e

190-3 - 31

fﬂ‘”"’*,% This document contains rather recommendations nor

3 4 Conclaziors €1 %2 K. 1 s s pogerty of the

ﬁ.t& ; FBI 2rd s lza=sd o3 way o zse et oand 115 - .
o CORlent. are noi o Ul .. :.:..l&{J;EJ nu.talJE your

agency



GENERAL ACCOUNTING OFFICE (GAD) STUDY

records by the public through FOIPA legislation as well

as extensive civil discovery proceedings as exemplified

by the SWP civil lawsuik, 1In addition to the above, ™ __ . ~™h
this individual was concerned with former intelligence DO 7.
agency officers publishing books and jecpirdizing the
confidentiality of sources., In view of the abeve, this
individual refused to cooperate and stated that if the

disclosure climate would have been more restrictive as

it was several years ago, he would have been more than

willing to cooperate. )\_.< e,)

2




DOCUMENT # L1 e

UNITED 5TATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INYESTIGATION

R PN Cleveland, Ohio

n i f 4]

File Mo i June 29, 1978 CDHF%FEHTIHL

GENERAL ACCOUNTING OFFICE (GAD)
STUDY TO EVALUATE THE IMPACT THE
FREEDOM OF INFORMATION ACT (FOIA)
AND PRIVACY ACT (PA) ARE HAVING
~ON LAW ENFORCEMENT ACTIVITIES

All paragraphs in this commnication are unclassified
except where otherwise noted.

I. Law Enforcement Personnel's Ability
to Obtain Information from the
General Publaic

A, |
B7e UFAP -~ DRUG LAW VIOLATION FUGITIVE
{(00: CLEVELAND)
Cleveland file BE=11549
Bureau file 88-71300

Cleveland Federal Bureau of Investigation (FBI) Agents
wanted to check the records of a hospital in the Cleveland, Ohiog,
area for information regarding the above fugitive's location.
Citing privacy restrictions, this hospital advised that the re-
lease of such information would require the issuance of a subpoena.

As a result information was not obtained by the Cleveland
Agents, and is still currently a fugitive.

o — XL w&,zm’%ﬁ'ﬁ{

BANEK ROBBERY - FUGITIVE e
‘fi fbu_g,x

(0D: BALTIMORE)
Cleveland file 91-11528 53-
Bureau file 91-59443

Cleveland FBI Agents checked with the Ce for Human
Sservices for information regarding the location of an

armed and dangerous fugitive. The Center was very hesitant
initially to volunteer any information regarding%tiﬂn
due to the Privacy Act; but, after being convinced tha was
a very d s indavidual, the Center volunteered the informa-
tion thaq:ff;;;was currently staying at a local YMCA, where he
was apprehen by FBI Agents.

ey “sf CONF IDENTIAL

Fitad B 5 aNTe T miagddteged 020
1o -5 §i Exempt from gategﬂries 2 and 3
v kil B SPYY Date of Decl fication Indefinite
S s /F0-3 -4 CONGIOENTIAL

Strrpan- 23 e ENCLASURY
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GENERAL ACCOUNTING OFFICE (GAO)

STUDY TO EVALUATE THE IMPACT THE 3
FREEDOM OF INFORMATION ACT (FOIA) CONHQENTIAL
AND PRIVACY ACT (PA) ARE HAVING

ON LAW ENFORCEMENT ACTIVITIES

L I Iaka
- THEFT FUGITIVE

(00: CLEVELAND)
Cleveland file 88-12580
Bureau file B88-78271

i)

Citing the Privacy Act, the Cleveland Credit Bureau
personnel refused to furnish information regarding

address yment, which could have enabled t -
apprehen The Credit Bureau advised that such informa-
tion woul e released to the FBI only upon the issuance of a
subpoena.

o )
Cleveland fji

Bureau file

e T R
=)

.

Although neither the Federal Privacy Act nor the Ohio
Privacy Act affect the institution, the sensitive issue of privacy
regarding college students has caused school officials to prohibit
the dissemination of information from school records without the
written consent of the student.

The above source, in the st, has furnished waluable
and detailed background infi ' |

T
res

CONFIDERITIAL
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GENERAL ACCOUNTING OFFICE (GAO)
STUDY TO EVALUATE THE IMPACT THE
FREEDOM OF INFORMATION ACT (FOIA)
AND PRIVACY ACT (PA) ARE HAVING
ON LAW ENFORCEMENT ACTIVITIES

i1 E
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DOCUMENT 7 18 e

UNITED STATES DEPARTMENT OF JUSTICE

FEDEHAL BUREAU OF INVESTIGATION

b % Alexandria, Virginia
In Reply, Pisase Refer 1o June 30, 197

3-19-2003 pLglAufesas
AR o O CONPREENTIAL
03 - Ro763 GENERAL ACCOUNTING OFFICE (GAQ) STUDY

TO EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FREEDOM OF INFORMATION ACT - PRIVACY

ACT MATTERS

l. Information Exchange Between
Federal, State and Local Law
Enforcement Agencies

No instances have come to the attention of the
Alexandria Office of the Federal Bureau of Investigation
(FBL) which would indicate thatthe Freedom of Information
Act (FOIA) or Privacy Act (PA) have militated against the
exchange of information between Federal, State and Local
law enforcement agencies.

2. Law Enforcement Personnel’s
Ability to Obtain Informatiom
from the General Public

Allegations of Political Activities
by Unregistered Iranian Governmment
Agents, Washington, D. C.

November 13, 1977 - November 17, 1977
Foreign Agents Registrationm Act - Iran  wiw» ‘
(0ffice of Origin: Washington Field) P ik
Alexandria file 97-23

| This doaumaat sonteind neither
w . ryooiLmninticns nar conclusions of
By z . toe FEI. Tv 18 the propacty of
tive FEI and 18 loonad Lo wour ageney |
It &and its contents are not ts be

ol il.s . distrimted ?utnidi sz:‘jﬂtn,,. (:t)ﬁ‘ ' pi]]!il_ |
N fdfeS T ko ME
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RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY
TO EVALUATE THE IMPACT THE FREEDOM OF
ITNFORMATION ACT (FOIA) AND PRIVACY ACT (Pa)
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
FREEDOM OF ILNFORMATION ACT - PRIVACY
ACT MATTERS

noting that if
additiona is were disclosed
under the FOIPA, action could be brought against the trawvel

bureau, which might result in substantial loss of business due
to bad mblicity.’&
rnown as

Interstate Transportation of Stolen Property (ITSF)
Alexandria file 87-3206

ﬁam.&u.bjz&] also known as

Alexandria file 8§7-3294

Officials of the Clarendon Bank and Trust Company
and the First American Bank have refused to divulge information
Tegarding checking accounts at their banks in situations
wherein they have not actually sustained any losses as a result
of transactions which constitute ITSP wviolations. Bank officials
appear to be concerned for the privacy of their cusbtomers and
fear that the customers could lesarn of any such situations
from files of the Federal Bureau of Investigation.

-

CONFJRENTIAL



RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY

" CONBRENTIAL
TO EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
ARE HAVING ON LAW ENFORCEMENT ACTIVITLES
FREEDOM OF INFORMATION ACT - PRIVACY

ACT MATTERS

3. Reduction in Current Informants
or Potential Informants Resulti
from Present FOIPA Disclosure Policies

No additional instances or infommation tEﬁaIding

this topic have come to the attention of the Alexandria
Field Office,

. e CONFYENTIAL



DOCUMENT 442 o

CONFIDENTIAL
UNITED STATES DEPARTMENT OF JUSTICE '| P ro
. FEDERAL BUREAU OF INVESTIGATION “""“""“‘-‘]
) ST BNn
In Reply, Pleas Rifer to
Fule No. »an Antonio, ‘lexas
\

June au, 14 s?q"'

\14
g A ﬁw GLALRAL J'I"I':.-':.-LIUJL.;HI.J J['FJ_-_._. {Gﬂﬂ:‘ -.I“:.nrJ-.':_._-JIL
Az "0 LVYALULATL Thi IHAPACY Trl FRLEUOMA OT
B~ INFORHATION ACT (TGIA) AnDl PRIVACY £CT (PA)

ARE HAVING Od LA, LNFORCLMLST ACTIVITILS

A
Fj} FRuLUOM O IWNFORMATIO.W PRIVACY ACYT “AITER

— -

p—

All information set fokth below 15 classifiea
confidential unless otherwise 1fieda.

kvl

—IS<7 1)

) I

ollowing a4 4dis-

10 O 1€ 1nciden € 8] wiat this 1ndividual
should perhaps contact (e rederal Bureau of Investigation (FBI),
and furnish that agency a detailed account of his activities,
The individual refused explaining tnat recent newspaper articles
nad convinced him that the Fol rmight not ce able tTo ﬁrDtE:L IS
identity. Since the indiwvidual antiecipated entering .nE ﬂﬂ%)
profession, he thougnt it highly probable that such exposure
might preclude or ccmplicate his career, (e declined to be ;a;g:;
introduced to FBI Fereign Counterintelligence representatives)

CONFSGEITIAL

Classified by 1665
Exempt from,GDS, Catepory 253

lo s°¢ WML Date of Declassification Indefinite
”Lj-ﬁ“__: 1.4 %2 AR D

This document contains neither recommendaticns nor conclusions
of the I'BI. It is the property of the FBI and is loaned to
your agency; 1t and i1ts contents are not to be distributed

cutside your agency.
y90-3—"

r. _.SUKE



DOCUMENT # _20

CONFIDENTTIAL

" o

UNITEW STATES DEFARTMENT OF JU&Y _E

FEDERAL BUREAU OF INVESTIGATION
201 East 69th Street

In Heply, Please
ﬁhgﬁi i i New York, New York 10021

July &, 1978

Ceneral Accounting 0ffice (GAOQ) Stud: to
Evaluate the Impact the Freedom of Information
Act /Privacy Act are having on Lau Enforcement
Activities FOIPA Matter

1) Information Exchange Between Federal, State
and Loecal Law Enforcement

This occcurred within the

{,gL'.I--'Jg,‘,

RAC
e ;.,,
&1'?"‘31"-_".#

Trgre

e

CONFIDENTTIA AL

ClassifiedSpy/ 1308
Exempt from WDS, Category 2&3
Date of Dec ification INDEFINTE

This document contains neither recommendations nor concluslions
of the Federal Bureau of Investigation. It 1: the property of

the Federal Bureau of Investigation and 1s loaned to your agency:
it and its contents are not to be distributed ocutside your agency.
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General Accounting Office (GAO) Study to
Evaluate the Impact the Freedom of Information b T'AL
Azt/Privacy Act are having on Law Enforcement

Actlvities FOIPA Matter -

2) Law Enforcement Personnel's Ability
to Obtaln Information From the General
Public

E%WEP BIE

NY rile 88-18123

During the course of thls investigaticon, a hotel
doorman, employed at a hotel in Manhattan, was contacted
regarding the fugitive's whereabouts. This individual
appeared to have knowledge of the fugitlve, but stated that
he was afrald that hlis identlty would be revealed if he
asslsted the FBI. The doorman advised that he had read
in the newspapers that FBI informants could be revealed
and, therefore, he would afford no assistance. All efforts
to convince this man that hils name would not be revealed
were to no avail. (U)

: In attempting to locate a badly wanted fugitive
hmitf;::ff:f;:rted by the FBI/DEA Joint Task Force, NYC,
NY, had related that he was personally acquainted
wlt s Individual. This source advised that although

he had seen the subject recently and he deslred to ald the

FEI, he was reluctant to aesslst for fear of compromising
his 1dentity under the new Federal laws., (U) ;

Seafarers International Maritime Union in
Brooklyn, NY, will no longer provide information to law

enforcement agencies unless served with a subpoena. (U)

3) Reductlion in Current Informants or Potential
Informants Resultling from Present FOIPA Disclosure
Policlies o

T TR




General Accounting Office (GAO) Study to
Evaluate the Impact the Freedom of Information

frpeioe e auw Navins on xav wetorcament CONPISENTIAL

| (former) stated she had read
an article in the New York Post by William F. Buckley, Jr.,
which in effect stated that as a result of the FOIPA, A
US judge was about to rule in the civil suit brought
against the FBI by the Socialist Workers Party (SWP) that
the identities of Bureau informants tﬂiﬂﬂtﬂﬂ.ﬂﬂﬂi:st b
the SWP were about to be made public. was a o
member of the Young Socialist Alliance (YSA) and the SWP durs7p
1975 and 1976, and held various minor positions in e SWP, e

: : She o
reported regularly to this writer, ERKLA)

After reading the Buckley article, the informant
was guite distraught and told this writer she felt SWP
members would take out some form of revenge on her should
her identity and former association with the FBI be disclosed
as she was sure it would. 8She said at one point she "might
just as well go to work for that judge" (who ruled against
FBI in SWP case). BShe stated that when she agreed to join
the SWF to report to the Bureau, she felt her identity would
never be disclosed by the FBI, This writer assured her that
her name was not among the names of those whom the SWP was
seeking to make public, and that in effect, even those
informants' names had still not been compromised even though
the ruling was unfavorable to the FBI. Source was finally
re~assured her identity would not be publicly disclosed;
however, had her name been one of those the SWFP was seek to
identify, extreme g n would have certainly heen
brought to bear con as evidenced by her fears
voiced to this writer. ﬁ_\} .




ieneral Accounting Office (GAQ) Study to

Evaluate the Impact the Freedom of Information ﬂf@NFIﬂEN'”AL

Act/Privacy Act are having on Lav Enforcement
Actlvities FOIPA Matter

— — e

fiﬁl(r:,./

X(c)

_In response to the asset's inguiry [

e
not subjec Q ac losure rough the Freedom of Information

Act or the Privacy Act, which explanation he accepted. jj?

' )
; 3 nished capacity to recruilt
| ue to the asset's re-

- =)
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CONFWOENTIAL

General Accounting Office (GAOQ) Study to
Evaluate the Impact the Freedom of Information
et /Privacy Act are having on Law Enforcement
Activities FOIPA Matter

luctance to furnish information because of a stated fear
of thelr ldentity belng disclosed at some future date.

An example follows: k]

S (5

An Agent of the NYO advised that a source of his
who formerly provided drug, loansharklng, and other organized
¢rime-related information now 1s most reluctant to provide
this type of 1information because the government can no longer
provide for hls securlty. The informant specifically stated,
"1f any organized crime flgure knew he was talking he would
be killed immediately". (U)

An organlzed crime informant has recently expressed
gr2at concern over the recent declsion by the Supreme Court
not to hear a government appeal on a lower court ruling,
ordering the Justice Department to turn over Informant files
to the Soeclalist Workers Part.. The source 1- of the opinien
that it 1s onl, a matter of time before criminal informant
filles are made avallable under FOI-PA. The informants
productivity has recently decreased as a result of the above. (U)

Several attempts have been made to re-open an in-
formant who, in the past, had been extremely cooperative and
productive. This informant was closed due te a lack of
production and all attempts to persuade him to one again aid
the Bureau have been negative. Thls informant refuses to
cooperate agaln due to his bellief that hls identity and the
fact that he 1s cooperating cannot be kept secure due to
FOIPA disclosure policy. (U)

It 1s realized that the above is probably repetitive
however, is belng submitted for your information. (U)

CONF f“ﬂggiH_T I AL




DOCUMENT # &1 e

UNITED STATES DEPARTMENT OF JUSTICE

FEDLRAL BUREAU OF INVESTIGATION

In Reply, Please Refer 1o Sacramento, Californaia
Jul? 11, 1978

File Ne 'E $ . |
o200/ CONPRENTIAL

General Accounting Office
Study to Evaluate the Impact
The Freedom of Information Act (FOIA)
and Privacy Act (PA) 1s having
on Law Enforcement Activities

\Y)
ﬂb The following are examples submitted by the
Sacramento Division agents regarding adverse effects of
the Freedom of Information/Privacy Act (FOIPA):

On_Apral 11, 1978, ap ipdiwvadyal was ;gqtact&d T
who was the (Subject o

was a fugitive wanted for Unlawful Fli ght to Avoid Prose-
cution - Fraud, and after his arrest on April 12, 1978, was
indicted on a federal kidnaping charge and a local hnmlﬂlde
charge.) The father was 1n a unique position to furnish
information regarding subject's location; however, a few
hours after he was contacted by the FBI, subject appeared
a® the father's home and the father not only failed to advise
the FBI, but also assisted i1n subject's attempted escape by
loaning him a car.

On April 11, 1978, a second contact with the father
by Bureau apent (and before subject was arrested as a result
of information developed from another source), the father
stated he had assisted subject because he could not trust,
and did not believe statements made by the FBI rtegarding
subject because of the recent publicity about the Bureau
(all as a result of the FOIA).

As a result of help given subject by the father,
subject was not arrested until he had traveled 100 miles in
an attempt to avoid arrest.

o o G G ER ER W T E o s mm m e e e e W W W — W — W — =

This document contains neither recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to
your agency; 1t and its contents are not to be distributed
outside your agency. pg¢ serpnrsaTian manTAInNn
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b7

GENERAL ACCOUNTING OFFICE STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) TIAL
IS HAVING ON LAW ENFORCEMENT ACTIVITIES N

on May 6, 1978, AT ac tne veterans
Affairs trailer located on the campus o alifornia State

University at Sacramento, did request from a Veteran Repre-
sentative certain veterans course registration and applicatien
files. At that time he produced the files of three 1ndi-
viduals and said that if more files were needed he would
gladly provide them.

A subsequent visit to review additional records by
S.lqrevealed that the Registrar, California State
University, had been informed of the records review of May &,
1378, and advised that since the V.A. trailer was located on
campus property and that the files may contain student infor-
mition of a private nature, school autherity was needed before
further access could be permitted. He further advised that
the school could not permit a review of the files without
direct permission of the student or through subpoena. He
stated that there were no V.A. regulations regarding access
to said records and that on several previous occasions they
hid been examined by outside agencies.

The Califernia Junior College Legal Counsel feels a
problem exists regarding the release of student records even
when an agent is 1n possession of valid release forms from

the student.

An FBI applicant furnished a release to secure all
personal and financial records by the FEI. Wells Fargo Bank
refused releasing the information with or without a release

because of Right of Privacy.

The November 29, 1977, edition of the Sacramento Bee
carried a lengthy article concerning FBI investigation oI the
51S and New Left during the period around 1870. This article
contained direct quotations from internal sensitive documents
emanating from both the Sacramento Office and FBEIHQ as to the

effectiveness and Exte‘h

both on and off campus

f informant penetration o
[%yring that critical period
was the foremost source of any law enforcement agencCy

Sacramento area., The article prompted an immediate flurry of
conversations and telephone calls from former members of the

SDS group to the source in an_effort to identify the person
who had infiltrated the grﬂup-}‘l!pj

t

1l
)



GENERAL ACCOUNTING OFFICE STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA)
IS HAVING ON LAW ENFORCEMENT ACTIVITIES NTIAL

The source felt that this was an unjustified
disclosure of confidential information furnished by him

which could conceivably result in jﬁnpard? to his reputation,

employment and personal safety

It 15 noted that the above group was small, cohesive,
and carefully screened any additional members. Should several
of these persons in concert write for disclosure of their
files, it would easily result in compromise of source, who

still reports on the Sacramento Chapter of the Northern
District of the CP in California 1]
.

A haighly sought-after fugitive, wanted for fraud
and possible murder, was living under an assumed name in
Redding, California. Three Congressional inquiries had been
made regarding the status of the case because of notoriety
of the subject's prior activities in the Washaington, D.C.
area, and false government identity used in his assumed
identification. Subject was perpetrating a new multi-hundred
thousands fraud when agents became aware of his new identity
and possible location. Contact was made at his bank and the
manager was made aware of his status, but notified the
subject, and his rationale for his act was because of FOIPA,
The subject fled but was apprehended later due to an all-out
State alert,

The Main Post Office on Royal Qaks Boulevard
refused to give home address of an individual assigned P.O.
Box B43 in Carmichael, California. An employee stated this
is a change 1n policy due to the FOIA. The employee stated
an official letter issued by the investigative agency
putlining the circumstances surrounding the need for the
P.0. Box will be requested in the future.

On or about May 15, 1978, an agent contacted the
Urited States Probation Office at Capitol Mall in Sacramento
regarding the acquisition of information (file review) omn a
subject (Sacramento file 76-2943). The anticipated file
review was in line with the usual investigative procedures
established for these type of cases; however, upon arrival at
the U.S. Probation Dffice, the agent was refused the file
review for fear by the case-agent that the review would be
in violation of the Freedom of Information Act, and subsequently,
a contact of a supervisor at the U.S. Bobation Office yielded
the agent with the necessary results,

3 CONFIBEN
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GENERAL ACCOUNTING OFFICE STUDY TO

EVALUATE THE IMPACT THE FREEDOM OF
[NFORMATION ACT (FOTA) AND PRIVACY ACT (PA) .
IS HAVING ON LAW ENFORCEMENT ACTIVITIES CONFIRENTIAL

On or about March, 1978, an agent was contacting a
passible employer of a fugitive deserter at Weinstock's in
downtown Sacramento, and he made an initial contact with the
personnel director of the above store. Agent stated the purpose
for the inguiry to a receptionist and she conveyed the message
to the personnel director. Approximately 45 minutes passed
before the personnel director received Bureau agent, and
subsequently stated that the only reason that she found it
necessary to have the agent wait for such a long time is that
she had to contact the Weinstock store's attorney and find
out Just what infermation could be made available to Bureau

agent.

(wénur:e at a local Sacramento university advised that
his legal department has counseled him against furnishing

information from school records to federal investigators 51
x FOLP er ta i.e. l ]
Bureau file {;}
IN5-00542, sacramento I1 C.

¢) “)

In an attempt to locate foreign student at a local
Sacramento university for interview, university officials
declined Sacramento's request for assistance in locating
subject, mainly because of,t FOIPA. (Bureau file 105-

{!l,dth

308843, SC 105-3308).

An individual was located who was 1n a unique
position to act as an operational asset in foreign counter-
intelligence activities. While willing to assist the U.5.
Government for patriotic reasons, he was unwilling to have his
name appear in FBI files because of the FOIPA. (Bureau file

105-210494, SC znn-z?.)f5§(11] ; :(
!:;;;;;:;;:szﬁ-Fr3ﬁrT3EuT"!TE'TﬂfﬂTmﬂﬂT?'“““'““TT"; {AJ
(has tran 3

expressed concern about their identities being determined (3
through information which might be obtained through the o
Freedom of Information Act They have continued their b T

assistance to the FBI, ,qlu—

: was concerned about his
safety, in that radical individuals on whom he reported might
learn of his 1dentity by FOIPA.

| Initial information furnished by California Department
of Corrections requested protection of his source of information,
He requested that for source's safety he would hope source of
information could be concealed.

4 TONEERTIAL



GENERAL ACCOUNTING OFFICE STUDY TO
EVALUATE THE IMPACT THE FREEDOM OF
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) _ )
IS HAVING ON LAW ENFORCEMENT ACTIVITIES mNHDENTI AIJ

The manager of Mank of America, Winters, California,
declined to give loan application information unless approved
by official of Valley Almond Growers Cooperative, of which
the loan was concerning.

s* CONPIWENTIAL
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paragraphs in this communication are clasmified
"Confidentigl."
ofl | ...

e S0 I

Enclosed for the Bureau are threa copilies of material
attached to cover letter captioned "U. 8. Labor Party."

telephonically
contacted to arrange for interview. He advised
he was very reluctant to interviewed by the FBI or perscnnel

of other intelligencecommunity agencies because any information
he might provide would be subject to release under the Freedom

of Information Act (FOIA). He explained he had been subject of

an FOIA release and since that time he has become very circumspect

. After several minutes of conversation with
8 relented and an interview was scheduled the
fo q . iiq&*) o

/7 =
Oon 7/27/78, BA intéviﬁq_n_ﬂknrnute
from his residence to his employment., He reiterate s reluctance

to be interviewed because the FB rantea his
' M confidentiality. He presented EE%E coples of
: materials which he stated had been ralea under FOTA. The
: terials are anclosed in a memorandum under the letterhead winy
! 5’ u CONFIDENTIAL o g s
. 190- ig;m_ G000 WD
i | alpata impact POTA Classifiefl by 6121 uG 28 1978
mcipsid,  and PA_are having on Exempt frim GDS, Categories 2 & 3
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d but stated he would discuss his contacts wit
E:;ﬁm two conditions. One, that the information and his
e

L m— T

of "U. 5. Labor Party" which_ i led "Documentation of
AFL-CIO Contacts With FBI." name appears

on page two of Exhibit 2, whic s a memorandum dated 2/18/76.
?;f subject, "National Caucus of Labor Committees (NCLC); 15b O

addwsed the material he had provided and which
was releas could have possibly identified him without his
mogme. Apparently his name had been removed from several
paragraphs but was inadvertently left in the body of the
third paragraph on page two. He feels that whether inadvertent
or in error or whatever, the damage was done. As a result,
he is extremely reluctant to grant interviews to the FBI

and other agencies. Fﬂlqd

:Btated he has not commnicated with FBIHC
about this matter because to do so would entaill another communicatio

that might be written with his name appearing on it, which
C unicationp might be released under a future FOIA request,

/

SAI ! attempted to assur
would do its protect his identity,
confidentiality of the information he provides.

that the FRI

ntity be protected. Two, that any memorandum thigg is writt
regarding the interview s he FBI made the initial
request for the intarviaw?tfff:fgff:jdifficulty in granting
the interview was not that he did not want to cooperate with
the FBI, but the fact, that his name would be associated with

the information. u(uh)

It is noted that during the inturviumt:::;;:]uas
friendly and desirous of assisting the FBI. His reluctance
in providing information was based solely on the fact that since

his name was released by the FBI on one occasion, it can happen
again., and it would have an adverse effect on his private

business and his credibility as a college professor.
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=1
advis e has been interviewed in the past
by the and assumed the FBI w W C
these contacts. He Feels the same abnﬁt}futur c)

as expressed about FBI interviews. -

volunteered the following abnuﬂ |
He initia him abnut a yEar ago through 0. oreign
ainess ¢ - to lecture at several
and has had several

ncne Ngagemence T stated that has
an excellent gummand of the anl sh langquage and iL‘E‘EEEEJ
lec;u:a:_l:______1 is intelligent and interesting in conversation
and |enjoys listening to the Soviet point of view on a
variety of topicas they have discussed. GtPa:_thnn_tﬂe lunches,
they have engaged in no social activities, interests
de? in the U. 8. Government and its functioning, and activities
on Capitol Hill.

The FBI'a i jve interest in aE explained
tJ | He advis as ne any qu&stiﬂnahle
materials or acted in a uusel !susplcinn about
their relationship. SA left his car w1tq
advigsed he would be in touc activities arous

suspicion in any future contacts.

o
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DIRECTOR, FBI

(ATTN: ROOM 6280,

' DOCUMENT-# 23

CLASSIFICATION
[ TOP SECRET
[] SECRET o |
(] CONFIDENTIAL !
JEFTO
] CLEAR

]
|
Date B/2/78 :

FOIPA BRANCH, RECORDS MANAGEMENT DIVISION
AND INTFLLIGENCE DIVISION, CI-1 SECTION)

~
| FRGH:M?{!\;EAC, PORTLAND (190-1) (P)

TING OFFICE (GAO)
STUDY_TO EVALUATE THE IMPACT

OF THE FREEDOM OF

ACT (FOIPA) AND PRIVACY ACT.(PA)
ON LAW ENFORCEMENT ACTIVITIES;

FOIPA MATTER

Re Bureau airtel to Albany, 6/16/78.

Enclosed for the Bureau are six copies of an LHM
which 1s self-explanatory.

The dateline i1s shown as Washingt D. C., to afford 2
appropriate protection to the asset, who isl ﬁ%(lv BT

|
I
TRATNING AND RESEARCH IT™NIT, |

Transmitted Per = -

{(Numbsgr) {(Time) L2 TF e -1=-9]



DOCUMENT # 27

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
Washington, D. C.

5[}2{.?#"1?“4: Apgqust 2, 1978

63~K07¢ GENERAL ACCOUNTING OFFICE (GAO) S
STODY TO EVALUATE THE IMPACT

OF THE FREEDOM OF INFORMATION

ACT (FOIPA) AND PRIVACY ACT (PA)

ON LAW ENFORCEMENT ACTIVITIES;

FREEDOM OF INFORMATION ACT MATTER

tU-") %ﬂ August 1, 1978, an informant of the FBI, who for
the past eight years has provided highly reliable and wvaluahle
information concerning foreign counterintelligence (FCI), domestic
security (DS) and criminal investigations, advised that he was
no longer going to report FCI and DS information to the FBIJ
His decision not to furnish information in these matters was
due to his fear of being compromised through any court
decisions which may force the revealing of informant files,
or as the result of the Freedom of Information Act. ﬁ,l.

Specifically,” informant referred to the recent
orders by Judge Thomas Griesa in New York to U. 5. Attorney
General Griffin Bell to turn over informant files, and the
Socialist Workers Party (SWP) suit against the FBI. Informant
believed that the release of any FBI informant files would
set a precedent and there would be no guarantee of confidentaiality
in the future ,@(1\.})

Informant stated that i1f in the future the courts
and the government can assure complete confidentiality
through future decisions and actions, he would consider
assisting the FBI in 1ts investigations/concerning foreign
counterintelligence and domestic EEﬂuTit}j L.t.)

=

QN

This document contains neither recommendations nor conclusions
of the FBI. Tt i1s the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed

outside your agency.
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| FROM: ADIC, NEW YORK (66-8619) (P)
[®,
| SUBJECT: GENERAL ACCOUNTING OFFICE

IMPACT OF THE FOIA/PA ARE. HAVING ON LAW

‘ (GAD) STUDY TO EVALUATE THE
FOIPA MATTER

ENFORCEMENT ACTIVITIES

Enclosed for your information is one copy of ah -
' EM Publishing Co. advertisement distributed at an Elvis
# Presley festival in NYC, 8/6/78.

\ Enclosure 13 another example of the commercial

abuse of the Freedom of Information-Privacy Aets. _
b2

On Tf31ITEJ ladvised contacting agent
that because of the varlous artlicles he has read regardingb’
f the FOI/PA he no longer felt safe as an FBI source as he
ﬁelievad the FBI could not protect his identity. Source
has thus made himself unavailable for future contact.

(L

]
:_ iﬁ !but was afra a 3 con entia y could .
» no e protected and that the information he would furnish i
L would be made a matter of public record. ;xr" v
79073 273X\

et
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DOCUMENT # 26 —

UNITED STATES DEPARTMENT OF JUSTICE

[
FEDERAL BUREAU OF INVESTICATION CONFINENTIAL

File Ne Denver , Colorado

8-6-2003

g *R’ﬁ*’bﬂl&?.#‘m January 18, 1979
: C , - i

R gE L t-.f 1'-. } E’\,_':}
¥ IMPACT THE FREEDOM OF INFORMATION -

03-R0763 PRIVACY ACTS ARE HAVING ON _ B0

LAW ENFORCEMENT ACTIVITIES

1) Information exchange between Federal, state and local
law enforcement agencies!

——r —_— e  SHNLE L S — —

3 There are no reported problems in this area. (U)

2) Law enforcement personnel's ability to obtain information

from the general public:

s Bl e E—S T R

T ol S S

J

Iuere discussed with representatives
rom the company and the FBI was subsequently advised that

the company was concerned about the Freedom of Information
statute and had decided that they should have na relationship

v with the FBI in view of the fact it could serio
that they were furnishing information )
to the TBl. Lol <)

In Denver, Colorado, investigation determined a
fugitive wanted for Unlawful Flight to Avoid Prosecution -
Escape, could possibly be reached at a certain telephone
number., The local telephone company was requested to advise
: where this number was located. They subsequently advised
; that the telephone number was a non-published number and due to
: the Freedom of Information-Privacy Act (FOIPA) they could no
! longer furnish any information regarding non-published telephone

numbers to the FBI. They advised the information could be
obtained only after issuance of a subpoena. (U)

CONFIDENTIAL
Classified And Exten by: 2110
Reaspn: F 11, T S - N 5 T

a

Dat evizg fo ification 1/18/1999
qulJ“l:l.q. . - 3 = -
@ This document contains i r E£$ tions nor conclusions of
B
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i‘ d the FBI, It is the property of the .and is loaned toc your agency;
& 1t and 1ts contents are not to be distributed outside your agency.
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CONFIJENTIAL

IMPACT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING Ol
LAW ENFORCEMENT ACTIVITIES

Attempts to locate a fugitive wanted for Unlawful
Flight to Avoid Prosecution = Murder determined that the
subject could possibly be located through a Denver, Colorado
telephone number. The Denver telephone company would not
furnish the responsible party and address for the telephone
nunber without a subpoena due to the FOIPA. (U)

3} Reduction in current informants or potential informants
resulting from present Freedem of Information-Privacy
Act disclosure policies:

There are no reported problems in this area. (U)

4} Miscellaneous:

There are no pertinent comments. (U)

2%
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FEDERAL BUREAU OF INVESTIGATION
San Francisco, Californmia

LILQY-LO

5

January 18, 1979

CONFIDENTTIAL

IMPACT OF FREEDOM OF INFORMATION ACT
(FOIA) AND PRIVACY ACT (PA) ON THE FBI

1

The following examples demonstrating the detrimental
impact of captlnned act on FBI operations are being submitted
in general terms in order to protect sensitaive information
and i1dentities. All incidents herein described are documented
and retrievable through the San Francisco foice.{LO

INFORMAL EXCHANGE WITH OTHER LAW
ENFORCEMENT AGENCIES

During the course of an investigation of alleged
viclations of the Racketeer Influenced and Corrupt Organizations
(RICO) Statute involving Interstate Transportation of Obscene
Material - Child Pornography, our Agents became aware of a
parallel investigation being conducted by the Internal Revenue
Service (IRS). A cooperative exchange of information between
agencies would have, in all likelihood, eliminated duplication
of work and resulted in a much more efficient and productive
prosecutive effort. However, when approached by us, IRS advised
that they are prohibited from exchanging information with
the FBI and the provisions of FOIA-PA. As a result, San
Francisco feels that a great deal of information relevant and
probative to cur case has been rendered unavallahle.(tj)

OBTAINING INFORMATION FROM THE
GENERAL PUBLIC

In an ongoing investigation of allegations relating
to the improper purchases of property under Federal Housing
Authority programs, Agents have a continuing need for background
information relating to subjects from various companies. We
have recently been advised by a local utility that henceforth,
such information will only be supplied pursuant to a subpoena. u

CLASS'SIEn prrD mrTr "'l:: BY 234§ 7¢ =
AR ?:
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This document contains neither recommendations nor conclusions

of the FBI. It is the property nf the FBI and is loaned to
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your agency.
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IMPACT OF FREEDOM OF INFORMATION ACT C O N F IﬁHTIAL
(FOIA) AND PRIVACY ACT (PA) ON THE FBI

They are concerned that their disclosure of such i1nformation
to the FBI may be revealed pursuant to an FOlA-PA release,
thus exposing them to some sort of civil liability. The
utility sees the subpoena as the only way in which it can
protect 1ts own lntErest.<Lﬂ

A Fraud Against the Government investigation
invelving numerous violations of Title 18, U.S5. Code, Section
1001 (False Statements) was instituted as a result of
information provided to the FBI by a private citizen, At the
time the allegation was made, complainant expressed great
concern that her identity would be disclosed as a result of
some future FOIA-PA reguest. The information was obtained
only after an express promise to protect her i1dentity was
given by the interviewing Agant.{bg

Another Fraud Against the Government investigation
involving false billing on government contracts as well
as alleged improprieties 1n the awarding of contracts valued
at several million dollars was also instituted pursuant to
information from a private citizen. That informaticon was only
obtained upon an express promise by the interviewing Agent
that the name and identity of the complainant would not be
documented anywhere in out file. His reason for requesting
such was that he did not believe that his identity could
be absolutely protected in light of FGIB-EA.{Lﬂ}

b1

he reason giLven -or
elr rejection was a e company was concerned with adverse

publicity which might result from disclosure that they had
cooperated with the FBI. W

CGNPMEHTIAL
2



IMPACT OF FREEDOM OF INFORMATION ACT C ONF IDENTTIAL
(FOIA) AND PRIVACY ACT (PA) ON THE FBI

FJ: he referred our Agents to corporate legal
or the purpose of obtaining permission. That permission was

denlied because under FOIA-PA the bank and employees 1dentity
could not be protected. In addition, the bank's chief legal
counsel cited several examples wherein this type of cooperation
had been exposed to the detriment of the corporation and its

Emplnyee.iyty

bl
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In Reply, Please Refer to Sacramento, California PR
File No January 17, 1978 i
IMPACT THE FREEDOM OF INFORMATION-'I 2

DOCUMENT # 22 . o
UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL HUREAU OF INVESTIGATION Egﬁmﬂmaqi

PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

o The following are examples submitted by Sacramento
Division Agents regarding adverse effects of the Freedom of
Information/Privacy Acts (FOIFA)

An Agent, while conducting an investigation to
identify a child molester at Herlong, California, made
contact with the county librarian regarding the molester
The librarian could have identified the molester by reviewing
her library cards but declined to do so because of the Privacy

Act.

Pacific Telephone and Telegraph, Sacramento, requires
subpoenas for all toll records The Department of Justice has
rules that they will issue no Federal Grand Jury subpoenas for
our Unlawful Flight to Avoid Prosecution classification except

when actively investigating third parties for harhuring
I'QJ

8

o3~

This individual, being patriotic, wanted to

E‘Mw ‘!pg}lmﬁﬁm
e Cla

cooperate but due to his position in the community and extreme
fear that the FBI would reveal his identity because of the

FOIPA, he declined to furnish any informatio o
question that he would have been an excellen 7.

ssifl

o
This document contains neither rEcnmmendatiagitgk§xé%§%1usinns

of the FBI It is the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed

outside your agency
31
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RE: E‘Mﬁt\
REEDOM OF INFORMATION -
‘ PRIVACY ACTS (FOIPA)
M ARE HAVING ON LAW ENFORCEMENT i
Y ACTIVITIES

Bureau airtel to Albany and all offices dated

12/18/78. The following examples of recent FOIPA Impact
on FBI operations within the Los Angeles Division are being
submitted for the Bureau's information:

REDUCTION IN CURRENT INFORMANTS OR POTENTIAL IN-

FORMANTS RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES. ;

Recently two Special Agents of the FBI in Los
Angeles contacted a former criminal informant. During this
contact, the former criminal informant introduced the Special
Agents to a young black man who was a street Lype person
| with limited education and who supposedly had information
regarding an individual believed to be responsible for several
bank robberies with the Los Angeles area. This individual

) e [70-3 =427 =2l

@-' Bureau Ef :‘:_,'

- Los Angeles r$|PF

S

.—-—-—-___-ull
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LA 190-255 rn

refused to cooperate with the Special Agents because he

was familiar with the provisions of the Freedom of Informa-
tion Act and felt his identity might be disclosed and the
person he was giving information about would learn of his

iden& information is documented in Los Angeles
file

Recently another Special Agent of the FBI was
in contact with an individual who had sigificant information
regarding a large fraudulent withdrawal ring that was defrauding
banks in several states including banks within the Los Angeles
area. This individual advised that he did not wish to
be developed as an informant and was extremely reluctant
to furnish any assistance because of the FOIPA. The individual
emphasized to the Agent that because of the FOIPA, it was
his opinion that the FBI could no longer protect the identity

of confidential sources. This information is documented L

in Los Angeles file o
g has had one highly placed Shs

informa terminate his relationship

with the FBI because he believed he could not be assured £}

of confidentiality. {This pjece of information is documented
in Los Angeles filel ﬁ'@-)
igion
(C.
| FEecause Ehese people were aware
of the fact a elr confidentiality might not be able

to be protected by the FBI.

r
During the recent investigation of a theft of
government documents case, the FBI, Los Angeles was supplied
information which indicates that a former Special Agent

LY

o

CORPSz137;,

MISCELLANEOUS




LA 190-255

of the PBI, using his knowledge of Bureau operations acquired
during his employment, has been able to identify informante
from documents released under the FOIPA to a prominent
attorney 1n San Franci{sco who represents groups which in

the past have been investigated under domestic security
captions.

- 3% -
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TO! DIRECTOR, FBI (180-3) =
i (ATTN- TRAINING AND RESEARCH UNIT, &
J FOIPA BRANCH, ROOM 62B80) A =

CgUEHIK (190-1) (P)

41.-' L

SUBJECT” IMPAGT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON_LAW
ENFORCEMENT _ACTIVITIES

e f

Re Director zirtel to Albany, dated 12/18/78.

An example of a source's reluctance to cooperate ';jg

: he cited io Ehﬂgl]i‘.i,: - |
|
f?aﬁ : I b1
| !,‘ e source, 1n later contact, expressed l
reluctance to Iurni additional information because of the

possibility of source's identity being exposed due to the
FOIPA.

Recently, SA of the Phoenix Division attempted to
obtain records from a local motel and was initially refused
access to the records, the clerk expressing fear of release
due to FOIPA, however, after some persuaﬂii}.the information

sought was made available &_314 REC-115 Fa—;? —’/3;

-Hfl '“:" B2 JAN 17 1979
w4t ”

_L‘@
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DOCUMENT #3/

L 'ED STATES DLPARTMENT JLSTICL

FEDERAL BUREAU nrlﬂvfw.iGﬁTlmﬁ
New York, New York |
February 14, 1979

General Accounting 0ffice (GAO)

study to Evaluate the Impact the

Ireedom of Information Act/Privacy

Act are Having on Law Enforcement

Activities (FOIPA) Matter

o E E._ T
1) Information Exchange Between Federal, State ahd Local
Law Enforcement.

No additiconal examples availabe. (U)

2) Law Enforcement Fersonnel's Ability to Obtain Information
From the General Public, b1

J@!

WHERE SHOWN UTHTRY 3E.

w.;-._u'l LTS

This information is provided on an informal confidential basis
without customer authorization, administrative or judicial
subpoena or search warrant. H;if

Subsequent to enactment of FOIPA legislation, the
financial institutions have beccme increasingly concerned that
any public disclosure of the aforementioned confidential relation-
ship with the FBI could cause them loss of confidence and business
in the international business community, as well as the possibility
of becoming involved in an "international incident" that could 4 J
impact on their ability to maintain and operate facilities ahrnad.j?

g E"t:é_E T

fo- 54
ZET 9. SP™) Classified by /1308
o4 . EH’.EIFIPt from E, Efa‘tegﬂfzf 253
- ek Date of Decldksification
Ehﬁrﬂtm_ H o Janu 15, 1999
EPRMATION PONTAINED
- St er PUOEPT

‘APt §.25-
Z CLASSIFIED BY:
mme . REASON' 15 { o)

DECLASSIFY ON. X_{ |
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General Accounting Office Study
to Evaluate the Impact the Freedom of
Informaticn Act/Privacy Act are Having
cnn Law Enforcement Activities (TOIPA) Matter

S E E T
Many New York financial institutions, in applying th ited
States Supreme Court decision (United States v. Miller) con-
cerning the manner in which bankes maintain the confidentiality
of customer records, have recently sought and have been granted

formal wrltten requests signed by el lEtaPT
(ADIC), New York,
Title ¥T. nght to 1nanc1a eracy Pct cf
was slgne 1ntn law an Novexnbe acomec
(2

While it is impossible to document the total impact
these laws have had on overall investigative effectiveness, there
has been a recent noticeable reluctance by the banks to furnish
financial information in FBI investigations. Legal Departments
of several New York banks are studying their disclosure procedures
and it is the opinion of the NYC that financial information wil
become increasingly difficult, if not impossible to obtain. %%(‘4

3) Reduction In Current Information or Potential Informants
Resulting From Present TOIPA Disclosure Policies.

No additicnal examples available.

S ECRET
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UMENT # 32X g
UNITED ET&TESCEQEMIIE?UETWE

FEDERAL BUEEAU OF INVESTIGATION .
Los Angeles, California ) ;
February 15, 19790 . y

IMPACT THE FREEDOIA GF INFORMATION - PRIVACY ACTS
ARE HAVING ON LAW ENFOQRCEMENT ACTIVITIES

The following examples have occurred wilthin the
Los Angeles Divlision of the FBEI and lndicate an adverse
impaet upon the investigative operatiocns of the Los Angeles
Division by the Freedom of Information Act (FQIA) and the
Privacy Act of 1974 (PA).

I. INRFORMATION EXCHANGE BETWEEN FEDERAL,
STATE AND LOCAL LAW ENFORCEMENT AGENCIES

Durling the investigation of an appllcant for
Executive parden and clemency, the Los Angeles Diwvaisilon
requested the Pheoenlx Division to contact the Unlted States
Probation Office in Phoenix toc obtain the necessary file
numbers so that Los Angeles could retrleve the applicant's
probation records which were stored at the Federal Records
Center, Laguna Niguel, California. Phoenix telephenically
advised the Chief Probatlon Offiecer in the Phoenlx area
has refused to authorize the FBI to review the applicant'
f1le at Laguna Niguel and would not make the necesssary
telephone call to appropriate personnel of the Federal
Records Center so that a review could be conducted. The
Chief Probatlon Officer further advised he would only
release information regarding the applicant to the ¥BL
if his offlee filrst reviewed the applicant's file. Chiefl
Frobation Offlce advised this was due to the FIOIFA,
(Los Angeles file 73=-2U422)

IV. MISCELLANEOQOUS

The following example, while not speciflcally dealing
with the FOIPA, indicates general difficulty the Los Angeles
Division is having 1n obtaining information due to problems
of protecting the confidentiallity of informatlon supplled
to the Los Angeles Divisilon.

w T o

This document containg neither recommendations nor concluslions
of the FBI. It is the property of the FBI and is loaned io
ynur agency; 1t and 1its cﬂn"ents are not to be distributed

T CORETIAL 9 0t /57




~ CONPEENTI

IMPACT THE FREEDOM OF INFORMATION - PRIVACY ACT:
ARE HAVING CN LAW ENFORCEMENT ACTIVITIES

Recently, an established source of the Los Angeles
vision was approached regarding information the source
might have concerning &8 revclutienary group based in
Los Angeles with forelign ties. The source expressed reluctance
to offer information citing newspaper articles about the

FBI being ordered by a judge t ] the identity of 1its b1
informants, ({(Los Angeles 11 c;)

SORDA LA,

- 2%
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TRANSMIT VIA PRECEDENCE CLASSIFICATION
] Tuletype (] Immediate [] TOP EEI;ET
] Facsimile ] Priority [ SECRET

[DUNCLAS EFT O

= Qi_-ﬁjﬂﬂ.—. Com~— [ Uncpas

|

I

|

i

. 1 |
) —fartel —J Routine ] CONFIDENTIAL !
-

I

|

|

]

|

3I 'g :}" I 3/1/79
.-.-...Q : p* B DEtE
ﬂ- ————————————————————————————————— T T e — =]
e e——
70 : DIRECTOR, FBI (190-3)
ATTN: ROOM 6280, TRAINING AND RESEARCH UNIT,
FOIPA BRANCH, RECORDS MANAGEMENT SECTION AND
INTELLIGENCE DIVISION, CI-1 SECTION
FROM : SBC, PORTLAND (190-1) (P)
SUBJECT: GENERAL ACCOUNTING OFFICE (GAO)
STUDY TO EVALUATE THE IMPACT
OF THE FREEDOM OF INFORMATION ACT
(FOIPA) AND PRIVACY ACT (PA) ON

LAW ENFORCEMENT ACTIVITIES; A

Re Bureau airtel to Albany, 6/16/78. v

Enclos for the Bureau are six copies of an LHM
dealing with the|Communist Party USA (CPUSA) members' requests
for files under the FGIPhJ ?‘

The dateline on the enclosed LHM is shn n as

f Washington, D.C. to affor iona prﬂtectlnn o the asset,
Portland 426-0A, PD file Jo -5 &1
- SPY JEm JayL

el
A

-""EF
‘\J#qﬂh Db vATE OF - ., g £-55%
y&* lem Classified and Extended\ by 4301 A8 oo
WA Reason for Extension PCM II, 1-2.4.2 (2)(3)
) Date for Review f e sification 3/1/99

"“FFFM /. 3 /;Z'é"

l *f

'i

! E - Bureau [Enc.

EOI ;

|
| (4)

Approved: Et!':.'{’:‘,l»fl8 Transmittod F'-ﬁr

(Numbar) (T1ma)




DOCUMENT # 3%

UNITED STATES DEPARTMENT OF JUSTLCE

FEDERAL BUREAU OF INYESTIGATION

In Reply, Please Refer to Washingtun o Dalla

File No
March 1, 1979

- R T -

GENERAL ACCOUNTING OFFICE (GAQ) STUDY TO
EVALUATE THE IMPACT OF THE
FREEDOM OF INFORMATION ACT (FQIPA) AND
PRIVACY ACT (PA) ON
LAW ENFORCEMENT ACTIVITIES;
FREEDOM OF INFORMATION AND PRIVACY ACT MATTER

-

ey L9209 o

iy

£9coy-£o
L=

On February 22, 1979, a confidential scurce, of
known high reliability, advised that at a state-wide meeting
of a state crganization of the Communist Party USA (CPUSA),
held during the fall-winter of 1978-1979, an announcement
was made by a long-time established Communist Party (CP)
leader, encouraging all CP members to regquest their files
from the FBI. This leader further stated that the reguest
for +heir files by CP members was creating a real problem for
the FBI and that all members should make this reguest 1f
possible. Another member announced toc the group that he
had recently made such a request for his file from the FBI.
Other members of this group have also made reguests for
their files from the FBI.E#;

The prime motivating force within this CP state
organization to have the membership make requests for
their files 1s a party member and a local practicing attorney. ﬁhﬁ(lﬁ)

v A SpusAm-YIR -
-y oy L | . I" P i .._“‘-ﬂ'___- o . -
- PR - ‘ﬂffﬂ =
DATE OF B~ $-4- 5% e

Reason for ExtensionpFCIM II, 1-2.4.2 (2}(3)
W gag: for Review for classification March 1, 1559
.ﬁ
e

curces whose 1dentities are concealed herein
ave furnished reliable information in the past
except where otherwise noted.

o

T\scClassified and Extanggé by 4301

This document contains nelther recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned to
your agency; 1t and its cnn?nts are nnt to be distributed

outside your agency. 3 / ? é?
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TRANSMIT VIA PRECEDENCE CLASSIFICATION i

L] Teletype - ] Immediate [ TOP BECRET :;

] Fac — "

1 Facsaimile ] Prior _E_N SECRET :

X] Amrtel ] Routin .E ONFIDENTIAL :

OJEFTO |

Pyt T TR ”—'*Tﬂm ] CLEAR '.

. J =t ]

I: SR St SR A Dale 3/19/79 |F
N R N T T L N, T i s s e i Sl e S i e e e S ‘[

TO: DIRECTOR, FBI (190-3)

ATTENTION: TRAINING AND RESEARCH
UNIT, FOIPA, ROOM 6280

FROM: SAC, DALLAS (66-1751)

- THE FREEDOM OF INFORMATION - ;
P, - PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT
f?j“’f{; ACTIVITIES ————— e ——

BUDED

Re Bureau airtel to Albany dated 12/18/78.

Enclosed for the Bureau are original and four copies
of a letterhead memorandum dated and captioned as above.

The source of the cited examples are:

k1 l.‘ |'E-J

2
i CIVIL RIGHTS
00: DALLAS
= DL 44-7575 e
3. UNSUB; THEFT OF 28 RIFLES FROM n\kﬂj e
DAL WORTH SHIPPERS ASSOCIATION, , 4P '.\1 |
o DALLAS, TEXAS ..‘..J 2\
AL TFIS J f'ﬂ.
i 00: DALLAS (15-12490) Mo
S 1y o
' - 12 \" B % Lf
gf 00: LOS ANGELES /‘7/’2’3 c-,j C:;Z
\ﬂ Qﬂ.rﬁl' 26-52063 EE‘G- 120
@ Bureau [Enc'g‘eﬁj"‘ ) 1E " }”E' i'
Dallas (1- 66-1751) !
UHS /wvm |
(5] ; — ;
- CONHOENTIA E
.H.Buﬂuﬁlp e TI'EHEII]II.T.EI:' i — ] : I T—

EBFD 1917 O = Fi5=300



pOCLy. ™ # 3k g

UNITED STATES DEPARTMENT OF JUSTICFE

r

FEDERAL BUREAU OF INVESTIGATION

Dallas, Texas
March 19, 19?9_ < W Ry

IMPACT THE FREEDOM OF INFORMATION -
FRIVACY ACTS ARE HAVING ON LAW
ENFPORCEMENT ACTIVITIES

1 1
Reduction in Current Informants or Potential m:*:'ainz‘? i
Informants Resulting from Present FOIPA e gk
Disclosure Policies

adviseaq a e did not desire to continue contact with any
reprasentative of the FBI or to furnish information, because
of fears that his assistance might become known. The source
stated that his concern was due to various media articles
relating to actual or potential disclosure of information
furnished confidentially toc law enforcement agencies,
resulting from implementation of the Freedom of Information
and Privacy Acts.

Information Exchange Between Federal, State,
and Local Law Enforcement Agencies

l. Permission was denied to interview several
police officers concerning a civil rights investigation of
a suburban Dallas, Texas police department by an assistant
city attorney, who represented the officers, citing the Freedom
of Information and Privacy Acts as possibly revealing state-
ments which could be used against the city in any future
civil suirt.

v 9

Law Enforcement Personnel's Ability to Obtain QFF;TEE
Information from General Public tf[: o L5
M :

et

Tigieat

1. cConfidential spurce information reflected that
an employee of a large photographic company in Dallas, Texas

£9c0

Balial

/
|I .O .
-m“r -

2

This document contains neither recommendations nor
conclusions of the FBI. 1t i1s the property of the FBI
and is loaned to your agency; 1t and its contents are
not to be distributed outside your agency.
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S v e oy CONFIBENTIAL
ENFORCEMENT ACTIVITIES N

was going to purchase stolen rifles as a gift for her
husband. Efforts to locate the home address of the employee

were negative.

Attempts to obtain the address of the employee
trom the personnel department of her company were delayead
because of fear the company might be sued for releasing
such information, citing non-specific privacy legislation.
The company reguired a subpoena to be issued to obtain the

information.

2. An apartment manager in Dallas, Texas, would
not furnish central records concerning a criminal suspect
cikting general privacy legislation. The apartment manager

would not furnish the records without a subpoena.

- 2%
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1
RO ERI __ :
TRANSMIT VIA PRECEDENCE CLASSIFICATION: :'
[1.Teletype ] Immed mte TﬂF SECRET :
[] Facsimile ] Priority EERET !
A —Airkel L_ Houtine ] CONFIDENTIAL I’
£TLAECURRATION CONTAINE JEFTO |
e 230 L8 las P LED 1 CLEAR [
E 7T LT 504N — II
r}l.i"':.n.:‘ﬁI,EE Dﬂ-t':' o _4{1]:{:?9 i
O SR . S B e e S i e S L S e i s s e e S e R R s e s 1
- DIRECTOR, FBI (190-3)
(ATTN: Training and Research Unit,
FOIPA Ranch, Room &2Z80)
‘JLDH= SAC, LOS ANGELES (190-255) (1) (P)
RE: @?”ﬁﬁﬁﬁump— i
_ THE FREEDOM OF INFORMATION - f,f”'
PRIVACY ACTE ARE HAVING T

LA ENFORCEMENT ACTIVITIRS | )
D 4/19/79 i

Re Bureau airtel to Albany and all offices d&tgﬂ;f
12/18/78.

Enclosed for the Bureau are three copies of an
LHM captioned as above and setting forth examples of impact
which have recently occurred within the Los Angeles Division

of the FBI.

For purposes of retrieving the location of the
examples submitted at a later date the following file numbers
are being set forth which file numbers correspond in seguence
to the examples in the LHM in the order in which they appear:

TAR Uil

x ‘fﬁg‘::
%g E{éﬂf Vi 3 o/ /

&é&ﬁﬁw%
\ !j_. )
R
3%
7 @

£ b
)
j%ﬂ 4 :‘.PHM 1579
,J:i:c: Bureau (En
- Los Angeles
KAJ/s31 han s
LWl D Qs
- f—=+ """If A e, O
LEMAY 2 o
o 1 B-'tm-
wsﬂﬂﬂﬂlm s
Approve Transmitted Par

(Mo bl T me ) FEIfDO
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Los Angeles file 196-171, Bufile 87-140341

Los Angeles will continue to follow and report
examples of impact in this area on a monthly basis.’
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CONBDENTIAL  DOCUMERT # 37

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAUD OF INVESTIGATION

Los Angeles, California
April 11, 1979

IMPACT
THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES

LOCAL LAW ENFORCEMENT AGENCIES

INFORMATION EXCHANGE AMONG FEDERAL, STATE AND

Citing both the disclosure provisions of the Free-

dom of Information - Privacy Acts and the possible disclosure

of information via Judicial Order,

Department has recently refused t
. L

the Los Angeles Police

<y

Jointly by LOs Angelec Police Department |
FBI because LAPD feared the FBI could not guarantee the

source's anomymity.

1979,

In August, 1978, Los Angeles Division of the FBI
requested the Boston Division of the FBI to obtain informa-
tion from the Food and Drug Administration (FDA) regarding
the failure and subsequent recall of a certain mechanical

item utilized in open heart surgery.
the FDA advised the Boston Division of the FBI by
letter that they were prohibited by law and regulations
from disclosing certain information to persons outside of

the Department of Health, Education and Welfare

The information which was provided by the FDA contained
numerous deletions which according to the letter "In the
the information deleted need not be

opinion of the FDA,
furnished to you under the Freedom of Information Act and

- aarm
being conducted
PD} and the

On or about March B,

(HEW) .

This document contains neither recommendations nor conclusions

of the FBI.
to your agency;
outside your agency.

It is the property of the FBI and is loaned
1t and its contents are not to be distributed

al



IMPACT

TR e - CONFDENTIAL

LAW ENFORCEMENT ACTIVITIES

is not covered by your request". Because the Boston Division
of the FBI was forced to obtain the FDA material via a Freedom
of Information Act request, a long delay occurred in obtaining
the information. The original request was made by the Boston
FBI sometime in August or September, 1978 and was not released
by FDA until March, 1979. The investigative matter being
worked by Los Angeles involves the alleged counterfeiting

of large quantities of high reliability integrated circuits
utilrzed in sophisticated life support systems and medical
equipment. One recent death has already been attributed

to the failure of a counterfeit part contained in a mechanical
device which failed during open heart surgery. The investiga-
tion is of a high priority nature and was delayed because

of the time lapse in obtaining the information from FDA.

In addition, the information deleated in the material finally
supplied by FDA is considered to be critical to the prusuit

of the investigation of this matter.

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN
INFORMATION FROM THE GENERAL PUBLIC

During a recent investigation an individual who
was interviewed by the Los Angeles FBI initially refused
to supply i1nformation concerning the subject of the informa-
tion because he felt his 1dentity could not be protected
under the Freedom of Information Act. After the individual
received assurances that his statement would not be made
available to the subject under a Freedom of Information
Act request, the individual finally submitted to interview.
The individual stated had he not received such assurance,
he would have refused to cooperate with the FBI inasmuch
as he feared revenge and retribution by the subject such
the subject become aware of his cooperation with the FBI.

- T
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organization
s names to the publie., The individual was asked by the inter-

o

viewling Spec
of Informati
affirmative.

— DOCUMENT # 35

D STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

St_HLmuls, Missouri Cz)
pril 17, 1979 N%EN
FAL

IMPACT THE FREEDOM OF

INFORMATION -

PRIVACY ACTS ARE HAVING

ON LAW ENFORCEMENT

ACTIVITIES ;

ST. LOUIS DIVISION L |

March, 1979, a Spec1 Agent o ederal
- pntacted ¢

The individual stated that he was reluctant
e Federal Bureau of Investigation because the
had, i1n the past, released information and

1al Agent 1f he was referring to the "Freedom
on Act,'" and this indaividual replied in the

This interviewee advised thaf he wa xtremely

concerned in

this particular instance becaus

The interviewlng Agent explained several of the
"exemptions'" to this individual assuring him that his 1dentity
could be protected, and the interviewee advised that based
solely on this assurance, he would provide the information
requested 1f 1t came to his attention. The interviewee
gave the definite indication that he would not have agreed
to cooperate i1f his 1dentity could be known through the

Freedom of Information Act.

. W
O\

=

This document contains neither recommendations

of the FBI.

——

T conclusions
It 15 the property of the FBI and 1s loaned to your

agency, 1t and 1ts contents are not to be distributed outside

your Agency.
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TRANSMIT VIA PRECEDENCE CLASSIFICATION- }'
[ Teletype ] Immedate 7 TOP SECRET I'
[C] Facsimile [] Priority (X SECRET :
X AIRIEL [ ] Routine 4 {"'hl"‘ CONFIDENTIAL IF
Ty AN I UNCLAS EF T © !
| ﬂm [ UNCLAS ﬁ
A Date __ ¥/18/79 |

o e I e e e e e S S L e i s e b A

[ o DIRECTOR, FBI (190-3)

ATIN: RECORDS MANAGEMENT DIVISION,
TRAINING AND RESEARCH UNIT, ROOM 6280

SAC, WFO (190-1 Sub G)

IMPACT THE FREEDOM OF INFORMATION -
"PRIVECY ACTS ARE BAVING ON LAW
ENFORCEMENT ACTIVITIES

—

ReBuairtel, 3/20/79.

Enclosed are original and two coples of LHM dated

and captioned as above. 51

The interview was conducted in the investigation
cwormdT ]
| SEMRET

Classgified and Extended by 42
ReasoM for Ext n: FCIM, II, 1-2.4.2 (3)
Date Rﬂv{ Declassification: &/19/99
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DOCUMENT # 50

UNITED STATLS DLPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGCATION

Washington, D. C, 20535
April 19, 1979

INPACT THE FREEDOM OF INFORMATION -
PxIVACY ACTS ARE HAVING ON
LAY ENFORCEMENT ACTIVITIES

PrOBLEMS WITH CULRENT INFORlIANTS
O.. POTENTIAL INFOSPMaNTS

e emplio¥ee 1'as

deliberating, the controlling factor became the employee's
concern that 20 or 30 years from now information furnished
by the employee would be made public, thereby identifying
the employee as has happened to other persons in recent
times. The employee was not concerned with which release
mechanism would cause this to come about, but the fear that
it could happen caused the employee to recide not to
cooperate. Special Agents plan to interviev the employee
again in a few wveeks, but at the very least the FBI has
been deprived of the invaluable information for several
weeks until such time as the emplovee Zecides to cooperate,

This document contains neither
recommendations nor conclusions
of the FBI. It is the property
of the FBI and is loane? to your
azency; 1t and its contents are
not to be distributed outside
of your agency.
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FD-3G (Mev 5-23-78)
. ~or (DOCUMENT # 9L 1+ o
TRANSMI PRECEDENCE CLASSIFICATION -~ :
[] Teletype [ ] Immediate (] TOP SECRET E .
1 Facsimile [ Priority ] SECRET :
'y —AIRTEL =a| Ruu.*rm_r"; = <= CONFIDENTIAL I’
\ [C]UNCLAS EF T O : b1
[] UNCLAS !
Date 4/17/79 j
o DIRECTOR, FBI 1

TRAINING & RESEARCH UNIT, FPOIPA BRANCH,

ROOM 6280)
FI Y m@

| (ATTN:
{,/ FROM . 5! ’ CHICAGO (180-0-Sub B)
| ﬁ LT e ¥ 1w
THE FREEDOM OF INFORMATION-

IHPA Diewe® g ai
PRTVACY ACTS ARE HAVING QN LAW Foo B = 100 e
ENFORCEMENT ACTIVITIES FEFLE RN

et

e

Re Bureau airtel to Albany and all offices dated
3/20/79.

Enclosed herewith for the Bureau are five (5) copies
of a LHM captioned as above.

Chicage will follow and report all instances of
FOIPA interference in FBI investigations, TFor certification as

to the identity of the asset mentioned in part t |
of the enclggure, the Bureau may refer to Bu!ileE:jg ‘
i‘;}

3
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CONDIRENTIAL  DOCUMENT # 42

sl o)
O R M
| WO >
UNITLD STATLES DLPARTMENT OF JULSTICE 1 5 A :':-,‘:'
A
FEDEHAL BLEL AU OF INVISTICATIUN Ea.% .5
Chicago, Illinois 7 Bl

In Reply, Please Fr Lo E
ﬁh;?’ - April 17, 1973

N
e

ity AV LFT)

Tilk IMPACT THE FREEDOM OF INFORMATION
ACT AND PRIVACY ACT ARE HAVING ON ;
LAW sNFORCEMENT ACTIVITIES |

- W

~ Heference 1s being made to Bureau airtel dated
March 20, 1879, requesting field office response Lo captioned
matter.

The following information 1s beinz set out 1nasmuch
as 1t exemplifies the elifects of Freedom of Information-
Privacy Acts (FOIPA) legislation upon investigative efforts of

law enforcement personnel within the Chicago Division,

1. Information exchange between Federal, state
P ¥ R ! and local law enforcement agencies:

il A a Many examples have been cited whereby officials

it W af the Veterans Administration (VA) have refused tc provide

background information concerning VA employees, many of whom
have past criminal records. The VA bases their refusal on
the Privacy Act as interpreted by their legal counsel.

In additron and as an extension of the above
policy, a former police official at Lakeside VA Hospital,
Chicago, who requests that his identity be protected, advised
the FBI that he became aware of a knifing i1ncident in whach
the victim came to the VA dospital for care. Althoush this
incident occurred off VA property, this official was told that
notification to the Chicago PD was forbidden in such instances
and he was foreced to report the incident by an anonymouds
telephone call.

No specific FBI case number is available for
citation regarding above,

This document contains neither recommendations nor
conclusions of the FBI. It is the property of the FRI
and is loaned to your agency; it and its contents are
not to be distributed ocutside your agency.

CONNGENT Y 70 > JoX

FRI/DOJ



CONPQENTIAL |

2. Law inforcemant personnel's ahlllty to obtain

g e ma  — L S S T S Ly - - - i

erﬂrmatlﬂn from thﬂ u-nrral nuhllc'

- . = = e e m gy == IS &

In an inv. stimacion 2ntitl.a '...DAPLI, J.5.
JISTries dundg ortd ra Dastrict of Illineas (NDI)}, Chacagn,
Il1liso1s (GG 77-22513), a niah-ranking law nforcemsnt

ocfficial

Me-nt of ti~ FEI dsiclinsd to comn=nt on a ralative of ths

apslicant, =xrressirg conc:rn that this d:rocatory information
cnuld lat:r b= naa: avallable to family memb=rs undsr th= FIIP/..

T ™
- TI -

wction in eurrent informants or potenticl

irformants rasulting ~ from prisent FOIPA

= = -

dlsclnsﬁr# policies

e B =Sl L ey iy LY

wE th- Stats of Illinois who 13 alse a formzr Sp-cial

Ow=ver, En= following cxX-mblili-s Lhe CONLusion

ﬂmqt valuable ass-ts8.

IP" provisions have caused in th: minds of som= of nur

A

1m‘.:.. T hor =i i i
—Vicinc: to the FBI REE*L contacting him, stating that his
hzsitancy i1s bas=d on his fear of being "compromised wvia ths

Frzedom of Information Act". The asset later offered to cut
out the facs=s of thz individuals undir inv=stigation in an
~ffort to b= of assistance but at th: sams tims to protect

mirs:1f from an FOIA rzlzasc.

4. .liscellan=ous

THIE R S i B R N e ]

Nonz subnmittzd.

i
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DOCUMENT # 43 —

UNITED STATES DEPARTMENT OF JUSTICE

#
FEDERAL BUREAL OF IXKVESTIGATION

New York, New York

In Reply, Pinase Refer to
Fue Mo SMHET
General Accounting Office (GAO)
Study to Evaluate the Impact the
Freedom of Information/Privacy
Act are Having on Law Enforcement
Activities (FOIPA) Matter
1) Information Exchange Between Federal, State and
Local Law Enforcement. 31
No additional examples available, ()
2) Law Enforcement Personnel's Abi1lity to Obtain
Information From the General Public.
.g_ I
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GAO Study to Evaluate 'ff1ifr-+
the Impact the Freedom of £
Information/Privacy Act are

Having on Law Enforcement Activities

keI
J
3) Reduction In Current Information or Fotential
Informants Resulting From Present FOIPA Disclosure

Policies.

No additional examples available.
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FD-36 (Rey 7-27-T6) C F-Eﬁl DOGUMENTF o i

- TRANSMIT VIA PRECEDENCE CLASSIFICATION

[} Teletype [ lmmediate TOP SECRET

[ Facsimile [] Priority Em CRET

& Airtel (| Routine ] CONFIDENTIAL

CIEFTO | Coaat oy —

ot cosSreu e SRR te o T
- AR L T Pt L B [ | Date 4 /15270 41 Trita, i

P e S mm i =

| TO: DIRECTOR, FBI (190-3) DRI Sty T

ATTENTION: TRAINING AND PESEARCH UNIT,

——

IPA BRANCH, ROOM 6280)

. JFROM:' ' SAC, SAN ANTONIO (190-00)

SUBJCCT: IMPACT THE FREEDOM OF INFORMATION - v

PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

i

— —

Re Bureau airtel to Albany dated 12/18/78.

Enclosed for the Bureau are five copies of an
LHM setting forkh the only known example of an adverse
impact of the Freedom of Information/Privacy Acts within
the San Antohio Division for the past month.

ADMINISTRATIVE

The exa e set forth in the enclosed LHM concerns

a case entitled

L 3 .
&redan
REASON 15 ( &)
DECLASSIFY Civ. X_/

03- K063

A}
L |

Py ..-”‘I
K%;hureau (Enc. 5:

=San Antonio
BRG

NI
A

31

A pproved Transmitted Per

(Number} {Tima)




CONPKGLI AL DOCUMENT # 45~ _

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
San Antonioc, Texas

anril 16 1970

THMPACT THE FPREFFDOM OF THFORMATION -
PRIVACY ACTS ARE HAVING O LA
ERFORCEMENT ACTIVITIFS

In early March, 1979, information was received

= - T X Ty 1 1) Y L 1 - O 4 My all= - Yy -

b1

~)
refused tg}
divulge any Information concerning the subject because
of their belief that such disclosure, without the consent
of the subject, would violate the provisions of the Privacy
Act of 1974.

8252003 bo:ez&ywaw

CONBARENTIAL
90- 3- 322

This document cnnéginﬁ neither recommendations
nor conclusions of the FBI. It is the property of the
FBI and is loaned to your agency; it and 1ts contents
are not to be distributed outside your agency.
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FD26 (Rev 3-24-77) | ) '
ror DOCUMENT £ 26

I
|
TRANSMIT VIA PEEGEDENF CLASSIFICATION- 1
[ Teletype [ Immed 1nte op SEERET :
[1 Fecsimile ] Prionty SECRET :
[
X -Alrtel [ Routine [} CONFIDENTIAL I*
[EFTO |
(L1 THTORMATLOE COPTAINER ) CLEAR ':
REREIN TS 1 LLASSIHTED Date _ 4/24/79 |
r ————————— L—-{#iﬂ-ﬂnﬂgﬂjm'ﬂ —————————————————————————— o T
0 HERKI 5B |
ATTN: TRAINING & RESEARCH UNIT, |
TO : DIRECTOR, FBI FOIPA BRANCH, ROOM 6280 |

|

ﬁ FROM : SAC, MILWAUKEE (190-42)-P

777 f’éﬁ. INYiR
SUBJECT : E FREEDOM OF INFORMATION -

RANet PRIVACY ACTS ARE HAVING ON LAW |
ENFORCEMENT ACTIVITIES -

SO t;sg{
CAR N o bl v N e Bureau airtels to Albany, 12/18/78 and 3/20/79.

R The following information was recently brought to [,

e attention of the F or, Milwaukee Division, "
%ﬂl‘dlng two separate il:h are presently '
ng operated by a Milwaukee

q 15‘ o has furnished reliable
information In the past, expres concern to h ent that

the Agent might not be able to protect his (so } identity, f
and the information he has furnished to the FBI. e source
desired assurance that all possible steps to protect his

identity and information furnished wﬂuld be taken to prevent

disclosure through the FOIPA requests made FU the FBI.

= —
Likewise source who has
provided information a reliable natur

stated that he was |

worried about his contact with and the infnmtiﬂn he has
furnished to the FBI becmi%lpublic knowledge through the

) |
FOIPA requeste made to the REL.C-110 /7o 3 -3a3 |

The above two xamples are only at the present
time concems of the two Milwaukee sources, however, due to
the impact of the FOIPA, this may have an effect upun the
limi:ﬁmns of the information they will furnish in the future.
-\

au (RM) Jwﬂlfhn’w - ——

—

g

ﬁ{xﬂ-_}_ B

”E%fi%'é

ErssmefBh

7 3-B

3~Mi lwaukee pal. "‘I"‘
GAP:sbl ﬂ
L ar B | ;ﬂ 1979
h@/ Clie,
Approved i TtﬂlLﬂﬂ-m].ttﬂ-ﬂ F:E&r?!ﬁ'

53 MAY 1 / (Number} (Tume) =]




FD=36 (Rev, 5-22-78)

TRANSMIT VIA PRECEDENCE CLASSIFICATION-
C] Teletype ] [mmed iate ) TOP EEE&ET
[ Facammle [ Priority [] SECRET

cuaséﬁﬁ “.E@. 6034 AXS/BAN e _

REAST"

DECLASSF i X/
5.3~

CONPYSENTIAL

[ ] Routwne

DOCUMENT # _¢2

] CONFIDENTIAL

(DUNCLASEFTO
] UNCLAS

5/17/79 _

== S o omm W B S e S e e e W W W W RS e e o -

DIRECTOR, FBI (190-3) (ATTN: TRAINING AND RESEARCH UNIT-
FOIPA BRANCH, ROOM 8280)

TO:
/FRDH: SAC,, BOSTON (190-168) (P)
%ziEﬂT: 1 HE FREEDOM OF INFORMATION -
. PRIVACY ACTS ARE HAVING ON
¥  LAW ENFORCEMENT ACTIVITIFS™
Fhg = O & |
2, ,E"‘
£ A _
X Ny Re Bureau airtel, 12/18/78.
b

c

J‘ﬂ-iﬂf

was advised hﬂ
that instructions had been issued by the General

Counsel of the Sheraton Corp

. to the effect tha uest

“  registration data is to be furnished to the FBI,

or

b

- & any other Federal agency without a subpoena as a result
~Ha of the threat of disclosure jmposed by the Freedom of
Information - Privacy Acts.géaﬁ- |
5A|_'pninted out tcm that the
| individuals in question are neither U.5. citizens nor
r permanent resident aliens, but only temporary visitors
of interest to the FBI, The informatjon desired was merely
verification of registration, . ) however,
respectfully declined to ish any data as instructed
by their Genmeral Counsel., t%‘} ? _,_.;3)__, 3 ég‘/
: ’f{;’- Bureau R -69 0 - Jﬁf—_
_ gt MAY=RE-1979 &,
M \J {5 . = - e !
:-_ E; i : r::-? ._f:? (?__ E-? j
1¢Ton ¥ T LA |
‘ c Ly ] ¥ |
Approved: _J“M a b oy @DNI;Em'EN-”AL




ikl (Huw. G=-22TH)

TR wSMIT VIA
] Teletype

—1 Facsimile

s DOCUMENT F._48&

v T
PRECEDENCE.A CLASSIFICATION
] Immediate [ TOP SECRET
[ = Priority [1 SECRET

§
I-'-.'“-—--I-lll-q-rl'l———._ﬂ-_

NOSY3H
s2-8

QR
3 _AIRTEL ] Route c . CONFIDENTIAL WO .
ONN s 4
EFTO - Eq
11 TR ,CERTATHNED 1 Ul s 3]?1 F
s TassliiED Date 6/13/79 Go oo
[ i i ?}',ﬂ_‘ln'-'-_-nl'lh."'___-.-._-.._..__......---.--.-.-.__—.-:_.-...-.-.-..._-_-‘ - - .-.H
T nISE P(.—...
TO: DIRECTOR, FBI (190-3)
ATTN: ROOM 6280 ~—
TRAINING AND RESEARCH UNIT,
RECORDS MANAGEMENT DIVISION
FROM : SAC, BOSTON (190-168) (P)
r: s _‘.. [
SUBJECT : FREEDOM OF INFORMATION-
" PRIVACY ACTS ARE HAVING ON
ﬁ.’ LAW ENFORCEMENT ACTIVITIES
Re Buairtel 12/18/78 and BS airtel, 5/17/79.
Enclosed for the Bureau are fived coples
of an LHM on captioned matter. \

No instances of adverse impact by
FOIPA have been noted in the Boston Division
during the past month,

The enclosed LHM sets forth io LHM form

the example cited by Boston in airtel of 5/17/79,
as requested by the Buresau. This example arcse

ﬁEﬂ Bureau (Enc.5) :

o5
DleynisIe YT JUN 25 1979

I =, 1 e = e = v m‘lﬁ
l‘;l illj‘l-."l ;-ul.--_..'..iu .l‘L_..}J..lI.LJ

L

‘"= Boston

RIC/jcf .’-_H'
(4) ai;‘f‘,:’.m’“ﬂr




UNITED STATES ' SPARTMENT OF JUSTICE Qi i
FEDERAL BUREAU OF INVESTIGATION tf%%
b N
In Reply, Plsase Rafer w Boston, Massachusetts o E-:
Fule No ‘:‘.J‘h- -
June 13, 1979 (o
IMPACT THE FREEDOM QF INFORMATION- ]

CONEIDENTIALDOCUMENT # 27

PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

! __-.....l@I

e e

U1 i
T

~otofprtf N L9297 RIS

Speciai Agent (SA) of the Boston Office of the

Federal — e
viged by o
that instructions had been issued by the General

Counsel of the Sheraton Corporation to the effect
that nc guest registration data is to be furnished b=
to the FBII::::]ﬂr any other Federal agency wlthout

a subpoena as a result of the threat of disclesure,
imposed by the Freedom of Information-Privacy ﬁnts.qw

B« _

| E The Lnformation Ges

cation of registration.
respectfully declined to furnish any data as
instructed by the General Cﬂunsel.mx

a
;“'r-" e

:  Thig dscument eontaina nelther o

recommendations nar conclusiond of

c the FOT. It i t-2 mor otV of »
the FBI and fa 1lorrnd to vour LIV
1* mpd Its ccoteats :re mot to be

-*++huted outside your B5CACY g
G3-378
2
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FBI |
TRANSMIT VIA PRECEDENCE CLASSIFICATION l
] Teletype [} Tmmedate [ TOP SECRET |
[ Facsimile __] Priority 1 SECRET i
x] -AIRTEL ' Routine ONFIDENTIAL :
DMENE&JCLAE EFTO :
e L (] UNCLAS :
;". O T R T L | Date EIEEI?E . 1:

R AT I B L e S N I e v i e ek e e S e O i e T

TO: DIRECTOR, FBI (190-3)

(ATTN: ROOM 6280,
TRAINING AHD RESEARCH UNIT,

RECORDS MANAGEMENT DIHEI{}H)
q,;-Ht Ea-: nz ROIT (190-200)

H OF INFORMATION -
PRIVACY ACTS ARE HAVING ON_LAW

ENEQREEMENT-AGTILITIES

ol Re Detroit airtel to Bureau, 4/18/79,

/

. e
| e

A canvas of all supervisory persnn?al in the
Detroit Division revealed no other problems in the area
of FOIA/PA during this period.

g
e #:;"J""Lﬁ ) B _LZ(/R%
S

?$9,3 qgﬂ!

f) - Bureau (Enc. 5}(::’

1 - Detroit ' X Pﬂﬂ_‘
JHBm;;‘a M

(3)

- CONFIDENTIAL MATERIAL ATTACHED - ,Eﬁi-ﬁ'

MSSFIEB EE‘

Approved _ Transmitted

{Numh:}



. - DOCUMENT # _5/
CONHQENTIAL

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INYESTIGATION

rﬂ HlFi_'rn. F'fﬂil-l' Rﬂfﬂ"ﬂ & & -
Fus No, Detroit, Michigan

May 22, 1979

Re: Impact the Freedom of Information -
Privacy Acts are having on Law
Enforcement Activities

Problems with Current Informants
or Potential Informants

| : [<C)

} |(E}
)
I !reccntanted the
1 Azent a assist the
FB8T because he felt that his identity might eventually be
revealed under the Freedom of Iwated
that he believes that the FBI' are
valid and necessary, but does not want to risk possible

repercussions that would result if his assistance to the
F3I became public knowledge. ()

PR
CLASS % ¥v7

BRIty QAn EML'; ,}-m,
DATE O: Pty g&;
= mEl?ENHAL
E zan_f”'f"”'f"
Do, .. .. EFE_E_JE_I.L
398 w903 YRS
poanyl 7y Gy
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» FD-36 {Rev. 5-22-78) " DOCUME!D 7 52 r
: " FBI : :
TRANSMIT VIA. PRECEDENCE CLASSIFICATION. F
] Teletype 1 Immediate ] TOP BECRET :I
) Facsimile 7] Priority 1 SECRET :
(X ATRTRL oo ] Routine ] CONFIDENTIAL }
| UNCLAS KF T G |
TRAT L CONPROENTIAE incins :
- ,-n LT Ny il ﬂatﬂ‘ EJ’:]‘BI?E ,_;
R A e S e e e T e T Moo e
TO: DIRECTOR, FBI (190-3) 1
(ATTN: TEAIHIHG AND RESEARCH UNIT,
FOIPA BRANCH, ROM 6280)
' G:Ew: , CHICAGO (190-0-5UB B)
ﬁr M PACT- EDOM OF '“
; IRFORMATION-PRIVACY ACTS ARE
( HAVING ON LAW ENFORCEMENT ACTIVITIES
: Re Bureau airtel to Albany and all offices dated

3/20/79. {

Enclosed herewith for the Bureau are five (3) copies
of a LHM, captioned as above.

h Chicago will continue to report instinces of FOIPA
interference in FBI iwesgigatinns.

| ‘“‘“""“"f“““‘*‘“"‘m’lf
(QZ. - Bureau {Enr.:

1 - Chicago | ﬂu'.?q'ﬂ

bal

PN

Cljlﬁi DN K_
Approved - - Transm — Pes

{(Number) (Tima)
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UNITED STATES DEPARTMENT OF JUSTICE

FEDEBRAL BUREAUD OF INVESTIGATION

Chicago, Illinois
June 18, 1979

3" * THE IMPACT THE FREEDQM OF INFORMATION
-4 ACT AND PRIVACY ACT ARE HAVING ON
LAW_ENFORCEMENT ACTIVITIES.

(¥
T
oy o2

Reference is being made to Bureau airtel dated
March 20, 1979, requesting field office response to captioned
matter.

The following information is being set out
inasmuch as it exemplifies the effects of Freedom of
Information-Privecy Acts (FOIPA) legislation upon investigative
efforts of law enforcement personnel within the Chicago
Division.

1. Information exchange between Federal, state
and local law enforcement agencies:

None submitted.

2, Law Enforcement persomnel's ability to obtain

15? information from the general public:
E None submitted.
“c
;= 3. Reduction in current informants or potentizal
O informante resulting from present FOIPA disclosure
policies:
3\ EEU File S, B
CG File

are planning LE-/
to request their individual files under the

This document contains neither recommendations nor
conclusions of the FBI. It is the prop of the FBI
%i 0

and is loaned to your agency; ity a ntents are
not to be distributed putside yowrf a

\ 9o~

CONFIBENTIAL



, GMMWAL

Freedom of Information Act., Asset stated that the forms
needed for the release are in the possession of individual
supporters and members. ud“'}

Asset advised that this same project might possibly
be going on in other citiEE'Eﬂ%@U

The above is cited inasmuch as it reflects an
asset's concern regarding the release of information under the
FOIA. ()'\@(massiﬂed and Extended by 2080).

4. Miscellaneous

BU File 91-53018
CG File 91-11115

As the Bureau is aw&re,l b

was convicted in United States District Co
District of Illinuis. in the case entitled

I—m—pm—mn—l—nn TRTETETR T Transpont
urglary, arceny; Interstate anﬁpnrtatinn

of Stolen Property; Explosives and Incendié&ry Devices;
Chicago'. This conviction was upheld by the United SLEtEE
Court of Appeals and the United States Supreme Court.

I ?5 now filing a post-appeal motion
under Section § tle 26, United States Code, and in
this connection has requested material from the FBI, USA's
Office, Chicago and Department of Justice, Washington, D.C.
The material nuwﬂhainz.:£1uested is in addition to the 1500

pages of materia has already received from tha FBI
under the FOIA, from which release he has filed an appeal.

The above is cited only inasmuch as it indicates
the manner in which a convicted felon can continue to extract
FBI time and manpower long after he has been successfully
prosecuted in a major case - a situation believed to be beyond
the intent of Congress at the enactment of the FOIA provisions.

— D%a



TRANSMIT VIA PRECEDENCE CLASSIFICATION
] Teletype ] Immediate ] TOP SECRET
] Facsimile [] Priority [ SECRET

- AIRTDL [] Routine ] CONFIDENTIAL

' FL-35 (Rev 5:23-78) CﬁNwENTmDﬂCUM[ F S q i

" JUNCLAS EFTO
1 UNCLAS
DltE B"’llf?g

TO DIRECTOLR, #BI (190=3) CONFIDENTLAL
ATTN: RECORDS MANAGEMENT DIVISION,
TRAINING AND RESEARCH UNIT, ROOQO!N 6280

ey (- R

FROM: SM "TrC (190-1 Sub G)

1
|
;
||
‘J TMPACT THE FPREEDONM OF INFORNMATION -
*  PRIVACY ACTS ARE IIAVING ON LA ¥
" e EHFORCEMENT ACTIVITIES

ReBuairtel, 3/20/79. 21

Enclosed are original and two copies of an LHM
dated and captioned as above,

bl The ex le cited in the enclosed LHM is in connection
with TFO file F{c}

CONFIDENTINL v

Classified and Zxtended by 45
Reason for Extensionk FCIM II, 1-2.4.2 (2, 3)
Date of Review for Declassification: 8/13/99

g EH[,‘;'_ﬂf"lnE
_ 2 ~ Burean {Em:. 3) _—
l = W d DT e lab T
MJIB:mkg - ‘TAgen )
r— e ﬁ
(3) S
fu
CLASS &
REASON-Fr~ 5
DATE OF 7 .

Approved _&_]J.FI C@Nm% Per
\ umber) (Time]



In Heply, Plogse Refer 1o
Fuie No

DOCUMENT # 58

UNITED STATES DCPARTMENT OF JUSTICE 4.
FEDERAL BUREAU OF INYESTIGATION
"fashington, D. C. 20535 ;-‘*'F_‘f'f'n.
“agust 13, 1979 2t )
*"""1"'9;3.3_:_’

INPACT THE FREEDOCH OF INFORMATION -
PRIVACY ACTS ARE HIVING ON LAY
ENFORCEITNT ACTIVITIES

PROBLEMS "JITH CURRENT INPORMANTS
COR POTENTIAL IMNFPORIMANTS

identity might

Become known Chrough accident or througnh the Freedom of
Information ct.

This document containg neither
recommendations nor cenclusions
of the FBI, It 13 the property
of the FBI and 1s lcaned to your
agency; it and its contents are
not to be distributed ocutside of

YOur agency.

YRR 5
U“‘f L'..l-rhhl’.
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FD-38 (Hey 3-24-TT) . : \ /
FRI DOCUMENT # 29 e
TRANSMIT VIA PRECEDENCE CLASSIFICATION- :
[] Teletype [ lmmediate [] TOP SECRET :
[7] Facsimile ] Priority [T] SECRET Eﬂi‘l",ﬂrﬁr;:- ()
:"ﬁ __ AIRTEL ] Routine 1 CONFIDENTIAL "'r ke G !
[(JEFTO |
CONFIEENTIAL (] CLEAR |
Data 10/15/789 _ f
asor SEnG026 705/
TO: DIRECTOR, FBI (190-3) REAZC, 1.5 ( C J
Attn: Room G280 ) DEELﬂu-:riFT'DH X /

Training and Research Unit
Record Management Division ©3- ﬁo?ﬂ

FROM ; SAC, DENVER (180=860) (P)
IMPACT THE FREEDOM QF INFORMATICON =

PRIVACY ACTS ARE HAVING ON
LAW ENFORCEMENT ACTIVITIES

All paragraphs are unclassified unless noted.
Enclosed for the Bureau are five copies of an LHM
regarding this matter.
Re Bureau airtels to Albany, 12/18/78 and 3/20/79.
The case referred to in the LHM is en it}Fd as
follows: NASS 2 BRPE - SPUIEm-sAr
12 v.i 2,3
1 IFET: ;g_;,n's'— %L
H 2L dge
: “':MTEP FL
b werYy
LSS hﬁE
Ill==---JéE)
f CONFIDENTIAL .
{:E) CEE by 2110
- Bureau (Enc. §)(RM) Reason {2;{3}
1 - Denver ; DRD 10/15/1999 :
RSP/sip —
(3) CONFIDENTIAL MATERIAL ATTACHED.
R ﬁ
L L}’*”I
-y TR (Number) {T1rae) Eat Py p—
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CONMwr AL DOCUMENT # L0 —
UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION, | tiwmm

In Reply, Please Refer to Denver, Colorado
File No October 15, 1979

L,

709 00t 5T g

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVINE ON
LAW ENFORCEMENT ACTIVITIES

By -eQ,

g
.

All paragraphs are unclassified unless otherwise
marked.

1) Information exchange among Federal, state and local law
enforcement agencies:

There are no reported problems in this area,

o) frotrl oY

?) Law enforcement personnel's ability to obtain information
from the general public:

L £V

3) Problems with current informants or potential informants:

There are no reported problems in this area.

TALPOVEIT A 1y

4) Miscellaneous: T e

ere are no pertinent comments. f'”“:fgfg
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_TRANSMIT VIA  PRECEDENCE CLASSIFICATION: ﬂﬂﬂﬂﬁmm ]
[ Teletype [ ] Immediate [1 TOP SECRET | d
] Facaimiile [] Prionity E SECRET 1‘:-5 E
L] —ATRERL . [ Routine — EGHFEDEHT%Q;ET J} |

] UNCLAS & £% "bf{flﬂf; 0
[ 7] UNCLAS ou" xu.j,' - o,
Date __ 10/16/79 _F“""‘*“% Yo
TO: DIRECTOR, FBI (190 10-3) ]

ATTENTION: ROOM 65280
TRAINING AND RESEARCH UNIT
FOIPA BRANCH
RECORDS MANAGEMENT DIVISION

FROM: SAC, PHILADELPHIA (190-958) (P}

SUBJECT: GENERAL ACCOUNTING OFFICE (GAD)
STUDY TO EVALUATE THE IMPACT CTF
THE TREEDOM OF INFORMATION ACT
(FOIPA) AND PRIVACY ACT (PA) ARE
HAVING ON LAW ENFORCEMENT ACTIVITIES
rO0IPA MATTER

Re Philadelphia airtel to the Bureau dated S5/14/79.

Enclosed for the Bureau are the original and
three copies of a letterhead memorandum reflecting dif-
ficulty which was encountered by the Philadelphia Divi-
s1on 1n regards toc the Freedom of Information Act and
the Privacy Act, bl

The information provided in the losed Jeiteps

] ] iladelphia file
00: Philadelphia.
1le number 1s not available.

- Bureau (130-3) (Encls. 4) i ST
1 - Philadelphia  (190-98) feer”
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FEDERAL BUREAU OF INVESTIGATION

In Reply, Ploase Refer t Philadelphia, Pennsylvania
File No

Uctober 16, 1979

IMPACT THLC FREEDOM OF
INFORMATION - PRIVACY ACTS
ARE HAVING CON LAW ENFORCEMENT
ACTIVITIES

Reduction in Information

FOIPA Disclosure Policies

DOCUMENT # 2

STATES DEPARTMENT OF JUSTICE

from Current Informants or
Potential Informants Resulting from Present

Er;: IX LTy,

kil

| [©

This document ceontaing neither recommenda-
+i1ons nor conclusions of the FBI. It 1s
the property of the FBI and 1is loaned to your

agency. It and 1ts contents are not to be

distributed outside your agency.
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FO-36 (Rev D=22TH) Docurﬂﬂﬂ ﬁ L | | Exec AD-Adm.
. FB1 I} Exec AD-LES _____ .
vt ) : Asst Dir.:
FRANSMIT /1A PRECEDENCE CIAEHiFICATITm " I| Adm Serve.
- i
|| Teletype [ Immediate []1 TOP SECRE m ':T: """I L N
Mo
] Facsimile [] Priority [ SECRET U imten
— AIRTEL A T ik '
i L [1 Routine ] CONFIDENTIAL : = I’:"* -
gal Coien
ALL INTORFATIQU CONTRINREY [ JUNCLAS EF T () l Pisn & fasp
(A Y, _ewreEe L eV ED — = 1INE bl Ret Ment |
ENCLl . felBRE SHOWR L3 UNCLAS : Tech Sews
GAHERWISE Date —__11/5/79 || Tmang
_______________________________________________ 1] Puric Ans c1

S Telepkans ﬁmj
TO: Wnsu-a} | Besctos secy [
ENTION: TRAINING AND RESEARCH UNIT -

FOIPA BRANCH, ROOM 280, JEH)

F SR

FROM: }ﬁ.pjumm.s (190-79) (P) T2
SUBJECT: v I

ACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

1 Ir Re Louisville airtel and LHM to Bureau, ﬂaEt:.':ii'ﬂEd
bl
:t:"f

Enclosed for the Bureau is the original and three ‘

copies of an LHM setting forth one instance in the Louisville

Division wherein the FOIPA was the bases for refusal.
a B au A

s J

|
| and( </

referred to within instant LHM, is set forth in Treferenced |
airtel and LHM to be Bureau, dated 11/5/79, |
|
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fn Raply. Please Refer 1o
File No

DOCUMENT # &4

UNITED STATES DEPARTMENT OF JUSTICE
!
FEDERAL BUREAU OF INVESTIGATION

Louisville, Kentucky
November 5, 1979

CORFDENTIAL

» B aank aw 1

Vi ehh i ye

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

MISCELLANEOUS (_ _R’r:?s

This document contains naiﬁher recommendations nor conclusions

of the FBI.
your agency;

It is the property of the FBI and is loaned to
it and its contents are not to be distributed

outside your agency.
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FBI ) :
TRANSMIT VIA PRECEDENCE CLASSIFICATION "o
™1 Teletype [ Immedate ] TOP EEET*{ET A '
L Facsimile ] Prority SECRET rbhgd
g NIOTEL = ok n,_“ %
o 1 Routine ("] CONFIDENTIAL ﬂ“ a“’l"”t{ f*.su,” n
] UNCLAS EF T O T F1e $113,0p 10D
[ ] UNCLAS ',
10/19/79 !
T —— O —
| O+ DINE r:mu_., ray (190=3) 1
! X w nTOORDS MANPGEMENT DIVISIOM, TRAINIHNG
21D NESEARCH UNIT, ROO!M 6280
TR0 sne, 0 (190-1 Sub G)

IVMPACT THE FPREEDO!N! OF INTOMMATION - |
PRIVACY ACTS ARC HMVIMNG OIF LAY
CHPORCEMENT ACTIVITICC

RePuairtel, 3/20/79.

| znclosed arc original and two copies of an LHM
dated and captioned as ahova, b

The first example cited ig the enclosed LH!M is
in connection with \IFO fileﬁ)

The second e le in enclosed LHM is in
connection with IFC file </

\ R —

2 * pureau (Enc. 3)
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DOCUMENT 7 do S i
CONPISTIAL
UNITED STATES DLPARTMENT OF JUSTICE

FEDERAL BUHTAU OF INVESTILATION (™

1) . Fy T [ B g
In Heply, Please Refer to lashington, 7. C. 20535 =
Fule Mo Octoher 19, 1979 R

I0DBACT THE PREEDOTT OF I'IFONUINTIO - PRIV LY
TS AT HAVING O LT ZHRO30SIENT ACTIVITIES

Loaw Enforcement Personnel's fbhility to Ohtain
In‘ormation from the General Muslic

—

S

“roblems with Current Informpnts or Potential
Informants

an asset recuested that his relationship iith

12 L) rminated because he felt that the confidentialitr
0F his relationship with the 731 could hecome compromised at
somc “uture time thru possible disclosure thru the Freedon of
Tn ormation Act. Asset stated he understood the necessitsy

oFf the T3BI obtaining the information he might bes able to pro-
wide, but he was fearful that his future career could “be
seriously affected should his relationshio with the FBI

become known.

This document contains neither . .. Y

a2 - ..t
recommendations nor conclusions B ; s
of the FBI, It is the property Hecwssily g (12
of the FBI and is loaned to your oo
agency; it and its contents are }D“"ﬁ%

not to be distributed outside of
your agency.
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TRANSMIT VIA PRECEDENCE
1 Teletype 1 Immediate (1 TOP SECRET QE,
(7] Facsimile ] Priority [] SECRET ] 1ft~h bicss
) —eRTEL ] Routme 1 CONFIDENTIAL 'F;'f@n‘:;-;,,:
& ﬁﬁ' ' 6026 W&w [JUNCLAS EF T O I;f-’
g [~] UNCLAS |

Date . 11/16/7G6 :

ATTH:

FROM: SAC,

IMPACT THE FREEDOM OF

ReBuairtel,

| dated and captioned as

DIRECTCR, FBIX

WFO (190=1 sub G)

PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

Reason for Exte
Date of Review r Dec

DOCUMENT # LT ,ﬂ?
K%

FHI i
CLASSIFICATION E

CONF'IDENTIAL
RECCRDS MANAGEMENT DIVISION

TRAINING AND RESEARCH UNIT, ROOM 6280

e e T T

INFORMATION -

3/20/79.

above.,

The example i enclosed LHM 18 in
connection with WFO £il (q}) i1

CONFIDENTI AL

Classified and endeqd by 45

ion: NCIM II, 1-2.4.2 (2, 3}

gsification: 11/19/09

Enclosed are original and two copies of an LHM
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DOCUMENT # €8
UNITED STATES DEPARTME nTG@mnqm_

FEDERAL BUREAU OF INVESTIGATION

Washington, D. C. 20535 :H."
November 19, 1979 '

IMPACT THE FREEDOM OF INFORMATION — PRIVACY
ACTS ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

PROBLEMS VWITH CURRENT INFORMANTS
OR POTENTIAL INFORMANTS

-
L}
ik

Asset stated he believes the
elationship with the FBI cannot be
sufficiently assured as a result of the Freedom of Information
Act. Asset was fearful his family and friends might suffer

and that he himself might be in jeopardy o bhis
relationship with the FBI become k (}/

This document contains neither
recommendations nor conclusions
of the FBI., It is the property
of the FBI and is loaned to your
agency; it and its contents are
not to be distributed outside of

VOur agency.
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00 e 32528 DOCUMENT # _hﬂ__-

FBI
TRANSMIT VIA PRECEDENCE CLASSIFICATJON- ma
[ Teletype [ 7] Immed 1ate [ TOP SECRET E |
[] Facsimile [ Prioeity ] SECRET !
Alrtel ‘
il . 1 Routne | [J CONFIDENTIAL :
e " o[TJUNCLAS EFTO :
., [ UNCLAS :
Date  12/17/79 :'
FOIPA Branch, Room 62H80)

FEGH:/E/W, Albany (190-1 Sub B) (P)

SUBJECT: IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES - ALBANY DIVISION

e A 0 5 e om0 e A At o
TO: Director, FBI (190-3)
(Attn: Training and Research Unit,
|
|

Re Bureau airtel to Albany dated 12/18/78 and
Albany airtel to Bureau dated 11/16/79,.

For the int ureau, on 12/10/79,
during the coursefot estigation, one inter-
viewee expressed sever eservations about speaking to Agents

of the FBI about his business involvements because he felt his
marketing position vis a vis his market place competitors could
be severely jeopardized it a third party requested FOIA intor-
L mation and thereby realize his firm had given data to the FBI,

This huainessman was entirely desirous of supporting
the FBI 5 inue > 4 aterest and was entirely sincere in

| "ol [=] Ndlv1dus EXDTESE R0 B L[ i ik L
WHaS o ue e to free society in America.

Albany will keep Bureau advised on a monthly basis,
per instructions as set forth in re Bureau airtel.

:j - Bureau

1 - Albany _

MWO :pac

(4) %
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Approved __ _ = Transmitted _ Fer

(MNumbear) {Time)
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FBI
TRANSMIT VIA, PRECEDENCE. EMW&
[] Teletype ] lmmedate 3T CRET
] Facsimile | Priority ] SECRET
[ — —  AIRTRL- ] Routine ] CONFIDENTIAL

1. #% x [JUNCLAS EF T 0
S ] UNCLAS
Date 12/18/79

e i L R ———

0. DIRECTOR, FBI (190-3)
(ATTN TRAINING AND RESEARCH UNIT |
FOIPA BRANCH, ROOM 6280)

FROM, SAC, ST. LOUIS (66-2764)

SUBJECT: IMPACT THE FREEDOM OF INFORMATION- |
PRIVACY ACTS ARE HAVING ON LAW |
ENFORCEMENT ACTIVITIES |
ST. LOUIS DIVISION ‘

Re SL airtel to Bureau, 11/15/78.

Enclosed for Bureau 15 an original and three coples
of Letterhead M&r‘r’orandum, the source referred to 1is

57D

2= Bureau (Encls. 1) .
1- &St. Louis ST AT Mty
HN/dlk A,

(3) }"‘,.-—

Approved ‘?@ F\/_,g?f' Transmitted - Per

(MNumber) (Time)



In Reply, Plegse Refer 1o
Fule Yo

DOCUNTNT # 2L

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREALU OF INVESTIGATION F
SEC
-

St. Louis, Missour:
December 18, 1979

IMPACT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON

LAW ENFORCEMENT ACTIVITIES

S8T. LOUIS DIVISION

Cn October 29, 1979 a source of the St.

Louls Division of the Federal Bureau of Investigation
reported that members of the Harriet Tubman Club,

a Communist Club of the Missouri District of the
Communist Party of the United States of Ameraica,

were considering making Freedom of Informaetion Act
Requests to obtain Federal Bureau of Investigation files

on

LR
I.__-----

o
'

E&—ED'?GJ

1ndividual members.
T b

.S T
Classifyed and Extended by 4279
Reason Extension FCIM, II, 1-2.4.2

(283 )
Date of Review for Declassification

Decemberf 18, 1989
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DOCUMENT # 74

1
FBI | s
TRANSMIT V1A PRECEDENCE- CLA§SIFICATION | ﬂﬂmﬂ
[ ] Teletype 7] Immediate ] TOP SECRET ” IF ’ ‘!E?.’
[T] Facsimile 1 Priority [ SECRET i J |
5 _ AIRTEL ] Routine = cuNFMEmyL |
] UNCLAS E F T-‘l?:;, ;
[ UNCLAS et ‘: )
Date _2/20/80 o
TO: DIRECTOR, FBI
(ATTN: ROOM 6280, TRAINING & RESEARCH UNIT, QA ??t"?,%
RECORDS MANAGEMENT DIVISION) Ye Ay é_‘,
A A F
FROM . SAC, DETROIT (190-200) 3% =iy
o
TMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS GE", gﬁ
ARE HAVING ON LAW ENFORCHMENT ACTIVITIES Z h

|

Re Detroit asirtel to the Buresu, dated 1,/21/80.

e
[

I Iﬂ!

1

: Detroit has not encountered any additional problems
in captioned srea during this reporting period (1/20/80-2/19/80).

Detroit will continue to monitor this survey closely
and keep Agents in the Detroit Division mlert as to the
importance of making problems known to appropriate personnel.

Q 2 }- Bureau
- Detroit
JWA/nip
(3) . i e
E-ka 'F' gl LB o I_-
1 CC DETAC ﬂlh“ s— ﬂl
Approvad O&\M Transmitted Per ;_ ! =
{Numbxr) (Tama)
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Fa) CLMENT
TRANSMIT VIA PRICEDENCE, -r,*‘."i‘?i@ﬂ?g FICATION
[

[T] Teletype 1 Immedate Laonid WU Top sgcreT
] Facsimile ] Priority 1 SECRET ,
¥% AIRTEL —1 Routne —] CONFIDENTIAL

AL 1hbi skl CRTABRBLAS EF T O
i Ll SRR wlrid ‘HﬁEﬁHGLAﬂ

e I R ey pe—

SRR RAN T
Eﬂ_ ;g Date 2/22/80
[ "o DIRECTOR. FBI (190-3) (ATTN  RECORDS MANAGEMENT S
DIVISION  TRAININC AND RESEARCH
UNIT, ROOM 6280)
FROM SAC, WFO (190-1 SUB G)

IMPACT THE FREEDOM OF INFORMATION-
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES

Re Bureau airtel dated 3/20/79.

Enclosed are the original and two copies of an
LHM dated and captioned as above.

The example the enclosed LHM is in connection ¥
PR L m—

Declassiiy )
-2~ 2003
FIFD Y, ZM’“"M

H-:F'-?:'t 1% ! i

pECLASSF TN X

0% R0o763
@Bureau (Enc. 3! 5

1- WFO
MIB.so

(3)

Approved e
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UNITED STATES DEPARTMENT OQF JUSTICE

rznsﬁui BUREAU OF INVESTIGATION

TSR : h ) ' B 1
In Reply, Plaase Refer to Feﬁrﬁr;ﬂgz lﬁlgﬂ CDND‘; 'r_mHAL

File Na.

IMPACT THE FREEDOM OF
INFORMATION-PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

PROBLEMS WITH CURRENT
INFORMANTS OB POTENTIAL INFORMANTS

I21

Asset advised that while they desired to cooperate wit
the Federal Bureau of Investigation, the action was taken
to avoid law suits which may arise as a result of Freedom

of Information Act requests &2~ :ﬂ.ﬂ
CLASSIFIED 6025 ?,!{,:5/%

f"‘""_‘",l""- -—-—.-|--|.. -

055 5553

This document contzins neither
recomnendations nor conclusions of
the FBI. It is the property of

the FBI and is loaned to your agency,
it and its contents are not to be
distributed outside your agency.
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DOCUME T £ 05

UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL PUREAU OF INVESTIGATION

ﬁgskfngtﬂn, E. c. ﬁJ}I*' i T Y T
February 22, 1980 .

IMPACT THik FREEDOM OF
INFORMATION-PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT
ACTIVITIES

PROBLEMS WITH CURRENT
INFORMANTS OR FOTUNTIAL INFORMANTS

——

Py
S

the Federal Bureau of Investigation, the action was taken

to avoid law suits which may arise as a result of Freedom
of Information Act requests.

3 26- 203 (24 YW RPN o
L - _,;:_a 1
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03-R07%3

— et
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This documentocontains neither
recommendations nor conclusions of
the FRI. It is the property of

the FBI and is loaned to your agency;
it and its contents are not to be
distributed outside your agency.
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SUBJECT.

CDOCUNENT # 20

i A T R

UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

Memorandum - . i

L " .'

SAC, TAMPAR-{190-1 Sub B) DATE: 2/12/80

|
SA |
FOI-PA

In _connection with Tampa case entitlgﬂ.l

as we
e such

r
information without a subpoena, even though RTFPA does not
regulre same.

The above 15 another clear indication of the adverse
effects that FOI-PA and its resulting philoscophy has had on
investigative responsibilities of FBI.

In opinion of Tampa, there appears to be a need for
an educational process to be initiated by FBIHQ throughout
the field and on to variocus companies regarding the impossibility
of obtaining a valid subpoena i1in FCI cases where the objective
1s not prosecution. In the alternative, FBIHQ should initiate
scme efforts to develop a procedure whereby an Admanistrative
Summons or some type of Administrative "Subpoena" may be
furnished to these agencies and companies that are not
complying with RTFPA and insist on receiving a "subposna"
even in FCI cases where none can be wvalidly issued,

@ - Tampa Cigrom L
JJ0O/bam 'B,EEU.?:!‘I;‘] ol o Rl %

EliEF

h (144 44} M——
,-?'%"’tﬂq P R U SN
LASSIFIED BV 0% o Frrate
SARDM 18 C } = £ i a1, FBi—TFi -1 i
DECLASSIFY o X/ 1* il S ] _

Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan

- ~H#CEIEDN.-



| CONPRENTAL  pocument # 27

UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE
( FEDERAL BUREAU OF INVESTIGATION

sently no Sub file to function as a repository
for information regarding difficulties that SAs encounter
during their investigative duties in obtaining information
from various individuals and institutions because of FOI-PA.

FBIHQ regquests each field division to submit
information regarding any difficulties encountered as referred
to above andﬁ has been furnishing such information

to Bureau utilizing main file (190-1).

Memorandum ¢ . Q& Jwo
% Rl L Al T e o) B irnretl

: . * 112D qr- S
TO ; SAC, THMP e paTE: 1/1B/B0O x : ;?
FROM , SA I bi7C -
b é

- A& N

SUBJECT: FQI=PA o
; — ~JE

f/f " . ~
During recent con tions with FOI-PA Analyst &

and SA it was disclosed | - 4;;

j%;

In va above and after consultation with

| Iand S it is recommended that a new Sub
l1le e opened as a repository for type information mentioned

above.

In line with the above recommendation, the writer
wishes to submit the following two incidents which cccurred
during the course of official FCI investigations and in both
cases, information was denied SAs because of restrictions
in FOI-PA, although particular reference to FOI-PA was not
mentioned by persconnel centacted:

45
% During gourse of investigation, Tampa Filﬂg—{_,-—v:(_j

(Bufil qﬁ, WFO conducted inguiry with Merchant Vessel )
Personnél Division, 2100 2nd Street Southwest, Washington, D. C.
(presumably Federal agency) and after personnel at that office
varified that according to SSAN Mumber furnished by SA, the
subject was i1dentical with merchant seaman in their reccords,
SA was advised that no additional data regarding subject could

be furnished without a "release from subject” or a "subpoena
from U. 8. District Court, District of Columbia, Washington,

D, O EE)

The other incident involved Tampa casel IfEufile
not availa jami pPivision covered lead at INS
concerning C)Miami airtel 1/4/80, advised

ami oA that

INS informe ue to recent Federal Court decisions
2 Tampa T )
(1 — 190-1) e i m! 4
IJ0/P3RN guy U, savings Bonds R VAN J?AL
(2) : vings Bonds egur_arlr on the Payroll Savings Plan
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) DOCUMENT # 28
f O DONSOENTIAL

UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INYESTIGATION

Washington Fleld Office
Washinpton, D. C. 20535
May 20, 1880

IMPACT THE FREEDOM OF
INFORMATION-PRIVACY ACTS ARE
HAVING ON LAW ENFORCEMENT ACTIVITIES

INFORMATION EXCHANGE AMONG : iy
FEDERAL, STATE AND LOCAL LAW
ENFORCEMENT AGENCIES

I 9

This document contains nelther recommendations

nor conclusions of the FBI. It i1s the property
of the FEI and is loaned to your agency; it and
its contents are not to be distributed outside

your agency.
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CONDEERTIAL

IMPACT THE FOIPA ARE HAVING
ON_LAW ENFORCEMENT ACTIVITIES

|

c

Problems with Current Informants
Or Potentlial Informants

T
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) i :
o CONRDENTIAL

WFO Alrtel to Director

RE: IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES

190=3

ADDCNDUM: FOIPA BRANCH, RECORDS MAWNAGEMEMENT DIVISION, A/16/B0, t™:a0e

——————. - a

&

Mo further action is required by Headquarters.

3
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DOCUMENT # 22
ﬂl , "o
TRANSMIT VIA PRECEDENCHS MEIFH:&TIDH: <, IF d
) Telatype ) Immed iate (3 TOP SECRET Qﬁ.}%
3 Facsimile [ Priority [ SECRET “;%P"?,*;E '
% _Airtel — Rostine ] CONFIDENTIAL %, ”’ﬁfﬁjﬂ%
CIUNCLASEFTO '%': g, %
[ UNCLAS :
Date ___8/15/80 :
il TO: DIRECTOR, FBI (190-3)

T — i =

!
|
|
1

e
i te A

(Attn: Treaining and Research Unit,
Records Management Division, Room 6280)

SAC, SPRINGFIEID (180-23)
IMPACT THE FREEDOM OF INFORMATION -

PRIVACY ACTS ARE BAVING ON
LAW ENFORCEMENT ACTIVITIES

Re Bureau alrtel to Albany, 3/20/79.

Enclosed for the Bureau is the original and three
copies of a letterhead memorandum pertaining to captio
The incident arose in connection with Springfield file
no Bureau file number available.

Canvass of employees of the Springfield Division did
not reveal any other incidents occurring during the month of

T

e —— o —

7/15/80 through 8/15/80 concerning captioned matter,
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DOCUMENT # S

I ;
CONMNULI TIAL
UNITED STATES DEPARTMENT OF JUSTACE
FEDERAL BUREAU OF INVESTIGATION
ALL IHFDHHA .
Springfield, Illinois oy B TR LS
August 15, 1980 N e L_II-‘E-'

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW
ENFORCEMENT ACTIVITIES i1

Law Enforcement Personnel's ability to cbtain
information from the general public.

The individual

refused to provide any additional information ause of the
Freedom of Information Act - Privacy Act. This person commented
that Congress could enact legislation making information public
and identifying sources. He therefore did not want to run the
risk of having his name later appear in the media as having
furnished information to the Federal Bureau of Investigation.

This document contains neither recommendations nor conclusions of the
It is the property of the FBI and i1s loaned to your agepcy; it
and its contents are not to be distributed cutside vour agency.
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DOCUMENT # 8/ -

I

FBI :

TRANSMIT VIA PRECEDENCE CLASSIFICATION, Ay,
] Teletype ) Immed iate _ [ TOP SECRET ;?fff-‘:;{ B
] Facsimila [ Priority Q r- X1 SECRET D:;.;;::'r;,;&fl-l - -,IEI

@ _AIRTEL (] Rottine :.Jm Vo conrmpenTIAL “'fﬁ* N Sty 1

CIUNCLAS EF T O |

[] UNCLAS :

Da.mj 0s21/ 81 ]'I

(ATTN: TRAINING & RESEARCH UNIT anN b - .
FOIPA SECTION, RMT DIV.) REASON e '-,,E‘ / i
DECLASS!FY wiv X1 _ -
FROM /2 _ 03-K0763
SUBJECT THE FREEDOM OF INFORMATION/

ON LAW ENFORCEMENT ACTIVITIES .

For the Information of the FOIPA Section, RMT
Division, the following is set forth as an example of the
adverse impact upon the Bureau's FCI responsibilities of
the FOIA:

-

e Icc:-ncern of a future release
of FBL documents under the which could reveal the ex-

tent of his cooperation with the Bureau. This occured

even after the protections of Title &, U.5.C. Section 552

(b) (1) regarding the protection afforded classified materisl
was eEplained to him. The asset remains cooperative and

will be in a position to provide pertinent information

to Bureau, but the maximunm benefit of this opportunity for

haﬂféfan lost due to the FOIA. () Qo3 /‘1

.
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TO: DIRECTOR, FBI (ATT'N: TRAINING AND RESEARCH UNIT,
FOLPA BRANCH, ROOM 6280)
W FrROM: SAC, CHLCAGO (190~0-Sub B)

| e
; IMPACT OF FOIPA

ENFORC

Re Bureau airtel to Albany and all offices dated
3/20/80.

Enclosed for the Bureau are five copies of an LHM
captioned as above.

For the information of the Bureau, the unidentified

subject mentioned in the accompanying LHM is involved in b1
Chicago case entitled, @ "

1 = Chicago

£
@- Bureau {Eh-:ﬁ)
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(3)
P B LN
- A J Y
Approved E—b Transmitted _ Per

[ , (Numbear} ITime)



o opocUMTTTARY

U.S. Department of Justice
Federal Bureau of Investigation
Chicago, Illinois 60604
In Raply, F'I-u:: Refer to - tﬁh‘ﬁ-‘?‘? !': March 24’, 1982 .':_.H_
File Mo i T, T :

THE IMPACT OF THE FREEDOM OF INFORMATION 7
ACT AND THE PRIVACY ACT ON LAW ENFORCEMENT

ACTIVITI ES . .

The following information is being set out inasmuch
as it exemplifies the effects of the Freedom of Information -
Privacy Acts (FOIPA) legislation upon investigative efforts
of law enforcement personnel within the Chicago Division:

5 -

rr
[E ]

the subject of the interxview raised the question

of protection of his identity and of the information

provided in view of the provisions of the Freedom of
Information Actes The subject had in mind the incident

wherein information was released to Chicago Attornmey Melvin
Stein, This release resulted in a lawsuit and much infavorable
publicity, The identity of the Bureau's asset was ultimately
revealed,

The subject was advised that the information
in that instance was classified and should not have been
releaseds It was explained that it was only through an
oversight and procedures have been put in place to prevent
any future occurances, It 1s not known at this time if this

explanation has put the subject's fears to rest, as his
cooperation is not yet assured.

1*

This document contains nether recommendations nor conclusions
of the FBI. It is the property of the FBI and is loaned
to your agency; It and its contents are not to be distributed

outside your agency.
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Subject IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS
7 {FOIPA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES
_|"'Ir- i

PHIE§EE= To record receipt of attached submissions from
e Intelligence Division regarding captioned subject.

Details: Attached are three pages of submissions from the
Tntelligence Division submitted to the FOIPA Section For

use in briefing the Director for his testimony before the
Subcommittee on the Constitution, Senate Judiciary Committee,
on April 21, 1983. All three submissions are entitled "Impact
of POIPA on Asset Development" and a !

ai: ks1
I !! The latter two were

: S p
(e et Mfuﬁamm J&Mﬁﬁmrﬂﬂ
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Recommendation: That the attached material be filed as
an enclosure behind file to this memorandum in Bufile 190-3.
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DOCUMENT 7 34

SBRRET
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RE: NEGATIVE IMPACT OF FO ON FBI ASSET DEVELOPMENT

This communication is classified "Seqret” H—itT
en}nﬁ :
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It is obvious FOIA had a "chilling effect" on these
interviews. E: M m
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UUUMENT £ 88 -

a'F -'..l.n

RE: IMPACT & FOIPA ON ASSET DEVELOPMENT

ring January, 1953,' I

h]
I lthat he planned to contact] i Labor
acne, and other Snvlitf:ff;fj: Soviet Embassy concerning

some academic research. tated that he was willing

to provide results of his meeting with FBIHQ but he did not b7
want to be designated as number scurce of the

Washington Field folﬂe'[i;:ffffittatEd that he has provided
information to the FBI in e past; however, due toc an FOIPA

mistake his name was releaged and this has caused some
embarassment to him. (&) W

;—_ Lﬁruvlded
omments concerning FOIPA on asset development to
ﬂ&u:ing January, 1983. He stated that he was once
an informant for the Bureau and that his name was inadvertently
released and he 1s now involved in the National Lawyers Guild
lawsuit. comments related to the difficulty the FBI
must he having i1n developing quality assets who are not afraid

of being exposed through FOQIPA,., (FBI files do reflec
was an informant until we discontinued his services.)

ot
"
03-R0763
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TRANSMIT VIA PRECEDENCE CLASSIFICATION
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B DOCUMENT # _B8

[ UNCLAS
Date  4/17/84

TO - DIRECTNR, FBI (ATTENTINN- TAR UNIT)
FROM - SAC, NEWARK (19n-Nnn)

FREFDOM NF INFORMATION - PRTVACY ACTS (FNTPA) MATTFRS

Re Bureau routine slin dated 3/19/R4. ,

In response to reference RBureau routing slip, the
following substantive problema were noted hv investirative
nersonnel of the Newark O0ffice- w

Newark file EE?E-?_Y Bureéau file 1NN-3 (CPUSA) certain
individuals contacted as potential assests have refused to | -.
coonerate because FNTA might make their cooneration known., =

.

For wour information, during thel investigation
n

(Newark file 88A-12741, Bureau file 8R-RNK rous FRI
documents were found in her nrison cell which were obtained
through FOIA, It is felt that manv of these documents should
never have bheen provided for her, as thev contained sensitive
information, as well as the identitv of local nolice officers.

A
F




DOCLMENT #2589 -
© COHEENTIAL

IT. INFORMATION EXCHANGE BETWEEN FEDERAL, STATE AND LOCAL
LAW ENFORCEMENT AGENCIES

A. FEDERAL AGENCIES S e G

U. 5. Department of Commerce

In early 1977, in a foreign counterintelligence
matter, the Department of Commerce, Washington, D, C., refused
a requesat from the Tampa Division to disclose a list of
export products destined for the Soviet Union. As a result
of this refusal, which the Department of Commerce based
upon the FOIA, an experimental i1nvestigative approach had
to be discontinued.

Federal Deposit Insurance Corporation (FDIC)

The failure of a bank in Denver, Colorado, had
resulted in FDIC receivership to ligquidate the assets.
Fraud was suspected within the bank. Although this matter
was referred for FBI investigation, bank records in the
hands of the FDIC could not be reviewed without a subpoena.
The FDIC cited provisions of the Privacy Act for refusing
access.

Federal Bureau of Prisons

In 1975, a bank robbery suspect at Los Angeles
was determined to be an escapee from the Federal Prison
at Terminal Island, California. The suspect was a known
heroin user, who had been employed and treated in a federally-
funded narcotics prevention program. The program supervisor
was contacted in order to obtain any 1nformation to locate
the escapee. Due to federal privacy legislation, the supervisor
declined to furnish any information concerning the escapee

from the program files.

Military Installations

Approximately a year and a half ago, a disbursing
ofFficer at Fort Carson, Colorado was incorrectly continuing
to send payments to a deserter. The officer declined to
furnish the address of the deserter to FBI qu;ts because

of his understanding of the FOIPA laws, E&"qu zo?im_}wc.
&
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In Savanah, a request was made by Army Authorities
to determine the status of a possible deserter subject.
In an effort to establish the subject's unit assignment,
a military hospital was contacted and verified the subject
was a patient. The hospital refused to release the subject's
unit assignment or other information regarding his status,
due to provisions of the Privacy Act.

An attempt by the Savanah office was made to contact
the owner of a weapon which had been entered into NCIC,
to determine if it had been recovered. As the owner had bheen
in military service, the Army Personnel Dffice was reguested
to furnish his separation address. That Office advised
the record subject had requested his forwarding address
not to be released, under the Privacy Act. Accordingly,
this forwarding address was not furnished to the FBI,

%

An individual, his wife and child had assumed
the i1dentity of a retired military family. Through this
identity they received medical care at numerous military
hospital facilities including Fitzsimons U. S. Army Hospital
at Denver, Colorado. According to the Army, information
in the files at Fitzsimons could not be obtained due to
the Privacy Act, without a "Letter of Need" or subpoena,
although the loss at Fitzsimons alone exceeded $12,000.

]

In a civil rights investigation at Newport,
Rhode Island, the victim was treated by a Navy physician
assigned to the United States Naval Regional Medical Center,
Newport. Agents determined from the staff at the Medical
Center that the physician had been discharged from the
service. However, citing the Privacy Act, the staff would not

provide his forwarding address.

During investigation of a civil rights vielation
at Memphis, Tennessee, it was determined a witness might
be assigned to a nearby Naval Air Station. The base
was contacted to verify whether or not the witness was an
enlisted man assigned to that facility. However, military
spokesmen declined to furnish any information, based on
the Privacy Act. Subsequent independent investigation
determined the witness was in fact a navy enlisted man
attending a specialized class at the naval base. Nevertheless,




]"‘-T"u i'

En: l&ﬁﬁh%-chlef petty officer in charge of the class still declined
to confirm the witness was i1n his class, based on a possible
violation of the Privacy Act. In order to make this witness
available for FBI 1interview, 1t was necessary to contact

the Base Commander's Office.

National Aeronautics and Space Administration (NASA)

An employee of the General Counsel's Office,

Kennedy Space Center, Cape Kennedy, Florida, was contacted
in order to obtain the last known address for a former emplovee
and refused to release this information, referencing "Privacy

Act"™ restrictions.

U. 5. Postal Service

On December 15, 1977, while conducting a fugitive
investigation, a Special Agent aof the Milwaukee Division
requested a Postal Service employee to direct him to Route 5,

Rice Lake, Wisconsin. Replying he feared it might be a
violation of the Privacy Act for which he could be subject

to a $5,000 fine and a civil suit, the postal employee
declined either to furnish geographic location of Route 5
or to answer any further FBI guestions.

Securities and Exchange Commission (SEC)

In an Unlawful Flight to Avoid Prosecut:ion investigation,
records pertaining to the subject of the investigation were
requested from the Securities and Exchange Commission.

The SEC delayed release of the information twenty-four hours
in order to examine the ramifications of the Freedom of

Information Act.

Social Security Administration

In December 1975, an FBI fugitive 1nvestigatiun
led to a possible current address of the fugitive in files
of the El Paso Social Security Office. Lﬂcal Social Security
cepresentatives advised the fugitive's address in file could
only be released under subpoena. However, when subpoena was
issued by the U. 5. District Court, El Paso, Texas, An SSA -



regional attorney advised information requested in SSA files
was not subject to subpoena under U. S. Code. It was suggested
a relative of the fugitive cooperating with the FBI could

go to the Social Security Office 1n El Paso and apply under

the FOIA for the fugitive's address. In January, 1976, a
cooperating family member by Freedom of Information request

was given by 5SA all the information the FBI had unsucessfully
requested.

*

Recently, the Plattsburgh, New York Resident Agency
received 1nformation from the New York State Police (NYSP)
concerning a possible Fraud Against the Government: An
individual was allegedly receiving full Scocial Security
disability payments, but the NYSP were in possession of
documentation showing this individual was working full time,
However, based on provisions of the Freedom of Information-
Privacy Acts, the chief of the local Plattsburgh Social
Security Office declined to furnish any information concerning
the individual or his possible receipt of SS5A disability
payments.

U. 5. Treasury Department

In an FBI fugitive investigation, the subject's
father was determined to be a U. 8, Treasury Department
employee 1in San Francisco. After several weeks delay, while
agency attorneys were consulted concerning Privacy Act
considerations, the FBI was finally permitted to review
a personnel status form from the father's file in hope of
locating a current address for the subject. Applicable
personnel regulations required that the form be updated
every twelve months; however, the father's form was dated
19 months previously and contained only the subject’'s
pre-fugitive address. The form delinguency was pointed
out to the agency, with the FBI's suggestion an "update"
by the employee might provide the needed address to locate
his fugitive son. The agency took this matter under advisement
for several weeks, and later informed the FBI the Privacy
Act required the FBI's investigative interest be divulged
to the father if he were asked to update his personnel
status form. Consequently, this line of investigation was
discont inued.



Internal Revenue Service (IRS)

During a recent Strike Force Operation which
included the FBI and IRS in Wilmington, North Carelina,
the U. S, Attorney's Office requested information from
pricr tax returns of the subjects of this joint investigation.
Despite approval of the Strike Force Attorney, and the
Regional Office of IRS in Atlanta, Georgia, the FOIA officer
of IRS in Greensboro, North Carolina, refused to turn
over the requested tax records based on his interpretation

of the Privacy Act. He expressed fear of being sued
at some future date if he disclosed the records, and only

produced them after a two-month delay upon direct order
from a senior IRS official.

Veterans Administration

In an Interstate Transportation of Stolen Motor
Vehicle investigation, the only lead available to the location
of a witness was information the witness was an outpatient at
the Veterans Administration Hospital in Indianapolis, Indiana.
Officials at the Hospital confirmed the witness' outpatient
status, but refused to furnish the witness' address, citing

the Privacy Act.

w

The following article appeared in a recent edition
of the Commercial Appeal, a2 local Memphis, Tennessee, newspaper:

"Police complained yesterday that they were not
contacted by Memphis Veterans Hospital officials about a
58-year-old stabbing victim who entered the hospital June 7,
until after the patient died Wednesday.

"i,t. Don Lewis, assistant homicide sgquad commander,
said the patient, Tom Echols of 1577 Airways, 'probably
could have told us who had stabbed him or at least what
the circumstances were if we'd only known about the case.

'As 1t was, we didn't get any word about the stabbing
until after he died and now, if 1t turns out to be ruled
a homicide, we're stuck with a mystery murder we'll have
to work from scratch.'

"Echols complained to hospital doctors of severe
abdominal pain when he entered the hospital and doctors
said they found an old abdominal stab wound when they operated
on him. He died at the hospital at 3:02 p.m. Wednesday.

Eﬁ&%ﬁi i



"Lewis said that when asked why the hospital failed
to contact police about the stab wound, hospital authorities
?aiﬂ that they did not want rto violate the Ffederal privacy
laws.

"No ruling had been made on the death late yesterday,"

B, STATE LAW ENFORCEMENT AGENCIES

Agents who work on a fregquent basis with the Indiana
State Police Intelligence Unit have advised this unit has
expressed concern about sharing their sensitive informant
information with any Federal agency because of the disclosures
being made under the FOIA and PA. The ISP Intelligence
Unit continues to exhibit a cooperative attitude when dealing
with known and trusted Federal Agents; however, they have
advised they do not desire to be contacted for information
by Agents who are not personally kmown to them. Their
rationale 1s that they can trust the Agents they know to
properly conceal the identity of their informants, even
if the information were to be later released under the FOIA

or PA.

w

The Phoenix FBI Office has noted a trend to exclude
Agents working organized crime matters from key intelligence
meetings in the Phoenix area. Several state law enforcement
officers have mentioned a concern for the security of information
in connection with FOIPA disclosures as the reason for the
closed meetings. Phoenix undertook efforts through meetings
with state and local law enforcement agencies to improve
their understanding of the FOIA and PA legislation. These
efforts have not met with complete success.

w

The Attorney General for the State of Maine has
advised he intends to follow a policy concerning the release
of state records to be in conformity with the FOIPA. Conseguently,
in applicant background investigations, Maine State Police
arrest records concerning relatives of applicants are not

made available to the FBI.



The State of Texas has a privacy act entitled
the Texas Open Records Act, which is patterned after the
Federal Freedom of Information Act. This Act limits access
by federal investigators to certain records, including
civil rights investigations. i

C. LOCAL LAW ENFORCEMENT AGENCIES

Due to FOIA and the Privacy Act, difficulty has
been experienced on several occasions in obtaining information
from the New York City Police Department (NYCPD). Some
officers have stated their reluctance to make information
avallable concerning subjects of local investigation because
of these Acts. The Organized Crime Control Bureau and the
Intelligence Division of the NYCPD have expressed concern
over the FBI's ability to protect sources of information.

In a Boston civil rights investigation, in which
the subject was a former employee of a Rhode Island law
enforcement agency, the head of that agency advised subject's
personnel file contained several previous complaints concerning
his alleged brutality. However, the agency refused to make
the personnel file or information contained in it available
to the FBI, out of fear the subject would have access to
this information under the Privacy Act.

"

In a recent civil rights investigation, an effort
was made to obtain a copy of a Utica, New York Police
Department report of the victim's death. Local authorities
would make the report available for review but declined
to provide a copy for inclusion in the FBI's investigative
report. Anticipating a civil suit would be filed against
the city and police department arising from the victim's
death, they guestioned the ability of the FBI in view of
the FOIA and PA to maintain the local report in confidence.

A representative of the Los Angeles Police Department
Intelligence Division has stated he is very reluctant
to furnish information regarding possible domestic revolutionaries.
He is fearful such information could inadvertently be released
pursuant to the FOIPA.



A detective of the Union County Prosecutor's Office,
Elizabeth, New Jersey, was contacting his local sources
relative to the whereabouts of a former Elizabeth resident
who 15 now a federal fugitive charged with murder. The
detective said his sources and contacts in the Cuban community
in Elizabeth were reluctant to provide information in this
federal case or others because of the fear of disclosure
under the FOIA.

#

The following letter was directed by the Chief of
Police 1n Portland, Oregon, to the FBI:

Dear Mr. Barger:

With respect to FBI files being made accessible
to persons or organizations pursuant to the Privacy Act
or the Freedom of Information Act, I request that all
investigative records of information, from whatever Portland
Bureau of Police source {(including the Portland Police Bureau
as an organization, 1ts employees, etc.), in your files
be protected and kept confidential.

If such protection cannot be assured to this
organization by the FBI, we will only be able to cooperate
in the exchange of non-sensitive, non-confidential information.
The Portland Bureau of Police would not be able to pass
on sensitive information to the FBI without this assurance
of confidentiality, and the effectiveness of the working
relationship between our organizations would be greatly
diminished.

Very truly yours,

B. R. Baker
Chief of Police

Former Los Angeles Police Chief Edward Davis
stated in the early part of 1977, that if any information
is released by federal law enforcement agencies as a result
of a regquest under the POIPA, which indicated that the source
of information was the Los Angeles Police Department, he
would no longer allow his department to furnish information
to any federal law enforcement agencies.



_ A representative from the Criminal Comspiracy
Section of the Los Angeles Police Department has stated
nis section 1s very reluctant to discuss information concerning
possible intelligence operations of the LAPD. The representative
stated he feared this information could inadvertently be 7.° .
released by the FBI to an individual pursuant to his FOIPA =~ .
request. i

L

In civil rights matters, officers of the Greensboro,
Morth Carolina, Police Department have been cauticned by
their departmental attorneys that, when interviewed as subjects
by FBI Agents, they should respectfully decline to furnish
any information based on the 5th Amendment. They have been
cautioned further that any statement they do make to the
FBI would be subject to disclosure under the FOIPA.

*

The Little Rock Police Department and the North
Little Rock Police Department will not share their informants
and, more importantly, a substantial amount of their informant
information on federal violations, for fear an informant
will be disclosed accidentally by the FBI through a reguest
in connection with the Freedom of Information-Privacy Acts.

*

It has been observed the exchange of information
among local police, state and federal investigators at the
monthly meetings of the Columbia, South Carcolina area Police
Intelligence Organization has decreased substantially.
Because of uncertainty over what information may meet FOIA
or PA disclosure criteria, there is very little information
exchanged at these meetings.

ik

In the latter part of 1976, the FBI Milwaukee
Office experienced a reduction in the information that could
be obtained from Milwaukee Police Department records relating
to cases other than applicant matters. For a short pericd
of time, only limited investigative information would be
released to the FBI; however, an understanding was formulated
whereby any arrest record not reflecting a conviction would
not be disseminated outside the FBI. To maintain relationship
with the Milwaukee Police Department, this understanding
is still incorporated in Milwaukee investigative communications.



Since the Spring of 1976, the New Orleans Office
of the FBI has encountered an express reluctance by the
New Orleans Police Department and Jefferson Parish Sheriff's
Office Intelligence Units to cooperate in furnishing written
information to the FBI on security, as well as criminal,
matters. A member of the NOPD Intelligence Unit stated
that, despite past FBI assurances that all intelligence
information would be considered confidential, it had been
learned a former black activist, who had made an FOIA request
to the FBI was furnished a copy of an intelligence report
previously furnished to the FBI by the NOPD. Although this
document did not reveal the identity of any NOPD informant,
that local agency advised it had no choice but to decline
to furnish further written information to the FBI, in order
to prevent this situation from arising again.

*

In the course of a fugitive investigation, a

Cleveland FBI Agent was denied information contained in
City of Cleveland employment records, due to the Privacy
Act. Subseguently, the Cleveland Agent was able to obtain
these records through a federal search warrant which was
served on Cleveland City Hall. However, because of delays
regquired to obtain the search warrant, the Cleveland Agent
missed apprehending the fugitive at his place of employment.

D. FOREIGN LIAISON

T ¥ Oof thE

in an ©°

investigation concerning copyright matters, these officers
stated they did not furnish all information to the Federal
Bureau of Investigation as they had in the past, due to
the Freedom of Information Act. -

*
bl
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of seeing his name in the newspapers. He advised the promise
of confidentiality by law enforcement 1n today's politiecal

environment is worthless.
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A citizen who has close contact with a foreign
police agency discontinued his association with the FBI
because he feared that, under the FOIA, information might he
released which would 1dentify either himself or this foreign
police agency.

]

In the past two years, several Agents have had
contact with foreign police representatives visiting the
United States. These representatives have come from Western
countries, some of which have experienced internal problems
with terrorism, inclwding Great Britain, France, Canada
and Norway. These police representatives generally offered
the observation that, despite their high regard for the
reputation and professionalism of the FBI, they believed
(one said 1t was sadly amusing) all of the fine efforts
of the FBI are sometimes diluted, if not negated, when the
investigative results have to be furnished under the FOIPA
to the subjects of investigations. This same dismay over
restrictions on the FBI was relayed by a person who traveled
to Israel and visited the Israeli Police.
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IIT. ABILITY OF LAW ENFORCEMENT PERSONNEL TO OBTAIN INFORMATION
FROM THE GENERAL PUBLIC

A. AIRLINES f .

In an FBI case, United Airlines at Seattle, Washington,
had accepted a stolen check for airline passage. As United
Airlines computers indicated to the ticket agent the check
was stolen, the airline refused to 1ssue the ticket which
had been completed by the ticket agent. During the course
of FBI investigation, United Airlines was requested to
surrender the completed but unused ticket as evidence:
nowever, the company declined to make the ticket available
to the FBI due to the FOIPA,

B. APARTMENT OWNERS

A Richmond Division clerical employee, who is
also employed by an apartment complex, advised this memorandum
was prepared by the apartment manager relative to release
of confidential i1nformation concerning tenants:

“In response to many of your questions, our attorneys have
advised us to follow this procedure:

1} "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS TO BE ADMITTED
TO ANY RESIDENT'S APARTMENT WITHOUT A SEARCH WARRANT.

2) "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS ALLOWED TO
SEE A RESIDENT FILE WITHOUT A SEARCH WARRANT OR A SUBPOENA.

3) "ALL SUCE OFFICIALS MUST SHOW IDENTIFICATION.

"We cannot give out the following information:

1) Resident's income
2) Resident's outstanding bills
3) Resident's method of payment

"We can give out the following information:

1) Resident's address
2) Resident's marital status
3) Resident's forwarding address

"Please be courteous to all police officials. However, explain
to them that you are prohibited from releasing confidential
information.

=% v, s
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"If you have any questions about this procedure, contact
your rental coordinator."

"Resident Managers must circulate this memo to all employees,"

C. BANEKS

Citing the Privacy Act, a large Denver bank would
not make available details of a particular financial transaction
without a subpoena, although the bank was the vehicle in
a possible 2.2 million dolla: fraudulent ITSP transaction.

A former president of another Denver bank obtained
loans using fraudulent financial statements. The former
employer bank would not make available to the FBI the personnel
file, the loan file, or the results of the internal audit
regarding the president's activities, based on the Privacy
Act. This information was not available from other sources.

*

In a major Fraud by Wire investigation including
EICG ramifications, General Counsel for Wells Fargo Bank,
San Francisco, advised that even though the subject of the
investigation was in present default with the bank, no records
would be made available to the FBI without a subpoena duces
tecum. The General Counsel stated it was possible the
subject might at some future time enter into negotiations
with the bank removing himself from a default position,
at which time the bank would place itself and its officers
in a position of great liability. According to the General
Counsel, this liability would be based upon the fact the
Privacy Act had prohibited the bank from releasing information
to the FBI without a subpoena duces tecum.

*

During an investigation concerning disappearance

of $1,000 from a Los Angeles bank, investigating Agents
contacted a senior vice president to request background
information on a particular suspect bank employee. The

vice president advised that, due to recent federal and state
privacy 1egislatinn, he could not furnish personnel informa-
tion concerning this employee, as he feared that the Empluyee
might then have grounds to file a law suit for invasion

of privacy.
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In an investigation originating in Chicago involving
false statements to an estimated 50 to 65 banks resulting
in 3.8 million dollars in law suits, the San Francisco FBI
Office served a subpoena for bank records at Wells Fargo
Bank, San Francisco, and additionally made request to interview
bank officers who had been personally contacted by subjects,
Wells Fargo, a victim of the scheme, would not permit the
requested interviews without additional subpoenas directed
to the officers involved. By way of explanation, the bank
advised the Privacy Act prevented discussion of any information
concerning & bank customer without subpoena.

¥

In a recent Honolulu investigation regarding Interstate
Transportation of Stolen Property, an Agent was denied information
contained in bank records which would have been of lead
value in locating the subject. The bank personnel, including
the vice president, cited the Privacy Act as basis for refusal
to disclose this information, which would have indicated
where the subject was cashing bad checks,

w*

In an investigation involving almost $B800 worth
of bad checks, a request was made to review and obtain certain
bank records at El Paso National Bank relating to the subject's
checking account. An assistant cashier at the bank denied
the request, citing the Freedom of Information Act and Privacy
Act. This erroneous denial of information resulted in a
two-month delay in the investigation.

*

An individual obtained a loan on home improvements
insured by the FHA. The loan was defaulted and the State
National Bank of Odessa, Texas, made a claim and was paid
by the FHA. During subseguent investigation by the FBI,
the State National Bank of Odessa, Texas, refused to furnish
the FBI any information concerning the loan without a subpoena.
The reason given for the denial of information was the Freedom
of Information Act and the Privacy Act.

:



The First National Bank of Midland, Texas, was

‘,the victim bank in a Bank Fraud and Embezzlement - Conspiracy

case. Losses suffered in this case were approximately
476,000, Bank officials advised that under bank policy,
which was based on the Freedom of Information and Privacy

Acts, they would furnish no information to the FBI without
a subpoena duces tecum.

D. CREDIT BUREAUS

Citing the Privacy Act, Cleveland Credit Bureau
personnel refused to furnish information regarding a fugitive's
address and employment, which could have enabled the FBI
to apprehend him. The Credit Bureau advised that such
information would be released to the FBI only upon the issuance
of a subpoena.

. 3

The policies of the Credit Bureau of Greater Houston,
influenced and shaped by the impact of the Freedom of Information
and Privacy Acts, have limited the information that is available
to the FBI, as follows:

(a) In applicant cases, even when waiver forms have
been executed by the applicants, the Credit Bureau
will not identify businesses where the applicants
have delinguent accounts.

(b} In criminal cases, the Credit Bureau will not
1dentify businesses where the subjects (or other
pertinent 1ndividuals) have applied for credit.

L]

One of the larger collection agencies in Et. Louis,
Missouri, has refused to furnish information regarding individuals
who are subjects of FBI investigations, and has specifically
stated this reluctance is based on the FOIPA.

E. EDUCATIONAL INSTITUTIONS

In June 1978, a state university registrar was
contacted for assistance in obtaining student documentation
for an undercover Special Agent. The registrar declined
ko cooperate in the investigation, commenting his cooperation

i --|.1
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would regquire him to knowingly misrepresent the university,
He explained the Privacy Act was very clear as to what he
could or could not do: he was even prevented from furnishing
information to parents of students, even when the parents
were entirely paying for their child's education.

Agents of the Honolulu Office, in criminal investigations,
are unable to gain access to registration and/or academic
records of current and prior students at the University
of Hawaii. The only information available is public source
information which is contained in the Student Directory.
The explanation for denial of access by University of Hawaii
personnel is the Privacy Act.

&

During the fall of 1977, an SA of the Mobile Division
was conducting a background investigation involving a Bureau
applicant. The applicant's attendance at a community college
in Alabama was verified but the agent experienced difficulties
cbtaining detailed information, even though the applicant
provided the FBI with the reguired release. ©School officials
refused to provide the agent with the names of the applicant's
former instructors and attributed their position to the
Privacy Act.

*

During a Civil Rights inquiry recently, a loecal
university student stated incidentally that she was taking
a Government course in which the professor gave extra credit
to students who requested files on themselves from the FBI.
The student herself received extra credit, even though the
FBI responded to her FOIPA request that no files were located
identifiable to her name. &

Arizona State University officials have adopted
an official policy of non-cooperation with investigators
since the enactment of the Freedom of Information and Privacy
Acts. This policy is carried out at all levels of the
University's administration. Prior to the Freedom of Information-
Privacy Acts, the University was most cooperative.

]

= 1§ =



-

At Boulder, Colorado, in connection with applicant
type investigations, there have been instances in which
individuals displayed a reluctance to furnish derogatory
information after being advised of the provisions of the
Freedom of Information Act, even though it was pointed out
that their identities could be protected. No information
has been available from the Office of Records and Admissions,
University of Colorado, Boulder, except in those instances
where a signed release was provided.

L]

During a recent Foreign Counterintelligence investigation,
college records concerning the subject were unavailable
without a release from the subject or a subpoena, due to
fear of violation of the FOIPA., Personnel at the motel
where the subject stayed would furnish only limited information
concerning this individual, due to the FOIPA,

:

In connection with a fugitive investigative matter,
a transcript supervisor at a major upper-midwest university
advised on April 16, 1976, that in the opinion of the university
administrators, no information could be released to Agents
of the FBI concerning the fugitive without his consent 1in
the form of a signed release granting authority to deo so.
The position of the University was said to be in compliance
with provisions of the Privacy Act legislation,

&

In a recent FBI fugitive investigation, information
was developed that the fugitive might be a student at State
Technical School, Memphis, Tennessee. This institution
was contacted and informed the investigating agent that,
as a result of the Privacy Act, no information from records

could be released to the FBI. The institution would not
confirm whether or not the fugitive was currently a student.

%

During the investigation of an $11,000 Bank Fraud
and Embezzlement violation, the University of Texas at E1l
Paso was contacted regarding the subject. UTEP officials
refused to disclose whether or not the subject was a veteran
receiving VA educational benefits. The UTEP administration
cited the Freedom of Information and the Privacy Acts as
the reason for not providing the reguested VA information.
This denial of information resulted in a two-month delay
in the investigation.

& e




F. HOSPITALS AND PHYSICIANS 85%:
103

In an applicant investigation at Auburn, Alabama,
a waiver was provided the FBI to obtain medical records concerning
hospitalization at the health center of an educational institution
there. The school physician refused to provide any information
either to the FBI or to the applicant, even after the latter
personally went to the health center to sign a second waiver
drawn by the school. The office of the school president
advised refusal to release information was due to the Privacy
Act,

*

An individual 1dentified as operating a check
kite scheme with banks in Indiana, Ohio and Pennsylvania
had been hospitalized in a St, Louis hospital. Investigation
determined this individual had initiated his check-kite
scheme from a hospital telephone. Nevertheless, hospital
officials, citing the FQIPA, refused to verify his hospitalization
or date of confinement,

*

In an FBI fugitive case, the Agent attempted to
obtain background data on the fugitive from a private hospital
in Indianapolis, where he had been a former patient. Hospital
officials expressed the belief that Federal Privacy Law
inhibited them from verifying the subject's status as a
former patient, much less releasing background information
on him.

G, HOTELS

A hotel in San Diego which is a part of a large
nationwide hotel chain refused to furnish information on
guests, including foreign visitors, without a subpoena due
to the enactment of the FOIPA.

*®

During a fugitive investigation of a subject wanted
by federal and local authorities for extortion and firearms
violations, a Special Agent of the New York Division contacted
the security officer at the Rye Town Hilton Hotel, Port
Chester, New York. The purpose of this contact was to develop
background information on a former employee of the hotel

e
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who was an associate of the fugitive. This employee allegedly
had knowledge of the fugitive's current whereabouts. Security
officials at the hotel refused to furnish any information
from their files without a subpoena because they felt they

were open to civil litigation under the provisions of the
Privacy Act.

]

Numerous hotels and gambling casinos in the State
of Nevada, which would formerly furnish information from
their records on hotel guests and gambling customers during
routine 1nvestigations, now regquire a subpoena before they
will release any information to the FBI. The reason given
by hotel officials for subpoena is for hotel protection,
in the event of a law suit, following an FOIPA release given
to these subjects of investigation.

H. INSURANCE COMPANIES

Information submitted to Medicare through Retna
Insurance Company, which would show medicare fraud perpetrated
by the staff of a union-owned hospital in Anchorage, Alaska,
was withheld by Aetna citing the Privacy Act. It was necessary
to obtain a Federal Grand Jury subpoena for the desired
information.

*

In the field of arson invesatigation, major insurance
companies and the Fire Marshall Reporting Service have stated
they will provide no information to federal law enforcement

agencies except under subpoena. They advise their legal
departments believe this position is necessary for protection
against civil suit, in the event of an FOIPA disclosure.

I. LEGAL PROFESSION

On May 5, 1977, a nationally known U. 5. District
Court Judge refused to be interviewed on an applicant matter
because he wanted any information furnished about the applicant

to remain confidential. It was the judge's opinion the
FBI could not prevent disclosure of this information at
a later date to the applicant under the Privacy Act.

E ]
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In response to an FBI inquiry concerning an applicant,
an attorney who was a former AUSA confided that significant
information, meaningful and derogatory, would not be forthcoming
concerning the applicant because of the FOIPA. When pressed
by the FBI Agents upon this point, the former AUSA stated
that he himself would counsel his clients not to furnish
the FBI with derogatory information in applicant-suitability
matters.

&

During an investigation in March 1978, by the
Kansas City Office, private attorneys were interviewed concerning
the gualifications of a candidate for a Government position.
These private attorneys initially declined to furnish derogatory
information in their posession concerning the candidate,
in view of the provisions of the Privacy Act. They did
furnish pertinent information on a promise of confidentiality,
and it 18 unknown what information they withheld due to
fear of the effect of the Privacy Act.

w

In a background investigation of a person considered
for appointment as U. 5. Magistrate, a U. §. District Judge
before whom this candidate practiced law declined to furnish
any information which would be divulged to the candidate
under the FOIA.

i

A federal district judge was interviewed in a
background investigation concerning a departmental applicant.
The judge stated he did not feel that the FBI could provide
confidentiality concerning his statements. He declined
to furnish candid comments concerning the applicant and-
stated he did not wish to be interviewed concerning any

FBI applicant investigations in the future.

*

A prominent attorney in Dayton, Ohio, was contacted
concerning an applicant. He indicated he was in a position
to furnish uncomplimentary information concerning the applicant,
but advised the interviewing agent that due to the FOIA
he would not do so. Thereupon, he furnished a brief, neutral
commentary.
*
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In connection with a suitability investigation
concerning a nominee for U. 5. District Judge, two attorneys
contacted in July 1976, expressed extreme reluctance to
furnish their true opinion regarding the gualifications
of the candidate. They indicated they were fearful that,
should the candidate be appointed to a judgeship and later
learn of their statements, he would find a way toc punish
them professionally through his peosition. The attorneys
eventually provided their comments after receiving an express
promise of confidentiality; however, there is no assurance
that they were as candid as they might have been before
the FOIPA.

e

In a recent background investigation conducted
by the Las Vegas Office pertaining to a Federal Judgeship,
one attorney contacted advised he had derogatory information
concerning the judicial candidate. However, he declined
to furnish this information to the FBI stating he felt the
information would eventually be disclosed to the applicant
under the Privacy Act. He felt that, if this disclosure
ever occurred, he would be unable to practice before the

applicant's Court.

J. NEWSPAPERS

In a Corruption of Public Officials case, recent
consideration was being given for change of venue to El
Paso, Texas. The El Paso FBI Office was requested to review
newspaper clipping files to determine the amount of publicity
in the El Paso area the corruption matter had received.
On April 10, 1978, a newspaper editor in El Paso, Texas,
advised that, in light of the Freedom of Information Act
and the Privacy Act, no information from newspaper clipping
files would be made available to the FBI except upon service
of a subpoena.

K. POLITICIANS

Recently in a Southern state, the State Chairman

of one of the state's two major political parties was interviewed

regarding a presidential appointment. This individual was
advised of the provisions of the Privacy Act at the outset
of the interview and reguested confidentiality. He made

e




one or two statements of a derogatory nature and then requested
that these statements be disregarded. He advised that,

although he was aware his i1dentity could be protected under

the Privacy Act, he was not confident this protection would

be effective. After the above statement, the interviewee

would provide only a general statement regarding the appointees's
honesty and terminated the interview,

4

In Oklahoma, a highly placed political figure offered
to furnish information to the FBI concerning a multi-million
dollar Act of Political Corruption. The information was
never received because the Agent could not guarantee that
his 1dentity would not later be inadvertently disclosed
through sophisticated queries sent to the FBI through the
Freedom of Information Act. This source feared that the
adversary in this matter could collect pieces of information
from the FBI through the Freedom ¢of Information Act, then
assemble the information, possibly using a computer and
identify the source.

E

During the course of a Public Corruption investigation,
the interviewing agent in a southern office detected reluctance
of witness police officers to provide complete information,
subsequent to a discussion of the Freedom of Information-
Privacy Acts. It was the opinion of the interviewing agent
this reluctance was based on apprehension by the police
officers this information could be made available to the
subject, a trial judge before whom the police officers

frequently appeared.

L. PRIVATE COMPANIES -

During a routine investigation, a Special Agent
sought the cooperation of a company personnel manager to
determine the subject employee's residence from company
records. Citing the restrictions of the Privacy Act, the
personnel manager would neither confirm the subject's employment
with his company nor provide any background information.



£

During a recent national security investigation Q%ﬂ‘tn
involving possible Foreign Agents Registration Act violation, 'T%”?
2 lead was set out to interview the owner of an electronics

firm regarding the purchase of loudspeakers and other electronics,
used by foreign nationals in a public demonstration. The

The owner of the electronics firm refused to disclose this
information unless a subpoena was issued, stating he feared

the customers who rented his equipment might learn of his
cogperation, under the FOIPA, and bring a civil action against

the electronics firm for breach of confidentiality,

In connection with bank fraud matters being
investigated in the Charleston Resident Agency, an auto
dealer refused to furnish time cards of employees because
he would violate the Privacy Act.

*

Because of the Freedom of Information and Privacy
Acts, the policy of the Shell 0il Company limits the type
and amount of information that the company will provide
to the FBI regarding an applicant for employment. The personnel
clerk for that company advised that, even when an appliecant
has executed a waiver form, the only information Shell
will furnish regarding the applicant's employment is as
follows: verification of employment, dates of employment:
position and salary.

&

During the course of investigation in Spokane,
Washington, agents sought to review employment records
at the Bon Marche Department Store and were advised that
employment records were no longer available because of the
Privacy Act.  Agents also attempted to secure information
concerning the subject from Sears Roebuck Company and Nordstrom
Department Store and were advised that this information
was not available without a court subpoena.

]

In a Dallas investigative matter regarding an
electronics company, a former employee of the company who
was a principal witness became fearful that he would be
sued by the subjects of the investigation and the company
if he provided information to the FBI. He was reluctant
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because he believed this information would be available
through the FOIPA; if the criminal allegation was not
ultimately resolved in court, he feared he would become
civilly liable. On several occasions, this witness asked
what his civil liability would be and expressed reluctance
in providing i1nformation of value to the investigating Agent.

Another Dallas investigative matter was based
on information furnished by businessmen in a small town
in Texas. When they initially furnished the information,
these sources asked that they not be called upon to testify.
Being businessmen in a small town, they expressed fear the
information they provided would be used against them and
harm their businesses. When these sources learned information
which they furnished might be obtained through the provisions
of the FOIPA by the investigation subjects, they stated
they would not furnish any further information to the FBI.

L

In a fugitive investigation, information was developed
that the subject was a former employee of an oil company.
When contacted, the oil company management declined to furnish
any background information from their personnel files concerning
subject's former employment. The stated reason for not
furnishing this information was concern for possible future
company liability should the fact of FBI cooperation become
known to the subject under the FOIPA.

M. PRIVATE LENDING COMPANIES

An Equal Credit Opportunity Act case involved
a limited investigation based on a Departmental memorandum
which directed that 14 former employees of a loan company
be identified and interviewed. Citing the Privacy Act,
the loan company Legal Counsel declined to identify to the
FBI the 14 former employees. Instead, he had his current
employees make personal contact with these 14 individuals
to request their permission to release their names to the
FBI. This indirect process delayed the 1nvestigation for
a one-week period. The company was also asked to release
loan applications of certain individuals who had been granted
loans within the past 18 months. On the basis of the Privacy
Act, the loan company declined to release these financial
documents.
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N. PUBLIC UTILITIES

During a recent security investigation, a lead
was set forth for the Savannah Division regquesting utility
checks to be made to obtain information reqgarding certain
individuals., Officials of a Georgia utility were contacted
and advised that checks of their records would not be possible
due to the provisions of the Privacy Act.

&

In Maryland, a local security office of the telephone
company referred a "blue box" case to an FBI resident agency.
However, the company refused to furnish any data concerning
the principals involved in the violation without obtaining
a subpoena for telephone company records.

&

In a fugitive investigation, the Indianapolis
Dffice was given reliable information concerning the non-
published telephone number of the fugitive's location on
the Christmas holiday. The FBI holiday supervisor tried
in vain to obtain the location of the number from various
officials at Indiana Bell Telephone Company, and the fugitive
was not apprehended. Indiana Bell insisted a subpoena was
needed, based on FOIPA considerations, before this type
of information could be released to the FBI.

W

Due to FOIPA ramifications, New York Telephone
Company procedures for access to subscriber information
and toll records substantially delayed investigative ackivity
in a similar FBI case.

0. QUASI LAW ENFORCEMENT

On January 17, 1976, the disciplinary board of
the Supreme Court of Pennsylvania advised that, because
of FOIPA considerations, all requests for information by
the FBI must be in letter form and a release authorization
signed by the applicant must be enclosed with the request
letter. It was intimated that a written request might not
elicit all information if the disclosure could cause difficulties
for the board.

#
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The Amer:ican Quarterhorse Association, located
in Amarillo, Texas, will no longer provide anv i1nformation i
to law enforcement agencies or investigators unless served /7%~
with a subpoena. This Association has i1n the past ascisted
the FBI in coverage of aspects of the racino industry.
The Association has advised 1ts current restrictive policy
15 the direct result of FOIPA legislation.

oy

P. TRAVELER'S AID AND FAMILY SERVICES

A Detroit kidnapping case involved a 65-year-old
victim who had been brutally beaten, stabbed and left for
dead in a rural area of Chio. The victim could only
provide nicknames for the kidnappers. Investigation revealed
that the subjects had attempted to gain transportation from
the Traveler's Aid Society in Detroikt, Michigan. The Society,
after being advised of the urgency of the matter, nevertheless
refused to supply information on December 20, 1977, from
records which would identify one of the subjects and possibly
reveal the whereabouts of both subjects. This information
was subsequently obtained the next day by subpoena duces
tecum and teletyped to a Texas Office within a few hours
after receipt. Both subjects were arrested in Texas on
December 26, 1977. However, a few hours prior to the arrest,
one subject shot and killed an individual in Texas.

C)r ;

2 service Y reliuvge

to furnish any intormation from their files to the FBI unless
by a lawful court order. The Privacy Act was cited as the
basis for this refusal to cooperate.

Q. UNIONS

On alleged Privacy grounds, Seafarers International
Maritime Union in Brooklyn, New York, will no longer provide
information to law enforcement agencies unless served with

a subpoena.
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During the course of a Racketeer-Influenced

Corrupt Organizations case involving certain union members
and company officials, the investigating agent contacted
non-union employees concerning alleged harassment by union
members and the firing of several rifle shots at non-union
members. A prospective witness to a particular incident
declined to furnish any information to the FBI, on FOIPA
grounds, stating that, "the Government just can't keep a
secret anymore."

*

In a similar FBI case, a labor union offiecial
refused to furnish information to the Baltimore FBI Office,
He claimed he would have no confidence in the security of
his i1nformation in view of the ability of individuals to
ocbtain their files under the FOIPA.

R. WESTERN UNION

During the course of an Investigation to locate
and apprehend a fugitive, a Special Agent and a cooperating
witness attempted to obtain information from the Western
Union Office, Jacksonville, Florida, concerning a telegraph
money order and message sent to the cooperating witness
from the subject. Employees at the Western Union Company
advised they could not disclose any information regarding
the money order or message, due to "Privacy concerns," without
a court order.

w0



IV  REDUCTION IN CURRENT INFORMANTS OR POTENTIAL INFORMANTS
RESULTING FROM PRESENT FOIPA DISCLOSURE PCLICIES

A. DEVELOPMENT OF POTENTIAL INFORMANTS

During the past four months, three individuals
were separately contacted in an effort to obtain their cooperation
in organized crime matters. Each of these individuals advised
the contacting agent they felt their confidentiality could
not be maintained due to current FOIA legislation. It is
believed these individuals would have been cooperative had
they not feared the FOIA and they would have been valuable
FBI informants. Because of the wide publicity which the
FOIA has received, these individuals were well aware of
the public's ability to gain access to information in FBI
files,

*

Shortly after a skyjacking began, an identified
caller stated to a Special Agent that he was a medical
doctor and that the skyjacker was probably identical to
an 1ndividual who was an outpatient at the pyschiatric
clinic where the caller was employed. He stated the individual
was schizophrenic and was dangerous to himself and to other
persons. The caller suggested that a psychiatrist should
be available during all negotiations with the skyjacker.
The caller's i1dentity was requested since he was obviously
knowledgeable concerning the skyjacker and could furnish
possible valuable information in an attempt to have the
skyjacker peacefully surrender. Despite the fact that
several lives were 1n jeopardy, the caller stressed that
he was unable to furnish his name because of Federal Privacy
Act requirements and terminated the call. Because of this
telephone call, the FBI did have a pyschiatrist availaktle
during negotiatiens with the skyjacker (who had been correctly
identified by the caller) and the skyjacker's surrender
was accomplished without loss of lives or property.

&

For approximately three years, a telephone caller
known to the agent only by a code name furnished information
in a wide variety of cases, from drug-related matters to
terrorism. The caller never identified himself and advised
he could never testify since to do so would risk death.

The caller finally terminated his relationship, expressing
fear that an inadvertent release of information by the FBI,
under the FOIA, might identify him.

®
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An individual in a position to know information
about an FBI subject stated to a Special Agent at Dallas,
Texas, that she would not furnish any information lest 1t
and her identity appear in the newspapers. She made reference
to i1nformation which was being published in the press as
a result of an FOIPA request.

An agent of the Jacksonville Division was recently
in contact with an individual believed capable of providing
reliable direct and indirect information regarding high-
level political corruption. This individual advised his
information would be furnished only if the contacting Special
Agent could guarantee that the individual's identity would
never be set forth in any FBI files. The contacting Agent
attributed this individual's reluctance to have his identity
set forth in FBI files to a fear of the FOIPA and its effect
on the FBI's ability to maintain confidentiality of information
from informants.

L

In August 1976, an FBI field office contacted
a potential criminal source, to determine why he was not
now providing the FBI with information as he had been in
the past. This potential source replied that he was in
fear of losing his job and of retaliation by individuals
about whom he might furnish information. The potential
source asked if the FBI could guarantee the confidentiality
of his relationship and of the information he furnished.
He stated he was particularly concerned about conflidentiality
in light of the FOIA. 1In view of his apprehensions, this
individual is no longer being contacted by the FBI.

A particular Organized Crime case involved an
investigation to identify male juveniles being transported
interstate for the use of homosexuals. Due to fear of reprisals
stemming from FOIA disclosures and Privacy Act problems,
various school officials would not cooperate in the investigation
to verify the i1dentity of the juveniles. 1In the same case,
prominent citizens in a community displayed reluctant cooperation
with the FBI out of fear of FOIA disclosure.

i
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In Portland, Oregon, a potential source advised
he would not cooperate with the FBI due to fear his ldentitﬂgg%Pﬁnh
would be publicly revealed, which would be detrimental to : -I'Eﬁ?
his profession., This potential source referred to news '
accounts 1n the local press regarding material made available
under the FOIA, which had disclosed the names of several
individuals 1n professional capacities at Portland who had
assisted the FBI and the nature of their assistance. This
type of publicity, according to the potential source, would
be detrimental to any individual in business who elected
to cooperate with the FBI.

*

A Special Agent advised that an individual in
a high management position 1n a state agency wished to provide
information to the FBI on a confidential basis. During
one ©f the agent's initial conversations with this source,
confidentiality was requested, specifically that the source's
name never be mentioned in FBL files due to "past legislation,
Freedom of Information Act, etc." This person was in a
position to furnish information concerning White Collar
Crime and political corruption; however, the potential source
subsequently refused to cooperate with the FBI, in spite of
the Agent's assurances.

B. CRIMINAL INFORMANTS

A Newark criminal informant, whe furnished very
significant i1nformation in an automobile ring case, advised
he feared for his life after reading in various New Jersey
newspapers of disclosures made under the FOIPA. As a result,
this source will no longer furnish information which 1is
singular in nature. )

#

Several attempts have been made by the New York
Office to reactivate a former source, who had been extremely
cooperative and productive. Current attempts to persuade
the source to once again aid the FBI have been negative.
The former informant refuses to cooperate, as he believes
his identity cannot be kept secure due to FOIPA disclosure

policy.
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An informant of the Mobile Division was recently
closed inasmuch as the source advised he felt the FBI could
not efficiently protect the confidentiality of his relationship
and his identity, due to the FOIPA. This source has previously
provided excellent information regarding gambling and organized
crime in the Mobile Division. He stated that he i1s afraid,
if his name ever surfaced as providing information to the
FBI, he would lose his business and everything he has worked
for 1n his life.

i

A Top Echelon Informant of the Mobile Division
was recently closed as he would no longer furnish information
to the FBI, because he was concerned about his identity being
made known as a result of recent disclosures of FBI information

and confidential sources.

*

In 1976, the Albuguergue Division had an active
informant who stated he would no longer continue in that
capacity because it was his belief, as a result of the FOIPA,
his identity and confidentiality could no longer be protected.

*

In an ITAR-Arson 1nvestigation, an individual
in the Albany area was sucessfully developed as a potential
source of information concerning racketeering and political
corruption. However, upon learning of the provisions of
the FOIPA, this individual reguested that his conversations
not be recorded and refused further cooperation.

w

Another field office informant related a conversation
which occurred between a local attorney and several organized
crime figures. The attorney commented that within the next
few years the FBI will be severely restricted in its efforts
to obtain information from confidential sources. He stated
that he fully expected the provisions of the FOIPA would
be sucessfully utilized in 1dentifying PBI informants,

Agents subsequently contacting this wvaluable source have
noted a subtle reluctance on his part to more fully penetrate
the particular organized crime activities which he is in

a position to cover.



An FBI Office in a major North Central City has
received information from several reliable informants that
most Organized Crime members i1in the area have been instructed
to write to FBI Headquarters requesting file information
pertaining to themselves. These informants have advised
the sole purpose of this process 15 to attempt to identify
informants who have supplied information to the FBI on
Organized Crime matters. The FOIPA Branch of the Records
Management Division, FBI Headquarters, has advised that
such requests have been submitted by virtually every QOrganized
Crime Figure in the area.

*

A Boston informant who has a great deal of Xnowledge
concerning the Hell's Angels motorcycle gang 12 reluctant
to furnish information on the gang because of the FOIA and
PA, He has considerably reduced the amount of information
he furnishes to the FBI.

*

A Boston informant who has furnished considerable
information concerning the Weather Underground and the Prairie
Fire Organization advised that he is very upset about the
FOIA. He has learned through conversations with members
of the counter-~culture that former and current extremists
are writing to FBI Headguarters under the FOIA in an effort
to i1dentify and expose informants. The informant indicated
he is apprehensive about the Bureau's ability to properly
safequard information furnished by him.

&

A long=-time confidential informant in San Diego,
California, Finally stated, "I can't help you any more -due
to the Freedom of Information Act." This informant had
previously furnished valuable information which led to arrests
and recovery of Government property. Even though the promicse
of confidentiality was explained to the informant, he still
refused to furnish further information.

*

An established source of one FBI field office
had furnished information concerning a relative who was
a federal fugitive. The fugitive was arrested and subseguently
made an FOIPA request for the investigation concerning him.
Based upon the information released, the former fugitive

s



reached the conclusion it was probably his relative who

had furnished information concerning him to the FBI. This
former fugitive subsequently threatened the life of the
source and the source's family, and the source 18 now fearful
that his relative may pass on his suspicions toc other FBI
subjects.

4

A former Salt Lake City informant had regularly
furnished i1nformation resulting in recovery of large amounts
of stolen Government property and the arrest and conviction
of several subjects. In a pending Salt Lake City case,
the former informant refused to cooperate because of his
fear of the FOIPA, which he felt would in fact jeopardize
his life should he continue cooperating with the FBI.

*

In January 1978, the New York Office received
information one prime FALN suspect was applying under the
FOIA for his file. Sources close to the suspect advised
he was seeking to discover the FBI's knowledge of his
agtiv1ties and the identities of Agents who were investigating
him.

b

In a Western Fireld Office, a former highly productive
confidential informant advised that he did not feel secure,
due to widespread publicity concerning FBI informants and
the FOIA legislation., He stated that, although he continued
to maintain his confidentiality regarding his relationship
with the FBI, he was not sure that the FBI could do the
game. Due to this source's feelings, he discontinued all
contact with the FRBI,

*

In Philadelphia, an informant furnished information
concerning LCN {La Cosa Nostra) figures and on organized
crime conditions in Northeastern Pennsylvania. Subseguently,
the source acgquired the conviction that, under the Attorney
General's FOIPA Guidelines, guarantee could no longer be
given that his identity would be protected. Accordingly,
the source declined to furnish any further information to
the FBI.
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In one Northeastern FBI Field Office, on three
separate occasions persons under development as organized
crime informants have declined to furnish informaticon of
a confidential nature, if the information 18 reduced to
writing i1n any form. These sources have cited media accounts
of persons murdered by underworld figures because their
identities were discovered as the result of the FOIA.

One FBI field office advised that a confidential
source, who previously had Top Echelon Status and who had
identified several members of the La Cosa Nostra, was discontinued
in April 1977. This source had read an article in Time
Magazine (April, 1977 issue, page 22) which had identified
two former FBI sources who had been slain. The FBI could
not convince the scurce that his own i1dentity 1n the future
would be fully protected.

In March 1978, the Drug Enforcement Agency (DEA)
was advised that an informant of the Atlanta FBI Office
might be in a position teo provide timely information concerning
large narcotics shipments, in exchange for a reward from
DEA and the guarantee of confidentiality. A local representative
of DEA responded that confidentiality could be guaranteed
bv DEA only in instances where the informant was operated
by DEA as a source. DEA reward money could be paid tc any
individual supplying information; however, the true identity
of an FBI source would be reflected in DEA records for such
payment. The FBI source was advised of the results of ingquiry
with the DEA. The source subseqguently furnished the identities
of the drug subjects of which he had knowledge. This information
was disseminated to DEA., However, the source declined to
have further contact with these subjects, for fear his identity
would be made known at some later date under an FOIA reqguest
to DEA.

Oy
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A Boston FBI informant is well connected to the
nrqanize@ crime element in central Massachusetts, Boston
and Providence, Rhode Island. Over the past year the informant's
productivity has dramatically decreased. Consequently,
this decrease was discussed with the informant, who stated
that he had bequn to doubt the FBI's ability to protect
the contents of its own files and information provided by
1ts informants. He had learned that an organized crime
figure had received over 500 pages of FBI Anti-Racketeering
Reports and was unguestionably trying to identify informants.

]

The criminal informant coordinator of the Boston
Division has been told by an individual, who would potentially
be an excellent scurce of criminal information on the Bosten
waterfront, that even though he had cooperated with law
enforcement personnel in the past he would never do so
again. He stated that he was afraid that one day, as the
result of FOIPA, he might "see his name in the Boston Globe."

*

In Dallas, an informant who has been Eurnishing |
information to Special Agents of the FBI since 1953, regarding
gambling, prostitution, stolen goods, and criminal 1intelligence
information, when last contacted by an Agent indicated he
would no longer furnish any information to the FBI due to
the fact it could be disclosed under the FOIPA. The informant
felt his personal safety could be jeopardized by the disclosure
of his identity, and he no longer wanted to take the persopnal
risk and provide information regarding criminal actlivities.

C. SECURITY INFORMANTS

R ()

| l!exprﬂsﬁea some humor over Che ract that such information
ble.

]
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An individual, who is in a position to furnish
possible foreign counterintelligence information, expressed
the opinion the Federal Government could not protect
his identity in view of the constant scrutiny by Congress
of the FBI and CIA and the subseguent news media leaks.
This 1ndividual also stated he would be fearful that
his 1dentity would be revealed through access to records
by the public under the FOIA, as well as extensive civil
discovery proceedings exemplified by the SWP civil law suit.
In addition, this individual expressed concern aver former
intelligence agency cofficers who were publishing books,
possibly jeopardizing the confidentiality of sources.

E
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LE T
An informant expressed deep concern over EECuré;?d;fﬁ*

and possible disclosure of his relationship with the FBI,

noting recent 1nstances in which FBI sources had been identified

in the press. The informant, who had provided critical

information for many vears in matters of the highest sensitivitvy,

requested that his relationship with the FBI be terminated

and that his name be deleted from all FEI records.

w

e Lntorman e e e ver possl
disclosure of his identity through the FOIA. The source
has now reguested that all contacts be minimized 1n frequency
and duration, that all information furnished be paraphrased, i
that his real or code names never he used, and that access
to his information be severely restricted within the FBI.

It has b

ang the amount Of Substantive
information furnished has declined,

*

A former source of excellent guality was recontacted,
since his background was such that he could develop information
of value concerning the terrorist Puerto Rican 1ndependence
group known as the FALN. After three hours of conversation,
tne former source agreed to cooperate with the FBI but only
in a very limited manner. He stated that due to the FOIA
he longer believes that FBI Agents can assure his complete
protection. He made 1t clear that he will never again function
as deeply as he had previously in behalf of the FBI, noting
that disclosure of his identity would most assuredly cost
him his life.

i

&n 1ndividual who has requested his identiii:ﬁe(
</
as

als0 eXpressed concern pertinent Lo revelation o s 1dentity
as furnighing information to the PBI. This individual queried
the Special Agent involved in the investigation as to whether
his 1dentity could be protected and stated that he was concerned
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i
1d not wish to be contacted on
a regular basi1s by the FBI.

i

Members of an organization which 1s currently
under investigation 1in the domestic security area made
several FOIPA requests to the FBI. Based upon this information,
one member concluded that a particular individual had been
providing information to the FBI. This conclusion was based
not so much on the release of particular information or
the 1dentity of the individual who furnished 1t, but
upon the fact that much of the information went back many
years, as well as up to the present. This member concluded
that only one individual could have provided information
of this nature over such a long span of time. The source
who provided the information convinced both the member and
the organization that this was not the case and that this
source was not the individual who provided information to
the Federal Government. However, while the situation ended
favorably, potential for harm to the source was great. (Note -
this example is very sensitive.)

x

In September 1977, a former Special Agent advised
the San Antonio Office that an informant had contacted him
upon learning that an FBI subject had obtained documents
under the FOIPA. The informant expressed the fear that
his identity as a confidential source against this subject
would be revealed. This subject was trying to identify
individuals who had provided i1nformation to the FBI concerning
hlis activities.

3

In a Western FBI Office, an individual was contacted
in a recent foreign counterintelligence investigation, as
he was in a position to furnish valuable information on
a continuing basis regarding the subject. Although this
potential source displayed an otherwise cooperative attitude,
he stated he would not furnish information for fear his
identity might be revealed at some future date due to provisions
of the Freedom of Information Act.
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L;";_r
‘Members of an organization dedicated to hnngingi.:;f%lﬁfgr.
about a militant, working class movement based on Marxism- e 2 K0

3 Leninism, recently discussed the FOIA, Hrﬂanasinn_ﬂas_xaa:hnﬂ.
e r_un_dﬁsnnh_a1qu1ry to both the FBI and the

under provisions of the FOIA requesting information
concerning the organization. It was thereby anticipated
that a comparison of information concerning individuals,

including dates, times and activities, would i1dentity informants
in the organization.

*

In 1976, a most valuable and productive FBI informant
ceased his activity in behalf of the Bureau. His reason
for this decision was his concern over the FOIA, which he
believed offered the distinct possibility of disclosing
his identity ae an informant. This source provided coverage
on two major subversive and/or violence-oriented groups
of investigative interest.

W

An FBI Agent was once told by an informant that
"he would trust the Mafia to keep a secret more than he

would the Bureau."

expressed great concern over the possibility of his identity
being disclosed. The source stated that he recently read

in a local newspaper that foreign visitors could gain access
to FBI records through the FOIPA.

®
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Since the advent of the FOIPA, numerous documents
containing informatien furnished by an FBI asset of long
standing have been released under provisions of these laws.
These releases have had a deleterious effect upon the asset's
relationship with the FBI. There has been a noticeable
decrease in the volume of information furnished by the asset,
who has been frank to state that he no longer has his Fformer
confidence that the FBI can maintain the confidentiality
of his relationship. On numerous occasions, the asset has
expressed reluctance to furnish information which he fears
might be released under the FOIA, resulting in his physical
jeopardy or leaving him open to civil suit. This asset has
not yet terminated his relationship with the PBI, but the
relationship is now a very tenuous one.

D. INFORMANT SAFETY

An informant of the 5t. Louis Office has expressed
concern that individuals about whom he was providing information
were requesting their FBI files under the FOIPA, This
informant expressed fear for his personal safety and that
of his family. This source had in the past provided reliable
and corroborating information about individuals who have
been convicted of federal crimes in the Eastern District
of Missouri. There has been a recent reduction in amount
and quality of the source's information.

&

On several occasions in the recent past, an informant
of the Portland Division, who has furnished reliable informa-
tion has voliced his concern for his safety out of fear that
his i1dentity would in the future be revealed, under the
FOIPA. He stated that when he began assisting the FBI it
was his understanding that his identity and the information
he furnished would always remain confidential.

*

A key witness of the Newark Field Office concerning
a check-kiting scheme 1s also involved with loansharks.
The witness is not being fully cooperative in the case,
particularly in 1dentifying a loanshark with whom the witness
15 dealing, due to fear the loanshark will learn of the
cooperation with the FBI because of the FOIPA.

i T
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V. MISCELLANEOUOS (OTHER RELEVANT EXAMPLES)

A. SUITABILITY INVESTIGATIONS

In an applicant investigation, an official of
the Portsmouth, Virginia Police Department refused to be
candid in his remarks pertaining to the applicant in view
of the Privacy Act and the Freedom of Informat:on Act.

*

In a recent Newark National Academy case, a
protected source expressed concern less he be identified
as the source of derogatory information. He clearly indicated
he was aware that the applicant would have access to this
information through the Privacy Act. Other officers i1nterviewed
simply refused to be candid regarding the applicant, due
to their awareness that the information might be released
to him.

W

In another Newark suitability investigation, a
local police department refused to make a record check on
the applicant's brother without a waiver from the brother,
because it was believed there was a possible FOIA or PA
violation.

W

Special Agents of the Honolulu Division have recently
observed a general reluctance by local law enforcement officers
to furnish derogatory heresay information in suitability
investigations. Members of the law enforcement community
have been apprised of the access and disclosure provisions
of the Freedom of Information and Privacy Acts (FOIPA).-

]

In a background investigation of a police officer
nominated to attend the FBI National Academy, a number of
palice officers within the same department reguested that
their derogatory comments not be reduced to writing. They
cited the provisions of the FOIA as their reason.



A former high official in an upstate New York
City was being considered for a White House staff position.
An individual in that municipality refused to comment since
he believed the candidate would be able to obtain this
information through the Privacy Act. The official, who
was aware of the Act's provisions, stated he sti1ll believed
someone in the White House would have access to comments
miade.

*

During a 1978 SPIN investigation in M:iami, the
interviewee advised he was a business competitor acquainted
with the appointee. He 1ngquired as to what degree of confi-
dentiality could be provided if he furnished information
regarding the appointee. Privacy Act provisions were explained
to the interviewee. This was not a sufficient degree of
confidentiality and he would have nothing to say about the
appointee. *

During the same SPIN investigation at Miami, an
officer in Dade County advised he had derogatory background
information concerning the appointee. He said he did not
want to "go on record" with the FBI concerning this information
in view of the Privacy Act. He stated that he considered
the information so pertinent that i1t required his direct
contact with the House Committee on Assassinations, which
had requested the SPIN investigation. After receiving
the officer's information, the House Committee requested
the FBI suitability i1nvestigation be discontinued.

B. LAW SUITS

A $600,000 civil suit was filed by a Honolulu
plainti1ff against a neighbor regarding derogatory information
provided the FBI approximately 20 years ago concerning the
plaintiff in a suitability investigation. The FOIPA request
made by the plaintiff allegedly had enabled her to identify
the defendant as the source of the derogatory information,
which she claimed in her lawsuit was defamatory. The civil
action required the defendant to retain private counsel
at great personal expense and resulted in personal trauma.
The defendant's retained counsel was successful in obtaining
dismissal of the suit on the technical defense of "Statute
of Limitations."™ The primary 1ssue of whether or not a
person could sue an individual who had provided information
tc the FBI was not addressed.
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| In early 1978, an employer in the Los Angeles
Division contacted that office concerning certain derogatory
information furnished in 1967, on an employee who was then
seeking a position with the White House staff. This individual,
who had subsequently made a Privacy Act request to the FBI,
determined that the former employer had provided derogatory
information concerning her, and threatened to sue the employer
1f correction of this information was not forwarded to the
FBI. The employer's written retraction of the previous
information was subsequently submitted to the FBI Los Angeles
Division, in order to avolid any potential civil entanglement.

w*

An unsuccessful applicant for the position of
Federal Bankruptcy Judge obtained his file via the FOIPA
concerning his background investigation. He subseguently
determined that several former employers and law partners
had furnished derogatory information te the FBI concerning
him. He has filed caivil suit against these former employers
and law partners and also filed an FOIPA civil suit against
the FBI.

W

Recently the Legal Counsel for a large sheriff's
office located within the Tampa Division requested copies
of the FOIPA legislation out of concern that information
released by his department or personnel might result in
civil litigation against them. This agency has since requested
confidentiality for all personnel handling record checks
and is reviewing 1ts current policy on disseminating informa-
tion to Federal agencies.

&

According to a former informant, an FBI subject
who had been active in dissident activities during the
1960's and early 1970's and who had traveled through several
Third World countries since that time, obtained his file
under the FOIA. After reviewing the file this requester
decided his former wife should sue the FBI and for that
purpose furnished her with information from the file.

*

= .-1'1._‘
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In September, 1975, an editor of an underground
newspaper in the Wisconsin area filed suit against the FBI
contending the Bureau had improperly withheld information
under the FOIPA. Once this matter was reviewed by a Federal
Judge in Madison, Wisconsin, files pertaining to nomerous
activists in the Madison area, among whom was an FBI informant,
were released. As a result, the identity of this informant
was made known resulting in the loss of a very valuable
sgurce. Similarly, release of affinity files from a local
police department in Wisconsin caused the loss of another
valuable FBI source.

L]

A subject found quilty i1n an ITSP Little Rock
case, subsequently filed a civil action against witnesses
against him in that matter. Being unable to determine the
identities of all witnesses, he has made several FOIPA requests
through the Little Rock Office. His intention is obviously
to discover the identities of additional witnesses whom
he may join in his civil suit.

C. POLICE DEPARTMENT OPERATIONS

In 1977, a requester through his attorney received
over 200 pages of FBI documents pertaining to himself and
an organization. He had previously belleved that a local
police officer was sympathetic to his views. From the FOIA
release, the requester was able to determine that he had
not "turned" the police officer, who was 1n fact forwarding
to his department what the requester had said in confidence.

#*

Another FOIPA requester had been tried and copvicted
of two murders in Cleveland in the early 1970's. From FBI
documents released as the result of an FOIPA civil action,
his attorney professed to know the identity of the Cleveland
police department source who in fact had furnished valuable
information on the reguester's murder convictions.

&

The New York City. Police Department (NYCPD) Intelligence
Division has the responsibility of gathering information
relating to terrorist matters. Police officers acting in
an undercover capacity are targeted against certain bombing
suspects. Officials of the NYCPD have expressed grave concern
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about giving the FBI any information from these undercovers
because of the FOIPA. It is noted that they do furnish

the FBI with information, normally in abbreviated form,

from their undercover officers. 5Should one of these undercovers
be exposed because of the FOIA, it would be destructive

of the professional relationship between the NYCPD and the

FEI.

D. LOUISVILLE, KENTUCKY KLAN RELEASE

Embarrassment, distrust and strained relationship
between the Louisville Division of the FBI and Chiefs of
Police of the Louisville Division of Police and Jefferson
County Police Department have resulted from an FOIPA reguest
pertaining to Klan infiltration of these local law enforcement
agencies. On September 19, 1977, the "Louisville Defender"
newspaper carctied an article captioned "FBI Documents Say
12 to 35 City County Cops in KEK," and reported information
from the FOIPA release. These disclosures related to 1976
efforts which reportedly had been made to establish a unit
of the United Klans of America at Louisville which was to
have a membership limited exclusively to police and other
law enforcement officials.

E. SEATTLE NEWS RELEASE

On June 16, 1978, the Coalition on Government
Spying, publicly identified as an organization formed by
the American Civil Liberties Union, The American Friends
Service Committee, and the National Lawyers Guild, presented
a copy of an FBI document consisting of several pages at
a press conference at Seattle, Washington. The document
was a teletype sent by Seattle to Minneapolis and the Bureawu
during the Wounded Knee Incident of 1973. This document
without question identified a representative of the news
media as subsequently furnishing information to the FBI,
although he was doing so unknowingly through his news
director. The release of this information under the FOIPA
has had a severe impact on the lives of the two newsmen
involved.

L - .
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F. FBI MANUALS Eﬂfmf"g ’

In the fall of 1977, the warden of a state penitentiary
expressed dismay at a current news story which described
how the FBI had released Agent's handhbooks and manuals to
a priscn inmate, under the FOIA. When told this story was
true, the warden declared that, rather than release such
material to prison inmates, he would rather ignore such
a law.

An individual in Oklahoma City reguested the FRI
to permit his review of the FBI Manual of Instructions.
This request was honored and the FBI processed 970 pages
of the Manual of Instructions and mailed these materials
to the Oklahoma City FBI Office in March, 1978, for his
review. A letter was then sent to the individual reguesting
that he come to the Oklahoma City FBI Office to review the
processed material. He never responded to this invitation.
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impact of captioned Acts on Federal Bureau of Investigation
operations 1s being submitted in general terms in order to
protect sensitive information and identities.
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