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PROSPECTS FOR FURTHER PROLIFERATION
OF NUCLEAR WEAPONS

NOTE

This paper deals with a number of aspects of the potential spread
of nuclear weapons outside the five major nuclear powers. It includes
discussions of Indian nuelear intentions, the weapons development
capabilities and policies of a number of other countries, and the
potential for acquisition of nuclear weapons by non-governmental
entities. Most specifie judgments on capabilities and intentions are
intended to cover the next five vears or so, but longer term judgments
also are included in some cases.
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SUMMARY AND CONCLUSIONS

A, In the 19805, the production of nuclear weapons will be within
the technological and economic capabilities of many countries. The
ance formidable barriers to development of nuelear weapous by na-
tions of middling size and resources have steadily diminished over
time, They will continue to shrink in the vears ahead as plutenium,
enriched uranium, and technology become more widely spread. Some
countries will consider nuclear weapons largely in terms of military
utility. The principal determinant of the extent of nuclear weapons
proliferation in coming years will, however, be political considera-
tions—including the policies of the superpowers with regard to pro-
liferation, the policies of suppliers of nuclear materials and technology,
and regional ambitions and tensions.

C. We helieve that Israel already has produced nuclear weapons.
Our judgment s based on Israeli acquisition of large quantities of
uranium, partly by eclandestine means; the ambiguons nature of
Israeli efforts in the field of uwranivm envichment: and Israel’s
large invesbment in a costly missile system designed to accommodate
nuclear warheads. We do not expect the Israelis to provide confirma-
tion of widespread suspicions of their capability, either by nuclear test-
ing or by threats of use, short of a grave threat to the nation’s existence.
I'eture emphasis is likely to be on improving weapon designs, manufac-
taring missiles more capable in tenms of distance and aceuracy than the
existing 260-mile Jericho, and acquiring or perfecting weapons for air-
eraft delivery,

13, Several other countries—including West Germany, Sweden,

Canada and Ttaly—could have fabricated nuclear devices more easily,
from a technological and financial point of view, than India and Israel,
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They have refrained, and they are unlikely to he much influenced by
weapons acquisition in countries like Imdia. The inhibitions facing
each of them are strong. In all, E}[I]_}LJ].F.I.T opinion is .'-Itl'l_:lﬂﬂ]:.-' u-l_'fpl_n-ca'.d
to the acquisition of nuelear weapons, both on emotional grounds and
Becanse such weapons would entail substantial risks—of provoking
attack, of offending vital allies and of destroving existing mutual se-
curily arrangements, Tt would require very fundamental changes, such
as the breakup of major defense alliances accompanied by a substantizl
increase in strife and tension throughout the world, to induce countries
like West Germany, Sweden, Canada and Italy to exercise their near-
term capahility.

Il. The Director of Central Intelligence, the Deputy Director of
Central Intelligence representing the Central Intelligence Agency, the
Director of Intelligence and Research representing the Department of
State, the Director, Defense Intelligence Agency, and the Assistant
Chief of Staff for Intelligence, Department of the Army believe that
Japan’s situation is very similar to that of the other advanced Western
nations just mentioned. They believe Japan would not embark on a pro-
eram of nuclear weapons development in the absence of a major ad-
verse shift in great power relationships which presented Japan with a
clearcut threat to its security. The Assistant Chiel of Stalf, Intelligence,
Department of the Air Force and the Director of Naval Intelligence,
Department of the Navy, however, see a strong chance that Japan's
leaders will conelude that they must have nuclear weapons if they are to
achieve their national objectives in the developing Asian power balance.
Such a decision could come in the early 1980s. It would likely be made
even sooner if there is any further proliferation of nuclear weapons, or
elobal permissiveness regarding such activity. These developments
wonld hasten erosion of traditional Japanese opposition to a nuclear
weapons course and permit Tokyvo to cross that threshold earlier in the
interests of national security. Any concurrent deterioration of Japanese
relations with the Commumist powers or a further decline in the credi-
bility of US defense guarantees would, in their view, further aceelerate
the pace of nuclear weapons development by Japan.

F. Less sweeping changes could induce one or another of the less
advanced nations to mount the sort of nuclear effort India and Israel
have made, Some states, such as the Republic of China, Argentina and
Sonth Africa, will be much influenced in their decisions not only by the
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general course of proliferation but by such factors as growing feelings
of isolation and helplessness, perceptions of major military threat and
desives for regional prestige. In each of these cases, any weapons ca-
pability probably would be small and delivery probably swould depend
on aircraft, though there is some possibility that one or another might
be abile to purchase a nuclear-capable missile system from a foreign
supplier.

. Taipei conduets its small nuclear program with a weapon option
clearly in mind, and it will be in a position to fabricate a nuclear device
after five years or so. Taipei's role in the world is changing radically,
and concern over the possibility of complete isolation is mounting. Tts
decisions will be much influenced by US policies in two key areas—
support for the island’s seewrity and attitndes about the possibility of a
nuclear-armed Taiwan, Taipei's present course probably iz leading it
toward development of nuclear weapons,

M. Argentina’s small nuclear program is being pursued vigorously
with an eye toward independence of toreign suppliers. It probably will
provicde the basis for a nuclear weapons capability in the earlv 19505,
Argentina has no apparent military need for nuclear weapons, Tt
there is strong desire for them in some guarters as a wav to angment
Argenting’s power vis-a-vis Brazil, Over time, in the absence of strong
international pressures that stop nuclear weapons acquisition else-
where, there is an even chance that Argentina will choose to join the
nuclear ¢lub in a small way.

I.  In the short run, South Africa is of more concern in the proiitera-
tion context as a potential supplier of nuclear materials and technology
than us a potential nuclear woapons power, It controls large uranium
tleposits, and it apparently has developed a technology for enriching
uraninm that could be used for producing weapons-grade material,
South Africa probably would go forward with a nuclear weapons pro-
eram if it saw a serious threat from Alvican neighbors beginning to
cmerge. S0 serious a threat is highly unlikely in the 1970s.

J.  Other candidate countries—Spain, Iran, Egypt, Pakistan, Brazil
and South Korea—would need at least a decade to carry out a nuclear
weapons development program, One or another might detonate a de-
monstrative device earlier—perhaps considerably earlier by using pur-
chased materials or by obtaining extensive foreign assistance. Each of

TOr-seeREL]




T IOP-wEeRET]

y:

these countries is subject to a different set of motivations and pressures.
Some have enemies already making efforts in the noclear weapons
field; all will be concerned with such efforts on the part of neighbors
or potential antagonists, Some will be interested in nuclear weapons
for their presumed prestige value, Unless countries opposed to prolifer-
ation—particularly the US and the USSRE—find ways to stop the spread
of nuclear weapons programs before these candidate countries are in a
position to go forward, at least some of them will be motivated to join
the nuclear race, The strongest impulses will probably be felt by Paki-
stan and Iran; Egypt and Brazil now appear to fall into a second cate-
gory of likelihonod.

K. France, India and Israel, while unlikely to foster proliferation
as a matter of national policy, probably will prove susceptible to the
lure of the economic and political advantages to be gained from ex-
porting materials, technology and equipment relevant to nuclear
weapons programs. And most potential proliferators are on good terms
with one or all of them,

L. It is theoretically possible for a countrv capable of developing
a nuclear weapon to do so covertly, up to the test of a first device, And
a test is not absolutely necessary. In practice, indications of such a pro-
gram are virtpally certain to reach the outside world. But most coun-
tries will seek to maintain the tightest possible security with regard to
any military nuclear activities, and information is likely to be inter-
mittent and inconclusive, Indigenouns ballistic missile delivery systems,
on the other hand, would be readily identifiable early in the develop-
ment cyvele, and missile svstems obtained abroad would not remain
mndetected for any significant period.

M, Covernments backward in the nuclear field and anxious to ac-
quire a token capability quickly are more likely to try to steal weapons
than fissionable materials, despite the fact that the latter are less well
protected. A country capable of developing and producing its own nuo-
clear device is highly unlikely to try to steal weapons, but one might
seck fissionable materials by theft or diversion. Competently done, di-
version might go undetected,

N. Terrorists might attempt theft of either weapons or fissionable

materials, They could see the latter as useful for terror or blackmail
purposes even if they had no intention of going on to fabricate weapons.
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DISCUSSION

1. Five nations—=the US, the USSH, the UK,
Franee and China—have owvert, substantizl
wuclewr weapons programs, India exploded a
deviee, labeling the event a “peaceful nu-
clear explosion,” in May 1974

Wi

eheve Istael already has nuclear weapons,
though the Israclis have been quite suocessful
in concealing their program and denying out-
siders alwolute proof of thelr weapons capa-
Lility, A number of other countries are tech-
nologically capable of producing a weapon in
the toresecable future, although none now ap-
pears committed to such 4 course. They range
trom countries like Canada, West Germany
and Sweden—with nearterm capabilities but
minimal incentives—ito those like South Africs
and Taiwan—where the nuclear weapons op-
tion 15 more distomt in time but potentially
more attractive from the politico-military view-
poind.

2 The once formidable technological and
economic barriers to development of nuclear
weapons capabilities by nations of middling

4

gize and resources have steadily diminished
over time; they will continue to shrink in the
vears ahead. Fissionabhle material—the first
essential of a nuclear weapon—is hecoming
more readily available thronghout the world.
The knowledge necessary for making a weap-
on is spreading, Many of the facilities for proc-
essing nuclear materials are becoming com-
monplace, leading—among other thingg-—to
a decrease in the lncremental costs of a weap-
ons program. More and more countries are
entering into or expanding domestic programs
in fields such as metallurgy and conventional
weapons that provide & basis for nuclear weap-
ons fabrication capabilities.

A. Thus, military utility and political conse-
quences as perceived by national leaders will
increasingly  dominate the futwre nuclear
weapoms decisions of those states now having
little or no ouclear weapons capability. Mili-
tary utility will probably he the overriding
consideration in anv case where a nation per-
cedves an urgent millitary requirement: in mwst
mstinces, however, domestic and fnternadions]
political considerations are likely to be the key
determinants,
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|. THE BARRIERS TO FROLIFERATION

A. Technological Reguirements

4, Natural wraniam, the source material for
the e anost commenly nsed Hssionable ma-
terials—Uranivm-235 [ U-235] and Plutonium-
234 iI’LL-EﬂHDLH ahundant enough so that
many nations have domestic resorves that are
{':l_L:I'In::Ltii'llh,: ot proscnt market prices, [ See
Table.) Others (g, India and Israel) are
cxploiting domestic wranium that is not ceo-
mcnrnias an world market bovons,

3. Of the two primary weapons maberials,
plutonium is the one that most aspirants to nu-
clear weapons conld obtain most veadily, Tt is
[;.rl;u,h:p;'ﬁ] !l_'.-' bl |;'|i||;1r 234 with neatpons
in nuclear reactors (the irradiation process).
The wraniwm that serves as fuel for the reactor
containg both U238 and U235 After the foel
has becn irraclisted, i contains a mixture of
aranium, plutoninm and many fission prod-
ncts, Flotonium can be separated From the i
radiasted fuel by o chevmond process in e chemi-
ol separation plont. As of mid-1974, there are
L6 countrics azide from the five nuclear powers
with o totsl of 2% l.:li'l-:"l':l.!il'n-l'lil.] glectric [HWET OF
resenreh reactors capable of producing ap to a
total of some 9 metric ons per year [mbf v}
of plutoniinm, By 18980, we anticipate that 24
sich eounteles will have about 157 such re
actors capalde of producing up ta 50 mt/y
Maximicing the Pu-239 content for weapons
wi fuvolves freguent el reloadings, requiving
significantly larger uraninm supplies than nos-
mal operation and greatly increasing the cost
af the electric power prodoced. This can most

readily be done in a natuce] wraniem reactor
designed to permit fuel rod replacement with-
put inkerrupling power-generating operations,

. .-‘l.!l-l‘:rr'l..’l.li'l."q:t}-, i skpko ri-e'-r:tvciluf'_' o nnclear
capability could opt for a weapon based on
UF-233, rather than plutoninm. Matural uraninm
containg only some 0.71 pereent of U-235, the
isotope essential for nuclear weapons utifizing
wranium as the source of an explosive chain
reaction. It mmust be highly enriched for weap-
o use; encfchment o over S0 pereent ook Fers
the best combination of explosive potential
amed weppon size. The method of enrichment
commonly used to date is gaseowns diffusion.®
This methed has not Been practical on a small
segle and faeilities have been built onlv by the
Fve noclear powers, althowgh o French-led
consortium { Ewrodif ) including financial par-
tficipation by Italy, Belgium and Spain—-and
possibly Libya—will soon besin construction
of a $2 billion plant in southern France that is
due for operation in 1950 or shortly thereafter
and intended to provide enviched uranium for
reactor fuel®

T. Thes first enrichmment method soitalde for
!-:LI'E:k]]-rii::_]l.lz I.:IE'.II:!'I.iIriI_I:II (1] |:|-:' I:II{'I"."I'I! fl::'lxi.h]-:_— :[m'

“Im this process, nabursl wanbem e the o of
goseoms oraninm hexalheoride is pumped or diffossd
1]|rn1|![I|. g barrier contwining o very loge mamibier of
pores of very small  dismeter, Becguse T-235 i
lighter ond  therefore  dilfoses  move vapidiy  dhan
-2, a lorger fraction of the original amoont of
U-2535 speceeds in doing so. Throaoh many repeti-
tipms, the opg iv enriched m U295, antil the deasipecd
corichment i pehieved, Since the g mst be pumgsl
by @ comprsesr run by an electric motor st each
stage, pn enormaus amoant of electzic power i con
s

"The subject of worldwide comamercial  demand
frr enriched] wrmiom Tor pl.':l.l:l.'-fl:ll PHITES S will e
troated in @ fortheoming MNIAM, The Meclear Fuel
Markit Through 1090, sehedoled for publication in
Chelgbhaer JEFT.
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Plutonium Weapon Production Cycle
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commmeereial vse for reactor fuel was the gas
contrifuge.t The UK, West Germany and the
MNetherlands, o a consortivm called Urenco,
are pionecring the commercial use of gas cen-
tifuges to enrich wraniovm for power reactor
fucl, Urenoo has bepun construction of two
plants scheduled to be operational in 176 that
will be large enough, in combination, to pro-
vide about cnough fuel for one large reactor. Tt
is negotiating ten-vear contracts for enrich-
ment services, and it plans to have cnough ca-
pacity to satisfy the fuel needs of 25 major
reactors by EBES Inbensive research on gos
centrifuge enrichment is also going forward
in Japan, which plans a pilot plant by 19580 and
a production facility by 1983, and considerable
effort s being devoled to the process by a
rwmiber of otlur countries.

“Ihe contriFge: preistieas fwadves hilith spisscd spfo-
wing of wranison i maseouws formn o evlindrical eon-
talners throogh many iterptions, with the lghter Bo-
tope (U235 gothering fowards the center of the
tube

B. Several other enrichment methods ave
under development—notably the Becker jet
noezle technigue, laser isotope separation and
an unknown South African process® Most of
the work on the Becker process has been done
in West Germany, supported bath by the gow-
ernment and by a private firm, The several
possible laser techniques and processes are in
their infaney—they are being parsued prin-
cipally in the US, the USSE, Furepe and Is-
roel,

9, Bouth Africa iz building a pilot enrich-
ment plant that probably involves an acrody-
namic process—rperhaps similar to the Becker

"Oue of several asrodynamic methods, the Becker
bechndgue involves Forcing a jet stresme of 0 gaseoos
wrandnm mistare aleng o carved  wall, with  the
heavier isotope rempining close to the wall, the lghter
one eallecting away from it and the fractonas being
separafed by a knife edie, Laser techndogues are based
a1 the nse of lgser bheams to jondee or otherwlse {se-
late a selected isotope—whether of Oranium, sulpbur
a7 sorme other slement—ahich can then be pemovel
by electrien] or magoetic atbrmetion or by changes in
chiemical nekiviby.

TO i
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jet nnezle. Construction began on this plant
in carly 471, following the Prime Minister'’s
July 1970 annonnecement of the development of
a new technology tor enrlchment that would
b eeonomically competitive with other estab-
lishod methods. T8 has been anmouneed  that
the pilot plant is to begin partial operation in
[974. Al fr._"u.l"l]l“[_'.-' studies, a full-sele pro-
duactin facility s anticipated, which is to he
financed partly by forcign sources and will
involve smne sharing of teclmology, The one
known possilidle Tuture partoer 1s the Genman
firn that hos been backing development of the
Boecker jet noxzle and is participating in the
Sonth African feasibility studies; JTapanese par-
ticipation at the stocdy stage alse s nunored.

10, Fnterest in enviched uraninm does not
necessarily indicate w desive for weapons. Most
power roactors utilize slightly enriched ura
nivn a8 fuel, and dependence on the US—
which until recently was the only commercial
source of enriched vranivme-—-or on the other
major powers as supplices of 4 commodity
vital to national encrgy output strikes many

users a5 undesirable on both economic and
political grounds, The intensive work being
done in many places on enrichment technology
leads ws to heliove that techrnical knowledie
necessary to produce weapons-grade wraniom
is likely to become increasingly available. As
new reactors using enriched vraninm are budlt
throughout the world, supplies of low enrich-
ment uraninm will become common. Earich-
ment plants to serve the reactors will beeornse
mwore widely spread. Low enrichment material
can be upgraded rapidly by relatively small
enrichment plants. Conversion of a gaseous
diffusion or Becker nozzle facility from a low
enrichment end product to a high enrichment
one requires extensive modification. Bot a gas
centrifuge plant which can produce slightly
enriched uraninm can be wsed to produce
weapons-grade material without substantial
msdification,

11. A country seeking o demonstrative nu-
cleer explosive device or a weapons capability
can choose to develop a simple pun-assembled
device employving U-235 or a more complex
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spharical implosion device emploving either
U233 or Pu-239. A gun-assembled device, in
which two suberitical masses of vraniom are
rapicdly hronght topethar in a gun barrel type
arrangement, has the advantages of being sim-
ple in concept, inherently rogged and easy to

tlesign.
able m

|

fnploswon devices, v which spheres and)or
shefls of waninm or plutonium arve rapidly
compressed by detonation of the high explo-
sive charge suwrronnding them, are more oom-
J'r|F:I, ]'-e_ull;:l'ij'vl_" 4,:|'|||:-.'i|,t|,~|'4|.h]_1_.-' FIHE L![:L'r;]l.ﬁi‘_l]'l1|.:|'|1_i,|]
rescarch ancd o more sophisticated technologi-

cal base for their manufacture, |

12, If access to kilogrom quantities of fis-
siomable material is available, the technological
i Iy J'-:‘u|||.Ea¢-q_|. ill:l' I_'||-;_' -:|.|:'l.-'|_"||‘a-|_'2-|_'|'|.|:1'|l :z]'u:]
Lesting of a shinple noclear explosive device are
nok very great. Much information on the func-
Honing of a sinyple gun or implosion azsembly
with a fission !.'ium in the nomingl range Iy
heen published i open lternbore. Tt s gen-
crally known that pluboninm iz unsuitable
for wse In gun-assembled  devices. Critieal
masses have been []c_1]'r|i.~.'1|':_] Fog '::E‘]I]r_']'u;_':-: of
plutoniom aud coriched wraniom of various
isptopic contonts and with diffevent confignra
tioms of nentron reflectors, With these basic
clata, a combination con be selected that will
be appropriately subgeritical until the high ex

plosive B detonated

Moreover, experimental technigues for study-
ing high speed detonations and hydrodynamic
material behavior that are needed for the more
sophistcated desions are widely nsed in the
field of conventional ordoance. Onee & country
had detonated a first deviee, it could move an
to reduce size and weight and to increase the
efficiency of use of fissionable material

13, The cost of 4 program bor producing a
tow [ow-yield fission weapons per year is not
prohibitive for any conntry with a modest in-
dustrial and technological baze, Beginning
from seratch, a program to produce one or two
weapons per year probably would cost at least
#2000 million hefore testing an initial deviee
would be possible, This figure would inclode
capital investiment on the order of $30 million
for necessary facilities for research, produc-
tion ond testing, and some §150 million to
cover operating expenses for research facilities
for at least five years and production facilities
for two vears, For a program to produce 15-H)
fussion weapons per year, the costs prior to a
first test or device probably would be 500
million to #3600 million, of which at least half
wonld be capital investment in {acilities.

14. No potential prodoncer of weapons is to-
day in quite the state of fnnocence assumed
by the foregoing cost estimates. As a result of
widespread publication in the woclear fald,
compelent personnel could reduce the time
and expense required for research and devel-

L7
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opinent, All facilities essential to weapons pro-
duction except o weapons fabrication plant
can be justified as nocessary for a power pro-
gram. Many nations already have all or most
of the requisite facilities, By deferring a de-
ciston to manufacture weapons until conple-
tion of all facilities required for produoction of
fissionable materials, the cost of weapons pro-
duction can be limited to the additional ex-
pense incwrred for research, development,
falwication and testing of actual weapons. A
fabricating Facility need cost no more than a
few onillion dollars, IF it is assumed that ll
other necessmy facilides are developed within
the framework of o praceful uses program, a
eountry today probably could operate a pro-
gram for production of one or two weapons per
vear, plus on-going research and limited test-
mg to improve the weapon design, for about
810-15 million per vear, A larger program to
produce 15-30 weapons per year, including on-
godngr research and testing, might cost some
$20-30 willion per year.

15. A oumber of countries bave alreacdy
spent consideraldly more on their nuclear pro-
grams than the amoont estimated as the mini-

. necessary o acguire a capability for

weapims production, without actually acouir-
ing such a capability, Funds bave been spent
for research and facilities not divectly related
to capability for weapons production. The ad-
ditional amount that cach would have to spend
if it wished to produce weapons depends on
the nature and status of its presont program,
and of course on the size of the weapons pro-
gram desivod.

B. International Restrictions

16, In an effort to prevent or limit the
spread of nuclear weapons, much of the inter-
national community bas joined to construct

~TOP~SECRE]

barriers to further proliferation, These inclucde
the Treaty on the Non-Proliferation of Nu-
clear Weapons { NFT'), test-ban treaties, anad
international inspection agreements. Elaborate
contrals on the use of nuclear materials, called
safeguards, have been devised.

Sofeguords

17. Under the provisions of the NFT, now
safeguards arrangements under the auspices of
the International Atomic Energy Association
(TAEA) have replaced or will replece most
bilateral and trilateral safeguards arrange-
ments. The abjectives of applying TAEA safe-
gnards to nuclear materials are: {a) the timely
detection of any diversion of significant guan-
tHiies of material from peaceful nuclear activi-
Hes, and (b)) the deterrence of such diversion
by the risk of early detection. To detect diver-
sion, the TAEA must verify the quantities and
focation of safepuarded nuclear material. Ap-
plicationn of uniform safegouards on a broad
basis, covering entire national nuclear pro-
orams, probably will be more eftective than
the multiplicity of systems and methods that
have been used to date. For those countries
who have signed the NPT, the possibility of
being detected in a violation will be a strong
deterrent to diversion of safeguarded nuelear
materials into weapons production.

18. The IAEA's safeguards under NPT
pgreements are applied to processed uranium
in all peaceful nuclear activities carried on
by all parties to the Treaty other than the
nuclear-armed signatories—the US, the USSR
and the UK—with & view to preventing diver-
siom of nuelear materfal from peaceful uses o
nuclear weapons or other nuclear explosive
devices, Thirty-three coontries were covered
by such agreements at the end of July 1974,
although only 19 of the countrics had nuclear

/
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MUCLEAR SAFEGUARDS

[MITIATICM

& Imposed by NPT or by suppliers of muclear materlals andfor equlpment or
nagunic] wnilaterally by recipients

PURPOSES

@ Datect diversion of matedals bo wsuethorized wies
# Doter such diversion by providing high likelihood of detection and of ad-
verse poltical and ecomanic consequences

SCOPE

9 H.l.u.'l:ll'-clk-l:-::pin;q ama] record puadib=—fo mpintain fallest qus.':il,:-lg,: accomnta |_'|i|:i|::|-'
& Influence over facilities design—to facilitate accurate checking

& Equipment such as bunperdndicating seals and surveillance deviees

& Inspection for independent verification

CONTROLLIMNG AUTHORITIES

& [AEA ¢ Internateonal Atemic Energy Agenny |
— in conmection with &Il transfers of relevant materals and equipment
from any party Lo the NPT o any ather omotey
— on mexst arrangenwents predating the NPT and involving a party to it
— O s arvanseoents entered fnto by noo-parties who have neverthe-
less iven ill.'rilp:ll'-;:l;i_pn o Phe: TAEA

& FEURATOM [spme membership a5 Evropean Economic Community )
— ailmintsters ovm independent safeguards in all momber countrios
=ymder nprecment recently nr-_g-:,lﬂ'in.l:l’.‘tl nnd ..'I[.l'[.iﬂl".'ﬁ] 'h:r' IaFEA Board of
Covernnrs bt not vet ratified by member countries, will fulfill IAEA's
sufeguarding functions in Germapny, Ialy, Benelux countries, Derneark
wnrl Trelund

o Supplier Governments
— sometives mpose conditions that supplerment o substitute for safe-
Euarﬂ:—; of multinational bodies

RELITABILITY

@ TAEA gysters cannot provide absolute sssurances that noclear materdal hay
net b clivertad

& Supplier govermments impose conditions that range frmn extremely stelel to
extremely Lax

LIMITATIONS

o Major power signatories of NPT—no means for assuring compliznce

@ Other signatories of NPT-—ouly declured fucilities are oovered; areas sulyject
to inspection are narrowly defined; surprise inspections are not practiced;
myrterials vged for mom-explosive military purposes ave exemipl

& Important non-signatorics of NPT [ France, China, Lireel, ludia, Spain, South
Afres, Argenting, Breasl)—safepuards volontary or non-existent

& 1AEA mj.-guarﬂ'_-: uncler non-MPFT agreements are interpreted by some eon-
tries o5 pormitting penceful nuclear axplosives
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programs  significant enough to be safe.
guarded, IAEA safeguards also are applied to
selectod nuclear activities in non-NPT parties
with a view toward ensuring that the special
fissionalile or ather materials, services, equip-
ment, facilitics, and information under Agency
controls are not wied in such a way as to fur-
ther any military purpase. Forty-one such
agroements are in foree dealing with specific
[acilitics in 23 non-NPT countries, plus the
US and the UK. Examples are the two US-
supplied power reactors at Tarapur, India;
the two Canadian-supplied power reactors in
Rajasthan, Tndia; the m=search reactor a
Nabal Soreq, Israel; the major fraction of the
Japanese and Swiss nuclear power programs;
and reseprch reactors in Argenting, South
Africa and Brazil,

14. However, no sateguard system can pro-
vide absolte assprance that no fissionable
material is diverted to weapons uses, Small
undetected diversions are possible even with
thorougl fnspection. Nuclear processing in
volves lost material in amounts that cannm
be so precisely accounted for as to make di-
version impossible. In practice, accountability
is even less precise than it technically could
be—hecanse the IAEA lacks funds to buy the
best possible equipment and because the most
effective inspection methods would interfere
with economically optimal operating methods.
Moreover, some authorities {eg., France) set
relatively lax standards in their bilateral agree-
ments, Inspectors do not have free riun of no-
clear facilities; because of deep concem in
sone conntries about the possibility of in-
tustrial espionage, areas subject to inspection
are narrowly defined. Morve importantly, safe-
ruards detect diversion only after it has oc-
curred; & country with a large stockpile of
fissionable material can violate the tresty and
tace the consequences—at a minimum, the

suspension of nuclear cooperation and supply
by most other signatories—afterward,

20, The largest shortcoming, of course, is
the number of countries where materials are
not subject to inspection under the NPT, Main-
land China, Franee, India, lsracl, Bra=il,
Argenting, South Africa and Spain have not
signed; most are unlikely to do so. Bach is im-
portant 45 a potential source of technology or
nuclear materials. Moreover, the major power
signatories—the U5, the UK and the USSR—
are on their honor to refrain from providing
assistance in nuclear weapons development to
non-nuclear states, but no means exist for
assuring compliance, While each appears sin-
corely opposed to proliferation, none can
guarantee that all their citizens and govern-
ment oificials will abide by the treaty. Com-
petition among the major nations supplying
nuclear materials and equipment is likely to
erode the effectiveness of safeguards in the
future. Continuing growth of nuclear power
programs, with increasing numbers of facili-
ties to be controlled and ever growing amounts
of Hesionable materlals moving in world mar-
kets, will add to the problem.

Protection of Existing Weopons

21. Numerical abundance and geographical
dispersion also magnify long-standing prob-
lemns in assuring the security of existing nu-
clear weapons from theft, As of mid-1974,
there are well over 50,000 nuclear WeApons in
existence, scattered at many hundreds of loca-
tHons arcund the world, The US has elaborate
programs, invelving phvsical security meas-
ures for stored weapons, procedures designed
to minimize risks inherent in shipment, and
selectivity applied to personnel given access
to weapons, As a further barrier to detonation
by an unauthorized party, some US nuelear
weapons are fitted with devices requiring spe-

/
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cial coded instruction prior to activation. The
UK and France use similar approaches to the
security of their wenpons. It is reasonable to
believe that the USSK and China are also
very careful, and the vulnerability of weap-
mns within their borders probably is reduced
by the restrictions on personal freedom and
travel characteristic of Communist societies.
There is no reason to believe that any nuclear
weapon has heen misappropriated anywhere
in the world. As with safeguards on materials,
however, absolule assurance aboot future se-
curity is impossible, And prodence would re-
quire any ohserver to eredlit the thieves of a
weapon with the potential capability to deto-
nate it or release its toxic material eontent.

Il. CANDIDATES FOR THE DEVELO?-
MENT OF MNUCLEAR WEAPONS

22, For those countries technically capable
of producing weapons, the governing Factors
in their decisions up to this point have been
political and military—safeguards and inter-
national pressures have retarded the pace of
proliferation but not prevented it, The USs
and the USSK have devoted very substantial
attention and resources to discouraging their
separate sets of allies and friends from de-
veloping independent capahbilities, bot France
and mainland China have procecded to ac-
quire significant inventories of weapons, In-
din has detonated a device; we believe Tsracl
has weapons in being, Other countries which
could more easily have produced a weapon
from o techeological point of view—ep,
Waest Germany, Japan, Canada and Swaden—
have refrained. In the following section, there.
fore, we discuss the future of nuclear weap-
ons programs in a4 number of countries in
terms of the political and military parameters
that will influence governmental decisions as
well as in terms of technological capabilities.
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bevond s shadow of & doubt. But several
bodies of information point strongly in the
direction of a program stretching back over
a number of years:

(@) Israel has gone to great offort to ob-
tain wranium concentrate, 1t has sought this
material c]andmtine]ﬂ

|

(e} Isrzel has invested heavily in a
costly missile system that is ineffective For
precision delivery of conventional weapons.

Facilifies and Programs

B. lsrosl

7. We helieve that Israel already has pro-
dueed and stockpiled a small number of fis-

S1r ‘-"-'l:‘il.]'ll::l[i:'i.|

[

.

_‘|le cannot be proven
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4% The fact that Israel haz made such a
large investment in the Jericho missile sys-
tem—which is only marginally useful if armed
with high explosive warheads—is compelling
substantiation for the judgment that Israel has
nuclear weapons, Development  began o
France in 1983, was transferred to Israel in
1968, and was probably completed about 1970,
The missile itself is essentially uwnchanged
from the original French design. However,
the Teraelis replaced the origing inertial guid.
ance systern developed by the French with
one of their own design which is based on
components produced in Tsrael under licenses
from US companies.

44, The Jericho is a mobile, two-stage, solid-
propellant, short-range ballistic missile system
with both tactical and strategic importance in
the Middle East context. {See graphic. ) It is
gbout 43 feet long, weighs almost 15000
pounds and has a reentry vehicle that prob-
ably weighs about 2,200 pounds, Tts maximum
range is ahout 260 nm and the eircular ervor
probable (CEF) at that distance is estimated
to be about 0.5 nm.

=/
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453, Development of the missile is the re-
sponsibility of Israeli Aircraft Industries ( TAL),
which has constructed a mumber of facilities
for both production and testing, These inclode
solid-propellant production facilities north of
Tel Aviv, motor research and. development
faeilities near Haifa, motor production and test
facilitics at Ramla (about ten miles southeast
of Tel Aviv), and a missile assembly and
checkout plant at nearby Hoter, A test range
iz in the Yavne sands—an area om the coast
south of Tel Aviv.

47. The Jericho missile was designed by the
French to carry nuclear as waell as conventional

warheads.







C. Republic of China (Taiwan)
Capabilities

a5, In connoction with an ambitions pro-
graom for procurement and operation of -
elear power faciliies on Taiwan, the Re-
miblie of China (ROC) s gradually develop-
ing a potential for the production of nuclear
wenpons. There is strong military association
with nuclear programs on the island, and we
helieve foeiliies are being developed with
congeirms intent o keep a nuclenr weapon
option open, ot it will be at least five years or
=0 before the ROC is in a position to fabri-
cate a mrclear device,

58, Most military-related anclear programs
are centered at Longtan, Prior to 1973, the
military-controlled portion of the nuclear pro-

gram was conducted at the Chung Shan
Science  Institute, established after Peking's
first nuclear test under orders to provide a
nuclear weapons research facility. It conducts
nuclear research, missile development  and
related electronics research. A 1973 spin-oif,
named the Tnstitute of Nuclear Energy Re-
segreh (INER) remains collocated; it was
piblicly placed under the civilian Atomic
Energy Council but we believe it iz still
subject to strong military influence and is
conducting  military-related  research,  The
physical security of the Lungton facilities =
excellent, and our information on activities
there is tar from complete, but known pro-
jects are applicable to weapons developrent.

37. The centerpicce of the Lungtan facili-
ties is the Taiwan Research Reactor, a 40
MW heavy-water reactor built by Canada
which has heen in operation sinee mid-1973.
This reactor, similar to the CIRUS reactor
in India which produced the nuclear matevials
wicd] in the Indian test, is capable of produc-
ing enough plitonium for one or two weapons
gnmually, (hher facilities inclode an almost
completed pilot laboratory for reprocessing
fuel plates from small testing and teachins
reactors, & fuel fabrcaton plant with a capac-
ity of 25 tons of fuel per vear, a hot Iabora-
tory for handling  spent fuel and  various
other  labovatories. Scientists ot INER ave
desipning a unique sort of 135 MW natural
nranimm-fueled power reactor for domestic
production. This reactor would be soitable
for plutemine  production, bot actual con-
atrection of such a facility would be a long
and  difficult endeavor and may not he
achievable,

8. At present, the noclear J_'.ui;u]:-i of the
Taiwan FPower Company | Taipower)  are
based entirely on imported reactors, Two 636

T TorSeeReL__
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MW plants are under construction and due to
core on line i 1975 and 1978, Contracts have
bheen let on two 985 MW plants; bids are
currently under roview for two more of
similar size. Fubure plans call for two maore,
of 1300 MW each. Tuipower once com-
sidered purchasing Canadian natural uranium
reactors, but all contracts signed to date have
been with the US for reactors requiring en-
riched vranium fuel

98, Taiwan has po chemical separation
plant; it has been seeking one for "several
years. After an wnsuccessful attempt in 1972
to buy one in West Germany, it tumed to the
US. A strongly negative US response led to
Taiwanese assurances that attemnpts to obtain
n reprocessing capability would be dropped.
Subsequently, however, reparts were received
of continuing attermpts to obtain a separation
plant from France, With separation tech-
nology widely available and a number of
manufactorers  selling  the eguipment, the
Taiwanese shonld encounter no great diffi.
ulty in obtaining a production-size plant it
they are determined to have one

6. Taiwan is dependent on foreign sources
bothy for uranium and for the heavy water
moderator required by the CIRUS-tvpe re-
actor. Canada  has  provided enough  fuel,
under safepuards, to operate the reactor for
resparch purposes for abont four vears, And
the BOC has bought some 112 tons of safe-
guarded uraninm from South Africa via the
UK—-envugh fucl for another 14 vears, If the
reactor were operated tor the producton of
wonpong-grade  plutonium,  fuel  presently
available would Jast for about five or six years
and produce enough material for about ten
weapons, Dependence on imports could not
be eliminated in the foreseeable future, how-
ever, a5 Taiwan has no known uranium de-
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posits. But construction of a domestic plant
tor processing uraninm concentrates into metal
and & domestic heavy water facility are pos-
sible. These would leave Taiwan dependent
on outsiders only for uranium concentrates,
which are much more readily available on the
world market.

61, At this stage, there is no evidence of
ROC progress toward development of a nu-
clear delivery system which would pose a
credible threat to Mainland China targets.

/
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62 Taipel wis an original signatory of the
NPT and moved rapidly to ratify it; all known
nuclear facilitics on the island nse safegoarded
materialy, Flowever, it was expefled from the
IAEA in December 1971, in response to Pe-
king's demands. IAEA has continued to make
inspections on Taiwan, but the ROC could re-
fuse i pooess at any time. Under these cir-
cumstunees, the CIRUS-type reactor would
hee Free of safegnarcds, US-supplied veactors
are less wlneralsle, in practical terms, to such
action; they are subject to Lilateral US safbe-
suards aml require sHehtly enviched wanium
which Taipei st import.

&3, Even assuming that ROC guthorities
were willine to abrogate sateruards and to
inviest heavily in nmclear processing facilities
they now  lnek, they wpuld e some VERTS
from attainment of o weapons capability. A
chemical separation plant would take several
voars to Build, Testing and  weaponization
wintld roeqquire two or three years, ohoe wesap-
ons-grndle platoniun was available, All things
constdercd, we think it would take o decision
in tho Dmmediate fatore and  considerable
foreign assistance from sourees such as Tsvael
or Franee for the 300 to e able to construct
a dewvice e 1880,

Infentions

G4, We have no relinhle information on just
what has dnspired  the ROC to continue

its nuclear wenpons  efforts. Most  likely,
the inital stimulus of Peking's nuclear pro-
gram was reinforced by concern for the dura-
bifity of allout US support, the program
gathered momenbum as the military-scientibic
hurcancracy expanded to stafl the effort, and
Feasibility became an independent  justifics-
tion of sorts. Taipel’s growing sense of isola-
tion is adding impetus to its drive for military
self-sufficiency. And the recent Indian test
no donbt has bubtressed the case for those on
Taiwan who favor developing a nuelear weap-
ons capability,

63, But the Taipei leadership must also be
aware of the many risks that abrogation of
safepuards and actual Eabrication of weapons
would entail. Taipel clearly cannot hope to
compete with Peking in the ares of nuclear
weapons, Fxistemes of o smeall number of
miclear weapons on Taiwan might serve tn
provoke Peking, rather than detey it. Diselosure
of a nuclear weapons capability on Taiwan
wonld lead to world-wide pressure to cut off
nuclear fuel supplics and technical support
for nuclear power programs. And exercise of
a nuclear weapons option wounld endanger
further support from the US Taiwan's se-
curity is so heavily dependent on eontinued
adherence of the US to the Mumal Defense
Treaty that any move on Taipei’s part which
might imperil that relationship would not be
taken without agonizing study.

g6, All things considered, Taipei probably
sees a capahility to design and produce a nu-
clear weapon as a potentially useful hedge
against the unknown exigencies of the fuo-
ture, when it may be alone and facing great
visks. We think that an early ROC decision
to proceed with testing or with the fabrica-
tionm and stockpiling of untested deviees is
unlikely, so long as the US remains committed

.
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eoough to the BOC to give it some sense of
security. hut in the longer run Taipel s one
place where US policies toward nnclear pro-
liferation would have a major impact. If there
are to be several wore noclear weapons states
by the mid-1980s, the ROC will want to be
among them, and its present course probably
is leading it that way.

D, Japon
Copabilities

7. Japan has an extensive and technologi-
cally advanced nuclear energy program; with-
in tho next few VTS it will have the second
largest nuclear power generating capacity in
the world. Technologically speaking, it s
in & position to prodoece and fest 2 nuclear
devier within two or three years by violating
safegnards and bofore 1980 with full ad-
herenes o saferuards, bot it conld not develop
a eredible independent detervent foree for a
decade or mare.

G4, Japan has seven noclear power reactors
now in operation and another three scheduled
for operation later in 1974, These 10 represent
power gencrating capacity of 5,200 MW, the
plarmed goal is 70,000 MW by 1985 The first
operational reactor was built by the UK and
the next six by the US; all are under TAEA
safeguards, The Japanese are now building
an advanesd  thermal reactor at Tswraga,
which will be operational in 1976, TF fueled
with indigenous wranium the Tsuruga reactor
wonld not be under safeguards and thus would
represont @ significant potential source of un-
_Icilj'r_'gl,l;1|'-|,|,|_':"| l]]_I_Ll'::II'Ii11I'I'I-'-EH'II:I'II_" M kg annually
in normal operation.

B89, The Japanese plan to recover the plu-
tominm procuced in these reactors in their
own 210 mit/y fuel reprocessing plant, which
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is scheduled for operation in 1975, More one
pacity will be needed by 1875, and plans are
currently  being studied for a4 second plant
of about 1,500 wmt/v, The plutonium recoverad
will be under safeguards and is to be used in
an experimental fast breeder reactor and the
advanesd thermal reactor. Later it will be used
in Japan's fast breeder program,

70, Japan will be dependent upon imported,
saternarded enrviched urandium foel for its
nuclear power plants, at least through 19S5
To meet the enviched fuel needs of itz power
regctors later on, Japan is conducting active
research on both gas centrifoge enrichment
and gaseouns diffusion. In 1572 a decision was
made to construct a pilot centrifuge plant
which, if successful, would be followed by a
full size: plant, tentatively slated for operation
by 1885 Studies are being conducted into
possible joint ventures with other countries
in enrichment projects.

71 Although Japan has carried out extensive
exploration for wranium, it has not located
any substantial deposits. Tt does have limited
regerves amounting to abont 8300 tons of
a0y in widely scattered deposits impractical
to exploit at present for use in the large power
program, However, these reserves would pro-
vide a souree of unsafeguarded materdal for
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& weapons program. The Japanese are operat-
ing an experimental uraninm processing fa-
cility with a production capacity of about 30
tons per year, Japan has made uranium pur-
chasing agreements with the US, Canada and
France and s participating in uranium explor-
phion in Miger, Gabon, Canada and Indo-
nesia.

72, If Japan decided to develop a nuclear
weapon as rapidly as possible, in viclation of
safeguards, It probably could have an indtial
device within two or three years, and a weap-
on somae time later, It now has on hand——From
fuel reprocessed abroad and returned-—sepa-
rated plutonium sufficient for several tens of
weapons, Costs wonld he minnte in Japanese
terms, And Japan has suitable weapons fabri-
cating facilities and the technical knowledge
necessary to proceed at any time. A Japanese
weapon developed without abrogating  safe-
ruards would take somewhast longer, prin-
cipally because implementation of such a
decision wonld  have to await  significant
production of plutonivm from the Teowmga
repelor.

73, Japan already has a significant aircraft
delivery capability. It began manufacturing
F4E FPhantoms under license in 1872 and
plans to have about 100 by the end of 1977 and
125-150 by 1980, The 500600 nm combat
rading of the Phantom is enough to pat some
Chinese coastal torgets, Eastern Manchuria
and  the Soviet Maritime Provines within
striking range.

T4, Japan has no strategic ballistic missile
program, but it probably could develop and
deploy o missile within three to five vears of
initiation of a serfons effort. The Japanese
could present o reasonably eredible threat to
the Soviet Far Eost amd most areas of stra-
tegic value in China with a force of about 50

to 75 intermediate-range [ 1,500 nm ) missiles.
Experience gained during the past decade in
development, testing and production of satel-
lite vehicles and hardware for the Japanese
space effort wonld be directly applicable. Us-
ing the largest satellite Jaonch velicle devel-
oped to date, the solid-propellant Mu-3C, as
the basis for a design, it could develop & mis-
sile capable of delivering a 2,500-pound pay-
load o a range of 1375 nm. The principal
problems in conversion would be development
of guidance and control svstems—a matter of
# year or two before testing could begin, Im-
proved and more powerful versions of the
satellite vehicle, the Mu-<dS5H and the Mu-455,
are scheduled for testing in the next few vears;
they wonld provide a basis for increasing
payload and/or range capability of any mili-
tary version. The Japanese probably could
convert any of these vehicles into hallistic
missiles without 2 major input of foreign
technology.

70. Japan already has the hasic test facili-
ties required for missile development, and
these are scheduled to be upgraded. The Ka-
#oshima Space Center on the southemn tip of
Kyushu is a relatively modern facility well
suited, with appropriate modifications, for
missile development. A larger satellite launch
complex s wnder construction 50 nm south,
on the island of Tanegashima., Either site
wonld provide adequate firing ranges to the
eist or southeast. The cost of developing and
deploying a military missile would be little
burden for JTapan.

[ntentions
T, At a minimum, Japan will keep open
the possibility of developing nuclesr weap-
ons—whether or not it ratifies the NPT, It
will continue to develop its plutonium pro-
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duction capability, It will pursue itz space
program with an eye to enlarging its com-
mercial position in the acrospace industry and
to futnre military applications, It will keep a
wary eye on China and the USSH, and study
evidence of US intentions with regard to Jap-
anese security, In short, in the course of its
miclear power program, Japan will probably
reach a point in about two yesrs at which (a)
a decision to manufacture nuclear weapons
could be followed by the production of 4 first
wenpon in 4 program within two vears or so;
and (1} an initial deviee could be detonated
in & shorter period. Opinions within the intelli-
gence cormmunity differ on the decision that
the Jopanese are likely to make,

The Position of the Director of Ceniral
Intelligence, the Depufy Director of
Central Intelligence representing the
Central Intelligence Agency, the Di-
recfor of Intelligence ond Research
represenfing the Departmen! of Slafe,
the Director, Defense [ntelligence
Agency, ond the Assistant Chief of
Staff for Intelligence, Department of
the Army
77. We believe that the Japanese are un-
likely to make a decision to produce muclear
weapons unless there i3 4 major adverse shift
in relationships among the major powers, We
do not believe that Japan's leaders view no-
clear weapons as o prevequisite to achieve-
ment of the nation's basic political and eco-
nomic goals, We do not believe that events
such as India's explosion of a muclear device
will have significant influence on Japan's
COLTSE,

TH. Official Japanese noclear policy is set
forth in the “three non-nuclear prineiples”—
no possession, no manufacture, no introduction

==/

of nuelear weapons into Japan, Despite & Jap-
anese  government  interpretation  that  the
“peace constitution” does not preclude pos-
sesgion of defensive ouclear weapons, Japan
is likely to continue to hold to these well-
publicized principles. The Japanese position
is a product of continuing strong domestic
opposition to nuclear weapons and general
awareness of the hostile reaction that a nu-
clearized Japan would engender among its
East Asian neighbors, There is also the sk,
virtually unacceptable wntil Japan achieves
independent means of producing massive
guantities of plutonivm or enriched wranium,
of being cut off from imported materials,
pquipment and technology for its ambitious
nuclear power program.

74, From the Japanese point of view, there
is the problem of scale. It is hard for Tokyo
to see how development of 2 modest muclear
arms capability—much less the token of a
nuclear explosion on the Indian pattem—
could enhance the nation's security or improve
its economic standing. Indeed it would almast
certainly bhe viewed as counterproductive,
arousing China and the USS5EH without intimi-
dating them and leading almost inevitably—
in light of Japan's strategic vulnerability—1to
a requirement for development of a credible
deterrent force. The latter would entail mas-
sive reordering of national economic priorities.

40, It is fair to assume, nonetheless, that the
Japanese leadership would give serious com-
sideration to the development of nuclear
weapons if they felt the country threatened.
The actual decision would depend on the do-
mestic politica] context, the state of relations
with the US, particularly the ceedibility of its
nuclear umbrella, and—most important-—the
dimension of the threat perceived from the
USSKR andfor China, For the next several
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vears, it is ditficult to foresee ciroumstances
developing which would cougse the Japanese
povermment to decide to go noclear. And it
is even more difficult to imagine the Japanese
electorate overcoming the nuclear allergy suf-
ticiontly to support such o decision.

The Position of the Assistant Chief of
staff, Intelligence, Department of the
Air Force and the Direcfor of Maval
Intelligence, Department of the Mavy

HL. We believe the nuclear question poses
a difficult choice for Japan between the un-
certainties of continned and obvious reliance
on the United States and the cconomic and
probable political costs of an independent nu-
clear force. Acquiring nuclear weapons would
subject the Japanese Government to political
criticism, domestically and from abroad. It
would also risk an embargo on foreign sup-
plies of weanivem, which are vital to the nuelear
power progeam in which Japan has invested
some 89 hillion. Japan™s assessment of the poli-
cies of other nations will weigh heavily in
the ultimate decision, Japan's sccurity policies
have been predicated on containment of nu-
clear proliferation and general movement to-
ward disarmament, two premises which now
appear threatened. The Japanese have heen
disturhexd by the lack of a strong stand hy
the US and other Western powers against
India's explosion of & nuclear device and by
US otfers of reactors and atomie fuel to Istael
] Egypt. These events follow other develop-
ments of the past few yvears which have cre-
ated 2 sense of invecurity among the Japanese;
arowing donlits about the rellability of the US
nuclear umbrella in defense of Jepan; eco-
nomie vulnerability, painfully brought home
by the Arabh nse of il as a weapon in time
of crisis; and the discovery that econemic

power alone offers insufficient leverage in
international politics to a nation that aspires
to great power status.

52, Some Japanese sec a wmnlitary noclear
capahility a8 a natural component of Japoan®
hig power status; a greater number still op-
pose the idea, Recent Japanese polls, however,
have revealed a public trend toward wider
noceptince of at least the possibility thet Ja-
pan might eventually acquire nuclear weapons,
an indication that a growing number of Jap-
anese, while not approving a nnclear capabil-
ity, are becoming passive in their opposition,
in the belief that such a development is in-
evitahle,

&5, On balance, we beliave there is a strong
chance that Japan's leaders will conclude that
they must have nuclear weapons if they are to
achieve their national objectives in the de-
veloping Asian power balance, Such a decision
could come in the early 19805, It wonld likely
he made even sooner if there is any foother
proliferation of nuclear weapons, or global
permissiveness regarding such activity, These
developments wounld hasten erosion of tra-
ditional Japanese opposition to a mclear
weapons cowrse and permit Tokyo to cross
that threshold earlier in the interests of na-
tional security,

84, Deterioration of Japanese relations with
China or the Saviet Union, and the Japanese
perception of & military threat from either
power, would accelerate the pace of weapons
development, 50 would a further decline in the
eredibility of US defense guarantees,

E. Argenting

Capabilities

B3 Argentina’s nuclear program s Fairly
new, but it is being pursned vigorously witl
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an eye toward independence of foreign sup-
plicrs and controls. If Buenos Aires dedicated
itself to the carliest possible achievement of
i nuclear weapon and  received  continoing
forcign assistance in building the necessary
facilitics, Argenting could bave an initial de-
vice in the early 1980s,

BE, Avgentina’s first noclear power reactor,
n 30 MW heavy water reactor at Atucha
Luilt by a Gorman firm, is operational, Safe-
guard arrangements on it include a provision
for venewal in October 1977; if the Argentines
choose to refuse renewal and procure or pro-
cluee l]]'l:’qlh!_i{_!.l:'ll'{.[lill::l leavy water, they conid
have a reactor free of safeguards with an
anmual plutomium capability of about 150 kg
in normal operation. Constroction has begun
on @& Canadign-supplied and TAEA  safe-
puarded natural wraniom reactor, scheduled
For opcration in 1979, Work on a third power
reactor of the same tvpe supposedly will begin
before the end of 1974 although the supplier
is not vel certain, All theee reactors are of a
type casily adaptable to production of weap-
ong-grade plutoninm, and military pressures
fvoring themn over reactors requiring enriched
fuel ploved o significant part in ther final
decision.

7, The desirability of nstural wraniom
Fiieled reactors also vests on the fact that Ar-
rentina has abundant snpplies of natural uran-
ium. Refining capacity i being expanded from
60 mtfy to about 400 mt/y of comcentrate
hased on anticipated daily processing of some
1,200 tons of ove. To date, fuel rod fabrication
has heen done abroad, but proposals are being
solicited from Argentine firms for construction
Iy late 1977 of a 300 mt/y fabrication facility.
Other Argentine plans include a 400 mtfy
heavy water plant to hecome operational in

Argantina: Facilities Sullable Tar & Plutonum Weapon
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1979 and reactivation of a corrently inzctive
British-built, pilot-scale chemical separation
plant.

85" Although Argentina is highly indus-
trialized by Latin American standards, attain-
ment of a nuelear weapons capahility in the
near term would be severely hampered by
technological shorteomings, A plant suitable
for reprocessing reactor fuel in quantity would
take several vears to build and require a eon-
siderable advance in technology and skills,
Thus the extent of foreign assistance available
would be a key element in determining the
time frame of Argentine progress, A five-year
agreement with India, signed in mid-1974,
might provide sone help in this vegard.

50, For the foresecable fubure Argentina
would probably have to rely on alreraft—
notably the Mirage 1115 and Canberras pow in
inventory and anything more they might
buy—as delivery vehicles. It has only a mudi-
mentary adrcraflt industry and no capability
to produce a ballistic missile, It might be able
to purchase a short-range, nuclear-capable
missile such as the French Pluton, but it prob-
ably would not have the skills to fit thern with
suitable warheads for years to come. And
such missiles would be of douhtfol utility in
any event.

M
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infentions

80, Argentina has not signed the NFT;
rathor, it is an outspoken critic of the Treaty
as a barrier to full development of pesceful
uses by parties to it It has signed but not
ratified the Lotin American Nuclear Free
Fone Treaty. It would not appear to have any
military noed for nuclear weapons, but it has
long een apprehensive and envious of Braszil,
and this is being exacerbated by Brazil's note-
worthy economice performanee. An Argentine
muclear capability, perhaps described on the
Indian moede] as possession of a "peaceful de-
viee," hos considerable appeal in some gquar-
ters as a means of redressing the power bal-
anee, Argentine nationalism, pride and pre-
tensions o a major rols in Latin Americn and
the world would be enhenced ot least tem-
porarily by possession of weapons or devices.
But, Argenting most also consider the possi-
bility that Brazdl would follow suit and =oon
negate any advantage, Over time, and in the
absenco of strong international pressures that
succeid in stopping weapons acquisition by
other countrics, there appears to be an aven
chance that Arrentina will choose to join
the nuclear elub in a small way.

F. South Africa
Copabilities

91. In the short mn, South Africa is of more
concern in the proliferation context as a po-
tential supplier of nuclear materials and tech-
nology than as a potential nuelear weapons
power, It controls large wranium  deposits,
hoth in South Africa proper and in Namibia
i South-West Atrica). It apporently has de-
veloped o technology which will enable it to
produce and market enriched vranium. If this
technology  proves successful, South  Africa

would be capable of producing a nueclear de-
vice within this decade if it chooses,

92, South Africa has the world's third largest
praniwm veserves. It has been a major ex-
porter, principally to the US and the UK.
since 1950, Sales to those markets have
dwindled, and exports to now custormers soch
as Japan and Germany have not follv e
plaged them, BRecent prodoction of snme
400 mtfy of vramiom concentrates, prin-
cipally as a byproduct of gold mining opera-
tions, has largely gone into stockpiling tor fu-
ture caport and domestic needs. Some 20,000
tons of uraninm concentrates now are on band,
Current plans are to bring the Namibian fields
into operation at an outpot level of 3,000
tons by 1975 amd incresse their production
to L0000 tons by 1951,

93, Bevived interest in uraniwm  mining
stems  from  increased world demand for
uranium and apparent suecess in developing
a method of enriching veanium into fuel salk-
able for the type of power reactors that will
dominate world markets for noclear generat-
ing plants in the decade ahead. As explained
ahove (paragraph 9), the South Africans are
building a facility—described as a pilot plant
but substantial in size {see photo)—which
will use sorne new and as yet undefined en-
vichment technology. The South Africans have
announced that it will be operational before
the end of 1974, but this date may slip some-
what. They intend to follow on with & oom
mercial-scale  enrichment  facility but  con-
struction has not vet bhegun and operation
prohably will not accur in this decade.

84. Although the South Africans contend
that their facilities will be used for production
of slightly enriched wranium, all known en-
richment processes are adaptable to produc-
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tion of weapons grade U-235, The potential
outpint of the pilot plant is unknown, but
it cortainly would be adecuate to provide
enough material for at least a few weapons
annually. There s no reason to doubt that
South Africa eould zequire all the technology
and fabrication facilities wecessary  for de-
signing and producing such weapons within
a few years, For delivery, South Africa would
have to vely on aireraft. Tt has 38 Mirage I11s
in inventory, It also has & license to assemble
the more advanced Mivage F-1 and will begin
doing so in 1975, building up a planned in-

r

South Africa: Facilities Suitable for a Uranivm Weapon
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ventory of about 50 by 1950, Tt does not cur-
rently have any capability to produee 2 ballis-
tic missile.
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Intenfians

85, Although South Africa has not signed
the NPT, it has roquired application of TAEA
or other safegnards on most of the nranium it
has sold over the vears, and it has indicated
Fhat the output of the enrichiment plant will
he safeguarded. Tt @ unlikely, however, that
the South Africans would permit IAEA inspece-
tion of facilities on its territory. And they are
unlikely to follow through on theie hiots of
pessibile  eventual NET vatification.  South
Africa’s political iselation is growing—slowly
bt inexorably—md its suspicion of the out-
sides world is bound to increase over time.
Such trends no doubt have been accelerated
by recent events in Portugal, which raise
the prospect of hostile states on South Africa’s
borders in the pear fature, There is no indica-
tion that South Africa cumently is pursuing
a nuclear weapons program, and it js unlikely
to add to its troubles with the world com-
ity by initiating one solely for prestige
reasons, Bub we believe the South Africans
would go forward with a noclear detervent if
they saw a serious military threat from their
African neighbors beginning to emerge. This
condition docs ot at present appear at all
likely to be fulfilled within the next few years.

&. Other Countries

96. Several Enropean countries and Canada
have # near-term ecapability to produce nu-
clear weapons but little or no incentive to
translate that capability into action. Canada
has vast uraninm resonrees and @ nuclear pro-
gram that is the country's largest sclentific
anidl technical indertaking, [ts independently
developed CANDU reactor system iz a valn-
able eaport item, as well as o source of great
national pride. With the exception of an op-
erating chemical separation plant, all the nee-

pssary facilities for weapons construction exist
or could he established i & short time, Power
reactors now in operation could produce
encugh platoniom for a few hondred fission
weapons per year, But the Canadians do not
perceive a need for an indigenous nuclear
force, since US forces provide them a high
lewel of security. In short, Canada is the least
likely of amy near-nuclear country 1o seek
its OWN Weapons,

57. West Germany has a similar near-term
capahbility that is, tor varions reasons, highly
unlikely to be translated into an independent
weapons program. [ts extensive and well-de-
veloped nuclear program s firmly oriented
toward  peaceful applications, completely
under safeguards and subjected to more than
ardinary seruting by the rest of the world.,
Even a hint of a German nuclear weapons
program, which would be a Hagrant violation
of the agreements wnder which Germany
joined WATO, would have a major, divisive
impact on the alliance, which is Bonn's most
refiable source of seeurity. Indeed, evon the
possibility of German participation in a multi-
lateral Evropean nuclear force is a subject of
considerable concern in Western Europe, And
the USSE would resct wery negatively to
German acguisition of eclear wezpons. The
Cermans are well aware that any sort of no-
clear exchange in Europe wonld be disastrons
for them. In the absence of a total npheaval
of relationships within the Western alliance,
there is no reason for them even to contem-
plate nuclear weapons acquisition,

68, Other European countries are highly
unlikely candidates, Sweden has an advanced
muclear vesearch and power program and
mast of the facilities required folr & weapons
program. But it bhas ratified the NPT and
closed down its enly natural uranivm reactor,

a

M




[

mg_l\ 37

at Agesta, which was unsafeguarded. And it
has abandoned plans for a chemical separation
Factlity, choosing instead to use facilides else-
where in Europe and in the US for fuel re-
processing. Italy has the technical capability
to fabrieate a weapon within three to five
yvears. I has three ouelear power reactors in
operation and most of the ancillary facilities
that would be necessary for production of a
plutoninm doviee. But all its noelear mate-
rials and facilities are safeguarded, and it has
shown no serious interest in independent de-
velopment of weapons, NATO participation
amd US nuelear defense arrangements satisfv
its security interests and obviate any need by
ltaly for weapons of its own,

099, Spain is the one Furopean country that is
deserving of some attention as a possible pro-
liferator in the vears ahead. It has indigenous
wraniwm  reserves of moderate size, an ex-
tenslve long-range nuclear power program
{three reactors in operation, seven under
construction and up to 17 mare planned ), and
a pilot chemical separation plant. It has re-
fuscd to sipn the NPT, on grounds that
plodges of protection for non-nuclear states
are imadeqguate and requirements for inspec-
tion potentially harmful from the standpodnt
of commerical competition, However, Spain
iz linked to the US by a bilateral military
arrecment which Spanish leaders are likely
to view as offering better security than any
independent Spanish nuclear capability. Only
an unfikely combination of cireumnstances,
growing out of Spain’s location with respect
to Gibraltar, Portugal and North Africe—
coupled with the loss of securlty ties to the
Us or NATO, and perhaps a post-Franco
povernment vnsiure of itsell-—seems in any
wiy plavsible as a reason for Spain to develop
a muclear capability unless soch weapons be-
come  commonplace.,

100. Australia is another of the possible but
implangible ouclear powers, It has  huge
uranium reserves, neglected until recently be-
canse it also has abundant cheap coal. Having
maintained for some time that it would not
again export uranium except in enriched form,
it has recently announced its intention of
establishing a substantial enrichment plant.
It probably will seck foreign participation.
Should it decide to pursue a weapons prograrm,
it presumably could obtain the necessary
facilities,

101, Onee oppesed to the NPT on growmds
of possible interference with peaceful nuelear
programs, Australia signed in 1970 and par-
ticipated in the negotiation of safepuards pro-
cedures, It also sought US assurances that the
NPT would In no way alter the US commit-
ment to Australia, embodied in the ANZUS
pact, that the Australians see as the founda-
tion stone of their security. Under the Labor
government that has held office since 187E,
Australin  has shown decreasing  inclination
to participate in extra-Australian  defensive
arrangements and has reduced the size of jts
own military forces. No Australian govern-
ment likely to hold power in the nest few
vears would embark on an independent nu-
clear weapons  program, although such a
course i hypothetically possible.

102. There ave several other ocountries
which could feel strong urges to develop in-
dependent muclear weapons but which have
no capability in this decade. In the 19805, the
production of nuclear weapons. will be within
the technological and economic capabilities
of many additional countries. Whether such
countries do in fact become proliferators will
depend largely on the degree of proliferation
elsewhere in the interim, the reaction of the
world at large to eontry into the nuclear
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weapons  field of additional countries, and
regional ambitions and tensions,

103, Tran's much publicized nuclear power
intentions arve entirely in the planning stage.
A mumber of electne power reactors are
seheduled and under negotiation, bot the first
will not become operational until 1879 or
1980, Tran now lacks all the non-reactor fa-
cilities necessary to weapon development and
production. Tt is a party to the NPT and all its
veactors and other aeilities will be safeguard-
e, Although withdrawal from the NPT or
abrogation of safeguards is  possible, no
Tranian leader is going to take that step while
a nuclear encrgy program s in the middle of
implementation. There is no doubt, however,
of the Shah's ambition to moke Iran a power
to e reckoned with, 1F he is alive in the mid-
19805, if Iran has a full-fledged puclear power
industry and all the Facilities necessary for nu-
clear weapons, and if other countries have
procecded  with weapons  development, we
have no doubt that Iran will follow it
Tran's course will be stromgly influenced by
Indian maclear programs.

104. Egypt, Pakistan, Brazil and South
Korea are also potential third-generation pro-
liferators, Mone now has any of the facilities or
skills necessary for fabricating nuclear weap-
ong. A power reactor offered to Egypt by the
US could not become operational before
about 1981 Tt would be provided under a
proposal ealling for exceptionally  stringent
security and safeguard measures, including a
US veto over all arrangements for physical
secority of facilities and fissionable materials
and a provision whereby the US can demand
return to its custody of all fisslonable materials
produced in the reactor, even if fucl of non-US
origin is used. To date Egypt's modest nuelear
program has been limited to basic research;

any substantial expansion would require mujor
foreign assistance,

105. Pakistan has one natural uranium
fueled power reactor—supplied by Canada,
dependent on the US for heavy water and sub-
ject to safeguards. Tt has no capahility to pro-
duce heavy water, but it has facilities under
construction for fuel fabrication and evidently
is planning to construct a chemical separation
plant. It is far inferior to its prime rival, India,
in terms of nuclear technclogy and could not
have a nuclear device by 1980 without ex-
tensive foreign  assistance in  constructing
needed Facilities, Nonetheless, Pakistan will
certuinly try to press ahead with nuclear
weapons development as rapidly as its limited
capahilities will permit. And in the interim it
might attempt to obtain enough weapons
grade material for a erude demonstration de-
vice from some foreign source,

108, Brazil has one reactor under construg-
tion and due for completion in 1877 and two
athers planned; all will be dependent on im-
ported enriched fuel and subject to safe-
guards, It has begun seeking assistance from
Japan, West Germany and France in building
facilities such as fuel fabrication and chemical
reprocessing plants, but plans are not yet fivm.
It trails well behind Argentina in terms of the
time it would take to Iabricate a first device;
over the longer run, howeves, Brazil undoubi-
edly would be able to outdistance any Argen-
ting nuclear weapons effort,

107, South Korea|

el has em-

harked on & relatively ambitipus nuclear pro-
gram lo meet urgent cnergy needs. It has
twr US-supplied research reactors, and a two-
anit nuclear power station is under construe-
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tion, Megotiations have begun for five more
powver reactors. Seoul is also seeking fuel re-
processing technology in Europe and Japan
with an eye to constructing a plant in South
Korea,

108, Each of these four countries has a real
or potentinl antagonist which it sees as having
actual or potential capabilifies in the nuclea
weapons ficld. If the worldwide non-prolifera-
tion effort is not reinvigorated, each is likely
tor feol Inereasingly strong desires to join the
nuclear weapons race when possible, The
stromgest impulses will probably he felt by
Pakistan; Egypt and Brazil currently appear
to fall into a second category of hikelihood. In
this context, Araly countries in addition to
Egypt must also be viewed az potential long-
range candidates; several will have vast sums
of money they might choose to spend on pur-
chaging nueclear facilities and technical serv.
ices abroad, when soch are maore readily
availablc.

. PROLIFERATIOM BY PROXY

1. TPast proliferation of nuclear weapons
and delivery systems has been facilitated by
the present muclear powers, deliberately or
otherwise. The US, as the first and higgest
af the ruclear powers, with an open society
and many allies, has undoubtedly been the
prime source of nueclear technology. Tt has
provided many of the reactors currently in
operation throughout the world, Through de-
fense  cooperation  agreements—particularly
with the NATO countries and Japan—it has
spread  knowledge of missile-related  tech-
nology. It has sold nuclear-capable aircraft
to a number of allies. Most notably, French
development of nuclear weapons and delivery
systems was expedited by knowledge gleanad
from the US and by experience with US equip-
ment supplied to NATO allies.

)

114t The French, i turn, have become a
source of nuclesr knowledge and equipment.
Fremeh spokesmen have often said that the
spread of nuclear weapons was inevitable, and
pne rationale for their own fuclear force has
been that troe independence requires such
weapons, The French provided Israel with a
reactor capable of producing fissionable ma-
terial and a missile system designed to carry
a nuclear warhead. Subsequently, French gov-
ernment policy turned against [srael, and de-
liveries of muclear-capahble gircraft were em-

bargned

(Although the French

have refused to sign the NPT, they have de-
clared their intention of abiding by its pro-
visions, On the whole. now that they are a
muclear power, we doubt that they will foster
proliferation as a matter of netional policy,
but they probably would not resist the tempia-
tion to sell technology and muclear-capable
delivery systems—and possibly even unsafe-
guarded wranium—if the price were right
and the purchaser politically acceptable at the
time of sale. They have been displaying the
new nuclear-capable Pluton tactical missile
at their export shows and advertising it in such
publications as Aviation Week, And they have
sauld Mirage alrcraft or Heensed them for pro-
duction In many countries, It is possible that
French policy under Giscard will he some-
what more sensitive to the spirt of the NPT
than it was under Pompidon, bat this has yet
to be demonstrated,

111. In the 1950%, the USSR provided China
with substantial technical assistance and equip-
ment related to muelear weapons; since the
Sino-Boviet split, however, Moscow has usually
been a strong advoeate of non-proliferation
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in both word and deed, The Soviets have, of
course, provided their allies with reactors and
nuclear knowledpe, as well as some delivory
systems suitable for employiment with nuclear
weapons., But, they apparently have mein-
tained rigid controls over Fissionable materials
and have allowed no warheads to legve the
possession and control of Soviet forces. They
initially pressed hard for worldwide adberence
ta the NPT, and signature by all of their East
European allies means that nuclear Tacilities
in the area are subject to IAEA safeguards,
rather than the wnilaters] Soviet contrals that
soverned them previously., We believe that
the USSH will continue to export nuclear ma-
terials, but ooly under safeguards, We do not
expect the Soviets to provide their allies with
nuclear warheads—or permit them to develop
independent  weapons  capabilitics—in  the
foreseeable futore. But the Sovicts apparently
are not willing to subject otherwise good rela-
tions with an important non-Communist coun-
fry o severe strains in the interests of non-
proliferation; they have taken no strong ac-
tions in the case of India,

112, Meither London nor Peking has con-
tributed materfally to weapons proliferation
in recent years. The British have been in the
tovefront of countries urging controls on pro-
liferation; in general, their scositive tech-
nodogy in puelear and missile fields has not
been made available to outsiders. Tn many
cases, it 1z based on technology received from
the US and could not legitimately be pazsed
on without US permission. So far as we know,
Peking has provided vo assistance to other
conntries in either the peaceful vses of atomie
energy or in the nuclear weapons field. Both
the UK and China like having an instrument
of power that is available only to a select
group, and neither has a close ally with a
pressing need for nuclear weapons. We believe
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hoth countries are Jikely to cling to their
established policies in this field for the fore
secalle futaio,

113

114, Bweden, West Germany and Japan are
likely to be the source of considerable exper-
tise in atomic cnergy amd in Felds related to
delivory systems, We would not expect any
of the three to knowingly assist another na-
tion in developing puelear weapons. They
might, however, be willing to sell delivery sys-
tems—in whole or in part—to a conntry that
had obtained a nuclear weapon without vio-
lating the NPT,

115. Bt iz highly unlikely that any govern-
ment now possessing nuclear weapons or ca-
pable of developing them over the next few
years would wittingly make noclear materials,

weapons or technology available to a non-
governmental entity such as o terrorist group
or a government-in-exile, International coop-
erative efforts to keep nuclear materials out
of such hands probably will prove popular,
so long as they do not appear to impinge on
national sovercignties. But it is unlikely that
any agreement requiring international inspec-
tions, audits or security checks additional to
those of the TAEA would be widely acceptable.

I'Y. PROSPECTS FOR DETECTION OF A
COVERT PROGRAM

116. It iz technically possible for nations
capable of developing nuclear weapons to
keep a program completely secret, up to the
test of a first device—and 8 coontry deter-
mincd to develop a nuclear capability need
not conduct 3 test. A country wanting uranium
badly enough probably can obtain it. Most
of the facilities needed to produce plutoninm
are algo used in peaceful nuclear programs
and can be so justified. New enrichment tech-
nologies just coming into use will make it
feasible for countries to opt for U-235 weap-
ons. Gas cenbrifuge facilities have no undgue
characteristics; those necessary to support a
small nuclear weapons program could be con-
cealed,

117, In practice, it is highly unlikely that
any such program could be undertaken by 2
govermment in the non-Communist world with-
ot pur getling some indications of it. A weap-
ons program necessarily involves a number of
people and tacilities and extends over a period
of time: To date, all conntries with interest
in weapons have relied fairly heavily on for-
eign techmical assistance—afficial or other-
wise., Hut the countries interested in weapons
development, even as a very tentative option,
clamp tight security on their programs. Infor-
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mation is, thercfore, likely to be intermittent
and Inconclusive. Although we could detect a
weapons test under most cirenmstances, we
cannot realistically expect to predict a test
or 1o have details on weapons in being that
are stockpiled without testing,

1148, A country hent on keeping its inten-
tions secret, however, would have to rely on
afroraft delivery of nuclear devices, since air-
cralt are a normal component of natiopal
power and no indicator of nuclear intentions.
We believe that no nation could long conceal
a program for the production of nuclear-ca-
pable hallistic missiles, Most countries would
have to signal their missile intentions early,
through purchase of eritical components and
employment of foreign technicians. Highly
developed nations such as West Germany and
Japan might avoid that indicator, but they are
relatively open to outside observation—par-
tieularly by Americans and others participat-
ing with them in research and development
cfforts, In any event, actual missile production
requires testing on instromented ranges that
are readily identifiable, and deployment in-
volves unigue equipment such as transporters
and lavnchers or silos. These latter factors
mean that even the possession of a complete
operational missile system obtained from a
foreign country probably would not remain
undetected for any significant period,

¥. THEFT OF MATERIALS OR WEAPOMS

118, A government or a termordst group
seeking & nuclear capahility solely for its value
in blackmail, terror and international attention-
getting might consider acquiring that capabil-
ity by stealing either fissionable materials or
exisfing weapons., Generally speaking, a coun-
try with a relatively advanced nuclear program
is unlikely to see any attraction in that ropte;

TO

indigenous development of a weapon would
appear far more sure and less hazardous. A
country with the personnel and facilities to
assemble nueclear weapons might find itself
without fissionable material and try to divert
or steal some; it is much more likely, however,
to have some weapons-grade material on hand
88 a result of its peaceful program,

120, A country with a very limited techno-
logical base or a terrorist group would be more
likely to concentrate om weapons than on
fizsionable materials, particularly if its pur-
pose¢ would be served by knowledge of its
action. [Theft of a weapon almost certainly
would be detected, though it might not be
publicized. ) An actual weapon, no matter how
well protected with failsufe devices, represents
an immediate capahbility, No prodent observer
could afford to proceed on the assumption
that ft could not be detonated or so damaged
as to leak highly toxic material into ils en-
Viroms,

121. Thett of fissionable materals with the
intent of assembling weapons would be only
part of a much more complex operation. Steal-
ing natural or low-enriched vranium is no use
unless the fuel can he put through an enrich-
ment process, Theft of irradiated reactor foel
after its removal from a reactor and before
chemieal separation would be extremely has-
ardons; it would also require a reprocessing ca-
pability. Thus, highly enriched uwranium and
separated Pu-239 are the only repsonuble tar-
gets of such an operation. Separated plu-
tonium s so highly toxic that it can in a sense
be considered a weapon in and of itself, and it
might attract the attention of terrorist groups
on that basis. But a thief who wanted to go
from U-233 or Pu-239 to an explosive device
would have to arrange some sart of fahricat-
ing capability—in particular a few people with
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the proper training and skills. Clearly, any
conntry probably could make these armnge-
ments, Terrorist groups would confront more
difficultics than governments. But for all the
practical argmments against it, diversion of fis-
sionnble materials from the world’s ever-grow-
ing supplies iz a possibility that will hecome
more troublesome with the passage of time,
122, In sum, & country capable of producing
nuclear weapons is highly unlikely to attempt
to steal them: there 12 a chanee that one I.'l'l[ghl‘

seek fissipnahle materials by thett or diversion,
Competently done, diversion might go unde-
tected. And even detected diversion might be
concealed by the victim, who might be re-
luctant to face the political cutery that would
result or the increased and expensive security
measures that would be imposed. Weapon-
seeking terrorists and gFovernments backward
in the nuclear field are more likely to go after
weapons themselves than fissionable materials,
despite the fact that the latter are less well
protected.
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